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#!/bin/bash 
# var-match.sh: 
# Demo of pattern replacement at prefix / suffix of string. 
vOzabc1234zipl234abc # Original variable. 
echo "vO = $v0" # abc1234zip1234abc 
echo 
# Match at prefix (beginning) of string. 
vl=${v0/#abc/ABCDEF} # abci234zip1234abc 
9 i 
echo “vl = $v1" # ABCDEF1234zip1234abc 
# |---| 


# Match at suffix (end) of string. 


v2=${v0/%abc/ABCDEF} # abc1234zip123abc 
echo “v2 = $v2" ; Te 
s |----| 
echo 
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This tutorial assumes no previous knowledge of scripting or programming, yet progresses rapidly toward an 
intermediate/advanced level of instruction . . . all the while sneaking in little nuggets of UNIX® wisdom and 
lore. It serves as a textbook, a manual for self-study, and as a reference and source of knowledge on shell 
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Part 1. Introduction 


Script: A writing; a written document. [Obs.] 
--Webster's Dictionary, 1913 ed. 


The shell is a command interpreter. More than just the insulating layer between the operating system kernel 
and the user, it's also a fairly powerful programming language. A shell program, called a script, is an 
easy-to-use tool for building applications by "gluing together" system calls, tools, utilities, and compiled 
binaries. Virtually the entire repertoire of UNIX commands, utilities, and tools is available for invocation by a 
shell script. If that were not enough, internal shell commands, such as testing and loop constructs, lend 
additional power and flexibility to scripts. Shell scripts are especially well suited for administrative system 
tasks and other routine repetitive tasks not requiring the bells and whistles of a full-blown tightly structured 
programming language. 
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Chapter 1. Shell Programming! 


No programming language is perfect. There is 
not even a single best language; there are only 
languages well suited or perhaps poorly suited 
for particular purposes. 


--Herbert Mayer 
A working knowledge of shell scripting is essential to anyone wishing to become reasonably proficient at 
system administration, even if they do not anticipate ever having to actually write a script. Consider that as a 
Linux machine boots up, it executes the shell scripts in /etc/rc.d to restore the system configuration and 
set up services. A detailed understanding of these startup scripts is important for analyzing the behavior of a 
system, and possibly modifying it. 


The craft of scripting is not hard to master, since scripts can be built in bite-sized sections and there is only a 
fairly small set of shell-specific operators and options [1] to learn. The syntax is simple -- even austere -- 
similar to that of invoking and chaining together utilities at the command line, and there are only a few "rules" 
governing their use. Most short scripts work right the first time, and debugging even the longer ones is 
straightforward. 


In the early days of personal computing, the BASIC language enabled 
anyone reasonably computer proficient to write programs on an early 
generation of microcomputers. Decades later, the Bash scripting 
language enables anyone with a rudimentary knowledge of Linux or 
UNIX to do the same on modern machines. 


We now have miniaturized single-board computers with amazing 
capabilities, such as the Raspberry Pi. 

Bash scripting provides a way to explore the capabilities of these 
fascinating devices. 


A shell script is a quick-and-dirty method of prototyping a complex application. Getting even a limited subset 
of the functionality to work in a script is often a useful first stage in project development. In this way, the 
structure of the application can be tested and tinkered with, and the major pitfalls found before proceeding to 
the final coding in C, C++, Java, Perl, or Python. 


Shell scripting hearkens back to the classic UNIX philosophy of breaking complex projects into simpler 
subtasks, of chaining together components and utilities. Many consider this a better, or at least more 
esthetically pleasing approach to problem solving than using one of the new generation of high-powered 
all-in-one languages, such as Perl, which attempt to be all things to all people, but at the cost of forcing you to 
alter your thinking processes to fit the tool. 


According to Herbert Mayer, "a useful language needs arrays, pointers, and a generic mechanism for building 
data structures." By these criteria, shell scripting falls somewhat short of being "useful." Or, perhaps not. . . . 


When not to use shell scripts 


* Resource-intensive tasks, especially where speed is a factor (sorting, hashing, recursion [2] ...) 
* Procedures involving heavy-duty math operations, especially floating point arithmetic, arbitrary 
precision calculations, or complex numbers (use C++ or FORTRAN instead) 


* Cross-platform portability required (use C or Java instead) 

* Complex applications, where structured programming is a necessity (type-checking of variables, 
function prototypes, etc.) 

* Mission-critical applications upon which you are betting the future of the company 

e Situations where security is important, where you need to guarantee the integrity of your system and 
protect against intrusion, cracking, and vandalism 

* Project consists of subcomponents with interlocking dependencies 

* Extensive file operations required (Bash is limited to serial file access, and that only in a 
particularly clumsy and inefficient line-by-line fashion.) 

* Need native support for multi-dimensional arrays 

* Need data structures, such as linked lists or trees 

* Need to generate / manipulate graphics or GUIs 

* Need direct access to system hardware or external peripherals 

* Need port or socket I/O 

* Need to use libraries or interface with legacy code 

* Proprietary, closed-source applications (Shell scripts put the source code right out in the open for all 
the world to see.) 


If any of the above applies, consider a more powerful scripting language -- perhaps Perl, Tcl, Python, Ruby 
-- or possibly a compiled language such as C, C++, or Java. Even then, prototyping the application as a 
shell script might still be a useful development step. 


We will be using Bash, an acronym [3] for "Bourne-Again shell" and a pun on Stephen Bourne's now classic 
Bourne shell. Bash has become a de facto standard for shell scripting on most flavors of UNIX. Most of the 
principles this book covers apply equally well to scripting with other shells, such as the Korn Shell, from 
which Bash derives some of its features, [4] and the C Shell and its variants. (Note that C Shell programming 
is not recommended due to certain inherent problems, as pointed out in an October, 1993 Usenet post by Tom 
Christiansen.) 


What follows is a tutorial on shell scripting. It relies heavily on examples to illustrate various features of the 
shell. The example scripts work -- they've been tested, insofar as possible -- and some of them are even useful 
in real life. The reader can play with the actual working code of the examples in the source archive 
(scriptname.shorscriptname.bashb),[5]give them execute permission (chmod u+rx 
scriptname), then run them to see what happens. Should the source archive not be available, then 
cut-and-paste from the HTML or pdf rendered versions. Be aware that some of the scripts presented here 
introduce features before they are explained, and this may require the reader to temporarily skip ahead for 
enlightenment. 


Unless otherwise noted, the author of this book wrote the example scripts that follow. 
His countenance was bold and bashed not. 


--Edmund Spenser 
Notes 


[1] These are referred to as builtins, features internal to the shell. 


[2] Although recursion is possible in a shell script, it tends to be slow and its implementation is often an 
ugly kludge. 

[3] An acronym is an ersatz word formed by pasting together the initial letters of the words into a 
tongue-tripping phrase. This morally corrupt and pernicious practice deserves appropriately severe 
punishment. Public flogging suggests itself. 


[4] Many of the features of ksh68, and even a few from the updated ksh93 have been merged into Bash. 


[5] By convention, user-written shell scripts that are Bourne shell compliant generally take a name with a 
. sh extension. System scripts, such as those found in /etc/rc.d, do not necessarily conform to this 


nomenclature. 
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Chapter 2. Starting Off With a Sha-Bang 


Shell programming is a 1950s juke box... 


--Larry Wall 
In the simplest case, a script is nothing more than a list of system commands stored in a file. At the very least, 
this saves the effort of retyping that particular sequence of commands each time it is invoked. 


Example 2-1. cleanup: A script to clean up log files in /var/log 


# Cleanup 
# Run as root, of course. 


cat /dev/null > messages 
cat /dev/null > wtmp 


1 
2 
3 
4 cd /var/log 
5 
6 
7 echo “Log files cleaned up." 


There is nothing unusual here, only a set of commands that could just as easily have been invoked one by one 
from the command-line on the console or in a terminal window. The advantages of placing the commands in a 
script go far beyond not having to retype them time and again. The script becomes a program -- a tool -- and it 
can easily be modified or customized for a particular application. 


Example 2-2. cleanup: An improved clean-up script 


!/bin/bash 
Proper header for a Bash script. 


Cleanup, version 2 


Run as root, of course. 
Insert code here to print error message and exit if not root. 


LOG DIR-/var/log 
Variables are better than hard-coded values. 
(exl Sie DIE 


cat /dev/null » messages 
cat /dev/null » wtmp 


echo "Logs cleaned up." 


exit 4 The right and proper method of "exiting" from a script. 
# A bare "exit" (no parameter) returns the exit status 
#+ of the preceding command. 


[= ~S) We) (oo) sa) (ex, Gal dex. (G9. (SS) [— 4c» Wer DS] (Oa des (65 de» [23 


[SOME PSOE 


Now that's beginning to look like a real script. But we can go even farther . . . 


Example 2-3. cleanup: An enhanced and generalized version of above scripts. 


#!/bin/bash 
# Cleanup, version 3 


# Warning: 
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# ture RIT 
# This script uses quite a number of features that will be explained 
#+ later on. 
# By the time you've finished the first half of the book, 
#+ there should be nothing mysterious about it. 
LOG DIR-/var/log 
ROOT_UID=0 # Only users with SUID 0 have root privileges. 
;INES-50 # Default number of lines saved. 
E XCD-86 # Can't change directory? 
E NOTROOT-87 # Non-root exit error. 
Bun Ads Coot, nl course, 
wae [| YSN see. UESIRVOVOME Wimpy 1 
then 
echo VASE INS OOt Co wiv CLS: Semis. V 
exit SE_NOTROOT 
ica 
stg Jp =a WS | 
# Test whether command-line argument is present (non-empty). 


then 

lines=$1 
else 

lines=SLINES # Default, if not specified on command-line. 
ica 


Stephane Chazelas suggests the following, 
+ as a better way of checking command-line arguments, 


Eri 


case "$1" in 

ug ) lines-50;; 

"1 4-9] *) echo "leges basename SM” lsnes-ie-cexuaqi p 
exit $E WRONGARGS;; 

fd ) deese 

esac 


* Skip ahead to "Loops" chapter to decipher all this. 


cd $LOG DIR 


sie dp swweb YS "euo IDI || # or aie - WS EAWDU. = USING Ip)! 
# Not in /var/log? 
then 
echo "Creuse Chance je SLOG DHR, Y 
exit $E XCD 


fi # Doublecheck if in right directory before messing with log file. 


Far more enr iCIent SLE 


eel wesc/iee |] d 
echo "Cannot change to necessary directory." >&2 
exp Su Cw 


+ but this is still a bit advanced for this stage of the tutorial. 


.WRONGARGS-85 # Non-numerical argument (bad argument format). 


] 


71 tail -n S$lines messages > mesg.temp 4 Save last section of message log file. 
72 mv mesg.temp messages # Rename it as system log file. 

T3 

74 

75 # cat /dev/null > messages 

76 #* No longer needed, as the above method is safer. 

33 

78 cat /dev/null > wtmp # Vg > wtmp' and '» wtmp' have the sam ffect. 
79 echo "Log files cleaned up." 

80 # Note that there are other log files in /var/log not affected 

81 #+ by this script. 

82 

83 exit 0 

84 # A zero return value from the script upon exit indicates success 

85 #+ to the shell. 


Since you may not wish to wipe out the entire system log, this version of the script keeps the last section of 
the message log intact. You will constantly discover ways of fine-tuning previously written scripts for 
increased effectiveness. 


x cK ck 


The sha-bang ( #!) [1] at the head of a script tells your system that this file is a set of commands to be fed to 
the command interpreter indicated. The #! is actually a two-byte [2] magic number, a special marker that 
designates a file type, or in this case an executable shell script (type man magic for more details on this 
fascinating topic). Immediately following the sha-bang is a path name. This is the path to the program that 
interprets the commands in the script, whether it be a shell, a programming language, or a utility. This 
command interpreter then executes the commands in the script, starting at the top (the line following the 
sha-bang line), and ignoring comments. [3] 


#!/bin/sh 
#!/bin/bash 
#!/usr/bin/perl 
#!/usr/bin/tcl 
#!/bin/sed -f 

6 #!/bin/awk -f 
Each of the above script header lines calls a different command interpreter, be it /bin/sh, the default shell 
(bash in a Linux system) or otherwise. [4] Using #! /bin/sh, the default Bourne shell in most commercial 
variants of UNIX, makes the script portable to non-Linux machines, though you sacrifice Bash-specific 
features. The script will, however, conform to the POSIX [5] sh standard. 


(ni dE (9 ISS) qp 


Note that the path given at the "sha-bang" must be correct, otherwise an error message -- usually "Command 
not found." -- will be the only result of running the script. [6] 


#! can be omitted if the script consists only of a set of generic system commands, using no internal shell 
directives. The second example, above, requires the initial #!, since the variable assignment line, Lines=50, 
uses a shell-specific construct. [7] Note again that #! /bin/sh invokes the default shell interpreter, which 
defaults to /bin/bash on a Linux machine. 


į ) This tutorial encourages a modular approach to constructing a script. Make note of and collect 
"boilerplate" code snippets that might be useful in future scripts. Eventually you will build quite an 
extensive library of nifty routines. As an example, the following script prolog tests whether the script has 
been invoked with the correct number of parameters. 


E WRONG ARGS-85 
SPIO _ parcinetees="—a m up mV 
# a all, -h hello, ete. 


b w V Hae 


5 if [ $$ -ne $Number of expected args ] 

& thien 

q echo "Usage: ~“basename S0 Sscript_parameters" 

8 # "basename $0° is the script's filename. 

9 exit $E WRONG ARGS 

10 fi 

Many times, you will write a script that carries out one particular task. The first script in this chapter is 
an example. Later, it might occur to you to generalize the script to do other, similar tasks. Replacing the 
literal ("hard-wired") constants by variables is a step in that direction, as is replacing repetitive code 
blocks by functions. 


2.1. Invoking the script 


Having written the script, you can invoke it by sh scriptname, [8] or alternatively bash scriptname. 
(Not recommended is using sh <scriptname, since this effectively disables reading from stdin within 
the script.) Much more convenient is to make the script itself directly executable with a chmod. 


Either: 

chmod 555 scriptname (gives everyone read/execute permission) [9] 
or 

chmod +rx scriptname (gives everyone read/execute permission) 


chmod u+rx scriptname (gives only the script owner read/execute permission) 


Having made the script executable, you may now test it by ./scriptname. [10] If it begins with a 
"sha-bang" line, invoking the script calls the correct command interpreter to run it. 


As a final step, after testing and debugging, you would likely want to move it to /usr/local/bin (as root, 
of course), to make the script available to yourself and all other users as a systemwide executable. The script 
could then be invoked by simply typing scriptname [ENTER] from the command-line. 


Notes 


[1] More commonly seen in the literature as she-bang or sh-bang. This derives from the concatenation of the 
tokens sharp (#) and bang (!). 

[2] Some flavors of UNIX (those based on 4.2 BSD) allegedly take a four-byte magic number, requiring a blank 
after the ! -- #! /bin/sh. According to Sven Mascheck this is probably a myth. 

[3] The #! line in a shell script will be the first thing the command interpreter (sh or bash) sees. Since this line 
begins with a #, it will be correctly interpreted as a comment when the command interpreter finally executes 
the script. The line has already served its purpose - calling the command interpreter. 


If, in fact, the script includes an extra #! line, then bash will interpret it as a comment. 


1 #!/bin/bash 
2 
3 Gino Heere dl (xe meras." 
4 a-1 
5 
6 #!/bin/bash 
7 # This does *not* launch a new script. 
8 
9) echo “Waric 2 gut Ies." 
10 echo $a # Value of $a stays at 1. 


[4] This allows some cute tricks. 


#!/bin/rm 
# Self-deleting script. 


# Nothing much seems to happen when you run this... except that the file disappears. 


WHATEVER=85 


(ee) a) fey (Oy) e w INDIES 


echo "This line will never print (betcha!)." 


ie) 


10 exit SWHATEVER # Doesn't matter. The script will not exit here. 
iil # Try an echo $? after script termination. 
2 # You'll get a 0, not a 85. 


Also, try starting a README file with a #! /bin/more, and making it executable. The result is a self-listing 
documentation file. (A here document using cat is possibly a better alternative -- see Example 19-3). 


Portable Operating System Interface, an attempt to standardize UNIX-like OSes. The POSIX specifications 
are listed on the Open Group site. 

To avoid this possibility, a script may begin with a #!/bin/env bash sha-bang line. This may be useful on 
UNIX machines where bash is not located in /bin 


If Bash is your default shell, then the #! isn't necessary at the beginning of a script. However, if launching a 
script from a different shell, such as tcsh, then you will need the #!. 


therefore fail to execute. 


D] 

[6] 

Ul 

[8] Caution: invoking a Bash script by sh scriptname turns off Bash-specific extensions, and the script may 
[9] A script needs read, as well as execute permission for it to run, since the shell needs to be able to read it. 
uo] 


Why not simply invoke the script with scriptname? If the directory you are in (SPWD) is where 
scriptname is located, why doesn't this work? This fails because, for security reasons, the current 
directory (. /) is not by default included in a user's $PATH. It is therefore necessary to explicitly invoke the 
script in the current directory witha ./scriptname. 
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2.2. Preliminary Exercises 


1. System administrators often write scripts to automate common tasks. Give several instances where 
such scripts would be useful. 

2. Write a script that upon invocation shows the time and date, lists all logged-in users, and gives the 
system uptime. The script then saves this information to a logfile. 
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Chapter 3. Special Characters 


What makes a character special? If it has a meaning beyond its literal meaning, a meta-meaning, then we refer 
to it as a special character. Along with commands and keywords, special characters are building blocks of 
Bash scripts. 


Special Characters Found In Scripts and Elsewhere 


# 
Comments. Lines beginning with a # (with the exception of #!) are comments and will not be 
executed. 


1 4$ This line is a comment. 


Comments may also occur following the end of a command. 


1 echo "A comment will follow." # Comment here. 
2 t ^ Note whitespace before # 


Comments may also follow whitespace at the beginning of a line. 


i # A tab precedes this comment. 


Comments may even be embedded within a pipe. 


i süesluecusd( “cere "Sxeaccidlde" | see e Ue" | iue scl UY" [DW 
2 4 Delete lines containing '#' comment character. 

3 sec =e Vs \a/\o (GY ce "S77 eg ) 

4 # Excerpted from life.sh script 


® A command may not follow a comment on the same line. There is no method of 
terminating the comment, in order for "live code" to begin on the same line. Use 
a new line for the next command. 


cg; Of course, a quoted or an escaped # in an echo statement does not begin a comment. 
.— Likewise, a # appears in certain parameter-substitution constructs and in numerical 


constant expressions. 


echo "The # here does not begin a comment." 

echo 'The # here does not begin a comment." 
cho The \# here does not begin a comment. 
cho The # here begins a comment. 


echo ${PATH#*: } # Parameter substitution, not a comment. 
echo $(( 2#101011 )) # Base conversion, not a comment. 


Go T oy Ol = OS ISO ES 


ie) 


i? rhanks, Sol 
The standard quoting and escape characters (" ' \) escape the #. 
Certain pattern matching operations also use the #. 


Command separator [semicolon]. Permits putting two or more commands on the same line. 


1 echo hello; cho ther 

2 

3 

4i au || —s2 WSs lemme! lg iow # Note the space after the semicolon. 
5 d AS 

6 echo "File $filename exists."; cp $filename $filename.bak 

7 else d s 

8 echo "File $filename not found."; touch $filename 

9 fi; echo "File test complete." 


33&, 5& 


Note that the ";" sometimes needs to be escaped. 


Terminator in a case option [double semicolon]. 


1 case "Svariable" in 

2 asel eho VUNSweusabeloie = alae! pe 
3 nera) eho WY \isiveleselolle = xewu pp 
4 esac 


Terminators in a case option (version 4+ of Bash). 


"dot" command [period]. Equivalent to source (see Example 15-22). This is a bash builtin. 


"dot", as a component of a filename. When working with filenames, a leading dot is the prefix of a 
"hidden" file, a file that an ls will not normally show. 


bash$ touch .hidden-file 
bash$ 1s -1 


coral L0 

CEW — bozo 4034 Jul 18 22:04 datal.addressbook 
cuoio l bozo 4602 May 25 13:58 datal.addressbook.bak 

CEW === L bozo 877 Dec 17 2000 employment .addressbook 
bash$ 1s -al 

togall i 

drwxrwxr-x 2 bozo D070 1024 Mug 29 20354 4f 

Chak — DA lexowe DOzo 3072 Aug 29 20951 5. 

SEWE iL bozo DOZO 4034 Jul 18 22:04 datal.addressbook 

TEW E = ik loze bozo 4602 May 25 13:58 datal.addressbook.bak 
UII iL bozo bozo 877 Dec 17 2000 employment .addressbook 
SW nw 1 bozo bozo 0 Aug 29 20:54 .hidden-file 


When considering directory names, a single dot represents the current working directory, and two dots 
denote the parent directory. 


bash$ pwd 
/home/bozo/projects 


bash$ cd . 
bash$ pwd 
/home/bozo/projects 


bash$ ed .. 


bash$ pwd 
/ home /bozo/ 


The dot often appears as the destination (directory) of a file movement command, in this context 
meaning current directory. 


bash$ cp /home/bozo/current work/junk/* 


Copy all the "junk" files to $SPWD. 


"dot" character match. When matching characters, as part of a regular expression, a "dot" matches a 
single character. 


partial quoting [double quote]. "STRING" preserves (from interpretation) most of the special 
characters within STRING. See Chapter 5. 


full quoting [single quote]. ‘STRING’ preserves all special characters within STRING. This is a 
stronger form of quoting than "STRING". See Chapter 5. 


comma operator. The comma operator [1] links together a series of arithmetic operations. All are 
evaluated, but only the last one is returned. 


i igs Wea = (a = 9, Is 7 Siy 
2 See Ya = OY ame "r2 = 15 / 3" 


The comma operator can also concatenate strings. 


tor file am /4,uÁgr/ oln < Cele 


# à Find all executable files ending in "calc" 
#+ in /bin and /usr/bin directories. 
do 
age || ees WSsealileY ] 
then 
echo $file 
Ia 


done 


# /bin/ipcalc 

# /usr/bin/kcalc 

# /usr/bin/oidcalc 
iz Jwxsue// loai Gxexesudle 


PRPrPPrP eR 
€) Or i$. C). NM. HO i0 00 -1 O0) O1 uS C). IN) IH 


L7 s "ÜeweveUm yot; Rory WALASIEGIA, EOI POoimtine Cais GUT 
Lowercase conversion in parameter substitution (added in version 4 of Bash). 
escape [backslash]. A quoting mechanism for single characters. 


XX escapes the character X. This has the effect of "quoting" X, equivalent to 'X'. The V may be used to 
quote " and ', so they are expressed literally. 


See Chapter 5 for an in-depth explanation of escaped characters. 


Filename path separator [forward slash]. Separates the components of a filename (as in 
/home/bozo/projects/Makefile). 


This is also the division arithmetic operator. 


command substitution. The ^command' construct makes available the output of command for 
assignment to a variable. This is also known as backquotes or backticks. 


null command [colon]. This is the shell equivalent of a "NOP" (no op, a do-nothing operation). It 


may be considered a synonym for the shell builtin true. The ":" command is itself a Bash builtin, and 
its exit status is true (0). 


dL m 
2 echo $? # 0 


Endless loop: 


while 

do 
operation-1 
operation-2 


operation-n 
done 
Same as: 


while true 
do 


| omo 
NPOWUOMIADHOBAWNE 


13 # c 
Placeholder in if/then test: 


Wie xoig 3om 
then : # Do nothing and branch ahead 
else # Or else 

take-some-action 


is (d) [m» [25 


Oy rat 
Provide a placeholder where a binary operation is expected, see Example 8-2 and default parameters. 


1 $(username-'whoami') 

2 # S(username-' whoami-~ } Gives an error without the leading 

3 # unless "username" is a command or builtin... 

4 

5 : ${1?"Usage: $0 ARGUMENT") # From "usage-message.sh example script. 


Provide a placeholder where a command is expected in a here document. See Example 19-10. 
Evaluate string of variables using parameter substitution (as in Example 10-7). 


1: ${HOSTNAME?} ${USER?} ${MAIL?} 
2 # Prints error message 
3 #+ if one or more of essential environmental variables not set. 


Variable expansion / substring replacement. 


In combination with the > redirection operator, truncates a file to zero length, without changing its 
permissions. If the file did not previously exist, creates it. 


i » data.xxx # File "data.xxx" now empty. 

2 

3 # Same effect as cat /dev/null »data.xxx 

4 # However, this does not fork a new process, since ":" is a builtin. 


See also Example 16-15. 


In combination with the >> redirection operator, has no effect on a pre-existing target file(: >> 
target file).Ifthe file did not previously exist, creates it. 


cg; This applies to regular files, not pipes, symlinks, and certain special files. 


May be used to begin a comment line, although this is not recommended. Using # for a comment 
turns off error checking for the remainder of that line, so almost anything may appear in a comment. 
However, this is not the case with :. 


JL s This is a (exowurewWs that generates an orror, ( wie | Se -a0 3] Xs 


The ":" serves as a field separator, in /etc/passwd, and in the $PATH variable. 


bash$ echo $PATH 
/usr/local/bin:/bin:/usr/bin:/usr/Xl1R6/bin:/sbin:/usr/sbin:/usr/games 


A colon is acceptable as a function name. 


i s 

2 i 

3 echo "The name of this function is "SFUNCNAME" " 
4 # Why use a colon as a function name? 

5) # It's a way of obfuscating your code. 

6 } 

7 

8 

9 


10 # The name of this function is 
This is not portable behavior, and therefore not a recommended practice. In fact, more recent releases 
of Bash do not permit this usage. An underscore _ works, though. 


A colon can serve as a placeholder in an otherwise empty function. 


not_empty () 
{ 


) # Contains a : (null command), and so is not empty. 
reverse (or negate) the sense of a test or exit status [bang]. The ! operator inverts the exit status of 


the command to which it is applied (see Example 6-2). It also inverts the meaning of a test operator. 
This can, for example, change the sense of equal ( = ) to not-equal ( != ). The ! operator is a Bash 


keyword. 


In a different context, the ! also appears in indirect variable references. 


In yet another context, from the command line, the ! invokes the Bash history mechanism (see 
Appendix L). Note that within a script, the history mechanism is disabled. 


wild card [asterisk]. The * character serves as a "wild card" for filename expansion in globbing. By 
itself, it matches every filename in a given directory. 


bash$ echo * 
abs-book.sgml add-drive.sh agram.sh alias.sh 


The * also represents any number (or zero) characters in a regular expression. 
arithmetic operator. In the context of arithmetic operations, the * denotes multiplication. 
** A double asterisk can represent the exponentiation operator or extended file-match globbing. 


test operator. Within certain expressions, the ? indicates a test for a condition. 


In a double-parentheses construct, the ? can serve as an element of a C-style trinary operator. [2] 


condition?result-if-true:result-if-false 
T (i varo = varl<9o7os21 Ii 
2 # ^ ^ 
3 
Ade sue [| US" ike 99 ] 


5 # then 
6 d var0-9 
7 # else 
8 # var0-21 
PEE MEI 
In a parameter substitution expression, the ? tests whether a variable has been set. 
? 
wild card. The ? character serves as a single-character "wild card" for filename expansion in 
globbing, as well as representing one character in an extended regular expression. 
$ 
Variable substitution (contents of a variable). 
1 varl=5 
2 var2-23skidoo 
S 
4 echo $varl # 5 
5 echo $var2 # 23skidoo 
A $ prefixing a variable name indicates the value the variable holds. 
$ 
end-of-line. In a regular expression, a "$" addresses the end of a line of text. 
$t 
Parameter substitution. 
$... 
Quoted string expansion. This construct expands single or multiple escaped octal or hex values into 
ASCII [3] or Unicode characters. 
$*, $@ 
positional parameters. 
$? 
exit status variable. The $? variable holds the exit status of a command, a function, or of the script 
Itself. 
$$ 
process ID variable. The $$ variable holds the process ID [4] of the script in which it appears. 
O 


command group. 


1 (a=hello; echo $a) 
(D A listing of commands within parentheses starts a subshell. 


Variables inside parentheses, within the subshell, are not visible to the rest of the 
script. The parent process, the script, cannot read variables created in the child 
process, the subshell. 


a-123 
( a=321; ) 


= GW NS EX 


echo "a = $a" # a = 123 
5 # "a" within parentheses acts like a local variable. 


array initialization. 


1 Array-(elementl1 element2 element3) 


{XXX,VVY,ZZZ,...} 
Brace expansion. 


1 echo \"{These, words, are, quoted}\" # " prefix and suffix 
2 # "These" "words" "are" "quoted" 


{a..z} 


Ü 


3 
4 
5 cat (filel,file2,file3) » combined file 

G 5» ComcCarcemares Coe eiles iene, rani aimel deals) aine@ Cawn mec iene. 
7 

8 

9 


Cp desL1l2 2 « (esac, Backup 
wu" Copies Usable 22 ers ico Usable «Toxeweliabge) 


A command may act upon a comma-separated list of file specs within braces. [5] Filename 
expansion (globbing) applies to the file specs between the braces. 


D No spaces allowed within the braces unless the spaces are quoted or 
escaped. 


echo {filel,file2}\ :{\ A," B",' C'} 


filel : A filel : B filel : C file2 : A file2 : B 
file2 : C 


Extended Brace expansion. 


eco ie8.om] uw eleg e ei: gie: 3 m lu m G9 jg ss tU v zyz 
# Echoes characters between a and z. 


1 
p 
3 
a cxelmo. ds usd dL 2. 3 

5 # Echoes characters between 0 and 3. 
6 

E 

8 


base64 charset-( {A..Z} {a..z} (0..9) + / = ) 
9 # Initializing an array, using extended brac xpansion. 
10 # From vladz's "base64.sh" example script. 


The /a..z] extended brace expansion construction is a feature introduced in version 3 of Bash. 


Block of code [curly brackets]. Also referred to as an inline group, this construct, in effect, creates 
an anonymous function (a function without a name). However, unlike in a "standard" function, the 
variables inside a code block remain visible to the remainder of the script. 


bash$ ( local a; 


a=123; ) 
bash: local: can only be used in a 
function 
1 a=123 
2 f a=321; } 
3 echo Va = Sa" # a = 321 (value inside code block) 
4 
3 a; "eus SoC. 


The code block enclosed in braces may have I/O redirected to and from it. 


Example 3-1. Code blocks and I/O redirection 


#!/bin/bash 
# Reading lines in /etc/fstab. 


File=/etc/fstab 


py (Gn dex (93. [5 [55 


read linel 
read line2 
hose Selle 


Schio Wistasegie lime sum Sirs; ISRA 
echo "$linel" 

echo 

acing VSecoinel Wins spes SELE aise” 
echo "Sline2" 


exe. O 


# Now, how do you parse the separate fields of each line? 
sr haines USS ux. Xue 
# . . . Hans-Joerg Diers suggests using the "set" Bash builtin. 


[= (3) We) (Ge | «ox (Onde (3 IS) [^ €» Wo» (e cul 


IS) [Sh f 


Example 3-2. Saving the output of a code block to a file 


!/bin/bash 
rpm-check.sh 


Queries an rpm file for description, listing, 
+ and whether it can be installed. 
Saves output to a file. 


This script illustrates using a code block. 


SUCCESS=0 
E_NOARGS=65 


age [fe WSL jJ 

then 
echo "Usage: 'basename $0° rpm-file" 
exit SE NOARGS 

if ab 


{ # Begin code block. 


NPRPRPRPRP PPP PY 
O io 0» -1 O Oi i (). M P. O xo 0 -1 O O1 i CQ I0 


echo 
PAL echo "Archive Description:" 
22 Hamn -ci Sil # Query description. 
23 echo 
24 echo "Archive Listing:" 
2:5 oun -ejl Sil # Query listing. 
26 echo 
27 rpm -i --test $1 # Query whether rpm file can be installed. 
28 sac [| VEZU eer SUCCESS. | 
2:9 then 
3) echo VOIL ean be alingieelil evel! 
Ball else 
97 echo "$1 cannot be installed." 
33 ion 
34 echo # End code block. 
39 } & WS guest" # Redirects output of everything in block to file. 
36 
37 echo "iesus or iden cest ia rile Sl rest" 
38 
39 # See rpm man page for explanation of options. 


A e 
i-e» 


exi O 


D 


trs 


[ET] 


$I... 


Unlike a command group within (parentheses), as above, a code block enclosed by 
{braces} will not normally launch a subshell. [6] 


It is possible to iterate a code block using a non-standard for-loop. 


placeholder for text. Used after xargs —i (replace strings option). The {} double curly brackets are a 
placeholder for output text. 


1 is . | xargs -i -t cp ./{} Si 

2 # AN ^^ 

3 

4 # From "ex42.sh" (copydir.sh) example. 


pathname. Mostly used in find constructs. This is not a shell builtin. 


Definition: A pathname is a filename that includes the complete path. As an example, 
/home/bozo/Notes/Thursday/schedule.txt. This is sometimes referred to as the 
absolute path. 


$^; The ";" ends the -exec option of a find command sequence. It needs to be 
escaped to protect it from interpretation by the shell. 


test. 


Test expression between [ ]. Note that [ is part of the shell builtin test (and a synonym for it), not a 
link to the external command /usr/bin/test. 


test. 

Test expression between [[ ]]. More flexible than the single-bracket [ ] test, this is a shell keyword. 
See the discussion on the [[ ... |] construct. 

array element. 

In the context of an array, brackets set off the numbering of each element of that array. 


il GAexegn [3b] eei il 
2 echo $(Array[1]) 


range of characters. 
As part of a regular expression, brackets delineate a range of characters to match. 
integer expansion. 


Evaluate integer expression between §[ ]. 


1 a=3 

2 b=7 

3 

4 echo $[$atS$b] i d 
5 echo $[S$a*$b] s Bil 


Note that this usage is deprecated, and has been replaced by the (( ... )) construct. 
(O) 


integer expansion. 
Expand and evaluate integer expression between (( )). 
See the discussion on the ((... )) construct. 

> &> >& >> < <> 


redirection. 


scriptname >filename redirects the output of scriptname to file filename. Overwrite 
filename if it already exists. 


command &>filename redirects both the stdout and the stderr of command to filename. 


cg; This is useful for suppressing output when testing for a condition. For example, let us 
test whether a certain command exists. 


bash$ type bogus command &>/dev/null 


bash$ echo $? 
Th 


Or in a script: 


1 command test () ( type "$1" &»/dev/null; ) 
2 # 2: 

3 

4 cmd=rmdir # Legitimate command. 
5 command_test $cmd; echo $? # 0 

6 

4 

8 cmd-bogus, command # Illegitimate command 
9 command_test $cmd; echo $? # 1 


command >&2 redirects stdout of command to stderr. 

scriptname >>filename appends the output of scriptname to file filename. If 
filename does not already exist, it is created. 

[i] <>£ilename opens file filename for reading and writing, and assigns file descriptor i to it. If 
filename does not exist, it is created. 

process substitution. 

(command) > 


< (command) 


In a different context, the "<" and ">" characters act as string comparison operators. 


<< 


<<< 


\<, \> 


In yet another context, the "<" and ">" characters act as integer comparison operators. See also 
Example 16-9. 


redirection used in a here document. 
redirection used in a here string. 


ASCII comparison. 


1 vegl=carrots 

2 veg2=tomatoes 

3 

A i Ii "Swegi" < USweg2" Ij 

5 then 

6 echo "Although $vegl precede $veg2 in the dictionary," 
7 echo -n "this does not necessarily imply anything " 

8 echo "about my culinary preferences." 

9 else 
10 echo "What kind of dictionary are you using, anyhow?" 
LL Eit 


word boundary in a regular expression. 


bash$ grep '\<the\>' textfile 


pipe. Passes the output (stdout) of a previous command to the input (stdin) of the next one, or to 
the shell. This is a method of chaining commands together. 


echo 1s -1 | sh 
# Passes the output of "echo ls -1" to the shell, 
#+ with the same result as a simple "ls -l1". 


Gat “less | sort | wang 
# Merges and sorts all ".lst" files, then deletes duplicate lines. 


A pipe, as a classic method of interprocess communication, sends the stdout of one process to the 
stdin of another. In a typical case, a command, such as cat or echo, pipes a stream of data to a 
filter, a command that transforms its input for processing. [7] 


cat $filenamel $filename2 | grep $search word 


For an interesting note on the complexity of using UNIX pipes, see the UNIX FAQ, Part 3. 


The output of a command or commands may be piped to a script. 


#!/bin/bash 
# uppercase.sh : Changes input to uppercase. 


al 
2 
3 
HL ipae Vela NS 

5 # Letter ranges must be quoted 
6 

7 

8 


#+ to prevent filename generation from single-letter filenames. 


exit 0 
Now, let us pipe the output of Is -1 to this script. 


bash$ 1s -1 | ./uppercase.sh 
“RW RWF R= 1 BOZO BOZO LOG ABR S 7 19249 i. weer 
FPW RWS Ro iL BOZO) — XOU) 109 APR 14 16:48 2.TXT 


>l 


EWR R- 1 BOZO BOZO 725 APR 20 20:56 DATA-FILE 


8^; The stdout of each process in a pipe must be read as the st din of the next. If this 
is not the case, the data stream will block, and the pipe will not behave as expected. 


i cene iex ded iude? | Is =i | Sore 
2 4 The output from "cat filel file2" disappears. 


A pipe runs as a child process, and therefore cannot alter script variables. 


1 variable-"initial value" 
2 echo "new value" | read variable 
3 echo "variable = $variable" # variable = initial, value 


If one of the commands in the pipe aborts, this prematurely terminates execution of the 
pipe. Called a broken pipe, this condition sends a SIGPIPE signal. 


force redirection (even if the noclobber option is set). This will forcibly overwrite an existing file. 


OR logical operator. In a test construct, the ll operator causes a return of 0 (success) if either of the 
linked test conditions is true. 


Run job in background. A command followed by an & will run in the background. 


bash$ sleep 10 & 
[Ll] 850 
[1]* Done sleep 10 


Within a script, commands and even loops may run in the background. 


Example 3-3. Running a loop in the background 


1 #!/bin/bash 
2 # background-loop.sh 
3 
A io i im d 2345 6 7 9 9 19 # First loop. 
5 clo 
6 eco =m "ESL U 
7 done & # Run this loop in background. 
8 # Will sometimes execute after second loop. 
9 
10 echo # This 'echo' sometimes will not display. 
TEL 
12 gu 3 som Hil 12 13 14 15 16 17 i$ 19 20 # Second loop. 
13 Clo 
14 echo n Wat VW 
15 done 
16 
17 echo # This 'echo' sometimes will not display. 
18 
19 
20 
21 The expected output from the script: 
22 iL ER Sho 5x & 7 8 S) 3b) 
23 iL 3,2. 3D9. AS Je. aly US. 1S 228] 
24 
25 Sometimes, though, you get: 
26 ii 322 ka MaA 15 16 Jy 1s 39 2 
2 i234 567 @ 9 10 bozo S 
2S (The second 'echo' doesn't execute. Why?) 


&& 


29 
30 
Sul 
32 
33 
34 
39 
36 
37 
39 
3$ 
40 
41 
42 


# Occasionally also: 
w 4 294 560 7 9 9 10 ti 32 1s 14 15 16 17 19 ae 20) 
# (The first 'echo' doesn't execute. Why?) 


# Very rarely something like: 
y lL 12 319 1 2 95i y 910 14 15 16 17 te X9 2 
# The foreground loop preempts the background one. 


exit 0 
# Nasimuddin Ansari suggests adding sleep 1 
#+ after th cho =m WSL in lines 6 and 14, 


#+ for some real fun. 


A command run in the background within a script may cause the script to hang, 
waiting for a keystroke. Fortunately, there is a remedy for this. 


AND logical operator. In a test construct, the && operator causes a return of 0 (success) only if both 


the linked test conditions are true. 


option, prefix. Option flag for a command or filter. Prefix for an operator. Prefix for a default 


parameter in parameter substitution. 


COMMAND -[Option1] [Option2][...] 


ls -al 


sort -dfu Sfilename 


PPP PE 


HHH 
O00 -1 OY Ui 4A CQ). 9. IB. O (0 00 -1 O Or iS (0 IN S 


xor [p Siti “oe Sale? ] 
then # m 

Scho Wisse Smile aks; cuhelsus enem Dei hez 7 
FL 


dde [ Ug tU -eq meg ] 


then 4 i 
exo "Sa sm expel to Slo,” 
fti 
aie [| US" sec 24 a Veg seep y T 
then 4 ^ 2 
echo "$c equals 24 and $d equals 47." 
EA 


param2-$(paraml:-S$DEFAULTVAL) 
# ^ 


The double-dash —— prefixes long (verbatim) options to commands. 


sort --ignore-leading-blanks 


Used with a Bash builtin, it means the end of options to that particular command. 


į ) This provides a handy means of removing files whose names begin with a dash. 


bash$ 1s -1 
—i1W-1—-s::—— JL lxomo loozo 0 Now 25 12929 loachasime 


bash$ rm —-- -badname 


bash$ 1s -1 
total 0 


The double-dash is also used in conjunction with set. 
set —- $variable (as in Example 15-18) 
redirection from/to stdin or stdout [dash]. 


bash$ cat - 
abc 
abc 


Ctl-D 
As expected, cat — echoes stdin, in this case keyboarded user input, to stdout. But, does I/O 
redirection using - have real-world applications? 


JL (ecl (somites /Chieciromy Ge tar (eur = s ) || (ecl /clesie/climeeromy (fs queue sonic =) 
2 Mov ntire file tr from one directory to another 
3 [courtesy Alan Cox <a.cox@swansea.ac.uk>, with a minor change] 
4 
5 1) cd /source/directory 
6 Source directory, where the files to be moved ar 
y 2) && 
8 "And-list": if the 'cd' operation successful, 
9 then execute the next command. 
10 oj) tar cr = 
Lil The 'c' option 'tar' archiving command creates a new archive, 
1.2 the 'f' (file) option, followed by '-' designates the target fil 
13 as stdout, and do it in current directory tree ('.'). 
14 4 | 
l5 Piped to 
JL 5) (EE 
7 a subshell 
18 6) cd /dest/directory 
Ls Change to the destination directory. 
20 7) && 
al "And-list", as above 
22 S ieee Howi = 
23 Unarchive ('x'), preserve ownership and file permissions ('p'), 
24 and send verbose messages to stdout ('v'), 
25 reading data from stdin ('f' followed by '-'). 
26 
2 Wors igi "sx" as a commmmel, aincl "jp", "Uy", Vat" quee Gje(Ei mes 
28 
29 Whew! 
30) 
Sil 
32 


More elegant than, but equivalent to: 
cd source/directory 
eue que — a [|| (es! .s/felesE/cbonecuexmwp eue yE =) 


Also having same effect: 
cp -a /source/directory/* /dest/directory 
Ores 


WWWW WW CO 
Wey (95 e| ny (On dex (es) 
Se + OSE ce che cR HE 


40 cp -a /source/directory/* /source/directory/.[^.]* /dest/directory 
41 If there are hidden files in /source/directory. 


iL isumzajo2 =€ limux-2.6 le cae oz | tar swig = 

2 =<UMCCMORESS iter iile-— | e-tEimem pass i to Vtaircv== 

3 If "tar" has not been patched to handle "bunzip2", 

4 #+ this needs to be done in two discrete steps, using a pipe. 

5 The purpose of th xercise is to unarchive "bzipped" kernel source. 


Note that in this context the "-" is not itself a Bash operator, but rather an option recognized by certain 
UNIX utilities that write to stdout, such as tar, cat, etc. 


bash$ echo "whatever" | cat - 
whatever 


Where a filename is expected, - redirects output to stdout (sometimes seen with tar c£), or 
accepts input from st din, rather than from a file. This is a method of using a file-oriented utility as 
a filter in a pipe. 


bash$ file 
Usage: file [-bciknvzL] [-f namefile] [-m magicfiles] file... 


By itself on the command-line, file fails with an error message. 
Add a "-" for a more useful result. This causes the shell to await user input. 


bash$ file - 
abc 
standard input: ASCII text 


bash$ file - 
#!/bin/bash 
standard input: Bourne-Again shell script text executabl 


Now the command accepts input from st din and analyzes it. 


The "-" can be used to pipe stdout to other commands. This permits such stunts as prepending lines 
to a file. 


Using diff to compare a file with a section of another: 
grep Linux filel | diff file2 - 


Finally, a real-world example using — with tar. 


Example 3-4. Backup of all files changed in last day 


!/bin/bash 


Backs up all files in current directory modified within last 24 hours 
+ in a "tarball" (tarred and gzipped file). 


BACKUPFILI 


ESI 


-backup-$ (date +%m-%d-%Y) 
Embeds date in backup filename. 
Thanks, Joshua Tschida, for the idea. 
archive=S {1:-SBACKUPFILE} 

If no backup-archive filename specified on command-line, 
aw ae Will cerawlle te VYVlonclkwoSMMA DID SC YCT ba 67." 


[ey Wer js) <a] cxy (al des Gs) Iss) [S 


PR 


Jg 

13 ae Gy — fiume o meim L -type f —print > Sarchilve.tar 

14 gzip Sarchive.tar 

15 scho VDirsctory SOW) backed wa in archiva dude WUSBdeela wesEeueug yr. 
JL 


L7 

18 Stephane Chazelas points out that the above code will fail 

19 #+ if there are too many files found 

20 #+ or if any filenames contain blank characters. 

2 

2 He suggests the following alternatives: 

23 

24 Eamel o mein il =type E -primat || zargs —lü tar my “arcal ya. tar” 
25 using the GNU version of "find". 

26 

27 

28 it3ee| o mei 1 -type f zee decus eve VSereclulyS ical UNP Wr 
Zo portable to other UNIX flavors, but much slower. 

30 

SH 

32 

33 exit 0 


"non 


Filenames beginning with "-" may cause problems when coupled with the 
redirection operator. A script should check for this and add an appropriate prefix to 
such filenames, for example . / -FILENAME, SPWD/-FILENAME, or 

SPATHNAME/-FILENAME. 


If the value of a variable begins with a —, this may likewise create problems. 


1 var-"-n" 
2 echo $var 
3 # Has the effect of "echo -n", and outputs nothing. 


previous working directory. A cd - command changes to the previous working directory. This uses 
the SOLDPWD environmental variable. 


Do not confuse the "-" used in this sense with the "-" redirection operator just 
discussed. The interpretation of the "-" depends on the context in which it 
appears. 

Minus. Minus sign in an arithmetic operation. 

Equals. Assignment operator 


L ee29 

2 echo Sel # 28 
In a different context, the "=" is a string comparison operator. 
Plus. Addition arithmetic operator. 
In a different context, the + is a Regular Expression operator. 


Option. Option flag for a command or filter. 


Certain commands and builtins use the + to enable certain options and the - to disable them. In 
parameter substitution, the + prefixes an alternate value that a variable expands to. 


modulo, Modulo (remainder of a division) arithmetic operation. 


Liet T2 = 5s T 
2 echo sz 2 


In a different context, the % is a pattern matching operator. 


home directory [tilde]. This corresponds to the $HOME internal variable. ~bozo is bozo's home 
directory, and Is ~bozo lists the contents of it. ~/ is the current user's home directory, and Is ~/ lists the 
contents of it. 


bash$ echo ~bozo 
/home/bozo 


bash$ echo ~ 
/home/bozo 


bash$ echo ~/ 
/home/bozo/ 


bash$ echo ~: 
/home/bozo: 


bash$ echo -«nonexistent-user 
^nonexistent-user 


~+ 
current working directory. This corresponds to the $PWD internal variable. 


previous working directory. This corresponds to the $OLDPWD internal variable. 
regular expression match. This operator was introduced with version 3 of Bash. 
beginning-of-line. In a regular expression, a "^" addresses the beginning of a line of text. 
Uppercase conversion in parameter substitution (added in version 4 of Bash). 

Control Characters 
change the behavior of the terminal or text display. A control character is a CONTROL + key 
combination (pressed simultaneously). A control character may also be written in octal or 
hexadecimal notation, following an escape. 
Control characters are not normally useful inside a script. 


0 Ct1-A 


Moves cursor to beginning of line of text (on the command-line). 
0 Ct1-B 


Backspace (nondestructive). 
0 
Ctl-C 


Break. Terminate a foreground job. 
0 
Ctl-D 


Log out from a shell (similar to exit). 


EOF (end-of-file). This also terminates input from st din. 


When typing text on the console or in an xterm window, Ct1—D erases the character under 
the cursor. When there are no characters present, Ct 1—D logs out of the session, as expected. 
In an xterm window, this has the effect of closing the window. 

0 Ct1-E 


Moves cursor to end of line of text (on the command-line). 
0 ctl-F 


Moves cursor forward one character position (on the command-line). 


0 


Ctl-G 


BEL. On some old-time teletype terminals, this would actually ring a bell. In an xterm it 
might beep. 


0 


Ctl-H 


Rubout (destructive backspace). Erases characters the cursor backs over while backspacing. 


Mop p opp p PPP PY 
O (o 0» 1 O O1 i5 (). M IS. O xo 0 -1 O O1 4 CQ I0 E 


NNNNN DN NY 
e| (ox, Gal de eS) [5 (5 


N 
[99] 


WN 
€ Wo) 


Sal 


#!/bin/bash 
# Embedding Ctl-H in a string. 


a-2"^H^H" 


echo "abcdef" 


echo 
ecno -n 


# Space at end 


ecno 
Scng =n 


"abcdefSa " 


^ 


"abcdefSa" 


# No space at end 


echo; echo 


a=$'\0 


rubout=" 


echo -n 
Sleep 2 
echo -n 
sleep 2 


o Ct1-I 


Horizontal 


0 


Ctl-J 


10\010' 


a=$'\b\b' 
a=$'\x08\x08' 
But, this does not change the results. 


Now, try this. 


^H^H^H^H^H" 


"12345678" 


UDOT 


tab. 


Two Ctl-H's -- backspaces 
QueIL-W Cie ils, Usine, wil / gran 
abcdef 
aCe 4E 


^ 


Backspaces twice. 


abcdef 
^ Doesn't backspace (why?). 
Results may not be quite as expected. 


Constantin Hagemeier suggests trying: 


FE AE AE TE AE THEE HHH EH AE FE HH TH FE FE FE FE AE FE HEE FEAE FE F 


u 3 ox (Cus 


Newline (line feed). In a script, may also be expressed in octal notation -- ^012' or in 


hexadecimal -- ^xOa'. 
0 Ct1-K 


Vertical tab. 


When typing text on the console or in an xterm window, Ct1-K erases from the character 
under the cursor to end of line. Within a script, CC1-K may behave differently, as in Lee Lee 
Maschmeyer's example, below. 

0 Ct1-L 


Formfeed (clear the terminal screen). In a terminal, this has the same effect as the clear 
command. When sent to a printer, a Ct 1—L causes an advance to end of the paper sheet. 


Q 
Ctl-M 


Carriage return. 


1 #!/bin/bash 
2 # Thank you, Lee Maschmeyer, for this example. 
3 
4 read -n 1 -s -p \ 
5 $"Control-M leaves cursor at beginning of this line. Press Enter. \x0d' 
6 # Of course, '0Od' is the hex equivalent of Control-M. 
7 echo >&2 # The '-s' makes anything typed silent, 
8 #+ so it is necessary to go to new line explicitly. 
9 
10 read -n 1 -s -p $'Control-J leaves cursor on next line. \x0a' 
LL # 'Oa' is the hex equivalent of Control-J, linefeed. 
12 echo >&2 
13 
14 ### 
15 
16 read -n 1 -s -p $'And Control-KNx0bgoes straight down.' 
17 echo >&2 4  Control-K is vertical tab. 
18 
19 # A better example of th ffect of a vertical tab is: 
20 
21 var-$'NxO0aThis is the bottom lineWNxObThis is the top line\x0a' 
22) wWelno) WiShyeuel 
23 This works the same way as the abov xample. However: 
24 eeho Ysvar® | eol 
25 This causes the right end of the line to be higher than the left end. 
26 It also explains why we started and ended with a line feed -- 
27 #+ to avoid a garbled screen. 
28 
29) As Lee Maschmeyer explains: 
30 
Sd In the [first vertical tab example] . . . the vertical tab 
32 #+ makes the printing go straight down without a carriage return. 
33 This is true only on devices, such as the Linux console, 
34 #+ that can't go "backward." 
35 The real purpose of VT is to go straight UP, not down. 
36 It can be used to print superscripts on a printer. 
9 The col utility can be used to emulate the proper behavior of VT. 
38 
39 exit 0 
0 Ct1-N 


Erases a line of text recalled from history buffer [8] (on the command-line). 
0 ct1-O 


Issues a newline (on the command-line). 
0 Ct1-P 


Recalls last command from history buffer (on the command-line). 
0 ct1-Q 


Resume (XON). 


This resumes st din in a terminal. 
0 Ct1-R 


Backwards search for text in history buffer (on the command-line). 
0 ctl-S 


Suspend (XOFF). 


This freezes st din in a terminal. (Use Ctl-Q to restore input.) 
0 Ct1-T 


Reverses the position of the character the cursor is on with the previous character (on the 
command-line). 
0 Ct1-U 


Erase a line of input, from the cursor backward to beginning of line. In some settings, CC1-U 
erases the entire line of input, regardless of cursor position. 
0 Ct1-v 


When inputting text, CE1—V permits inserting control characters. For example, the following 
two are equivalent: 


i eho —e "Ya 
2 (cio «Ol —wW«Ce lS 


Ct1-V is primarily useful from within a text editor. 
0 Ct1-W 


When typing text on the console or in an xterm window, Ct 1-W erases from the character 
under the cursor backwards to the first instance of whitespace. In some settings, Ct L-W 
erases backwards to first non-alphanumeric character. 


0 ct1-X 


In certain word processing programs, Cuts highlighted text and copies to clipboard. 
0 ctl-Y 


Pastes back text previously erased (with Ct 1-U or CC 1-W). 
0 ct1-Z 


Pauses a foreground job. 
Substitute operation in certain word processing applications. 


EOF (end-of-file) character in the MSDOS filesystem. 


functions as a separator between commands and/or variables. Whitespace consists of either 
spaces, tabs, blank lines, or any combination thereof. [9] In some contexts, such as variable 


assignment, whitespace is not permitted, and results in a syntax error. 


Blank lines have no effect on the action of a script, and are therefore useful for visually separating 
functional sections. 


SIES, the special variable separating fields of input to certain commands. It defaults to whitespace. 


Definition: A field is a discrete chunk of data expressed as a string of consecutive characters. 


Separating each field from adjacent fields is either whitespace or some other designated character 
(often determined by the $IFS). In some contexts, a field may be called a record. 


To preserve whitespace within a string or in a variable, use quoting. 


UNIX filters can target and operate on whitespace using the POSIX character class [:space:]. 
Notes 


[1] An operator is an agent that carries out an operation. Some examples are the common arithmetic 
operators, + - * /. In Bash, there is some overlap between the concepts of operator and keyword. 

[2] This is more commonly known as the ternary operator. Unfortunately, ternary is an ugly word. It 
doesn't roll off the tongue, and it doesn't elucidate. It obfuscates. Trinary is by far the more elegant 
usage. 


American Standard Code for Information Interchange. This is a system for encoding text characters 
(alphabetic, numeric, and a limited set of symbols) as 7-bit numbers that can be stored and manipulated 
by computers. Many of the ASCII characters are represented on a standard keyboard. 


A PID, or process ID, is a number assigned to a running process. The PIDs of running processes may 
be viewed with a ps command. 


Definition: A process is a currently executing command (or program), sometimes referred to as a 
job. 


The shell does the brace expansion. The command itself acts upon the result of the expansion. 


BE 


Exception: a code block in braces as part of a pipe may run as a subshell. 


ls | 4 weacl nesiciliimearp reall Secoimellimeas } 

sp Merete, Ihe cocks block iin braces runs as a Sitlosineilil, 

#+ so the output of "ls" cannot be passed to variables within the block. 
echo Yrirest lims is Sfirstline? saeco ine is Sseeoncllime’ — ss Won t vork. 


Oy Ol = 69 a 


w deinen. Sola 

[7] Even as in olden times a philtre denoted a potion alleged to have magical transformative powers, so 
does a UNIX filter transform its target in (roughly) analogous fashion. (The coder who comes up with a 
"love philtre" that runs on a Linux machine will likely win accolades and honors.) 


[8] Bash stores a list of commands previously issued from the command-line in a buffer, or memory space, 
for recall with the builtin history commands. 


[9] Alinefeed (newline) is also a whitespace character. This explains why a blank line, consisting only of a 
linefeed, is considered whitespace. 
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Chapter 4. Introduction to Variables and 
Parameters 


Variables are how programming and scripting languages represent data. A variable is nothing more than a 
label, a name assigned to a location or set of locations in computer memory holding an item of data. 


Variables appear in arithmetic operations and manipulation of quantities, and in string parsing. 


4.1. Variable Substitution 


The name of a variable is a placeholder for its value, the data it holds. Referencing (retrieving) its value is 
called variable substitution. 


$ 


Let us carefully distinguish between the name of a variable and its value. If variablel is the name 
of a variable, then $variablel is a reference to its value, the data item it contains. [1] 


bash$ variable1=23 


bash$ echo variablel 
variablel 


bash$ echo $variablel 


29 
The only times a variable appears "naked" -- without the $ prefix -- is when declared or assigned, 
when unset, when exported, in an arithmetic expression within double parentheses (( ... )), or in the 


special case of a variable representing a signal (see Example 32-5). Assignment may be with an = (as 
in var1=27), ina read statement, and at the head of a loop (for var2 in 1 2 3) 


Enclosing a referenced value in double quotes (" ... ") does not interfere with variable substitution. 
This is called partial quoting, sometimes referred to as "weak quoting." Using single quotes (' ... ) 
causes the variable name to be used literally, and no substitution will take place. This is full quoting, 
sometimes referred to as 'strong quoting.' See Chapter 5 for a detailed discussion. 


Note that $variable is actually a simplified form of $ {variable}. In contexts where the 
$variable syntax causes an error, the longer form may work (see Section 10.2, below). 


Example 4-1. Variable assignment and substitution 


1 #!/bin/bash 

2 # ex9.sh 

3 

4 # Variables: assignment and substitution 

3 

6 a=375 

7 hello-$a 

8 A A 

9 

10 

dal No space permitted on either side of = sign when initializing variables. 
12 What happens if there is a space? 

13} 

14 "VARIABLE =value" 

15 a 

16 #% Script tries to run "VARIABLE" command with one argument, "-value". 
17 

Lg "VARIABLE= value" 

Le x 
20 #% Script tries to run "value" command with 
21 #+ the environmental variable "VARIABLE" set to "". 
22 
DIO 


NNN 
-] Oo) O1 


C) CO No P2 
[= €» «o «Gs 


C0 CO C0 CO CO CO CO CO 
We) ei <i) Xexy Gal des. Gs PY) 


Bam 
FO 


OO Se ae abs eS ats ae, un 
P 6 «o o» IRDA O» s» WD 


(Gy Ont Om (On Gah Loh rb (Oni 
We) (e) SI (ox (Un GS fe) I) 


=<} Yep} Len A} (oy) Len) Cony Gr} “py ern) OY 
@ io) (69) SS) (ox Glas wh 4 €» 


cO — — o — o — — — -— 
(S) Wo) fes) Sl vony Ga ges GD [IS d. 


CO CO OO © CO CO OO 
SI} (em (ap dee We) Je» [5 


«oO CO OO 
© Xo) 199) 


echo hello # hello 
Not a variable reference, just the string "hello" 


echo $hello # 375 
S Mase a She ver vaciado lg xc(eue(esctevo elec 


eco S nello s S75 
Likewise a variable reference, as above. 
Quoting 1 
echo "Shello" # 375 
echo "easllej9 # 3795 
echo 
hello="A B C Ip) 
echo $hello s AB C 
echo "Shello" # AB C D 


# As we see, echo $hello and echo "Shello" give different results. 
# 

# Quoting a variable preserves whitespac 

# 

echo 


echo 'Shello' # $hello 


^ ^ 


Variable referencing disabled (escaped) by single quotes, 
+ which causes the "$" to be interpreted literally. 


Notice the effect of different types of quoting. 


hello- # Setting it to a null value. 
exeo UwSiell (ll wedge) = Sello" # Shello (null value) 


* unsetting it, although the end result is the same (s below). 


Note that setting a variable to a null value is not the same as 


It is permissible to set multiple variables on the same line, 
+ if separated by white space. 
Caution, this may reduce legibility, and may not be portable. 


varl=21  var2-22  var3-$V3 
echo 
echo "varl-$varl var2-$var2 var3=Svar3" 


# May cause problems with legacy versions of "sh" 


# 


echo; echo 


numbers="one two three" 


A A 


other_numbers="1 2 3" 


^^ 


If there is whitespac mbedded within a variable, 
* then quotes are necessary. 


other numbers-1 2 3 # Gives an error messag 
echo "numbers = $numbers" 
echo "other numbers = $other numbers" # other numbers = 1 2 3 
Escaping the whitespace also works. 
mixed_bag=2\ \ Whatever 


Space after escape (\). 


Ong cchom mue cat o # 2 --- Whatever 

92 

93 echo; echo 

94 

95 echo "uninitialized variable = Suninitialized_variable" 

96 # Uninitialized variable has null value (no value at all!). 

97 uninitialized_variable= 7 BDoclearinep louc MOE Tinwiciellivsilieve; aie == 
98 #+ Same as setting it to a null value, as above. 
99 echo "uninitialized variable = Suninitialized_variable" 

100 s; dae SELO bas a null welwe, 

101 

102 uninitialized_variable=23 4; OGE Hic. 

103 unset uninitialized_variable # Unset it. 

104 echo "uninitialized variable = $uninitialized variable" 

105 # uninitialized variable = 

106 i Wie Sicalllil has a mwili valtis, 

107 echo 

108 

109 exit 0 


An uninitialized variable has a "null" value -- no assigned value at all (not zero!). 


ilo az | em "“Sumassicimec! ] 

2 then 

3 echo "\Sunassigned is NULL." 
4\ pal # Sunassigned is NULL. 


Using a variable before assigning a value to it may cause problems. It is nevertheless 
possible to perform arithmetic operations on an uninitialized variable. 


echo "Suninitialized" # (blank line) 
lewt Vwumduyieialized sp 5" # Add 5 to it. 
echot ustedes e d # 5 


# Conclusion: 
# An uninitialized variable has no value, 
7 #+ however it evaluates as 0 in an arithmetic operation. 


See also Example 15-23. 


OY O1 dx G9 NS E 


Notes 


[1] Technically, the name of a variable is called an lvalue, meaning that it appears on the left side of an 
assignment statment, as in VARIABLE=23. A variable's value is an rvalue, meaning that it appears on 
the right side of an assignment statement, as in VAR2=$VARIABLE. 


A variable's name is, in fact, a reference, a pointer to the memory location(s) where the actual data 
associated with that variable is kept. 
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4.2. Variable Assignment 


the assignment operator (no space before and after) 


d Do not confuse this with = and -eq, which test, rather than assign! 


Note that = can be either an assignment or a test operator, depending on context. 


Example 4-2. Plain Variable Assignment 


#!/bin/bash 
# Naked variables 


echo 


# When is a variable "naked", i.e., lacking the '$' in front? 
# When it is being assigned, rather than referenced. 


# Assignment 
a=879 
eche “tine valve or \Wa\" xg Sm" 


# Assignment using 'let' 
let B= Ios 


echo Vihe valve of Yat as mow Sa,” 


echo 


# In a 'for' loop (really, a type of disguised assignment): 
echo — "^v: gue wc aie cne loos gue UU 
tor a xm 7 @ 9 Xil 
do 
echo =n "Sa X 
done 


[3 RS [RS [RS [S iS ee eee gr gt 
iS) [sy A c9» (er (Ger p ey (up des (EX. I [| ©) (Wer Cs) c3 rex) (Gn dEx (os) I) [5 


N N 
ow 


echo 
echo 


NO NM 
-] O0 


N 
[99] 


# In a 'read' statement (also a type of assignment): 
echo =i "igienEgue WEN UU 

read a 

echo "The value of \"a\" is now $a." 


echo 


C9 CO CO CO CO CO CO DN 
(exy (Gn dex (eX. [ey [p ce». del 


esac 0) 


Example 4-3. Variable Assignment, plain and fancy 


#!/bin/bash 


a=23 # Simple case 
echo Sa 

b=Sa 

echo $b 


sa] ey) (Gn) PSS (es) [eS [55 


8 # Now, getting a little bit fancier (command substitution). 


9 
10 a= echo Hello!" # Assigns result of 'echo' command to 'a' 
11 echo $a 
12 # Note that including an exclamation mark (!) within a 


13 #+ command substitution construct will not work from the command-line, 

14 #+ since this triggers the Bash "history mechanism." 

15 # Inside a script, however, the history functions are disabled by default. 
16 


17 a= ls -1l^ # Assigns result of 'ls -1' command to 'a' 

18 echo $a # Unquoted, however, it removes tabs and newlines. 
19 echo 

AQ gehio "Sg" # The quoted variable preserves whitespac 

EN # (See the chapter on "Quoting.") 

22 

23 exit 0 


Variable assignment using the $(...) mechanism (a newer method than backquotes). This is likewise a 
form of command substitution. 


JL $$ pron Jesse s losal 
2 R=S(cat /etc/redhat-release) 
3 arch-$(uname -m) 
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4.3. Bash Variables Are Untyped 


Unlike many other programming languages, Bash does not segregate its variables by "type." Essentially, Bash 
variables are character strings, but, depending on context, Bash permits arithmetic operations and 
comparisons on variables. The determining factor is whether the value of a variable contains only digits. 


Example 4-4. Integer or string? 


1 #!/bin/bash 

2, ip IMME Cie Sie alias), Sila 

3 

4 a-2334 Integer. 

5 let "a += 1" 

6 echo "a = $a " a = 2335 

7 echo Integer, still. 

8 

9 

10 b-$(a/23/BB) SuioeExtute Wi" ier UOS. 

Li WAALS Exeewowedtowcwns SO NED a SEXUS 

12 echo "b = $b" b = BB35 

13 declare -i b Declaring it an integer doesn't help. 
14 echo "b = $b" b = BB35 

15 

Jio 3iexE Wie: ar pU BIBS s di 

17 echo "b = $b" b-1 

18 echo Bash sets the "integer value" of a string to 0. 
19 
20 c=BB34 
2l Selio Ve es. Seu c = BB34 
22 gieS4e/18/23] Subst rette "23 seis Ug. 
259 This makes $d an integer. 
24 echo "d = $d" d = 2334 
25 dec, "eb sp pU BISA s il 
26 echo "d = $d" Gl 25395 
27 echo 
28 
29 
30 4 What about null variables? 
Saee usos. On 
32 echo "e - $e" e- 
33 let "e += 1" Arithmetic operations allowed on a null variable? 
34 echo "e = $e" e-1 
35 echo Null variable transformed into an integer. 
36 
37 4 What about undeclared variables? 
S8eecho. MED ES £f = 
SO OE SPEECH Arithmetic operations allowed? 

419) «xcloyg) "ig = Sup f= 1 

41 echo Undeclared variable transformed into an integer. 
42 

43 However 

44 let "f /= Sundecl_var" Divide by zero? 

45 deis i /S 3 syntar orrors (pex Seral (arron Tokan sg W w) 
46 Syntax error! Variable $undecl_var is not set to zero here! 

47 

48 Buie. eeii 

49 let "f /= 0" 

Soi Weis 3E f= 8 Ceen a Tox. (0) (Screws ieee ae Uu 

Sil Expected behavior. 

52 


Oo 
w 


54 Bash (usually) sets the "integer value" of null to zero 
55 #+ when performing an arithmetic operation. 

56 But, Conie Emy cais du meme, folks! 

57 It's undocumented and probably non-portable behavior. 
5E 

59 

60 Conclusion: Variables in Bash are untyped, 

61 #+ with all attendant consequences. 

62 

63 ezit SP 


Untyped variables are both a blessing and a curse. They permit more flexibility in scripting and make it easier 
to grind out lines of code (and give you enough rope to hang yourself!). However, they likewise permit subtle 
errors to creep in and encourage sloppy programming habits. 


To lighten the burden of keeping track of variable types in a script, Bash does permit declaring variables. 
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4.4. Special Variable Types 


Local variables 

Variables visible only within a code block or function (see also local variables in functions) 
Environmental variables 

Variables that affect the behavior of the shell and user interface 


8^; In a more general context, each process has an "environment", that is, a group 
of variables that the process may reference. In this sense, the shell behaves like 
any other process. 


Every time a shell starts, it creates shell variables that correspond to its own 
environmental variables. Updating or adding new environmental variables 
causes the shell to update its environment, and all the shell's child processes 
(the commands it executes) inherit this environment. 


The space allotted to the environment is limited. Creating too many environmental 
variables or ones that use up excessive space may cause problems. 


bash$ eval "seq 10000 | sed -e 's/.*/export var&-ZZZZZZZZZZZZZZ/"''" 


bash$ du 
bash: /usr/bin/du: Argument list too long 


Note: this "error" has been fixed, as of kernel version 2.6.23. 


(Thank you, Stéphane Chazelas for the clarification, and for providing the above 
example.) 
If a script sets environmental variables, they need to be "exported," that is, reported to the 
environment local to the script. This is the function of the export command. 


$^) A script can export variables only to child processes, that is, only to commands or 
processes which that particular script initiates. A script invoked from the 
command-line cannot export variables back to the command-line environment. 
Child processes cannot export variables back to the parent processes that spawned 
them. 


Definition: A child process is a subprocess launched by another process, its 


parent. 
Positional parameters 
Arguments passed to the script from the command line [1] : $0, $1, $2, $3... 


$0 1s the name of the script itself, $1 is the first argument, $2 the second, $3 the third, and so forth. 
[2] After $9, the arguments must be enclosed in brackets, for example, $(10), ${11},${12}. 


The special variables $* and $@ denote all the positional parameters. 


Example 4-5. Positional Parameters 


1 #!/bin/bash 

2 

3 # Call this script with at least 10 parameters, for example 
4 4 ./scriptname 123 45 67 8 9 10 


5 MINPARAMS=10 
6 
7 echo 
8 
9) echo "ume Meme Qut tnis serio as WU. 
10 # Adds ./ for current directory 
11 echo "The name of this script is Ni basename $0°\"." 
12 # Strips out path name info (see 'basename') 
13 
14 echo 
15 
LWE aic | =m "S1" |] # Tested variable is quoted. 
17 then 
18 echo "Parameter #1 is $1" # Need quotes to escape # 
US su 
20 
2L aise || =i USO | 
22 then 
23 eleg; VWiPeicennsicence y2 io Sew 
ZA tas 
25 
26 ae || em YSU || 
27 then 
28 echo "Parameter #3 is $3" 
AS) we aL 
30 
31 # 
32 
33 
34 if [ -n "${10}" ] # Parameters > $9 must be enclosed in {brackets}. 
35 then 
36 echea YParcemerer iO is S410) 
Sy Ei 
38 
39) ehg V M 
40 echo "All the command-line parameters are: "$*"" 
41 
42 if [ $4 -lt "SMINPARAMS" ] 
43 then 
44 echo 
45 echo "This script needs at least SMINPARAMS command-line arguments!" 
AG iu 
47 
48 echo 
49 
50 exit 0 


Bracket notation for positional parameters leads to a fairly simple way of referencing the last 
argument passed to a script on the command-line. This also requires indirect referencing. 


args=S# # Number of args passed. 
lastarg=S{!args} 
# Note: This is an *indirect reference* to $args 


# Or: lastarg=${!#} (Thanks, Chris Monson.) 
# This is an *indirect reference* to the $# variable. 


1 
2 
3 
4 
5 
6 
7 
8 # Note that lastarg=${!S#} doesn't work. 

Some scripts can perform different operations, depending on which name they are invoked with. For 
this to work, the script needs to check $0, the name it was invoked by. [3] There must also exist 


symbolic links to all the alternate names of the script. See Example 16-2. 


į ) If a script expects a command-line parameter but is invoked without one, this may 
cause a null variable assignment, generally an undesirable result. One way to prevent 
this is to append an extra character to both sides of the assignment statement using the 
expected positional parameter. 


variablel_=S1_ # Rather than variablel-$1 
# This will prevent an ven if positional parameter is absent. 


acie ue", 
critical argumentO0l1-$variablel . 
The extra character can be stripped off later, like so. 
wieucaedole1-sSwsuazlsled / /) 

ide effects only if Svariablel_ begins with an underscore. 


S 
This uses one of the parameter substitution templates discussed later. 
(Leaving out the replacement pattern results in a deletion.) 


A more straightforward way of dealing with this is 


* to simply test whether expected positional parameters have been passed. 
we [p oed | 
then 
exit $E MISSING POS PARAM 
ít 


NPRPRPPRP PPP PY 
O (o 0» -1 O Oi i (). M I2. O «o 0 -1 O O1 4 CQ I9 E 


# However, as Fabian Kreutz points out, 
the above method may have unexpected sid 
A better method is parameter substitution: 
${1:-SDefaultVal } 

"Parameter Substition" section 
"Variables Revisited" chapter. 


PEECES: 


NNN PN 
iw GON ES 
Se HE OE 


See the 
in the 


N 
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Example 4-6. wh, whois domain name lookup 


!/bin/bash 

ex18.sh 

Does a 'whois domain-name' lookup on any of 3 alternate servers: 
ripe.net, cw.net, radb.net 

Place this script -- renamed 'wh' -- in /usr/local/bin 


Requires symbolic links: 

ln -s /usr/local/bin/wh /usr/local/bin/wh-ripe 
ln -s /usr/local/bin/wh /usr/local/bin/wh-apnic 
ln -s /usr/local/bin/wh /usr/local/bin/wh-tucows 


E NOARGS-75 


af 

then 
echo "Usage: ~basename $0" 
exit $E NOARGS 

ít 


ug ] 


m 


[domain-name]" 


Mop pop pp PPP PY 
O (o 0» -1 O Oi i5 (). NN PS. O xo 0 -1 O O1 4 QI 


NNN 
w Ne 


# Check script name and call proper server. 


24 case `basename $0` in # Or: case ${0##*/} in 

25 "wh" ) whois $1@whois.tucows.com;; 

26 "wh-ripe" ) whois $1@whois.ripe.net;; 

27 "wh-apnic" ) whois $1@whois.apnic.net;; 

28 "wh-cw" ) whois $1@whois.cw.net;; 

29 5s ) echo "Usage: ^basename $0° [domain-name]";; 


30 esac 
Sil 
32 exit S7 


The shift command reassigns the positional parameters, in effect shifting them to the left one notch. 
$1 <--- $2, $2 <--- $3, $3 <--- $4, etc. 
The old $1 disappears, but $0 (the script name) does not change. If you use a large number of 


positional parameters to a script, shift lets you access those past 10, although {bracket} notation also 
permits this. 


Example 4-7. Using shift 


#!/bin/bash 
# shft.sh: Using 'shift' to step through all the positional parameters. 


# Name this script something like shft.sh, 
#+ and invoke it with some parameters. 
#+ For example: 


# sh shft.sh a b c def 83 barndoor 
iuE33L f ed VSL" | a meil all parameters Voed ws 
do 

eco =a WS w 

shift 
done 
echo # Extra linefeed. 


# But, what happens to the "used-up" parameters? 

exo "SW 

# Nothing echoes! 

i nem $2 seite inco Sil (ewe utere ig mo 93 to shiit imtoo 92) 


Mop pop pp PrP PP 
O io 00 -1 O Oi i$ (0. NM. IS. O xo 0 -1 O O1 i& CQ) IO ES 


21 #+ then $2 remains empty. 

22 # So, it is not a parameter *copy*, but a *move*. 

23 

24 exit 

25 

26 # See also the echo-params.sh script for a "shiftless" 

27 #+ alternative method of stepping through the positional params. 


The shift command can take a numerical parameter indicating how many positions to shift. 


#!/bin/bash 
# shift-past.sh 


emit 3 i? Smrke 3 ISO: 9m. 
5$ je sip heir Sm 
# Has the same effect. 


echo urnim 


exit 0 


PRR 
WNHROOMIDADAAOBRWBNE 


14 
15 $ sh sinitiesjasic. sia I 2 34 5 


16 4 

L7 

L8 However, as Eleni Fragkiadaki, points out, 

19 #+ attempting a 'shift' past the number of 

20 #+ positional parameters ($4) returns an exit status of 1, 
21 #+ and the positional parameters themselves do not change. 
22 This means possibly getting stuck in an endless loop. 
23 For example: 

24 UME [ —2 Vei ] 

25 do 

26 echo m Wisil Ww 

27 Gimme 20) # If less than 20 pos params, 

28 done #+ then loop never ends! 

29 

30 When in doubt, add a sanity check. 

3 shire 29) || break 

32 durae aue 


H The shift command works in a similar fashion on parameters passed to a function. See 
Example 36-18. 


Notes 


[1] Note that functions also take positional parameters. 


[2] The process calling the script sets the $0 parameter. By convention, this parameter is the name of the 
script. See the manpage (manual page) for execv. 


From the command-line, however, $0 is the name of the shell. 


bash$ echo $0 
bash 


tcsh$ echo $0 
tcsh 


[3] Ifthe the script is sourced or symlinked, then this will not work. It is safer to check $SBASH Source. 
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Chapter 5. Quoting 


Quoting means just that, bracketing a string in quotes. This has the effect of protecting special characters in 
the string from reinterpretation or expansion by the shell or shell script. (A character is "special" if it has an 
interpretation other than its literal meaning. For example, the asterisk * represents a wild card character in 


globbing and Regular Expressions). 


bash$ ls -1 [Vv]* 


Saye 1 — JL Isxorre) D070 324 Apr 2 15:05 VIEWDATA.BAT 
CEW EW E iL bozo DOZO 507 May 4 14:25 vartrace.sh 
TEW AN G == L bozo bozo 539 Apr 14 17:11 viewdata.sh 


bash$ ls -1 '[Vv]*' 
less [Wiww]*s No cuch rila gis Gbusectonry 


In everyday speech or writing, when we "quote" a phrase, we set it apart and give it special meaning. In a 
Bash script, when we quote a string, we set it apart and protect its literal meaning. 


Certain programs and utilities reinterpret or expand special characters in a quoted string. An important use of 
quoting is protecting a command-line parameter from the shell, but still letting the calling program expand it. 


bash$ grep '[Ff]lirst' *.txt 
iride jedes abes clove jealiesic Iain (ur allel VENUES 
iade2.:s5zeuns 1S iue Parat line OE isle! ENSE 


Note that the unquoted grep [Ff]irst *.txt works under the Bash shell. [1] 
Quoting can also suppress echo's "appetite" for newlines. 


bash$ echo $(1s -1) 
Total B —Euw-zwuw-i:-— I loo leo 13 Aug 21 12857 t.Sin —Ewr-xwgy-i-— dL. loo loo 739 Aug 21 12957 w.sm 


bash$ echo "$(1s -1)" 

totale 

Sawa 1 leo loo 13 Aug 2X 12857 Tosi 
—ugEwy—sew-i:s—— 3L loo loo 79 Ate AL 12857 ws 


5.1. Quoting Variables 


When referencing a variable, it is generally advisable to enclose its name in double quotes. This prevents 
reinterpretation of all special characters within the quoted string -- except $, ` (backquote), and V (escape). [2] 
Keeping $ as a special character within double quotes permits referencing a quoted variable 
("Svariable"), that is, replacing the variable with its value (see Example 4-1, above). 


Use double quotes to prevent word splitting. [3] An argument enclosed in double quotes presents itself as a 
single word, even if it contains whitespace separators. 


List="one two three" 


fe» @ in Slant # Splits the variable in parts at whitespace. 
do 
COoN S 
done 
# one 
# two 
# three 


exem) Wao! 


ror em im VELLE # Preserves whitespace in a single variable. 
do # S 
echo "Sg" 
16 done 
17 # one two three 


A more elaborate example: 


(Ont dE (G8) [S3) [5 6S) Wey Csi c cx) (rl des (€ I A 


variablel-"a variable containing five words" 
COMMAND This is $variablel # Executes COMMAND with 7 arguments: 
i? agmine" Vag eU Uveneitelole'! Veemecalimalioe! "sex Uses 


COMMAND "This is $variablel" # Executes COMMAND with 1 argument: 
# "This is a variable containing five words" 


variable2="" Empty. 


COMMAND $variable2 $variable2 Svariable2 

Executes COMMAND with no arguments. 

COMMAND "$variable2" "Svariable2" "Svariable2" 

Executes COMMAND with 3 empty arguments. 
COMMAND "$variable2 $variable2 $variable2" 

Executes COMMAND with 1 argument (2 spaces). 


=] cxy (Gal de» Go) IS) [5 SS) (We) Ce | ny (Gn) de (9 ISS) [S 


[09] 
E 
H 


hanks, Stéphane Chazelas. 


į ) Enclosing the arguments to an echo statement in double quotes is necessary only when word splitting or 
preservation of whitespace is an issue. 


Example 5-1. Echoing Weird Variables 


#!/bin/bash 
# weirdvars.sh: Echoing weird variables. 


echo 


(ni ges (8) ISS) ps 


6 wae") (ANATA 
7 echo Svar a "QW: 
3 eeno "epe i UCI NOESY Doesn't make a difference. 
9 
10 echo 
qp 
12 IFS='\' 
13 echo Svar ae YC ES \ converted to space. Why? 
14 echo "Svar" uw UONLPSV 
3,5 
16 # Examples above supplied by Stephane Chazelas. 
T3 
18 echo 
19 
PAO) sae US NEN NU 
DA GCO SwweweZ d i 
22. elm. "Geusgiu JM RN 
23 echo 
24 ROE, g Ag WeleZ— ANNU caer sLilileeeiil, Miye 
25 Gaxrs=V\\\\" 
26 echo "$var3" E NANNY 
AT Strong quoting works, though. 
28 


KKK KKK KKK KKK KK KKK KKK KKK KKK KKK KKK KKK KKK KKK KKK KKK ko k Sk kc k kc kock kk kckok # 


As the first example above shows, nesting quotes is permitted. 


Scho VS (Seno "uu tee 


^ ^ 


At times this comes in useful. 


CO CO CO CO CO CO CO CO CO CO DN 
Wer (99). c] ton) (On ies (OS) IS) TS) (e) ke) 


varl="Two bits" 
ceho W\Swarell = YSiweucil m i? vaci = Wise lou 
# ^ ^ 


[n 
| c 


# Or, as Chris Hiestand points out 


ae [Ei ASS (elie "SMy_Filel")" ri TES) (tle. UEM 193 leat) Ui 1] 


i ^ ^ ^^ ^ ^ ^^ 


then 


Pb am bP Qm um aus 
co -10| 015 CO h2 


AO Sebel 


50 # KKK KKK KKK KKK KK KKK KKK KKK KKK KKK KK KKK KKK KKK KKK KKK KKK Sk Mk kk ko kc kck kk ok # 


Single quotes ('') operate similarly to double quotes, but do not permit referencing variables, since the special 
meaning of $ is turned off. Within single quotes, every special character except ' gets interpreted literally. 
Consider single quotes ("full quoting") to be a stricter method of quoting than double quotes ("partial 
quoting"). 


<p>) Since even the escape character (V) gets a literal interpretation within single quotes, trying to enclose a 
single quote within single quotes will not yield the expected result. 


1 echo "Why can't I write 's between single quotes" 
echo 


# The roundabout method. 

echa "Wie; Cain WU Ui I weite VNU DSt inge. ppc " 

# | | | | | | 

# Thr single-quoted strings, with escaped and quoted single quotes between. 


Ko e o —) 6) A uds 00 5 


10 # This example courtesy of Stéphane Chazelas. 


Notes 


[1] Unless there is a file named first in the current working directory. Yet another reason to quote. 
(Thank you, Harald Koenig, for pointing this out. 

2I 
Encapsulating "!" within double quotes gives an error when used from the command line. This is 
interpreted as a history command. Within a script, though, this problem does not occur, since the Bash 
history mechanism is disabled then. 


"n 


Of more concern is the apparently inconsistent behavior of \ within double quotes, and especially 
following an echo -e command. 


bash$ echo hello\! 
hello! 

bash$ echo "hello\!" 
hello\! 


bash$ echo \ 

> 

bash$ echo "\" 
> 

bash$ echo Na 
a 

bash$ echo "Na" 
Na 


bash$ echo x\ty 
xty 

bash$ echo "x\ty" 
XN ty 


bash$ echo -e x\ty 


xty 
bash$ echo -e "x\ty" 
x M 


Double quotes following an echo sometimes escape X. Moreover, the -e option to echo causes the "Xt" 
to be interpreted as a tab. 


(Thank you, Wayne Pollock, for pointing this out, and Geoff Lee and Daniel Barclay for explaining it.) 


[3] "Word splitting," in this context, means dividing a character string into separate and discrete arguments. 
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5.2. Escaping 


Escaping is a method of quoting single characters. The escape (\) preceding a character tells the shell to 
interpret that character literally. 


With certain commands and utilities, such as echo and sed, escaping a character may have the opposite 
effect - it can toggle on a special meaning for that character. 


Special meanings of certain escaped characters 


used with echo and sed 


\n 

means newline 
\r 

means return 
\t 

means tab 
\v 

means vertical tab 
\b 

means backspace 
\a 

means alert (beep or flash) 
\Oxx 


translates to the octal ASCII equivalent of Onn, where nn is a string of digits 


The $' ... ' quoted string-expansion construct is a mechanism that uses escaped 
octal or hex values to assign ASCII characters to variables, e.g., quote=$'\042'. 


Example 5-2. Escaped Characters 


!/bin/bash 
scaped.sh: escaped characters 


+ 


PER at HH HE aE HE HE HE aE HE aE aE EE HE aE aE EE EE HE aE REER EE EE HE EEE HEE EEE HEE EE OE 
First, let's show some basic escaped-character usage. ### 
Hat a aE Ha HE aE HE HE HE aE HE aE HE EE HE aE HE EE EE HE a aE EE HE aE EE EE HE EEE HEE EE HEE HE EEE 


Se He 


Escaping a newline. 


echo "" 


echo "This will print 
as two lines." 

# This will print 

# as two lines. 


PRPrPPPP PPE 
O0 -1 OY O1 4 CQ). IN. EB. O (o 00 -1 O O1 dS (Q I9 S 


ele Vei; yyaldlil jereiias N 
as one line." 
# This will print as one line. 


NNN NI 
W f Gv» ol 


N 
A 
Q 
By 
© 
I 
| 
| 
| 
| 
| 
| 
| 
| 
| 
| 
| 
| 


N 
[91] 


WWNNN NHN 
I= ~S) Ne) oe) Sa] @) 


WWWWW CO CO CO 
Wer (Gs Up cx (Qu des fey) du» 


D 
e 


Ay pS ss fy PISS, iS sy A 
(or (oe) (exy (nl HSS. (Ge) [Sy [59 


U O1 
Eo 


(Ont Cab (nb GE ah oj (Oni «nd 
wor (es. e] (ex; (On HES (3 fu») 


A Or O ONE Ono)! 
(xy Gr dex ATTO 


(96) c3 c cp SS SS SS SS Be), (93) (OD) 
(S Wer (es Sj) fy) Gal des eS IS) [— (5 o (o9: 4] 


CO CO OO © CO CO OO 
cu] Cx, (On dE (63v [ees [3 


WO CO OO 
C Xo oo 


ie) 
pea 


echo "\v\v\v\v" # Prints \v\v\v\v literally. 
# Use the -e option with 'echo' to print escaped characters. 
cho [| ae ep paler ee rece Ww 
echo "VERTICAL TABS" 
echo -e "\v\v\v\v" # Prints 4 vertical tabs. 
cho "n " 
echo "QUOTATION MARK" 
echo -e "X042" 4 Prints " (quote, octal ASCII character 42). 
cho "n " 
# The $'\X' construct makes the -e option unnecessary. 
echo; echo "NEWLINE and (maybe) BEEP" 
echo $'\n' # Newline. 
eco vya” # Alert (beep). 
# May only flash, not beep, depending on terminal. 
# We have seen $'\nnn" string expansion, and now 
# 
# Version 2 of Bash introduced the $'\nnn' string expansion construct. 
# 
Scho Yrnecrocwelne ime \S\ oon WX" uexciae-esgownsaow. Comsiccuee o aq g V 
echo ". . . featuring more quotation marks." 
acho SW WOAZ yen # Quote (") framed by tabs. 
# Note that '\nnn' is an octal value. 
# It also works with hexadecimal values, in an $'\xhhh' construct. 
eeno Sye W22 Ney i Oore (W) creme oy Talos, 
# Thank you, Greg Keraunen, for pointing this out. 
# Earlier Bash versions allowed '\x022'. 
echo 
# Assigning ASCII characters to a variable. 
# 
quote=$'\042' # " assigned to a variable. 
echo "Squote Quoted string Squote and this lies outside the quotes." 
echo 
# Concatenating ASCII chars in a variable. 
ciate: vmeer lrans =S WNILSNISYNISU se IS 218 oeral ASCL Coes sous "S Uu 
echo "Striple_underline UNDERLINE $triple underline" 
echo 
aee s v xb OE E912 NE) S9) L9] V 4 digi, 102, 103 sese Getal A, By Cp 
echo $ABC 
echo 
escape=$'\033' # 033 is octal for escape. 
echo "\"escape\" echoes as Sescape" 
# no visible output. 
echo 
exit 0 


A more elaborate example: 


Example 5-3. Detecting key-presses 


1 #!/bin/bash 
2 # Author: 


Sigurd Solaas, 20 Apr 2011 
3 # Used in ABS Guide with permission. 
4 # Requires version 4.2+ of Bash. 


key="no value yet" 
while true; do 
clear 


no 
no 
no 
no 
no 
no 


"Bash Extra Keys Demo. Keys to try:" 


"x 


"x 


"x 


"x 


Insert, Delete, Home, 
The four arrow keys" 


End, Page Up and Page Down" 


Tab, enter, escape, and space key" 


The letter and number 


d = show date/time" 
q GyElsr ie 


keys, etc." 


ec 


SSS [E [EB RÀ Pee eet 

(c. or (os) J] rex, (On dex Goh [noy I=) o» Mer (9 | (ex; (Oni 
10) 
a 


Zl 
22 dit 
23 
24 # 
25 r 
26 
21) 
29 al 


ie i. 


ec 


# Convert the separate home-key 


T Uses" = ONKLON eae weed || 


key-$'Nx1bNx5bNx31Nx7e' 


to home-key num 7: 
; then 


Quoted string-expansion construct. 


| Ule = Si vedo was wed 1 


key-$'Nx1bNx5bNx34Nx7e' 


case "Skey" in 
EXBNCSIISNESEISNCSS NEEN Insert 
ho ingert Kew 


lo Sia S 9! Vx T Delete 


CO CO CO CO CO CO CO CO G 
We} GO Sa) tony (Gn) SS TESS) ESO CO CO, 


no 


S V xoxo ox ONO IINE 


Delete Key 


# Convert the separat nd-key to end-key num 1. 


; then 


Home key num 7 


40 echo Home Key 

41 Pj 

42 S UNS NS SIS) Nes Sad scien End key num 1 
43 echo End Key 

44 PI 

45 S'\xlb\x5b\x35\x7e' Page_Up 
46 echo Page_Up 

47 P 

48 $'\xlb\x5b\x36\x7e' Page_Down 
49 echo Page_Down 

50 Re 

5l SY oxiloe5yo yeedUH U)) — S Uo areont 

52 echo Up arrow 

58 BE 

54 $'\xlb\x5b\x42') 4 Down arrow 

55 echo Down arrow 

56 KB 

5/7] Gu lo kalo Wed s") sip R Aro 
58 echo Right arrow 


\$ 


\\ 


59 P 


60 Gyal etal) <2 Jet arron 


61 echo Left arrow 
62 ii 

63 FAKO. Tab 

64 echo Tab Key 

65 ii 

66 $'\x0a' Enter 
67 echo Enter Key 

68 ii 

69 SU \ silo! Escape 
70 echo Escape Key 
ve BE 

72 SU Wee) " Space 
1S echo Space Key 

74 Bp 

75 d) 

76 date 

33 mp 

78 q) 

78 echo Time to quit... 
80 echo 

81 exit 0 

82 Pi 

83 9 

84 echo You pressed: \'"Skey"\! 
eu Bg 

86 esac 

87 

88 echo 

89 Glace 

90 


91 unset K1 K2 K3 
92 read s NIT p "Press a key: 
93 K1="SREPLY" 
Sa read -S N2 — (9s 
95 K2="SREPLY" 
9G weeycl = =i — 0). OMI 
97 K3="SREPLY" 
98 key="$K1SK2$K3" 
99 

100 done 

1 

102 cyte S? 


See also Example 37-1. 


gives the quote its literal meaning 


1 echo "Hello" 
2 Geno "UN USED NU. 2.5, Ine Sench Y 


gives the dollar sign its literal meaning (variable name following \$ will not be referenced) 


1 echo "\S$variable01" 
2 echo “Uae book cost \S7.98.™ 


gives the backslash its literal meaning 


i exelmo. UNO GP Resu lEs aim N 
2 

3 # Whereas 

4 


# Hello 


Re Mohe said 


# $variable01 
# The book cost $7.98. 


5 eho UNUS 
6 

E 

8 4 However 
9 


10 echo “W 


# Invokes secondary prompt from the command-line. 


i? im a serit, 


# Results in \ 


gives an 


rror messag 


<p) The behavior of \ depends on whether it is escaped, strong-quoted, weak-quoted, or appearing within 
~ command substitution or a here document. 


al Simple escaping and quoting 
2 echo Vg Z 

3 echo \\z No 

i echo Szy Dez 

5 echo "NW" NN 

pecho WX Dez: 

7 echo ANY Nez 

8 

9 Command substitution 
10 echo “echo \z` Z 

Hecho echo Nz Z 

12 echo "echo NNNz^ Nz 

13 echo “echo Waz NER 

i4 echo "echo WiWSWNEC NZ 

15 echo “echo SW NN yiz 

16 «elo echon "NU \ Z 

17 echo "exelmo Yz \Z 

18 

19 Here document 
20 cat <<EOF 
Dil We 
22 EOF Nez 
29 
24 cat ««EOF 
25 NW 
26 EOF # \z 
27 


28 4 These examples supplied by Stéphane Chazelas. 
Elements of a string assigned to a variable may be escaped, but the escape character alone may not be 
assigned to a variable. 


L variable=\, 
2 echo "Svariable" 
3 # Will not work gives an error messag 
4 # test.sh: command not found 
5 # A "naked" escape cannot safely be assigned to a variable. 
6 # 
7 # What actually happens here is that the "\" escapes the newline and 
8 #+ the effect is variable-echo "Svariable" 
9 #+ invalid variable assignment 
10 
11 variable=\ 
12 Z3ISELCOO 
13 echo "Svariable" 23skidoo 
14 This works, since the second line 
iS) + is a valid variable assignment. 
16 
17 variable=\ 
18 # we escape followed by space 
19 echo "Svariable" space 
20 
2l wairieloile=\\\, 
22 echo "SyeuesielodleU \ 


N 
[99 


24 variable=\\\ 

25 echo "Svariable" 

26 # Will not work gives an error messag 
27 # test.sh: \: command not found 


28 # 

29 # First escap scapes second one, but the third one is left "naked", 
30 #+ with same result as first instance, above. 

Shall 

3) waritalole=\\\\, 

33 echo "$variable" Wr WS 

34 # Second and fourth escapes escaped. 

95 qp agas ber qoe sc 


Escaping a space can prevent word splitting in a command's argument list. 


file list-"/bin/cat /bin/gzip /bin/more /usr/bin/less /usr/bin/emacs-20.7" 
# List of files as argument(s) to a command. 


A, 
2 
3 
üt TXolol (Wo) n i iesi ibo) icles n iSt and Maisie Cli. 

5 ls -l /usr/X11R6/bin/xsetroot /sbin/dump $file_list 
6 

E 

8 


(imo. a " 


9 # What happens if we escape a couple of spaces? 

10 ls -1 /usr/X11R6/bin/xsetroot\ /sbin/dump\ $file list 
11 # Error: the first three files concatenated into a single argument to 'ls -l' 
12 # because the two escaped spaces prevent argument (word) splitting. 


The escape also provides a means of writing a multi-line command. Normally, each separate line constitutes a 
different command, but an escape at the end of a line escapes the newline character, and the command 
sequence continues on to the next line. 


(ec #MOURCGS/ChiiceCrOiny Ke teu Cie = s ) | \ 

(cd /dest/directory && tar xpvf -) 

Repeating Alan Cox's directory tree copy command, 
but split into two lines for increased legibility. 


tar CE = -C /source/cirscromy s | 
tar xpvf C /dest/directory 
See note below. 

(Thanks, Stéphane Chazelas.) 


ND 
2 
3 
4 
5 
6 As an alternative: 
7 
8 
9 
0 


il 


$^ If a script line ends with a l, a pipe character, then a V, an escape, is not strictly necessary. It is, however, 
good programming practice to always escape the end of a line of code that continues to the following 
line. 


echo "foo 


echo 'foo 
# No difference yet. 


echo 


echo fooN 
bar # Newline escaped. 
#foobar 


ADOBRWNHHFPOWOATAOARWNE 
o 
ia) 
K 


19 echo 


Bil echo "io 
2/2. leyage # Same here, as \ still interpreted as escape within weak quotes. 
23 #foobar 


25 echo 


27 echo "ioo 

28 bar' # Escape character \ taken literally because of strong quoting. 
29 #f00\ 

30 #bar 


32 4 Examples suggested by Stéphane Chazelas. 


i 
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Chapter 6. Exit and Exit Status 


... there are dark corners in the Bourne shell, and 
people use all of them. 


--Chet Ramey 
The exit command terminates a script, just as in a C program. It can also return a value, which is available to 
the script's parent process. 


Every command returns an exit status (sometimes referred to as a return status or exit code). A successful 
command returns a 0, while an unsuccessful one returns a non-zero value that usually can be interpreted as an 
error code. Well-behaved UNIX commands, programs, and utilities return a 0 exit code upon successful 
completion, though there are some exceptions. 


Likewise, functions within a script and the script itself return an exit status. The last command executed in the 
function or script determines the exit status. Within a script, an exit nnn command may be used to deliver 
an nnn exit status to the shell (nnn must be an integer in the 0 - 255 range). 


8^) When a script ends with an exit that has no parameter, the exit status of the script is the exit status of the 
last command executed in the script (previous to the exit). 


#!/bin/bash 


COMMAND 1 


COMMAND LAST 
9 # Will exit with status of last command. 


11 exit 
The equivalent of a bare exit is exit $? or even just omitting the exit. 


#!/bin/bash 


COMMAND 1 


COMMAND. LAST 


# Will exit with status of last command. 


B O Ne) foe) TOY Tea) CS (a) [soe EY 


eH 


exit $? 


#!/bin/bash 


COMMAND 1 


COMMAND_LAST 


Wey ceo) Sa] fen) (Gn) des (69) jest TS 


# Will exit with status of last command. 


$? reads the exit status of the last command executed. After a function returns, $? gives the exit status of the 
last command executed in the function. This is Bash's way of giving functions a "return value." [1] 


Following the execution of a pipe, a $? gives the exit status of the last command executed. 
After a script terminates, a $? from the command-line gives the exit status of the script, that is, the last 


command executed in the script, which is, by convention, 0 on success or an integer in the range 1 - 255 on 
error. 


Example 6-1. exit / exit status 


1 #!/bin/bash 

2 

3 echo hello 

4 echo $? # Exit status 0 returned because command executed successfully. 
5 

6 lskdf # Unrecognized command. 

7 echo $? # Non-zero exit status returned -- command failed to execute. 
8 

9 echo 
10 
JL exe LLS a7 Wold! setten Lis io Sheli, 


# To verify this, type "echo $?" after script terminates. 


# By convention, an 'exit 0' indicates success, 
#+ while a non-zero exit value means an error or anomalous condition. 
16 # See the "Exit Codes With Special Meanings" appendix. 


PRR 
ae Wn 


$2 is especially useful for testing the result of a command in a script (see Example 16-35 and Example 16-20). 


$^) The !, the logical not qualifier, reverses the outcome of a test or command, and this affects its exit status. 


Example 6-2. Negating a condition using ! 


1 true # The "true" builtin. 

2 echo "exit status of \"true\" = $2?" # 0 

3 

4 ! true 

5 exo "sui startte gus Ww" true” = SU # 1 

6 Note that the "!" needs a space between it and the command. 

3) 'true leads to a "command not found" error 

8 

9 The '!' operator prefixing a command invokes the Bash history mechanism. 

10 

11 true 

12 !true 

iS} No error this time, but no negation either. 

14 It just repeats the previous command (true). 

LS 

16 

17 # 

18 Preceding a _pipe_ with ! inverts the exit status returned. 

19 1s | bogus, command # bash: bogus command: command not found 
echo $? # 127 


NN PN 
Vi €» 


! ls | bogus_command # bash: bogus_command: command not found 
23 echo $? # 0 

24 # Note that the ! does not change the execution of the pipe. 

25 # Only the exit status changes. 


26 # 


2 
28 # Thanks, Stéphane Chazelas and Kristopher Newsome. 


d Certain exit status codes have reserved meanings and should not be user-specified in a script. 


Notes 


[1] Inthose instances when there is no return terminating the function. 
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Chapter 7. Tests 


Every reasonably complete programming language can test for a condition, then act according to the result of 
the test. Bash has the test command, various bracket and parenthesis operators, and the if/then construct. 


7.1. Test Constructs 


* An if/then construct tests whether the exit status of a list of commands is 0 (since 0 means "success" 


by UNIX convention), and if so, executes one or more commands. 


* There exists a dedicated command called [ (left bracket special character). It is a synonym for test, 
and a builtin for efficiency reasons. This command considers its arguments as comparison expressions 
or file tests and returns an exit status corresponding to the result of the comparison (0 for true, 1 for 


false). 


e With version 2.02, Bash introduced the [[ ... ]] extended test command, which performs comparisons 
in a manner more familiar to programmers from other languages. Note that [[ is a keyword, not a 


command. 


Bash sees [[ $a -lt $b ]] asa single element, which returns an exit status. 


The (C... )) and let ... constructs return an exit status, according to whether the arithmetic expressions 
they evaluate expand to a non-zero value. These arithmetic-expansion constructs may therefore be 


used to perform arithmetic comparisons. 


(( 9 sm X )) 
exco SE # 
# And so 

let "num = (( 
echo Snum # 
# But 

let "num = (( 
exo 82 # 


( 200 | | 
acing 82 # 
# 

let "num = (( 
echo Snum d 
let "num = (( 
echo $? # 


20 (€ 200 | 
ceho $? 
22 # 

let "num = (( 
echo Snum 

let "num = (( 
exco SE 


# The "let" 


ail )) 


# Logical AND 


T KKK 
O me i py 
0 
O tte d »)W 
T KKK 
# Logical OR 
0 kkk 
ZOO [|| xd }) 
all 
29 [| X2 yy" 
0 KKK 
# Bitwise OR 
# 0 *ckck 
PAO) |) OE yyy 
# 203 
200 | dii 5) 
# 0 AAK 


construct returns the same exit status 


29 


#+ as the doubl 


parentheses arithmetic expansion. 


® Again, note that the exit status of an arithmetic expression is not an error value. 


1 var--2 && 
2 echo $? 

8 

4 var--2 && 
5 


(( werer=2 y) 
# 1 


(( vart-2 )) && echo Svar 


# Will not echo Svar! 


An if can test any command, not just conditions enclosed within brackets. 


dL aie Cup Gi Joy GS 


/dev/null # Suppress output. 


Taen Ceno Unable a cwe lo) ars Cene eede |v 
Slee echo riles a anci o (olsLar ip(e s Y 
iE aL 


# The very useful "if-grep" construct: 
# 
aie (pego C Basi cLa 

then echo "File contains at least one occurrence of Bash." 
I3 


word-Linux 
letter sequence-inu 
if echo "Sword" | grep -q "Sletter sequence" 
# The "-q" option to grep suppresses output. 
then 

echo "$letter sequence found in $word" 
else 
"ar echo "$letter sequence not found in $word" 
20) se aL 


(Se) | ny yl Hes) NS) [3 > Wey eh Sa] fex, (nb des. (oh Ih} 


23 if COMMAND WHOSE EXIT STATUS IS 0 UNLESS ERROR OCCURRED 
24 then echo "Command succeeded." 

25 else echo "Command failed." 

29 stu 


e These last two examples courtesy of Stéphane Chazelas. 


Example 7-1. What is truth? 


#!/bin/bash 

# Tip: 

# If you're unsure how a certain condition might evaluate, 
#+ test it in an if-test. 


echo 


Eeo Warssie sine; Wo yy 


ie [| © ] # zero 

then 
echo WO) as terme! 

else # Or else 
Sele WO) aus SES CEN 

ie ab # 0 is true. 

echo 

eeng Venere] \ Wal yun 


Mop pop opp PPP PY 
O (o 00 -1 O Oi i (). NM HP. O xo 0 -1 O O1 4 CQ I E 


SERES] # one 
21 then 
22 Solo: Wil Sos. tese 
23 else 
24 SGloe Wil she sealer, v 
AS itu ur dL SLY erue. 
26 
27 echo 
28 
29) ela, UTSEIN WESTEN UU 
30 ase [ eL ] # minus one 
31 then 
S2 Scho VaT as igx we. 
33 else 
34 echo "-1 is false." 
Si ea # -1 is true. 


36 
ey 
38 
39 
40 
41 
42 
43 
44 
45 
46 
47 
48 
49 
50 
Sl 
52 
53 
54 
93 
56 
57 
58 
59 
60 
61 
62 
63 
64 
65 
66 
67 
68 
69 
70 
Ti 
72 
13 
74 
WS 
76 
vy 
78 
US 
80 
81 
82 
83 
84 
85 
86 
87 
88 
89 
90 
9i 
92 
93) 
94 
95) 
96 
2 
98 
29 
100 
101 


echo 


echo "Testing \"NULL\"" 


age “(| # NULL (empty condition) 
then 
echo "NULL is true." 
else 
echo "NULL is false." 
ital # NULL is false. 
echo 
echo Wrest inc Viya NU 


ai [ says ] # string 
then 
exeo) UimEumelewn GENS) SEEE 
else 
echo "Random string is false." 
1E 3b # Random string is true. 
echo 
ceho Vestiti; WU ES 


xs [| Sxeve J i? WSSES Git Sear Ser doububll, Jess cres 
# it's only an uninitialized variable. 


then 
exl. VWiaaiowtie reilslwercl weresalolle abe: ieee! 
else 
echo "Uninitialized variable is false." 
Ea # Uninitialized variable is false. 
echo 
eeno Wirestine =a \oxyz\ uu 


ai [ =n Yaya ] # More pedantically correct. 
then 
echo "Uninitialized variable is true." 
else 
echo "Uninitialized variable is false." 
i3 # Uninitialized variable is false. 
echo 
xyz- # Initialized, but set to null value. 
acho “wesc sins; Wm \ Say NU 


sé {| =e WExswem || 
then 
echon Winneulil Wwretiesieilolyer suey aeter V 
else 
echo "Null variable is false." 
1E3L # Null variable is false. 
echo 
# When is "false" true? 


echo, Wiresiesiowy y Ee exe uy 


ahi. [p Wiese.” J] # It seems that "false" is 
then 

Gema PN USEEULSXEPNU asp CUY Gish shovel lic, TOSC CTS, 
else 


just a string 


102 echo W\eeilee\ slo tecubse. Vv 


OS) B # "false" is true. 

104 

105 echo 

106 

107 echo "Testing \"\$false\"" # Again, uninitialized variable. 
108 ai | “Sitadee? | 

109 then 

119 echo "“\AGtailse\" is trae, 

111 else 

112 Ero W\W size lse\W ia realgesY 

113 i 4 "Sfalse" is false. 

114 # Now, we get th xpected result. 

1.1.5) 

116 # What would happen if we tested the uninitialized variable "Strue"? 
TTA 

118 echo 

119 

120 esac 0) 


Exercise. Explain the behavior of Example 7-1, above. 


ie || COmelicilom=ceuS || 
then 

command 1 

command 2 


else # Or else 
# Adds default code block executing if original condition tests false. 
command 3 
9 command 4 
10 
TIE 


1 
2 
3 
4 
5 
6 
j 
8 


8^; When if and then are on same line in a condition test, a semicolon must terminate the if statement. Both if 
and then are keywords. Keywords (or commands) begin statements, and before a new statement on the 


same line begins, the old one must terminate. 


l it | a “SiLlemame” js claim 


Else if and elif 


elif 


elif is a contraction for else if. The effect is to nest an inner if/then construct within an outer one. 


aie || eonchiecicomil | 
then 
commandi1 
command2 
command3 
ellie || conection | 
# Same as else if 
then 
command4 
command5 
else 
1,2 default-command 
US) xs 


[Eh 
© We) (oe) zu (exp Gal de» GH [eS fe 


[es 
[n 


Theif test condition-true constructis the exact equivalent of if [ condition-true ].As 
it happens, the left bracket, [ , is a token [1] which invokes the test command. The closing right bracket, ] , in 


an if/test should not therefore be strictly necessary, however newer versions of Bash require it. 


$^; The test command is a Bash builtin which tests file types and compares strings. Therefore, in a Bash 
script, test does not call the external /usr/bin/test binary, which is part of the sh-utils package. 
Likewise, [ does not call /usr/bin/ [, which is linked to /usr/bin/test. 


bash$ type test 

test is a shell builtin 
bash$ type '[' 

[ a6 a Glas tll fear ite akin 
bash$ type '[I' 

[[ is a shell keyword 
bash$ type ']]' 

]] is a shell keyword 
bash$ type ']' 

beshi 3ew]oeg ] 8 MoC enis 


If, for some reason, you wish to use /usr/bin/test in a Bash script, then specify it by full 
pathname. 


Example 7-2. Equivalence of test, /usr/bin/test,[],and /usr/bin/[ 


1 #!/bin/bash 

2 

3 echo 

4 

5 if (test -7 "SL 

6 then 

7 echo "No command-line arguments." 

8 else 

9 echo "First command-line argument is $1." 

Jg ia 

i 

12 echo 

13 

14 ir /usr/bin/test =z YEL! # Equivalent to "test" builtin. 

ASS AA area # Specifying full pathname. 

16 then 

ale echo "No command-line arguments." 

18 else 

19 echo "First command-line argument is $1." 
AQ) iba 
21 
22 echo 
23 
eu ae |p Sea USE | # Functionally identical to above code blocks. 
25 # ae i say SL shnonld work, but... 
26 #+ Bash responds to a missing close-bracket with an error message. 
27 then 
28 echo "No command-line arguments." 
29 else 
30 echo "First command-line argument is $1." 
Sil Za 
32 
33 echo 
34 
35 
36 ase Juwel | -7 VN j # Again, functionally identical to above. 
37 qe ni wel] -m USIw # Works, but gives an error messag 
38 # # Note: 
39 # This has been fixed in Bash, version 3.x. 
40 then 


41 echo "No command-line arguments." 


42 else 

43 echo "First command-line argument is $1." 
4a tea 

45 

46 echo 

47 

48 exit 0 


The [[ ]] construct is the more versatile Bash version of [ ]. This is the extended test command, adopted from 
ksh88. 


kk OK 


No filename expansion or word splitting takes place between [[ and ]], but there is parameter expansion and 
command substitution. 


file=/etc/passwd 


axi [Pp ee Suede; JT 
then 
echo "Password file exists." 
iE at 
Using the [[ ... ]] test construct, rather than [ ... ] can prevent many logic errors in scripts. For example, the 
&&, ll, <, and > operators work within a [[ ]] test, despite giving an error within a [ ] construct. 


(xy (Gmnb dew Gs [m5 D 


Arithmetic evaluation of octal / hexadecimal constants takes place automatically within a [[ ... ]] construct. 


# [[ Octal and hexadecimal evaluation ]] 
# Thank you, Moritz Gronbach, for pointing this out. 


decimal=15 
octal=017 # = 15 (decimal) 
hex=0x0f # = 15 (decimal) 


i 
2 
3 
4 
5 
6 
7 
8 
9 ir | "Sokeeuaml" —eej "Secumd" ] 
10 then 
il echo "Sdecimal equals Soctal" 
2 else 
3 echo "Sdecimal is not equal to $octal" ur la si. nor Gewei co Qiy 
a Ea # Doesn't evaluate within [ single brackets ]! 
5 
6 
7 
8 


Lt [| “Sclacimal? sag “"Seetal” j 
18 then 
ig) echo "Sdecimal equals Soctal" # 15 equals 017 
20 else 
Zl echo "$decimal is not equal to $octal" 
222) arat # Evaluates within [[ double brackets ]]! 
2.3 
24 zi [|| "“Selecimal” -s0 “Sines” j] 
25 then 
26 echo "$decimal equals $hex" # 15 equals Ox0f 
27 else 
28 echo "Sdecimal is not equal to $hex" 
29 fi # [[ Shexadecimal ]] also evaluates! 


£^; Following an if, neither the test command nor the test brackets ( [ ] or [[ ]] ) are strictly necessary. 


i ela 
2 
SE 
4 
5 el 
6 
IET 


r=/home/bozo 


(xol UselalieW 
echo "Now in $dir." 
se 


2>/dev/null; 


then 


cecho “Caimic change uo Sair,” 


# 


"2>/dev/null" 


hides 


rror messag 


The "if COMMAND" construct returns the exit status of COMMAND. 


Similarly, a condition within test brackets may stand alone without an if, when used in combination with 


a list construct. 


1 va 
2 WE! 
3 [ 
4 


r1-20 
r2-22 
ovar lw 


-ne "$var2" 


5 home-/home/bozo 


e 


The (()) construct expands and evaluates an arithmetic expression. If the expression evaluates as zero, it 
returns an exit status of 1, or "false". A non-zero expression returns an exit status of 0, or "true". This is in 


-d "Shome" 1 dH 


] 


&& echo "$varl is not equal to $var2" 


echo "Shome directory does not exist." 


marked contrast to using the test and [ ] constructs previously discussed. 


Example 7-3. Arithmetic Tests using (( )) 


1 #!/bin/bash 

2 4 arith-tests.sh 

3 # Arithmetic tests. 

4 

See Then (S7 A 

6 # Exit status opposite from 
7 

& (( @ ))) 

9) echo "msi status oF Wii O 
LO 

EL qp db 0) 

112 echo “Elie status or WU I 
L3 

qp i 5r dq 

15 echo Visit tacos or WU 5 
16 

17 (( 9 9 9)) 

18 cese Vosit stacas or Yii 5 
Lg) 

20 (( S == )) 

21 eho Varit status or Y"(( 5 
22 a (€ 9 = 595). gives an 

BS) 

2A (CS) = 9) )) 

25 echo Wirit status or WY"(( 5 
26 

27 (( & 7 4)) 

A’ echo Vizit statues or W'U(( 5 
2g 

30 (( 1 / 2») 

SiL echo Virat starta or WU 3 
32 

39 

34 (( 1/0 )) 2>/dev/null 

35 # PEE TO cin 

36 echo Vizit gatus of Y" i 
31 


[ 


)) NT 


)) N97 


> 


4 


9 


] 


sug ge, 


as Eye, UU 


yy" 


)3 N7 


))N 


seb gn. 


ae S257 


W abs) S. 


/ 


/ 


/ 


E 


4 


E 


0 


rror messag 


)) 7 


)) NT 


)) 7 


)) NT 


is 


is 


is 


as 


$2. 


$2. 


$2. 


$2. 


construct evaluates and tests numerical expressions. 
constrech 


DIVISION Opole. 
0 


Division result < 1. 
Rounded off to 0. 

il 

Illegal division by 0. 


1 


38 4 What effect does the "2>/dev/null" have? 

39 # What would happen if it were removed? 

40 # Try removing it, then rerunning the script. 
41 

42 # # 
43 

Ad s (( soo D) also usera Ain ein Litcinein eSsic o 
45 

46 varl=5 

47 var2=4 

48 

AS aie (( varl > varz J) 

50 tnem i” es Note: Not $varl, $var2. Why? 
Sil echo "Svarl is greater than $var2" 

SA Ea # 5 is greater than 4 

53 

54 exit 0 


Notes 


[1] A token is a symbol or short string with a special meaning attached to it (a meta-meaning). In Bash, 
certain tokens, such as [ and . (dot-command), may expand to keywords and commands. 


i 
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7.2. File test operators 


Returns true if... 


-e 
file exists 
-a 
file exists 
This is identical in effect to -e. It has been "deprecated," [1] and its use is discouraged. 
-f 
file is a regular file (not a directory or device file) 
-S 
file is not zero size 
-d 
file is a directory 
-b 
file is a block device 
-C 
file is a character device 
1 device0="/dev/sda2" # / (root directory) 
2 ae | Sy YSclewieceO™ | 
3 then 
4 echo "$device0 is a block device." 
D ia 
6 
7 # /dev/sda2 is a block device. 
8 
B 
10 
11 devicel="/dev/ttysi" # PCMCIA modem card. 
12 si | =o "Sewell | 
13 then 
14 echo "$devicel is a character device." 
US ita 
LE 
17 # /dev/ttyS1l is a character device. 
-P 
file is a pipe 
1 function show input type() 
2 il 
3 [ -p /dev/fd/0 ] && echo PIPE || echo STDIN 
a} 
5 
6 show_input_type "Input" # STDIN 
7 echo "Input" | show_input_type # PIPE 
8 
9 # This example courtesy of Carl Anderson. 
-h 
file is a symbolic link 
-L 
file is a symbolic link 
-S 


file is a socket 


f1 -nt f2 


fl -ot f2 


fl -ef f2 


file (descriptor) is associated with a terminal device 


This test option may be used to check whether the stdin [ -t 0 ] orstdout [ -t 1 Jina 
given script is a terminal. 


file has read permission (for the user running the test) 

file has write permission (for the user running the test) 

file has execute permission (for the user running the test) 

set-group-id (sgid) flag set on file or directory 

If a directory has the sgid flag set, then a file created within that directory belongs to the group that 
owns the directory, not necessarily to the group of the user who created the file. This may be useful 
for a directory shared by a workgroup. 

set-user-id (suid) flag set on file 

A binary owned by root with set-user-idflag set runs with root privileges, even when an 
ordinary user invokes it. [2] This is useful for executables (such as pppd and cdrecord) that need to 
access system hardware. Lacking the suid flag, these binaries could not be invoked by a non-root 
user. 

SUISSES JL seexexE 176236 Oct 2 2000 g/l piel 

A file with the suid flag set shows an s in its permissions. 

sticky bit set 

Commonly known as the sticky bit, the save-text-mode flag is a special type of file permission. If a 
file has this flag set, that file will be kept in cache memory, for quicker access. [3] If set on a 
directory, it restricts write permission. Setting the sticky bit adds a t to the permissions on the file or 
directory listing. This restricts altering or deleting specific files in that directory to the owner of those 
files. 

drwxrwxrwt T COCKE 1024 May 19 21:26 tmp/ 

If a user does not own a directory that has the sticky bit set, but has write permission in that directory, 
she can only delete those files that she owns in it. This keeps users from inadvertently overwriting or 
deleting each other's files in a publicly accessible directory, such as / tmp. (The owner of the 
directory or root can, of course, delete or rename files there.) 

you are owner of file 

group-id of file same as yours 

file modified since it was last read 


file £1 is newer than £2 


file £1 1s older than £2 


files £1 and £2 are hard links to the same file 


"not" -- reverses the sense of the tests above (returns true if condition absent). 


Example 7-4. Testing for broken links 


! /bin/bash 

broken-link.sh 

Written by L bigelow <ligelowbee@yahoo.com> 
Used in ABS Guide with permission. 


A pure shell script to find dead symlinks and output them quoted 
+ so they can be fed to xargs and dealt with :) 
+ eg. sh broken-link.sh /somedir /someotherdir|xargs rm 


This, however, is a better method: 


PLAC Wexewwexoblew -rypa L jfoxealicic() || \ 

xenes cue) mely 

grep "broken symbolic" | 

sed -e 's/^X|: *broken symbolic.*$/"/g' 


+ but that wouldn't be pure Bash, now would it. 
Caution: beware the /proc file system and any circular links! 
TREE HE EEE EE HH HE HE ERE HERE RE ERE EERE EE EEE RE EE 


Mop p op pppppgÀ: 
O (o 0» -1 O Oi i (). M I2. O xo 0 -1 O O1 i CQ I E 


2al 
22 If no args are passed to the script set directories-to-search 
23 #+ to current directory. Otherwise set the directories-to-search 
24 #+ to the args passed. 
25 HEE EEE RE EE E HER ER E 
26 
2:7) $4 -eq 0 ] && directorys= pwd || directorys=S@ 
28 
29 
30 Setup the function linkchk to check the directory it is passed 
31 #+ for files that are links and don't exist, then print them quoted. 
32 Iit OMe dit wR lements in the directory is a subdirectory then 
33 #+ send that subdirectory to the linkcheck function. 
34 HEHE HEH 
35) 
36 annee ()) 4 
ZT itouc elemenz an Sil/ee Clo 
38 [ -h "Selement" -a ! "Selement" ] && echo \"Selement\" 
39 [ -d "Selement" ] && linkchk Selement 
Ww OW COURSES, "-—m" 'tegts igi: suloolse dum, V-gl" to gii eetQuy 


done 


# Send each arg that was passed to the script to the linkchk() function 


Cr 4A gum Sa amÉ et amÉ usas 
(Coy Wer (os) tex; (Qu) des COTS [3 m 


n'a alae SHE sie mi velle Cineca Iie moO, itle oesie E rror messag 

#+ and usage info. 

HEHEHE HEHEHE EE HEH HEH 

for directory in Sdirectorys; do 

if [ -d $directory | 
then linkchk $directory 

oul else 
52 echo "Sdirectory is not a directory" 
53 eeno VWikages $0 eiel Ge 559 
54 fe al 
55 done 
56 
57 exi SP 


Example 31-1, Example 11-8, Example 11-3, Example 31-3, and Example A-1 also illustrate uses of the file 
test operators. 


Notes 


[1] Per the 1913 edition of Webster's Dictionary: 


peprecate 


i 
2 
E 
4 To pray against, as an evil; 
5 to seek to avert by prayer; 
6 to desire the removal of; 

7 to seek deliverance from; 

8 to express deep regret for; 
9 to disapprove of strongly. 


[2] Be aware that suid binaries may open security holes. The suid flag has no effect on shell scripts. 


[3] On Linux systems, the sticky bit is no longer used for files, only on directories. 
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7.3. Other Comparison Operators 


A binary comparison operator compares two variables or quantities. Note that integer and string comparison 
use a different set of operators. 


integer comparison 


-eq 
is equal to 
if [ " $a" —eq " $b" ] 
-ne 
is not equal to 
if [ " $a" —ne " $b" J 
-gt 
is greater than 
if [ " $a" -gt " $b" ] 
-ge 
is greater than or equal to 
if [ " $a" -ge " $b" ] 
-It 
is less than 
if [ " $a" -lt " $b" ] 
-le 
is less than or equal to 
if [ " $a" -le " $b" ] 
« 
is less than (within double parentheses) 
(("Sa" « "$b")) 
<= 
is less than or equal to (within double parentheses) 
(("Sa" <= "Sb") ) 
> 
is greater than (within double parentheses) 
(("Sa" > "Sb") ) 
>= 


is greater than or equal to (within double parentheses) 
(("Sa" >= "Sb") ) 


string comparison 


is equal to 


if [ "Sa" = "$b" ] 
D Note the whitespace framing the =. 
if [ "$a"="$b" ] is not equivalent to the above. 
is equal to 
if [ "$a" == "$b" ] 
This is a synonym for =. 


$^) The == comparison operator behaves differently within a double-brackets test than within 
single brackets. 


i pr Sa ee 2 Ji # True if $a starts with an "z" (pattern matching). 
2. PI Sa == "ge qu se Wes ai Sa as Sowell to mw (irera meei ine) c 

3 

4 [ $a == z* ] # File globbing and word splitting take place. 

5 | “Wav == Wael j s Teme aie Ge as setal to ms (escal maitclaning)) . 

6 

7 # Thanks, Stéphane Chazelas 


is not equal to 

if [ "Sa" != "$b" ] 

This operator uses pattern matching within a [[ ... ]] construct. 
is less than, in ASCII alphabetical order 

if [[ "$a" « "$b" ]] 

if [ "$a" \< "$b" ] 

Note that the "<" needs to be escaped within a [ ] construct. 
is greater than, in ASCII alphabetical order 

if [[ "$a" > "$b" ]] 

if [ "$a" \> "$b" ] 

Note that the ">" needs to be escaped within a [ ] construct. 
See Example 27-11 for an application of this comparison operator. 
string is null, that is, has zero length 


String='' # Zero-length ("null") string variable. 


aif | =z “Sorring | 
then 

echo Aese irg ss m E 
else 

cine V“\SStraing aS NOL meili, Y 


=| ep) (Oa ges [93 ea 


Gi seal # SString is null. 
string is not null. 


The —n test requires that the string be quoted within the test brackets. Using an 
unquoted string with / -z, or even just the unquoted string alone within test brackets 
(see Example 7-6) normally works, however, this is an unsafe practice. Always quote a 
tested string. [1] 


Example 7-5. Arithmetic and string comparisons 


#!/bin/bash 


# Here "a" and "b" can be treated either as integers or strings. 
# There is some blurring between the arithmetic and string comparisons, 
#+ Since Bash variables are not strongly typed. 


# Bash permits integer operations and comparisons on variables 
whose value consists of all-integer characters. 
# Caution advised, however. 


echo 


ai [ "Sa" sme “Sig! ] 

then 

Scio "Sa is not xul io Slo” 
echo "(arithmetic comparison)" 


NPRPRPRP RPP PPP 
COMIDGTHRWNHHFOOAIDUBRWNE 
+ 
; 
H 


EL 


N N 
N he 


echo 


N N 
B CO 


fae Jp Vee Jes Wisi T 
then 
exco "Sa ls moe ecral ito Slo,” 
echo "(string comparison)" 
# TM mST 
ur Sed xe We Sox 59 
ipa 


No NO PO 
sup fen) (On 


N 
oco 


# In this particular instance, both "-ne" and "!=" work. 


echo 


C9 CO CO CO CO CO CO DN 
OY Ou ON FP oe © 


exit 0 


Example 7-6. Testing whether a string is null 


!/bin/bash 
str-test.sh: Testing null strings and unquoted strings, 
+ but not strings and sealing wax, not to mention cabbages and kings 


Using ZI 


If a string has not been initialized, it has no defined value. 
This state is called "null" (not the same as zero!). 


(S9: p wx) (rl des Ge [RS 4 


iif [| =a Serrin | # stringl has not been declared or initialized. 
then 
echo Wishewaliove; erring” is not maik, 
else 
Scio VSicieidme \Ysieieime il VU her MoL W 
1E aL # Wrong result. 


# Shows $stringl as not null, although it was not initialized. 


echo 


DD di H H H H H H H > 4 
(cy Wey Xesy <3) voy Gal odes (O5) IS) [2S (9p We) 


# Let's try it again. 


24l 

22 si [| sia Vesent ] gz Tais iciime, Serrin as GROS. 

23 then 

24 Selina Uger, Yerri Ne as moe inyeil s 

25 else 

26 Scio WSinieace, \WWsieiesinl WU als) iui c 

BY AEL # Quote strings within test brackets! 

28 

29 echo 

30 

Sil aie [| Sewel | # This time, S$stringl stands naked. 

32 then 

33 eeno VSrrimne \Wistererinveil\ als) mor moiy 

34 else 

35 echo Yserine \Wistcrening il y abst awo, 

SMS EAN # This works fine. 

37 # The [ ... ] test operator alone detects whether the string is null. 
Sie) sp koevenn GLE sls CooL orace eS co more sib (ai | Seri kne ||). 
S39 i; 

40 # As Stephane Chazelas points out, 

41 # ai [| Sagerne ] has one argument, "]" 

42 # aie [| “SSicirineil”? | kas cwo arcuments; tine emoty “Sisters il cowe Ww 
43 

44 

45 echo 

46 

47 

48 stringl=initialized 

49 

50 tE (p GenExedueeph | # Again, Sstringl stands unquoted. 

51 then 

52 echo Verrine Werring NU aber not makk, w 

53 else 

54 Scio VWSicieiwme NUSEN ae; sili 7 

Gu Eu # Again, gives correct result. 

5G s Siew, aie se bercter to cwota ae ("Susa"). loecause 

57 

58 

59) muscae = DY 

60 

Gil suit || Serum | # Again, Sstringl stands unquoted. 

62 then 

63 exelox) Vsrrime Werring yy ie nor mali w 

64 else 

65 Seno VSrrine \Werercaiog il \ is mwili Y 

66 fi # Not quoting "Sstringl" now gives wrong result! 
67 

68 exit 0 # Thank you, also, Florian Wisser, for the "heads-up". 


Example 7-7. zmore 


1 #!/bin/bash 
2 zmore 
3 
4 View gzipped files with 'more' filter. 
E 
6 E NOARGS-85 
7 E NOTFOUND-86 
8 E NOTGZIP-87 
9 
IQ ase | Sy eee; © 1 s sene eiie mss aie [ m MSY T 
JL $1 can exist, but be empty:  zmore "" arg2 arg3 
12 then 
i3 echo "Usage: 'basename $0' filename" >&2 
14 # Error message to stderr. 
LS exit SE_NOARGS 
16 # Returns 85 as exit status of script (error code). 
Jy xeu 
18 
19 filename-$1 
20 
Ail stie || | =i Wisitililemenne” | # Quoting $filename allows for possible spaces. 
22 then 
23 echo "File $filename not found!" >&2 # Error message to stderr. 
24 exit SE_NOTFOUND 
25 X3 
26 
27 if [ S${filename##*.} != "gz" J 
28 # Using bracket in variable substitution. 
29 then 
30 echo "File $1 is not a gzipped file!" 
31 exit SE_NOTGZIP 
32 Ei 
33 
34 seus Sil | more 
35 
36 4 Uses the 'more' filter. 
37 4 May substitute 'less' if desired. 
38 
39 exit $7 # Script returns exit status of pipe. 
40 # Actually "exit $?" is unnecessary, as the script will, in any case, 
41 #+ return the exit status of the last command executed. 


compound comparison 


-a 
logical and 


expl -a exp2 returns true if both expl and exp2 are true. 
logical or 
expl -o exp2 returns true if either expl or exp2 is true. 
These are similar to the Bash comparison operators && and Il, used within double brackets. 


iL [DIE eomehiciomil e comelicicma2 || | 


The -o and -a operators work with the test command or occur within single test brackets. 


i aie [| “Seeger” -a YSexgor2” | 
2 then 
S echo "Both exprl and expr2 are true." 


4 else 


5 echo "Either exprl or expr2 is false." 
6 fi 


d But, as rihad points out: 


i i eee d | s [| sa Y echo ius 1952" V j # true 

2 1 eee 2 | && | =m “eelae iue Iera V ] # (no output) 

3 ^^^^^^^ False condition. So far, everything as expected. 

4 

5 However 

6 T ej 2 -a =a “echo true l-&2' | # true 

7 ARARAS Malee queroHdibgonm.: So, woy Verte quuruu- 

8 

9 Is it because both condition clauses within brackets evaluate? 
10 | 1 eee 2 && =m VU Seine true 1562 V |) # (no output) 
gi NO, ERa S MOE ae. 
12 
13 Apparently && and || "short-circuit" while -a and -o do not. 


Refer to Example 8-3, Example 27-17, and Example A-29 to see compound comparison operators in action. 
Notes 


[1] As S.C. points out, in a compound test, even quoting the string variable might not suffice. [ -n 


"$string" -o "$a" = "$b" ] may cause an error with some versions of Bash if $string is 
empty. The safe way is to append an extra character to possibly empty variables, [ "x$string" !- 
x -o "x$a" = "xSb" ] (the "x's" cancel out). 
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7.4. Nested if/then Condition Tests 


Condition tests using the i £/then construct may be nested. The net result is equivalent to using the && 
compound comparison operator. 


1 a=3 

2 

3 aie [| “Sal gu © T 

4 then 

9 mie | Sav site 5 

6 then 

7 echo "The value of \"a\" lies somewhere between 0 and 5." 
8 dE 3L 

9 Ea 
10 
11 # Same result as: 
12 
la ase [ "Saw e 0 | ee [| "Sa" ke 5 
14 then 
15 echo "The value of \"a\" lies somewhere between 0 and 5." 
LE 33a 


Example 37-4 and Example 17-11 demonstrate nested i £/then condition tests. 
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7.5. Testing Your Knowledge of Tests 


The systemwide xinitrc file can be used to launch the X server. This file contains quite a number of if/then 
tests. The following is excerpted from an "ancient" version of xinitrc (Red Hat 7.1, or thereabouts). 


1 af [ —-f SHOME/.Xcllients ]; then 

2 exec $HOME/.Xclients 

3 eladft [| —f /etc/XTl/xrndt/Xclrents ]; then 

4 exec /etc/X11/xinit/Xclients 

5 else 

6 4 failsafe settings. Although we should never get here 

7 # (we provide fallbacks in Xclients as well) it can't hurt. 
8 xclock -geometry 100x100-5+5 & 

9 xterm -geometry 80x50-504150 & 
LO if [ -f /usr/bin/netscape -a -f /usr/share/doc/HIML/index.html ]; then 
iil netscape /usr/share/doc/HTML/index.html & 
UZ Fr 


13 fx 
Explain the test constructs in the above snippet, then examine an updated version of the file, 
/etc/X11/xinit/xinitrc, and analyze the if/then test constructs there. You may need to refer ahead to 
the discussions of grep, sed, and regular expressions. 
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Chapter 8. Operations and Related Topics 


8.1. Operators 


assignment 


variable assignment 


Initializing or changing the value of a variable 
All-purpose assignment operator, which works for both arithmetic and string assignments. 


1 var-27 
2 category=minerals # No spaces allowed after the "=". 


D Do not confuse the "=" assignment operator with the = test operator. 


1 # = as a test operator 

2 

3 sir | Hegre = Seriene T 

4 then 

5 command 

© i 

7 

Gg s aie [| MoxSgitriimeg il” = YWoxScieriing2 ] as sarei, 

9 #+ to prevent an error message should one of the variables be empty. 
10 # (The prepended "X" characters cancel out.) 


arithmetic operators 


+ 


"ek 


% 


plus 

minus 

multiplication 

division 

exponentiation 
1 # Bash, version 2.02, introduced the "**" exponentiation operator. 
: lert ra -on 3i u^ D5 SB 
4 echo "z = $z" i) 4 = ALAS 


modulo, or mod (returns the remainder of an integer division operation) 


bash$ expr 5 % 3 
2 


5/3 = 1, with remainder 2 


This operator finds use in, among other things, generating numbers within a specific range (see 


Example 9-11 and Example 9-15) and formatting program output (see Example 27-16 and Example 
A-6). It can even be used to generate prime numbers, (see Example A-15). Modulo turns up 


surprisingly often in numerical recipes. 


Example 8-1. Greatest common divisor 


Mop pop opp PPP PY 
O (o 0» -1 O Ui i (). M PB. O xo 0 -1 O O1 4 Q Io E 


(69). GIES ss ESSE dS TS Shoo) 
[= ~) (ex Ce) Sal (ex (On des (er E» d 


w 
N 


P C0 C) CO WW CO Ww 
(c3 (We) (ge) c (ex Gi des © 


od 


C1 Or; Sb ga uam us 
[= ~S) Ne) (ee) | vey (On. dex. C» IS) d 


(Gmbh Xon rj. Conk Cal toni Gri (nl 
«o0 00-10) oO FWN 


Ov OY OY 0 
CTS) [AS 


!/bin/bash 
gcd.sh: greatest common divisor 


Uses Euclid's algorithm 


The "greatest common divisor" (gcd) of two integers 
+ is the largest integer that will divide both, leaving no remainder. 


Euclid's algorithm uses successive division. 


In each pass, 


(Glabwrabelewgao] «=== chyson 
Gliwigsoic <=== remeni volar 
until remainder = 0. 


The gcd = dividend, on the final pass. 


For an excellent discussion of Euclid's algorithm, see 
+ Jim Loy's site, http://www. jimloy.com/number/euclids.htm. 


Argument check 
ARGS= 
E_BADARGS=85 


2 


aie [| S a VSIRE SY | 
then 
echo "Usage: ~basename $0` first-number second-number" 
exit SE BADARGS 
ia 
# 
gcd () 
{ 
dividend-$1 # Arbitrary assignment. 
divisor=$2 #! It doesn't matter which of the two is larger. 
# Why not? 
remainder=1 # If an uninitialized variable is used inside 
#+ test brackets, an error message results. 
until [ "Sremainder" -eq 0 ] 
do up AASAAAETYS WIE) ISS “JOICENALOUISIY? TNU aZe 
let "remainder = $dividend % $divisor" 
dividend=Sdivisor # Now repeat with 2 smallest numbers. 
divisor-$remainder 
done # Euclid's algorithm 
} # Last Sdividend is the gcd. 
gee Sil S2 
behol exeo MEG) Cie Sil mue SA = Scliyarclamels exl 
# Exercises 
# (Sate, 
# 1) Check command-line arguments to make sure they are integers, 
#+ and exit the script with an appropriat rror message if not. 
# 2) Rewrite the gcd () function to use local variables. 
exit 0 


plus-equal (increment variable by a constant) [1] 

let "var += 5" results in var being incremented by 5. 
minus-equal (decrement variable by a constant) 

times-equal (multiply variable by a constant) 

let "var *= 4" results in var being multiplied by 4. 
slash-equal (divide variable by a constant) 

mod-equal (remainder of dividing variable by a constant) 


Arithmetic operators often occur in an expr or let expression. 


Example 8-2. Using Arithmetic Operations 


#!/bin/bash 
# Counting to 11 in 10 different ways. 
n=l; echo =m “Sin Y 


eeng =m “Sin 4 


S((a = Sm x 1)) 


cla m Wem W 


(4C om mam ar db y) 
# A simpler alternative to the method above. 


echo =m Vm Y 


NPRPRPP PPP PP 
O (o 0» -1 O Oi i (Q). M IB. O «(o 0 -1 O O1 i QI E 


n-$(($n * 1)) 


Zi echo -m Umum 4 

2 

2S} &[ m= Sm + X | 

24 # ":" necessary because otherwise Bash attempts 
ZG) qvr CO sbenrrescpoueeie YE in = Si r db || as A Clommuetavel. 
26 # Works even if "n" was initialized as a string. 
al eio =m Sia Y 


N 
[99] 


n-$[ $n + 1 ] 


# Thanks, Stephane Chazelas. 
echo =m Wisin 4 


# Now for C-style increment operators. 
# Thanks, Frank Wang, for pointing this out. 


let Vinapse ” # let "++n" also works. 
ehg =m “Sin Y 


WWWWW CO CO CO CO CO Dd 
co! Ji OY CT SO GN ES oe © 


od 
[e] 


ete Uu e Sin 4e dL 5p dere Win a x dU — musti. wor ksi 


41 ":" necessary because otherwise Bash attempts 
#+ to interpret "$((n = $n + 1))" as a command. 


# Thanks, David Lombard, for pointing this out. 


# Works even if "n" was initialized as a string. 
#* Avoid this type of construct, since it is obsolete and nonportable. 


aL (ume )) # (( ++n )) also works. 
42 elo =m Wem WV 

43 

44 : $(( nt+ )) # : $(( ++n )) also works. 
AS eel =a Vem Us 

46 

29 a S mr || # : S[ 4n ] also works 
48 eeing =m Vem Y 

49 

50 echo 

Bil 

52 exit 0 


$^; Integer variables in older versions of Bash were signed long (32-bit) integers, in the range of 
-2147483648 to 2147483647. An operation that took a variable outside these limits gave an erroneous 


result. 

1 echo $BASH_VERSION ils 314 

2 

3 a=2147483646 

4 echo "a = $a" a = 2147483646 

5 lee Wag-dqn Increment "a" 

6 echo "a = Sa" a = 2147483647 

7 let "at=1" increment "a" again, past the limit. 

8 echo "a = Sa" a = -2147483648 

9 ERROR: out of range, 
10 + and the leftmost bit, the sign bit, 
ial sh has been set, making the result negative. 


As of version >= 2.05b, Bash supports 64-bit integers. 


Bash does not understand floating point arithmetic. It treats numbers containing a decimal point as 
strings. 


a-1.5 


1 
2 
3 lewr Wa = Sa ap es se IMOS, 

4 # t2.sh: let: b = 1.5 + 1.3: syntax error in expression 
5 

6 

3 


# (error tokem is "5 4e 1,3") 


echo "Ul = Slo" # b=1 
Use bc in scripts that that need floating point calculations or math library functions. 
bitwise operators. The bitwise operators seldom make an appearance in shell scripts. Their chief use seems to 
be manipulating and testing values read from ports or sockets. "Bit flipping" is more relevant to compiled 
languages, such as C and C++, which provide direct access to system hardware. However, see vladz's 
ingenious use of bitwise operators in his base64.sh (Example A-54) script. 


bitwise operators 


<< 

bitwise left shift (multiplies by 2 for each shift position) 
<<= 

left-shift-equal 

let "var <<= 2" results in var left-shifted 2 bits (multiplied by 4) 
>> 


bitwise right shift (divides by 2 for each shift position) 


>>= 
right-shift-equal (inverse of <<=) 


& 
bitwise AND 
&- 
bitwise AND-equal 
| 
bitwise OR 
|= 
bitwise OR-equal 
bitwise NOT 
A 
bitwise XOR 
A= 


bitwise XOR-equal 


logical (boolean) operators 


NOT 
T af [ ! —f SFILENAME ] 
2 then 
3 

&& 

AND 
iL sb | Scomcitiomi ] && [ Seoinelilicsem2 i 
Bas Sane ass ir | Sewemeliicaomil =e Seopeliicsaein2 | 
3 # Returns true if both conditionl and condition2 hold true... 
4 
5 ac II Seemelbiciemil £m Scorcitiona |] # Also works. 
6 # Note that && operator not permitted inside brackets 
T ar GE [ soo || Comstrmet. 


<p>) & & may also be used, depending on context, in an and list to concatenate commands. 


OR 


ic || Seomeiienemi Jd |] [| Seo@mebicaem2 jj 
# Same as: if | $conditionl -© $condition2 ] 
i) IRQS ive Wi Eilelmer Coaciciemll (o (comis moles 15505 3 


ii [| Sueewehiemd || Scomciseiem? mi # Also works. 
# Note that || operator not permitted inside brackets 
s (E wl || owe EONS E rUe: 


su ey) (Gn gdEx (es) [eS [5 


$^; Bash tests the exit status of each statement linked with a logical operator. 


Example 8-3. Compound Condition Tests Using && and ll 


#!/bin/bash 


a=24 
b=47 


(ni ges (Gs) ISS) [S 


6 me [ "Se" e 24 ] && [ "SO" see 47 ] 
7 then 
8 echo "Test #1 succeeds." 
9 else 
10 echo "Test #1 fails." 
JLib Eat 
112 
13 ERROR: aie [ "Seg" seq 24 && Sin” -e6 ay || 
14 #+ attempts to execute ' [ "Sa" -eq 24 ' 
ALS) sue amc italie: tO itimeliing meiceimime V]. 
16 
47 Note: if [[ $a -eq 24 && $b -eq 24 ]] works. 
18 The double-bracket if-test is more flexible 
19 #+ than the single-bracket version. 
20 (The "&&" has a different meaning in line 17 than in line 6.) 
BAL Thanks, Stephane Chazelas, for pointing this out. 
22 
23 
2^ mar {| Wei ee Se h iil f weev Seer “iy i 
25 then 
26 echo "Test #2 succeeds." 
27 else 
28 echo "Test #2 fails." 
29) arat 
30) 
Sil 
32 # The -a and -o options provide 
33 #+ an alternative compound condition test. 
Sag; "avene cto Parciiek Ceulilaineun 0i jOOiiare NING; Ela OUNE s 
35 
36 
SJ ase USa" eg 24 =e "SI" seq 47 | 
38 then 
2$ echo "Test 43 succeeds." 
40 else 
41 echo "Test #3 fails." 
42 Geib 
43 
44 
45 if [| "$a" -eq 98 -o "Sb" -eq 47 | 
46 then 
47 echo "Test #4 succeeds." 
48 else 
49 echo "Test #4 fails." 
C9) - aat 
51 
52 
53 a=rhino 
54 b=crocodile 
55 ane [ Yea S simo ] ce [ Veo" — crocodile | 
56 then 
Sy echo "Test #5 succeeds." 
58 else 
59 echo "Test #5 fails." 
GO Ea 
61 
62 exit 0 


The && and ll operators also find use in an arithmetic context. 


bash$ echo $(( 1 && 2 )) $((3 && 0)) $((4 II 0)) $((0 II 0)) 
i 9 i © 


miscellaneous operators 


Comma operator 


The comma operator chains together two or more arithmetic operations. All the operations are 
evaluated (with possible side effects. [2] 


i Jhewg “Wei e ((5 s 3, 7 — lo db — Ay yy 

2 echo "hg = grily RSS e L 

3 # Here tl is set to the result of the last operation. Why? 

4 

5 lec "r2 = (la = 9, 15 / 35)" 5s Sec Ya" amc cal cules VTA”, 
(9 echo WEZ = Siew a = $a" # t2 = 5 a= 9 


The comma operator finds use mainly in for loops. See Example 11-13. 


Notes 


[1] Ina different context, += can serve as a string concatenation operator. This can be useful for modifying 
environmental variables. 


[2] Side effects are, of course, unintended -- and usually undesirable -- consequences. 
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8.2. Numerical Constants 


A shell script interprets a number as decimal (base 10), unless that number has a special prefix or notation. A 
number preceded by a 0 is octal (base 8). A number preceded by 0x is hexadecimal (base 16). A 
number with an embedded # evaluates as BASE#NUMBER (with range and notational restrictions). 


Example 8-4. Representation of numerical constants 


!/bin/bash 
numbers.sh: Representation of numbers in different bases. 


Decimal: the default 

iet udeo == sy 

echo "decimal number = Sdec" # 32 
Nothing out of the ordinary here. 


Octal: numbers preceded by '0' (zero) 
lec Voce = (32V 
echo "octal number = Soct" # 26 


Expresses result in decimal. 


Hexadecimal: numbers preceded by 'Ox' or 'OX' 
let "hex = 0x32" 


NPRPRPPRP PPP PY 
O (o 00 -1 O Oi i (). NN IB. O xo 0 -1 O O1 iS CQ I0 


echo "hexadecimal number = Shex" # 50 
21 echo $((0x9abc)) it 39012 
22. s ix S double-parentheses arithmetic expansion/evaluation 
23 # Expresses result in decimal. 
24 
25 
26 
27 # Other bases: BASE#NUMBER 


N 
[99] 


# BASE between 2 and 64. 
# NUMBER must use symbols within the BASE range, see below. 


let "bin - 24111100111001101" 
echo "binary number = $bin" # 31181 


let "b32 = 32477" 


CO CO CO CO CO CO CO CO CO CO Dd 
We) Ge) Sal deny (Ont SS Gy) (SS) [E (e Keo} 


echo "base-32 number = $b32" # 231 
let "b64 = 64#@_" 
echo "base-64 number = $b64" # 4031 
40 # This notation only works for a limited range (2 - 64) of ASCII characters. 
41 4$ 10 digits + 26 lowercase characters + 26 uppercase characters + @ + — 
42 
43 
44 echo 
45 
46 echo $((36#zz)) $((2#10101010)) $((16#AF16)) $((5341aA)) 
47 # 1295 170 44822 3375 
48 
49 
50 Important note: 


Using a digit out of range of the specified base notation 
+ gives an error messag 


# 
# 
# 
# 


aon ul 
ass. (eX [9 qs 


55 let "bad_oct = 081" 
56 # (Partial) error message output: 


57 # bad_oct = 081: value too great for base (error token is "081") 
58 # Octal numbers use only digits in the range 0 - 7. 
5 

60 exit $? # Exit value = 1 (error) 

61 


62 4 Thanks, Rich Bartell and Stephane Chazelas, for clarification. 
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8.3. The Double-Parentheses Construct 


Similar to the let command, the (( ... )) construct permits arithmetic expansion and evaluation. In its simplest 
form, a-$(( 5 + 3 )) wouldsetato5 + 3,or 8. However, this double-parentheses construct is also a 
mechanism for allowing C-style manipulation of variables in Bash, for example, (( var++ )). 


Example 8-5. C-style manipulation of variables 


1 #!/bin/bash 
Z qu (gewsuss sh 
3 us AMusagexlLeNE3he] 4 weussbelole, (C-stEwie, wsime ies (( oc. JJ) GONmSEIEUKIE. 
4 
5 
6 echo 
7 
A a =] s Setting a value, C-style, 
9 + with spaces on both sides of the "=". 
10 echo Ya (imitial valus) = Sal! s 23 
SIT 
T2 (t (aras Post-increment 'a', C-style. 
13 eleg. Ya lattar edt) = Sa” # 24 
14 
Lt a== Ji Post-decrement 'a', C-style. 
16 elo Wa (mures a  ) = Sal s 23 
aly) 
18 
19 (( ++a )) # Pre-increment 'a', C-style. 
20 echo Wa (Gees dej) = Sal # 24 
£a 
22 (( --a )) #  Pre-decrement 'a', C-style. 
23 eho Ya (mute a) = Se" ws 23 
24 
25 echo 
26 
27 AEE HE E HE E HE HE HE E HE E E E EEE EAE EEE EEE EEE EEE HE HE E HE HHH HE HHH HEHE HE HH 


N 
[99] 


# Note that, as in C, pre- and post-decrement operators 
#+ have different sid IEICE. 


echo "False" False 
echo "False" True 


n && echo "True" 
n && echo "True" 


n-1; let 
n-1; let 


# Thanks, Jeroen Domburg. 
HERE EEEE EEHHE HE HE HH EE HE HE EH HH HH HE EE HHH HH FE HE EE HEE 


WWWWWW CO CO CO CO Dd 
(ey (er c] xy Gal dex yl [S3 [5 €» Wo 


echo 
(( ie e cesare TREE y # C-style trinary operator. 
40 # WV SOSH 
Aq cohcomt tec abr then t Su eke t= INE QE 23) 
42 echo "t = $t " d t7 
43 
44 echo 
45 
46 
47 d 
48 # Easter Egg alert! 
49 d 
50 # Chet Ramey seems to have snuck a bunch of undocumented C-style 
51 #+ constructs into Bash (actually adapted from ksh, pretty much). 


52 # In the Bash docs, Ramey calls (( ... )) shell arithmetic, 

53 #+ but it goes far beyond that. 

54 # Sorry, Chet, the secret is out. 

55 

56 q SES elso "ies" eue Vwim:le" locas using rise (( sa. )) Conget ttet. 
59 

58 4 These work only with version 2.04 or later of Bash. 

59 

60 exit 


See also Example 11-13 and Example 8-4. 
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8.4. Operator Precedence 


In a script, operations execute in order of precedence: the higher precedence operations execute before the 
lower precedence ones. [1] 


Table 8-1. Operator Precedence 


exponentiation arithmetic operation 
multiplication, division, 
modulo 


trinary operator 
assignment 
<<= »»- combination assignment 


|... [LOWEST PRECEDENCE 


In practice, all you really need to remember is the following: 


e The "My Dear Aunt Sally" mantra (multiply, divide, add, subtract) for the familiar arithmetic 
operations. 

* The compound logical operators, &&, ll, -a, and -o have low precedence. 

* The order of evaluation of equal-precedence operators is usually left-to-right. 


Now, let's utilize our knowledge of operator precedence to analyze a couple of lines from the 
/etc/init.d/functions file, as found in the Fedora Core Linux distro. 


i 
2 
3 
4 
3 
6 
j 
8 
9 
LO 
Li 
L2 
13 
L4 
L5 
L6 
Uy 


18 
19 
20 
2 
pu 
2 
24 
25 
26 
2) 
28 
29 
30 
3l 
32 
319) 
34 
35 
36 
37 
38 
39 
40 
41 
42 
43 
44 
45 
46 


wh 


wh 


aie 


ile | =m YSranalmingt -a "Suez" e 0 l? clo 
This looks rather daunting at first glance. 
Separate the conditions: 

ile || sim USueewweduccoeg]/ -a UO: -oe © ip clo 


=- eiom == ^^ -—goumeaiigm 2= 


If variable "$remaining" is not zero length 


AND (-a) 
variable "Sretry" is greater-than zero 
then 
the [ expresion-within-condition-brackets ] returns success (0) 


and the while-loop executes an iteration. 


Hwelweute "üeemgellitiom 1" ancl VegmeBtucm 2" *v91oeitore == 

ANDing them. Why? Because the AND (-a) has a lower precedence 
than th n and -gt operators, 

and therefore gets evaluated *last*. 


HEH EE HH EH HE AE FE AE FE FE AE FE HE FE ee EE aa 


Ea 


= ee sessi ig /LIGin =a =z YS{INOLOCALAe—h" | g then 


Again, separate the conditions: 
| -2 /ete/sysconmtig/ ilem =a =e MS INOMOCNGE=. | > then 
==—Comelslicwoim í ds (coimeltibigum Z———- 


If file "/etc/sysconfig/il8n" exists 


AND (-a) 
variable SNOLOCALE is zero length 
then 
the [ test-expresion-within-condition-brackets ] returns success 


and the commands following execute. 


As before, the AND (-a) gets evaluated *last* 
because it has the lowest precedence of the operators within 
the test brackets. 


Note: 

S(NOLOCALE:-) is a parameter expansion that seems redundant. 
But, if SNOLOCALE has not been declared, it gets set to *null*, 
in effect declaring it. 

This makes a difference in some contexts. 


bracketed sections. 


To avoid confusion or error in a complex sequence of test operators, break up the sequence into 


i aide [| YSwAlY ge VEWeY -o UWSyilY -it Wisi a "Sfilename" ] 

2 4 Unclear what's going on here... 

3 

A si [I WS" see "S92" Jp II [I “vi =e Vv$wy2v J] ee II -e "Siilewmsme" |] 

5 4 Much better -- the condition tests are grouped in logical sections. 
Notes 


[1] Precedence, in this context, has approximately the same meaning as priority 
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Chapter 9. Another Look at Variables 


Used properly, variables can add power and flexibility to scripts. This requires learning their subtleties and 
nuances. 


9.1. Internal Variables 


Builtin variables: 

variables affecting bash script behavior 
SBASH 

The path to the Bash binary itself 


bash$ echo $BASH 
/bin/bash 


SBASH_ENV 

An environmental variable pointing to a Bash startup file to be read when a script is invoked 
SBASH SUBSHELL 

A variable indicating the subshell level. This is a new addition to Bash, version 3. 


See Example 21-1 for usage. 

SBASHPID 
Process ID of the current instance of Bash. This is not the same as the $$ variable, but it often gives 
the same result. 


bash4$ echo $$ 
JOD RE, 


bash4$ echo $BASHPID 
11015 


bash4$ ps ax | grep bash4 


11015 igi sy/ 2 R 0:00 bash4 
But ... 
1 #!/bin/bash4 
2 
3 echo ASIS outside of subshell = $$" # 9602 
4 echo "NSBASH SUBSHELL outside of subshell = $BASH SUBSHELL" # 0 
5 echo "\SBASHPID outside of subshell = SBASHPID" # 9602 
6 
7 echo 
8 
9 ( echo “\S\S inside gi eubsmell = $$" # 9602 
LO echo "\SBASH SUBSHELL inside of subshell = $BASH SUBSHELL" # 1 
Li echo "\SBASHPID inside of subshell = $BASHPID" ) # 9603 


L2 # Note that $$ returns PID of parent process. 
SBASH VERSINFO[n] 
A 6-element array containing version information about the installed release of Bash. This is similar 
to SBASH. VERSION, below, but a bit more detailed. 


# Bash version info: 


d 

2 

3 tor m aa (0 43 2 9 4 5 

4 do 

5 echo "BASH VERSINFO[$n] = ${BASH VERSINFO[$n])" 
6 done 
7 
8 
E 
0 
B 


# BASH VERSINFO[0] = 3 # Major version no. 
# BASH VERSINFO[1] = 00 # Minor version no. 
10 4 BASH VERSINFO[2] = 14 # Patch level. 
11 4 BASH VERSINFO[3] = 1 # Build version. 


12 # BASH_VERSINFO[4] = release # Release status. 
13 # BASH_VERSINFO[5] i386-redhat-linux-gnu # Architecture 
14 # (same as SMACHTYPE). 
SBASH VERSION 
The version of Bash installed on the system 


bash$ echo $BASH VERSION 
3.2.25(1)-release 


tcsh$ echo $BASH VERSION 
BASH VERSION: Undefined variable. 


Checking $BASH, VERSION is a good method of determining which shell is running. $SHELL does 
not necessarily give the correct answer. 

$CDPATH 
A colon-separated list of search paths available to the cd command, similar in function to the SPATH 
variable for binaries. The $CDPATH variable may be set in the local ~/.bashrc file. 


bash$ cd bash-doc 
lasing Cele loaginaclocs No strea tile ow Cirectory 


bash$ CDPATH=/usr/share/doc 
bash$ ed bash-doc 
/usr/share/doc/bash-doc 


bash$ echo $PWD 
/usr/share/doc/bash-doc 


SDIRSTACK 
The top value in the directory stack [1] (affected by pushd and popd) 


This builtin variable corresponds to the dirs command, however dirs shows the entire contents of the 
directory stack. 

SEDITOR 

The default editor invoked by a script, usually vi or emacs. 


SEUID 


"effective" user ID number 
Identification number of whatever identity the current user has assumed, perhaps by means of su. 


D The SEUID is not necessarily the same as the $UID. 


SFUNCNAM 
Name of the current function 


Lj 


L xeweze (0) 

2 1 

2 echo "SFUNCNAME now executing." # xyz23 now executing. 

a} 

5 

6 xyz23 

7 

8 echo "FUNCNAME = SFUNCNAME" # FUNCNAME = 

9 # Null value outside a function. 


See also Example A-50. 
SGLOBIGNORE 


A list of filename patterns to be excluded from matching in globbing. 


SGROUPS 


Groups current user belongs to 


This is a listing (array) of the group id numbers for current user, as recorded in /etc/passwd and 


/etc/group. 


root# echo $GROUPS 
0 


root# echo ${GROUPS[1] } 
1l 


root# echo S(GROUPS[5]) 


6 
$HOME 
Home directory of the user, usually /home/username (see Example 10-7) 
$HOSTNAME 
The hostname command assigns the system host name at bootup in an init script. However, the 
gethostname () function sets the Bash internal variable $HOSTNAME. See also Example 10-7. 
$HOSTTYPE 


host type 


Like $MACHTYPE, identifies the system hardware. 


bash$ echo $HOSTTYPE 
i686 


internal field separator 


This variable determines how Bash recognizes fields, or word boundaries, when it interprets character 


strings. 


$IFS defaults to whitespace (space, tab, and newline), but may be changed, for example, to parse a 
comma-separated data file. Note that $* uses the first character held in $IFS. See Example 5-1. 


bash$ echo "$IFS" 


(With SIFS set to default, a blank line displays.) 


bash$ echo "SIFS" | cat -vte 

AS 

$ 

(Show whitespace: here a single space, ^I [horizontal tab] 
and newline, and display "$" at end-of-line.) 


bash$ bash -c 'set w x y z; IFS=":-;"; echo "$*"' 
WURSSSY RE 


, 


(Read commands from string and assign any arguments to pos params.) 


Set SIFS to eliminate whitespace in pathnames. 


iL Hs SS (Prine E NNE v # Per David Wheeler. 


® SIFS does not handle whitespace the same as it does other characters. 


Example 9-1. $IFS and whitespace 


#!/bin/bash 
# ifs.sh 


varl="atbt+c" 
var2="d-e-f" 
varo- "Gj Iai, ak 


IFS=+ 

# The plus sign will be interpreted as a separator. 
echo $varl # abc 

echo $var2 # d-e-f 

echo $var3 # g,h,i 

echo 

IFS="-" 


# The plus sign reverts to default interpretation. 
# The minus sign will be interpreted as a separator. 


PRPPPPRPRPRPHE EB 
XO 00 1] OY O1 4 (Q0 I) LB. O io O0 NJ O) O1 4 w NNE 


20 echo $varl f atbt+c 

Ail echo yeu #def 

22 echo $var3 # g,h,i 

23 

24 echo 

25 

2S TESTET E 

27 # The comma will be interpreted as a separator. 

28 # The minus sign reverts to default interpretation. 
29) echo gyari # atbłc 

30 echo $var2 # d-e-f 

31 echo $var3 *ghi 

32 

33 echo 

34 

SIDESERIS. T 

36 # The space character will be interpreted as a separator. 
37 4 The comma reverts to default interpretation. 

38 echo Svari 4 atbtc 

39 echo $var2 # d-e-f 

40 echo $var3 # g,h,i 

41 

42 d 

43 

44 4 However 

45 $ SIFS treats whitespace differently than other characters. 
46 

47 output args one per line() 

ag 4 

49 iO arg 

50 do 

Sil echo “sarcit 

52 done # ^ A Embed within brackets, for your viewing pleasure. 
S3 y 

54 

55 echo; echo "Ule XU 

Gia exclne;: W——————— " 

57 

Sel Is U 


59 war" a lo © " 


60 # i m Pré 

61 output args one per line Svar # output args one per line “echo "a bc 
62 # [a] 

63 # [b] 

64 # [c] 

65 

66 

67 echo; echo "IFS=:" 

GS eelovey t " 

69 

JH) ree 

Ti speucc vas RIDES EB # Same pattern as above, 

72 S ume jr lou Gtloce evic me Us Rom €" V 
73 output args one per line $var 

74 ] 

15 a] 

76 ] 

Ti b] 

78 c] 

79 ] 

80 ] 

81 

82 Note "empty" brackets. 

83 The same thing happens with the "FS" field separator in awk. 
84 

85 

86 echo 

87 

88 exit 


(Many thanks, Stéphane Chazelas, for clarification and above examples.) 


See also Example 16-41, Example 11-8, and Example 19-14 for instructive examples of using SIFS. 
$ IGNOREEOF 
Ignore EOF: how many end-of-files (control-D) the shell will ignore before logging out. 
$LC_COLLATE 
Often set in the .bashrc or /etc/profile files, this variable controls collation order in filename 
expansion and pattern matching. If mishandled, LC_COLLATE can cause unexpected results in 


filename globbing. 


$^) As of version 2.05 of Bash, filename globbing no longer distinguishes 
between lowercase and uppercase letters in a character range between 
brackets. For example, Is [A-M]* would match both Filel.txt and 
filel.txt. To revert to the customary behavior of bracket matching, set 
C. COLLATE to C by an export LC COLLATE-C in /etc/profile 
and/or ^ / .bashrc. 
$LC CTYPE 
This internal variable controls character interpretation in globbing and pattern matching. 
SLINENO 
This variable is the line number of the shell script in which this variable appears. It has significance 
only within the script in which it appears, and is chiefly useful for debugging purposes. 


# *** BEGIN DEBUG BLOCK *** 
last cmd arg-$ # Save it. 


3 
4 echo "At line number $LINENO, variable \"v1\" = $v1" 

5 echo "Last command argument processed = $1ast cmd arg" 
6 


i? OS"? DND DEBUG BLOCK eres 


SMACHTYPI 


machine type 
Identifies the system hardware. 


bash$ echo $MACHTYPE 

1686 
SOLDPWD 
Old working directory ("OLD-Print-Working-Directory", previous directory you were in). 
SOSTYPI 
operating system type 


GI 


bash$ echo $OSTYPE 
dLatimqbex 
SPATH 
Path to binaries, usually /usr/bin/, /usr/X11R6/bin/, /usr/local/bin, etc. 


When given a command, the shell automatically does a hash table search on the directories listed in 
the path for the executable. The path is stored in the environmental variable, $PATH, a list of 
directories, separated by colons. Normally, the system stores the $PATH definition in 


/etc/profile and/or -/.bashrc (see Appendix H). 


bash$ echo $PATH 
esting // wise / lo)aLin e // wise // Moeoxeveull // Toysziov 8 // wise »«1L IRN) // Ioyilaov g // eoin 8 / wise // eleva 


PATH-$ (PATH) : /opt/bin appends the /opt /bin directory to the current path. In a script, it 
may be expedient to temporarily add a directory to the path in this way. When the script exits, this 
restores the original SPATH (a child process, such as a script, may not change the environment of the 
parent process, the shell). 


8^; The current "working directory", . /, is usually omitted from the $PATH as a 
security measure. 
SPIPESTATUS 
Array variable holding exit status(es) of last executed foreground pipe. 


bash$ echo $PIPESTATUS 


bash$ 1s -al | bogus command 
bash: bogus, command: command not found 
bash$ echo $(PIPESTATUS[1]) 


bash$ ls -al | bogus command 

bash: bogus, command: command not found 
bash$ echo $? 

qo 


The members of the SPIPESTATUS array hold the exit status of each respective command executed 
in a pipe. SPIPESTATUS [0] holds the exit status of the first command in the pipe, 
SPIPESTATUS[1] the exit status of the second command, and so on. 


The SPIPESTATUS variable may contain an erroneous 0 value in a login shell (in 
releases prior to 3.0 of Bash). 


tcsh$ bash 


bash$ who | grep nobody | sort 


bash$ echo ${PIPESTATUS [*] } 
0 


The above lines contained in a script would produce the expected 0 1 0 output. 


Thank you, Wayne Pollock for pointing this out and supplying the above example. 


<p) The SPIPESTATUS variable gives unexpected results in some contexts. 


bash$ echo $BASH VERSION 
3.00.14(1)-release 


bash$ $ 1s | bogus command | wc 
bash: bogus command: command not found 
0 0 0 


bash$ echo $(PIPESTATUS[Q]) 
14 327 O 


Chet Ramey attributes the above output to the behavior of ls. If /s writes to a pipe 
whose output is not read, then STGPIPE kills it, and its exit status is 141. Otherwise 
its exit status is 0, as expected. This likewise is the case for tr. 


8^ SPIPESTATUS is a "volatile" variable. It needs to be captured immediately after the 
pipe in question, before any other command intervenes. 


bash$ $ 1s | bogus command | wc 
bash: bogus, command: command not found 
0 0 0 


bash$ echo $(PIPESTATUS[Q]) 
© 127 0 


bash$ echo $(PIPESTATUS[Q]) 
0 


$^) The pipefail option may be useful in cases where SPIPESTATUS does not give the 
desired information. 


SPPID 


The SPPID of a process is the process ID (pid) of its parent process. [2] 


Compare this with the pidof command. 
SPROMPT, COMMAND 
A variable holding a command to be executed just before the primary prompt, $PS1 is to be 


displayed. 
SPS1 
This is the main prompt, seen at the command-line. 
SPS2 
The secondary prompt, seen when additional input is expected. It displays as ">". 
$PS3 
The tertiary prompt, displayed in a select loop (see Example 11-30). 
SPS4 


The quartenary prompt, shown at the beginning of each line of output when invoking a script with the 


-x [verbose trace] option. It displays as "+". 


As a debugging aid, it may be useful to embed diagnostic information in $PS4. 


P4='$(read time junk < /proc/$$/schedstat; echo "@@@ $time @@@ " )' 
# Per suggestion by Erik Brandsberg. 

3 set -xX 

4 # Various commands follow 


ISS) [E 


SPWD 
Working directory (directory you are in at the time) 


This is the analog to the pwd builtin command. 


!/bin/bash 


E_WRONG_DIRECTORY=85 


clear # Clear the screen. 


TargetDirectory=/home/bozo/projects/GreatAmericanNovel 


cd $TargetDirectory 
echo "Deleting stale files in $TargetDirectory." 


fas 


i 


if [ "SPWD" != "STargetDirectory" ] 
then # Keep from wiping out wrong directory by accident. 
echo "Wrong directory!" 
echo "In SPWD, rather than $TargetDirectory!" 
echo "Bailing out!" 
exit SE_WRONG_DIRECTORY 
ie GL 


= B 


Pb 
Jone (Q) M PS O xo 0 -1 OY O1 48 CQ) I0 S 


[sr di = 
(Sy O es) 


3 dede ow 

rm .[A-Za-z0-9]* # Delete dotfiles. 

iam ae E e eae to remove filenames beginning with multiple dots. 
(Slice -5 cloiegilolos ren =i =) will also work. 

TiMaMes, Sa. EOE OOMMETING Els: (QUE. 


N N 
[3 [= 


[sor TS) Iso) 
ow Ww 


A filename (^basename') may contain all characters in the 0 - 255 range, 
t except V/T. 
Deleting files beginning with weird characters, such as - 
+ is left as an exercise. (Hint: rm ./-weirdname or rm -- -weirdname) 
result-$? # Result of delete operations. If successful = 0. 


N N 
~< Oy 


N 
[99] 


C9 CO NO 
[= Zr We 


Ww 
N 


echo 

ls ell # Any files left? 

echo "Done." 

echo "Old files deleted in $TargetDirectory." 
echo 


# Various other operations here, as necessary. 


WWWW WW CO 
«o 0 QA BS CO 


[i 
=] 


exit S$result 

SREPLY 
The default value when a variable is not supplied to read. Also applicable to select menus, but only 
supplies the item number of the variable chosen, not the value of the variable itself. 


1 #!/bin/bash 

2 # reply.sh 

3 

4 # REPLY is the default value for a 'read' command. 
5 

6 echo 

7 echo -n "What is your favorite vegetable? " 

8 read 

9 

10 echo "Your favorite vegetable is SREPLY." 

11 4$ REPLY holds the value of last "read" if and only if 


12 #+ no variable supplied. 

13 

14 echo 

1S echo =m Ymic 1e yothe iewwowite iiu Y 

16 read fruit 

IF echo "gus reKyormice BrCLE as} Sur SU 

JS. seng WUE oo 

lo echo “Welles ont WEE as) SEL SIRARI IV 

20 # SREPLY is still set to its previous value because 
21 44 the variable $fruit absorbed the new "read" value. 
22 

23 echo 

24 

AS exit (0) 


$SECONDS 
The number of seconds the script has been running. 


#!/bin/bash 


TIM 
INT] 


echo 
echo "Hit Control-C to exit before STIME LIMIT seconds." 
echo 


jes 


while [ "$SECONDS" -le "$STIME LIMIT" ] 
do # SSECONDS is an internal shell variable. 
xi [ VSSiConDSY -ee L | 
then 
units=second 
else 
units=seconds 
izal 


e 


e 


[= [B t 
=] ey (ap dex 5) Is [5 eS) wer ee) c ep) (nl des (es) [em [25 


echo "This script has been running $SECONDS Sunits." 

# On a slow or overburdened machine, the script may skip a count 
#+ every once in a while. 

sleep SINTERVAL 

23 done 

24 

25 echo -e "Na" # Beep! 

26 

27 c |) 


SSHELLOPTS 
The list of enabled shell options, a readonly variable. 


ISS) [ex mo [A E 
(Ko [—- G» Wer (69 


bash$ echo $SHELLOPTS 
braceexpand:hashall:histexpand:monitor:history:interactive-comments:emacs 


SSHLVL 
Shell level, how deeply Bash is nested. [3] If, at the command-line, $SSHLVL is 1, then in a script it 
will increment to 2. 


$^) This variable is not affected by subshells. Use SBASH SUBSHELL when 
you need an indication of subshell nesting. 


STMOUT 
If the $TMOUT environmental variable is set to a non-zero value t ime, then the shell prompt will 
time out after $t ime seconds. This will cause a logout. 


As of version 2.05b of Bash, it is now possible to use $TMOUT in a script in combination with read. 


# Works in scripts for Bash, versions 2.05b and later. 
TMOUT=3 # Prompt times out at three seconds. 
echo "What is your favorite song?" 


echo "Quickly now, you only have STMOUT seconds to answer!" 
read song 


si [D m “Seong! j 
then 
song="(no answer)" 
# Default response. 
ie aL 


eao Wyau ravorite song ssi Seve. i! 


There are other, more complex, ways of implementing timed input in a script. One alternative is to set 
up a timing loop to signal the script when it times out. This also requires a signal handling routine to 
trap (see Example 32-5) the interrupt generated by the timing loop (whew!). 


Example 9-2. Timed Input 


[E d 


PPP EE H 
O0 -1 OY O1 4 C). 9. EB. O a 00 -1 O OI dS (Q I9 ES 


W ONDO ONO BP ISO AO D N D H 
A O We) Ce) — ey Ue (e$ [n5 [SS We 


Ww 
N 


WWWW CO CO CO 
«oO 0 -—-1 OO! Bf CO 


40 


os 
EN 


#!/bin/bash 
# timed-input.sh 


# TMOUT=3 Also works, as of newer versions of Bash. 


TIMER_INTERRUPT=14 
TIMELIMIT-3 # Three seconds in this instance. 
# May be set to different value. 


PrintAnswer () 
{ 
iit [| “Samswes! = TIMEOUT | 
then 
echo Sanswer 
else # Don't want to mix up the two instances. 


echo "Your favorite veggie is Sanswer" 
kill $! # Kills no-longer-needed TimerOn function 
#+ running in background. 
# S! is PID of last job running in background. 


TimerOn() 
{ 
sleep $TIMELIMIT && kill -s 14 $$ & 
# Waits 3 seconds, then sends sigalarm to script. 


Int14Vector () 

{ 
answer="TIMEOUT" 
PrintAnswer 
exit STIMER_INTERRUPT 


trap Intl4Vector STIMER_INTERRUPT 
# Timer interrupt (14) subverted for our purposes. 


58 


echo "What is your favorite vegetable " 
TimerOn 
read answer 


PrintAnswer 
Admittedly, this is a kludgy implementation of timed input. 
However, the "-t" option to "read" simplifies this task. 
See the "t-out.sh" script. 
However, what about timing not just single user input, 
ar IQUE GIN entire Sew S 
If you need something really elegant 
+ consider writing the application in C or C-*-*, 
* using appropriate library functions, such as 'alarm' and 'setitimer.' 
exit 0 


An alternative is using stty. 


Example 9-3. Once more, timed input 


RS BS [RS [RS [ES p qp gp Sie eee: 
W TTA ct» (Wer (Ge cp rex) (b Ex (eS) [ep [— Gt» (Wer (09) c dex) (Gn dE (93. [eS [5 


NNN PO 
<=] fey) (Ow dE 


C9 CO CO CO CO CO CO CO CO CO P2 DN 
Wey Cor SS] ey) Gn dex (CD ky [5 (9) Wer (eo 


oe 
e 


#!/bin/bash 
# timeout.sh 


# 


Written by Stephane Chazelas, 


#+ and modified by the document author. 


INTERVAL=5 # timeout interval 


timedout_read() { 


timeout=$1 

varname=$2 

olg Cty Settimce-— scc -—9 

stty -icanon min 0 time ${timeout}0 

eval read $varname # or just read Svarname 
atey "Solo iy. seceding Ss! 

# See man page for "stty." 


echo; echo -n "What's your name? Quick! " 
timedout read SINTERVAL your name 


# This may not work on every terminal type. 
# The maximum timeout depends on the terminal. 
sue (it as orten 25.5 secos). 
echo 
xi [| | =a YSyour meme” ] # If name input before timeout 
then 
echo "Your name is Syour_name." 
else 
echo "Timed out." 
£3 
echo 


# The behavior of this script differs somewhat from "timed-input.sh." 
# At each keystroke, the counter resets. 


xe 0) 


SU] 


Perhaps the simplest method is using the -t option to read. 


Example 9-4. Timed read 


1 #!/bin/bash 

2 4 t-out.sh [time-out] 

3 # Inspired by a suggestion from "syngin seven" (thanks). 
4 

3 

6 TIMELIMIT=4 # 4 seconds 

7 

8 read -t ŞTIMELIMIT variable «&1 

9 # tem 
10 # In this instance, "«&1" is needed for Bash 1.x and 2.x, 
11 # but unnecessary for Bash 3+. 

1,2 

13 echo 

14 

15 ai || —zm "Sweuesimdodue" | s Xe gue 

16 then 

17] echo "Timed out, variable still unset." 
18 else 

1.8 echo "variable = Svariable" 
20 x3 
ait 
22 dei V 


User ID number 
Current user's user identification number, as recorded in /etc/passwd 
This is the current user's real id, even if she has temporarily assumed another identity through su. 


SUID is a readonly variable, not subject to change from the command line or within a script, and is 
the counterpart to the id builtin. 


Example 9-5. Am I root? 


#!/bin/bash 
# am-i-root.sh: Ni IL TOO" Ore NOL? 


ROOT_UID=0 # Root has SUID O0. 


1 
2 
3 
4 
E 
6 si || VSUDE -6 “SROOw WY J a MALL the real "ssoxoE" please stanc wo? 
7 then 
8 echo "You are root." 
9 else 
10 echo "You are just an ordinary user (but mom loves you just the same)." 
i Ea 
12 
isi ceste. (0) 
14 
L5 
16 # # 
17 # Code below will not execute, because the script already exited. 
i18 
9 # An alternate method of getting to the root of matters: 
0 


NO +t 


21 ROOTUSER_NAME=root 


22 

23 username= id -nu' H ORe: username=` whoami` 
24 if [ "Susername" = "SROOTUSER NAME" ] 

25 then 

26 echo "Rooty, toot, toot. You are root." 

27 else 

28 echo "You are just a regular fella." 

AS) se aL 


See also Example 2-3. 


<p) The variables SENV, SLOGNAME, SMAIL, STERM, SUSER, and SUSERNAME are not 
Bash builtins. These are, however, often set as environmental variables in one of the 
Bash or login startup files. SSHELL, the name of the user's login shell, may be set 
from /etc/passwd or in an "init" script, and it is likewise not a Bash builtin. 


tcsh% echo $LOGNAME 
bozo 

tcsh$ echo $SHELL 
/bin/tcsh 

tcsh$ echo $TERM 
EXME 


bash$ echo $LOGNAME 
bozo 

bash$ echo $SHELL 
/bin/tcsh 

bash$ echo $TERM 
ESVE 


Positional Parameters 


$0, $1, $2, etc. 


St 


s* 


s 


Positional parameters, passed from command line to script, passed to a function, or set to a variable 
(see Example 4-5 and Example 15-16) 


Number of command-line arguments [4] or positional parameters (see Example 36-2) 


All of the positional parameters, seen as a single word 


«g^ "$>" must be quoted. 


Same as $*, but each parameter is a quoted string, that is, the parameters are passed on intact, without 
interpretation or expansion. This means, among other things, that each parameter in the argument list 
is seen as a separate word. 


8^; Of course, "$@" should be quoted. 


Example 9-6. arglist: Listing arguments with $* and $@ 


#!/bin/bash 
# arglist.sh 
# Invoke this script with several arguments, such as "one two three" 


Hs (X [sb [2 


E_BADARGS=85 


aie [ 4 em SSIS J 

then 

echo "Usage: 'basename $0! argumentl argument2 etc." 
exit $E BADARGS 


echo 


PRPPPP PP} 
- O» OU» ( M P O «o 0 -1 O €! 
Fh 
E 


index-1 demit adsisz ex counts 


echo UBmbegE stre args Wesley Wi VS NU UU 


LS for aro im "SU 3 Doasim' ic Worle proparly a US" 3e i Gu 
19 do 

20 echo "Arg #Sindex = Sarg" 

21 let "index+=1" 

22 done # $* sees all arguments as single word. 


23 echo "Entire arg list seen as single word." 

24 

25 echo 

26 

27 index=1 # Reset count. 

28 # What happens if you forget to do this? 
29 

30 scho “isting args waitin WU XOU EU 

Si ior quae tian WU 

32 (lo) 

33 echo "Arg #$index = Sarg" 

34 let "indext=1" 

35 done # S@ sees arguments as separate words. 
36 echo "Arg list seen as separate words." 

37 

38 echo 

ED 

40 index-1 # Reset count. 

41 

42 echo "sii; arge wich WS (wee) sY 

AS} EOL uae; im (v 

44 do 

45 echo "Arg #Sindex = Sarg" 

46 let "indext=1" 

47 done # Unquoted $* sees arguments as separate words. 
48 echo "Arg list seen as separate words." 

49 

50 exit 0 


Following a shift, the $@ holds the remaining command-line parameters, lacking the previous $1, 
which was lost. 


1 #!/bin/bash 

2 # Invoke with ./scriptname 1 2 3 4 5 
S 

4 echo “Sie” w db 2 m sm 

5 gne 

6 echo "$Q" w 2 845 

TESNI EE 

8 echo "$Q" T 3A b 

9 


10 # Each "shift" loses parameter $1. 
11 4 "S@" then contains the remaining parameters. 


The $@ special parameter finds use as a tool for filtering input into shell scripts. The cat "$9" 
construction accepts input to a script either from st din or from files given as parameters to the 


script. See Example 16-24 and Example 16-25. 


The $* and $@ parameters sometimes display inconsistent and puzzling behavior, 
depending on the setting of $IFS. 


Example 9-7. Inconsistent $* and $@ behavior 


#!/bin/bash 


# Erratic behavior of the "$*" and "$Q" internal Bash variables, 
#+ depending on whether or not they are quoted. 
# Demonstrates inconsistent handling of word splitting and linefeeds. 


sein == mus gue" “Secomel’ Wise WW Wiring some" 
ur oectcingi c helseriph arguments Sil, SE, SS, Eire. 
echo 


ehg mESSunchanged meus ge 


c=0 

icone aL sey Viste # quoted 

Gdomechow UL eme) S [pes v # This line remains the same in every instance. 
# Echo args. 

done 

echo ——— 


NPRPRPPRP PPP PY 
O (o 00 1 O Oi i a N PS. O «(o 0 -1 O O1 i Q I E 


Zi eeho "HESS, ibwokcimeuerejexol, USLE S7" 
22 c=0 
23) Oe dL sum Ss # unquoted 
24 do echo "$((ct=1)): [$i]" 
25 done 
AS ele === 
AT 
289 echo VIS} unchangec, Using VEY 
c=0 
for x Xm aE 
Glo echo US (eri) es [S] 
done 
Selo ——— 


echo 'IFS unchanged, using $@' 


WWWW CO CO CO CO CO CO DN 
© oo Soy OH eS Gm | oe © 


c=0 
for n im $E 
elo eme "S( (eH) )s [Sa] 
done 
40 echo === 
A 
42 IFS=: 
43, exeo "JUESESU SU. maing Wanui 
44 c-0 
AS store 3L suas Wu 
4G clo Gila) WS ( (er=i))) es ps] 
47 done 
48 echo ——— 
49 
50 cho "3S aU. using $e" 
51 c=0 
52 Or a dum S 
55 ce echo VS((er=1)))s 9x 
54 done 
Oo Gel. === 
56 
57 var=$* 
56 ocho "iesu. usine Vevar (var=57)" 


PRPPPRPrRPEP ER 


[n 
«o 


120 
11271 
122 
12:3) 
124 


(Syene eie) v 


@ar="S*) ' 


(var-S$Q)' 


(var=$@) ' 


c=0 

aone 3b aia Ue 

ele. eero WS((Er=1)) es [Sx] 
done 

echot = 

eeno YINFSSVeW, MGLE SVa 
c=0 

TOPe 3L shin Sywele 

dio echo “S((E=1)) Teji 
done 

Seine. === 

var="S*" 

exciso. VJUNSEU SV. east Suus 
c=0 

ir@ie aL shin Syee 

Cho exeo WS esed s [Sat]! 
done 

elie. == 

Scho, Vres eu, iege USE 
c=0 

kOe 3b aim "eue 

elo echo YS te=) [Say 
done 

echo = 

Schor TES Ane IS ENG US A 
c=0 

feu s sum US 

(ko xexelmo: WS (esp) s IpesE)pu 
done 

elie: === 

Seino Vang 5. iee Sv 
c=0 

Om 3L alia (9g 

elg. eel. "SC (et=1))) 8 [$2] 
done 

echo === 

var-$Q 

(exelso. VID SUB. gie SVE 
c=0 

mene cL 3o) SVAT 

Glo eel. Wet (ess Iesx) ¥ 
done 

echo === 

coo Vin GW TSh S cH 
c=0 

ioi 3X Sum Sipe! 

gio emo "S (ges 9x 
done 

oM c n 

var="S@" 

exelwg, V3UsS—U aW. Tiene Usus 
c=0 

pee 3b Sue. U Sxyeire! 

Glo eel) "eC ted» s [esp 
done 

oM 

echo 'IFS-":", using Svar 


(reae SR y ' 


(Wars tm) ' 


(ize V 50u) LU 
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130 
Lal 
132 
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135 
136 
1377 


c=0 

HOw i ain Siac 

clo eelaa YS (teri) ))e [Sex] 
done 

echo 


i? ley, caoile syxeusdgo(e when kela oue mS =V. 
exit 0 


# This example script written by Stephane Chazelas, 
#+ and slightly modified by the document author. 


c The $@ and $* parameters differ only when between double quotes. 


Example 9-8. $* and $@ when SIFS is empty 


NPRPPRP PPP PPS 
O (o 0» -1 O Ui i& (). M IB. O (o 0 -1 O O1 i Q I E 
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#!/bin/bash 


u^ ie SIG See, owt inten, 
#+ then "S*" and "S@" do not echo positional params as expected. 


mecho () # Echo positional parameters. 
{ 

Scho WEI 82, Sum 

} 


ak eur Set, but empty. 

set abc Positional parameters. 
Mme chow Sp aloe, p 

# ^^ 

mecho $* ar D,E 

mecho $@ aplan © 

Techo VEe &y l9) € 


# The behavior of $* and $80 when SIFS is empty depends 
#+ on which Bash or sh version being run. 
# It is therefore inadvisable to depend on this "feature" in a script. 


# Thanks, Stephane Chazelas. 


exit 


Other Special Parameters 


$- 


Flags passed to script (using set). See Example 15-16. 


This was originally a ksh construct adopted into Bash, and unfortunately it does 
not seem to work reliably in Bash scripts. One possible use for it is to have a 
script self-test whether it is interactive. 


PID (process ID) of last job run in background 


LOG-$0.10g 
COMMAND1="sleep 100" 
ceho Miocene WILDS lSxeel«gucouuel convence ror Semilir SOY x» VSIp" 


# So they can be monitored, and killed as necessary. 
echo >> "SLOG" 


(cer =<) (x (Oups Go IS) [ES 


9 # Logging commands. 


iil echo =i WPI) cuc X USCIOMIMANIDIL NUS W 2 VOIE 

12 ${COMMAND1} & 

13 saio Sl se "eno 

14 4 PID of "sleep 100": 1506 

15 

16 # Thank you, Jacques Lederer, for suggesting this. 


Using $! for job control: 


1L possioly bhencire Joo & 4 slee STOUT} eval kill -9 SY w> /oeyv/mulily J 
2 Forces completion of an ill-behaved program. 

3 Useful, for example, in init scripts. 
4 
5 


Thank you, Sylvain Fourmanoit, for this creative use of the "!" variable. 


Or, alternately: 


sp LIE (Clove) Memen olo aL} aeibligveling), SLL aie, 


i This example by Matthew Sage. 

2 Used with permission. 

3 

4 TIMEOUT-30 # Timeout value in seconds 

5 count=0 

6 

7 possibly hanging job & { 

8 while ((count « TIMEOUT )); do 

9 eval Yj | =el Ue SS y Se (Coume = TIMEOUT)” 
10 # /proc is where information about running processes is found. 
AE # "-d" tests whether it exists (whether directory exists). 
2 # So, we're waiting for the job in question to show up. 
L3 DO ULL SSEOTY 
14 sleep 1 
L5 done 
16 eval "| C "eeoo/9J" i te kiii =15 S1 
TET, 
18 


[or ff 
(SB) we 
E 
E 


No ON 
Ne 


# However, this may not not work as specified if another process 
#+ begins to run after the "hanging_job" 


N 
[99 


24 # In such a case, the wrong job may be killed. 

25 # Ariel Meragelman suggests the following fix. 

26 

27 TIMEOUT=30 

28 count=0 

29 4 Timeout value in seconds 

30 -Toxexereisuo db. menace olo. S q 

Sil 

32 winidlke (eon «€ dris )») e. Clo 

33 Sval Vi! sel U/Bexy Sube" || fe (Cownt = TIMEOUT) )) | 
34 last job=$! 

SD ((count++) ) 

36 sleep 1 

37 done 

38 eval V[ C YYorcoe/Silasicyjos” i] ss kilil -15 Sls" 
39 


od 
e) 
Da 


41 


42 exit 
$_ 
Special variable set to final argument of previous command executed. 
Example 9-9. Underscore variable 
1 #!/bin/bash 
2 
3 echo S_ /bin/bash 
4 Just called /bin/bash to run the script. 
5 Note that this will vary according to 
6 + how the script is invoked. 
3 
8 du »/dev/null So no output from command. 
9 echo $ du 
10 
11 Ys —al >/dev/nulll So no output from command. 
12 eeh S. -al (last argument) 
sli) 
44 ¢ 
15 emo $ 
$? 
Exit status of a command, function, or the script itself (see Example 24-7) 
$$ 
Process ID (PID) of the script itself. [5] The $$ variable often finds use in scripts to construct 
"unique" temp file names (see Example 32-6, Example 16-31, and Example 15-27). This is usually 
simpler than invoking mktemp. 
Notes 


[1] A stack register is a set of consecutive memory locations, such that the values stored (pushed) are 
retrieved (popped) in reverse order. The last value stored is the first retrieved. This is sometimes called 
a LIFO (last-in-first-out) or pushdown stack. 


[2] The PID of the currently running script is $$, of course. 
Bl 


Somewhat analogous to recursion, in this context nesting refers to a pattern embedded within a larger 
pattern. One of the definitions of nest, according to the 1913 edition of Webster's Dictionary, illustrates 
this beautifully: "A collection of boxes, cases, or the like, of graduated size, each put within the one next 
larger." 


[4] The words "argument" and "parameter" are often used interchangeably. In the context of this document, 
they have the same precise meaning: a variable passed to a script or function. 


[5] Within a script, inside a subshell, $$ returns the PID of the script, not the subshell. 
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9.2. Typing variables: declare or typeset 


The declare or typeset builtins, which are exact synonyms, permit modifying the properties of variables. This 
is a very weak form of the typing [1] available in certain programming languages. The declare command is 
specific to version 2 or later of Bash. The typeset command also works in ksh scripts. 


declare/typeset options 


-r readonly 
(declare -r vari works the same as readonly var1) 


This is the rough equivalent of the C const type qualifier. An attempt to change the value of a 
readonly variable fails with an error message. 


1 declar r varl=1 

2 echo Vyevel = Sivas il # varl = 1 

3 

4 (( weld D) # x.sh: line 4: varl: readonly variable 
-i integer 

1 declar i number 

2 4 The script will treat subsequent occurrences of "number" as an integer. 

3 

4 number-3 

5 echo "Number = Snumber" # Number = 3 

6 

7 number=three 

8 echo "Number = Snumber" # Number = 0 


9 # Tries to evaluate the string "three" as an integer. 
Certain arithmetic operations are permitted for declared integer variables without the need for expr or 
let. 
1 n=6/3 
2 echo "n = $n" * n = 6/3 
3 
4 declare -i n 
5 n=6/3 
6 echo "n — $n" up dab e A 
-àarray 


1 declare -a indices 
The variable indices will be treated as an array. 
-f function(s) 


L eleeleuse -i 
A declare -f line with no arguments in a script causes a listing of all the functions previously 
defined in that script. 


1 declare -f function name 
A declare -f function name in a script lists just the function named. 
-x export 


JL eleclleuss -x Welles) 
This declares a variable as available for exporting outside the environment of the script itself. 
-x var=$value 


i deeler z yer s=3 1S) 
The declare command permits assigning a value to a variable in the same statement as setting its 
properties. 


Example 9-10. Using declare to type variables 


#!/bin/bash 


fonel ¢) 
{ 


Sehe Trig 15 ch 3CDUONCAE 3.539 c 


declare -f # Lists the function above. 

echo 

declare -i varl # varl is an integer. 

varl=2367 

echo "varl declared as $varl" 

varl-varl-*1l # Integer declaration eliminates the need for 'let'. 


echo "varl incremented by 1 is $varl." 

# Attempt to change variable declared as integer. 

echo "Attempting to change varl to floating point value, 2367.1." 
varl=2367.1 # Results in error message, with no change to variable. 
echo Vyar is grill  Syeucil s 


NPRPRPRPRP PPP PY 
O io 0» -1 O Oi i$ (0. M. I. O xo O0 -1 OY O1 e CQ) I S 


ZW 

22 echo 

23 

24 declar r var2-13.36 'declare' permits setting a variable property 
25 + and simultaneously assigning it a value. 

26 echo "var2 declared as $var2" Attempt to change readonly variable. 

27 var2=13.37 Generates error message, and exit from script. 
28 

29) echo Uyar 1s SELL SwaeD” This line will not execute. 

30 

Si c» (0) Script will not exit here. 


® Using the declare builtin restricts the scope of a variable. 


EOG K) 


FOO="bar" 


© = o Or & 69 NH r3 


foo 
9 echo SFOO 


2) oeus # Prints bar. 
However... 


feo (01 
declare FOO-"bar" 


8 echo SFOO 

gj 

10 

Lil osie jp Beints AOT 

17 

13 

14 4 Thank you, Michael Iatrou, for pointing this out. 


9.2.1. Another use for declare 


The declare command can be helpful in identifying variables, environmental or otherwise. This can be 
especially useful with arrays. 


bash$ declare | grep HOME 
HOME-/home/bozo 


bash$ zzy=68 
bash$ declare | grep zzy 
ZZy=68 


bash$ Colors=([0]="purple" [1]="reddish-orange" [2]="light green") 
bash$ echo ${Colors[@] } 

purple reddish-orange light green 

bash$ declare | grep Colors 

Colors=([0]="purple" [1]="reddish-orange" [2]="light green") 


Notes 


[1] In this context, typing a variable means to classify it and restrict its properties. For example, a variable 
declared or typed as an integer is no longer available for string operations. 


Clacilaies =i IDQNE 


intvar=23 

echo "Sintvar" # 23 
intvar=stringval 

echo "Sintvar" # 0 


Oy OO NOTES 
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9.3. $RANDOM: generate random integer 


Anyone who attempts to generate random 
numbers by deterministic means is, of course, 
living in a State of sin. 


--John von Neumann 


SRANDOM is an internal Bash function (not a constant) that returns a pseudorandom [1] integer in the range 0 
- 32767. It should not be used to generate an encryption key. 


Example 9-11. Generating random numbers 


#!/bin/bash 


# SRANDOM returns a different random integer at each invocation. 
# Nominal range: 0 - 32767 (signed 16-bit integer). 


MAXCOUNT=10 
count=1 


echo 
echo "SMAXCOUNT random numbers:" 

Chom i 
while [ "$count" le S$MAXCOUNT ] # Generate 10 (SMAXCOUNT) random integers. 
do 

number-$RANDOM 

echo $number 

lert Wietoioiote spo dLU Gs dügkesewüsuos CmOIMie c 

done 

emo ” E 


NPRPRPRPRP PPP PY 
O io 0» -1 O Oi i& (0. M. IS. O xo 0 -1 O) O1 4S CQ I E 


# If you need a random int within a certain range, use the 'modulo' operator. 
# This returns the remainder of a division operation. 


NNN 
9 fa [3 


RANGE-500 


N N 
ow 


echo 


N N 
~= Oy 


number=$RANDOM 

let "number %= SRANGE" 

# ^^ 

echo "Random number less than $RANGE --- Snumber" 


N 
[99] 


w CO hO 
[= X We 


Ww 
N 


echo 


# If you need a random integer greater than a lower bound, 
#+ then set up a test to discard all numbers below that. 


CO CO CO CO CO CO CO 
«oO 0 -—-1 OY O1 Bf CO 


FLOOR-200 


number=0 #initialize 
while [ "$number" -le $FLOOR ] 
do 
number=$RANDOM 
done 
echo "Random number greater than SFLOOR --- $number" 
echo 


PP bP bf PP SP aus 
(ce) 3 (ex, Gr dE (65 [3 [5 653 


49 # Let's examine a simple alternative to the above loop, namely 


50 # let "number = SRANDOM + SFLOOR" 

S 4 That would eliminate the while-loop and run faster. 

52 # But, there might be a problem with that. What is it? 

SS 

54 

55 

56 # Combine above two techniques to retrieve random number between two limits. 
57 number=0 #initialize 

58 while [ "Snumber" -le SFLOOR I 

59 clo) 


60 number=$RANDOM 

61 let "number %= SRANGE" # Scales $number down within SRANGE. 
62 done 

63 echo "Random number between $FLOOR and $RANG 
64 echo 

65 

66 

67 

68 # Generate binary choice, that is, "true" or "false" value. 
69 BINARY=2 

70 T=1 

71 number=SRANDOM 

72 

73 let "number %= SBINARY" 


Gl 


ti 
| 
| 


= OMIE 


74 # Note that let "number >>= 14" gives a better random distribution 


75 #+ (right shifts out everything except last binary digit). 
76 s [ VSiavinissie” sae SEI 

77 then 
THS echo "TRUE" 

79 else 

80 echo "FALSE" 

GIL a 

82 

83 echo 

84 

85 

86 # Generate a toss of the dice. 

87 SPOTS=6 # Modulo 6 gives range 0 - 5. 


88 # Incrementing by 1 gives desired range of 1 Gr 

89 # Thanks, Paulo Marcel Coelho Aragao, for the simplification. 
90 diel=0 

91 die2=0 


92 4 Would it be better to just set SPOTS=7 and not add 1? Why or why not? 
93 

94 4 Tosses each die separately, and so gives correct odds. 

95) 


96 let "diel = SRANDOM $ SSPOTS +1" # Roll first one. 
97 let "die2 = SRANDOM $ SSPOTS +1" # Roll second one. 
98 # Which arithmetic operation, above, has greater precedenc 
9) ict MoCo S Oasis oT b 
100 
TL (0). 


102 iets “clive = Schal 4+ Senez 

103 echo "Throw of the dice = $throw" 
104 echo 

105 

106 

Oy exe 0) 


Example 9-12. Picking a random card from a deck 


#!/bin/bash 
# pick-card.sh 


# This is an example of choosing random elements of an array. 


# Pick a card, any card. 


Suites="Clubs 
Diamonds 
Hearts 
Spades" 


Denominations-"2 


Mop pop pp PPP PY 
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cO —-10»| 01 BW 


9 

10 
Jack 
Queen 
King 
Ace" 


DIIRE DS MOS SIS SMS 
sal} (om (On dE (o3. [R3 [5 


N 
[99] 


# Note variables spread over multiple lines. 
suite-($Suites) # Read into array variable. 
denomination- ($Denominations) 


num suites-S$(t$suite[*]) # Count how many elements. 
num_denominations=S$ {#denomination[*] } 


echo -n "${denomination[$ ((RANDOM$num denominations))]) of " 
echo S${suite[$((RANDOM%num_suites) ) ] } 


CO CO CO CO CO CO CO CO CO CO Dd 
We) Ge} i) youy Gal des. Gd) IN) [o (e Ko} 
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# $bozo sh pick-cards.sh 


42 # Jack of Clubs 

43 

44 

45 # Thank you, "jipe," for pointing out this use of S$RANDOM. 
46 exit 0 


Example 9-13. Brownian Motion Simulation 


1 #!/bin/bash 

2 brownian.sh 

3 Author: Mendel Cooper 

4 Reldate: 10/26/07 

5 License: GPL3 

6 

7 

8 This script models Brownian motion: 

9 #+ the random wanderings of tiny particles in a fluid, 

10 #+ as they are buffeted by random currents and collisions. 
11 #+ This is colloquially known as the "Drunkard's Walk." 

12 

13 It can also be considered as a stripped-down simulation of 


68 


+ Galton Board, a slanted board with a pattern of pegs, 

+ down which rolls a succession of marbles, one at a time. 
+ At the bottom is a row of slots or catch basins in which 
+ the marbles come to rest at the end of their journey. 
Think of it as a kind of bare-bones Pachinko game. 

As you see by running the script, 

+ most of the marbles cluster around the center slot. 

+ This is consistent with the expected binomial distribution. 

As a Galton Board simulation, the script 

+ disregards such parameters as 

ar goare cile- anelee sell ibitieve; teier on (ONE Tie madgles, 

+ angles of impact, and elasticity of the pegs. 

To what extent does this affect the accuracy of the simulation? 


PASSES=500 Number of particle interactions / marbles. 
ROWS=10 Number of "collisions" (or horiz. peg rows). 
RANGE=3 0- 2 output range from SRANDOM. 

POS=0 Left/right position. 

RANDOM-$$ Seeds the random number generator from PID 
tr (QuE SIU c 


declare -a Slots Array holding cumulative results of passes. 
NUMSLOTS-21 Number of slots at bottom of board. 


JDartaesterlbsbvex (Slow. () 4 Zero out all elements of the array. 
roe xL iim S( see SNUNSTOLS. ) 
do 
Slots [$i]=0 
done 


echo # Blank line at beginning of run. 


} 


Show slots (0X 
echo; echo 
exeleigy =a, WW 
ron a tia S( see SNUMSLOWS ) # Pretty-print array elements. 
do 
joreatiniese Weal! (SS nes || Si || } PALO CAT spaces per result. 


done 


echo # Row of slots: 
echo " | | | | | | | | | | | | | | | | | | | | | 


echo " EL 
echo 4$ Note that if the count within any particular slot exceeds 99, 


#+ it messes up the display. 
# Running only(!) 500 passes usually avoids this. 
} 

Move () { # Move one unit right / left, or stay put. 
Move=SRANDOM # How random is SRANDOM? Well, let's s 
let "Move %= RANGE" # Normalize into range of 0 - 2. 
case "$Move" in 

0 5. £g # Do nothing, i.e., stay in place. 
il) ((208==))) 25 # Left. 
2A) X TUSXOXS ERR 4 Right. 
*" jJ celo. um Wimxou "Bg # Anomaly! (Should never occur.) 
esac 
} 
lese O 4 # Single pass (inner loop). 


80 i=0 

Sal winks jp Wiss! Sihe Wie 7 # One event per row. 
32 «olo 

83 Move 

84 CERDD 

85 done 


87 SHIFT=11 
88 lex “ROS += SST” 
89 (( Slots || SPOS] srr ») # 


+ 
= 


oy lil, amel mer LO? 
hift "zero position" to center. 
EBUG: echo SPOS 


+ 
ca 


iw) 


91 4 echo -n "SPOS " 


96 Run () { # Outer loop. 
97 p=0 
98 wande || Waos =e VSPASSaS” T 
9)9) Clo 
100 Play 
101 ( joue )))) 
1102 POS-0 # Reset to zero. Why? 
103 done 
104 } 


107 # 
108 # main () 

LOS) anene ales dLab es Silos 
ESTNE n 

Show Slots 

# 


exo S7 


Exercises: 

1) Show the results in a vertical bar graph, or as an alternative, 
al Seeing o 

120 2) Alter the script to use /dev/urandom instead of SRANDOM. 

12 Will this make the results more random? 

122 3) Provide some sort of "animation" or graphic output 

123) for each marble played. 


[En 
© 
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Jipe points out a set of techniques for generating random numbers within a range. 


al Generate random number between 6 and 30. 

2 rnumber=S ( (RANDOM%25+6) ) 

3 

4 Generate random number in the same 6 - 30 range, 
5 #+ but the number must be evenly divisible by 3. 
6 rnumber=$ ( ( (RANDOM%30/3+1) *3) ) 

7 

8 Note that this will not work all the time. 

9 It fails if SRANDOM$30 returns 0. 
10 
dat Frank Wang suggests the following alternative: 
12 rnumber-$(( RANDOM$27/3*3-*6 )) 


Bill Gradwohl came up with an improved formula that works for positive numbers. 


1 rnumber-$ (((RANDOM$ (max-mintdivisibleBy) ) /divisibleBy*divisibleBy+tmin) ) 
Here Bill presents a versatile function that returns a random number between two specified values. 


Example 9-14. Random between values 
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#!/bin/bash 


Se SE che cb HE 


random-between.sh 
Random number between two specified values. 


Script by Bill Gradwohl, with minor modifications by the document author. 


Corrections in lines 187 and 189 by Anthony Le Clezio. 
Used with permission. 


randomBetween() { 


Generates a positive or negative random number 
+ between $min and $max 
+ and divisible by $divisibleBy. 
Gives a "reasonably random" distribution of return values. 


Bui (Exceickivelail = Qer i, 22005 


syntax() { 
Function embedded within function. 
echo 
echo "Syntax: randomBetween [min] [max] [multiple]" 
echo 
echo -n "Expects up to 3 passed parameters, " 
echo "but all are completely optional." 
echo "min is the minimum value" 
echo "max is the maximum value" 
echo -n "multiple specifies that the answer must be " 
echo "a multiple of this value." 
echo n i.e. answer must be evenly divisible by this number." 
echo 
echo "If any value is missing, defaults area supplied as: 0 32767 
echo -n "Successful completion returns 0, " 
echo "unsuccessful completion returns" 
echo Urtaran Syne veumel LU 
cho -n "The answer is returned in the global variable " 
echo "randomBetweenAnswer" 
cho -n "Negative values for any passed parameter are " 
echo "handled correctly." 


local min=${1:-0} 

local max=${2:-32767} 

local divisibleBy-$(3:-1) 

Default values assigned, in case parameters not passed to function. 


koe ox 
local spread 


Let's make sure the divisibleBy value is positive. 
$(divisibleBy) -lt 0 ] && divisibleBy-$((0-divisibleBy)) 


Sanity check. 

if [| $4 -gt 3 -o S{divisibleBy} -eq 0 -o  $(min) -eq $(max) ]; then 
syntax 
return 1 

ira 


# See if the min and max are reversed. 
Xi [ Simia grt Squeex) 1g dem 

# Swap them. 

x=S {min} 

min-$ {max} 


eH 
= o 
(Sy Wwe 


if 


ererererrrr rrr 
(G9) c re»; Wl fs Go WSs) [E 


max=$ {x} 
fe 
# If min is itself not evenly divisible by S$divisibleBy, 
#+ then fix the min to be within range. 
if [ $((min/divisibleBy*divisibleBy)) -ne $(min) ]; then 
sig [D Selina) adie 0 J ene 
min=$ ((min/divisibleBy*divisibleBy)) 
else 
min=S$ ((((min/divisibleBy) +1) *divisibleBy) ) 
fa 
TEE 
# If max is itself not evenly divisible by S$divisibleBy, 
#+ then fix the max to be within range. 
if T $((max/divisibleBy*divisibleBy)) -ne $(max) ]; then 
zie [| SWwaesx] =ihe (9 Jg deleewe 
max-$((((max/divisibleBy)-1)*divisibleBy)) 
else 
max-$ ( (max/divisibleBy*divisibleBy)) 
iE aL 
IE3L 
Now, to do the real work. 
Note that to get a proper distribution for the end points, 
+ the range of random values has to be allowed to go between 
+ 0 and abs (max-min)-*divisibleBy, not just abs (max-min)+1. 
The slight increase will produce the proper distribution for the 
+ end points. 
Changing the formula to use abs(max-min)-*1 will still produce 
+ correct answers, but the randomness of those answers is faulty in 
+ that the number of times the end points ($min and $max) are returned 
+ is considerably lower than when the correct formula is used. 
spread-$ ( (max-min)) 
Omair Eshkenazi points out that this test is unnecessary, 
+ since max and min have already been switched around. 
S{spread} -1t 0 ] && spread-S$S((0-spread)) 
let spread+=divisibleBy 
randomBetweenAnswer-$ ( ( (RANDOM%spread) /divisibleBy*divisibleBy+min) ) 
return 0 
# However, Paulo Marcel Coelho Aragao points out that 
#+ when $max and $min are not divisible by S$divisibleBy, 
#+ the formula fails. 
# 
# He suggests instead the following formula: 
# rnumber = $(((RANDOM$ (max-min+1)+min) /divisibleBy*divisibleBy) ) 
} 
# Let's test the function. 
min--14 
max=20 
divisibleBy=3 


# Generate an array of expected answers and check to make sure we get 


#+ at 


least one of each answer if we loop long enough. 


128 
129 
130 
Sal 
SZ 
LBS) 
134 
1.315) 
136 
LS 
138 
LSE, 
140 
141 
142 
143 
144 
145 
146 
147 
148 
149 
150 
ALS AL 
152 
15.3 
154 
155 
156 
sy 
158 
159 
160 
161 
162 
163 
164 
165 
166 
167 
168 
169 
170 
LPL 
JU 7:22 
173 
174 
1L 75) 
176 
mm 
178 
79 
180 
Iep 
182 
183 
184 
185 
186 
187 
188 
ISI 
190 
Lit 
192 
193 


declar a answer 
minimum-$ {min} 
maximum-$ (max) 
if [ $((minimum/divisibleBy*divisibleBy)) -ne $(minimum) ]; then 
xd (qp Shiau} =e © 12 (iex 
minimum-$ ((minimum/divisibleBy*divisibleBy)) 
else 
minimum-$ ( ( ( (minimum/divisibleBy) +1) *divisibleBy) ) 
ita 
Ít3L 


# If max is itself not evenly divisible by S$divisibleBy, 
#+ then fix the max to be within range. 


if [ $((maximum/divisibleBy*divisibleBy)) -ne $(maximum) ]; then 
sup qp S rimessu =e © 12 een 
maximum-$ ((((maximum/divisibleBy)-1)*divisibleBy)) 
else 
maximum-$ ( (maximum/divisibleBy*divisibleBy) ) 
ita 
ít 


# We need to generate only positive array subscripts, 
#+ so we need a displacement that that will guarantee 
#+ positive results. 


disp=S ((0-minimum)) 

for ((i=S{minimum}; i<=${maximum}; it+=divisibleBy)); do 
answer [it+disp]=0 

done 


# Now loop a large number of times to see what we get. 
loopIt-1000 # The script author suggests 100000, 
#+ but that takes a good long while. 


for a= sa«e(llecpiEk)ps seri) je co 


# Note that we are specifying min and max in reversed order here to 
#+ make the function correct for this case. 


randomBetween $(max) $(min) ${divisibleBy} 


# Report an error if an answer is unexpected. 

[ ${randomBetweenAnswer} -lt $(min) -o ${randomBetweenAnswer} -gt ${max} 
&& echo MIN or MAX error - $(randomBetweenAnswer]! 

[ $((randomBetweenAnswer%${divisibleBy})) -ne 0 ] \ 

&& echo DIVISIBLE BY error - ${randomBetweenAnswer}! 


# Store the answer away statistically. 
answer[randomBetweenAnswer-*disp]-$ ( (answer [randomBetweenAnswer+tdisp]+1) ) 
done 


# Let's check the results 


for ((i=S{minimum}; i<=${maximum}; it+t=divisibleBy)); do 
[ ${answer[itdisp]} -eq 0 ] \ 
&& echo "We never got an answer of $i." \ 


|| echo "$(i) occurred ${answer[itdisp]} times." 
done 


] 


\ 


194 exit 0 


Just how random is $RANDOM? The best way to test this is to write a script that tracks the distribution of 


"random" numbers generated by SRANDOM. Let's roll a 


SRANDOM die a few times... 


Example 9-15. Rolling a single die with RANDOM 


#!/bin/bash 


O 


print_result 


echo 
echo "ones = Sones" 

21 echo "twos = Stwos" 

22 echo "threes = Sthrees" 

23 echo "fours = Sfours" 

24a GCh Wrervos = IeEabs ets) 

25 echo "sixes = Ssixes" 

26 echo 

Z3 

28 

29 update count( 

30. 14 

SL Gee UILU sg 

62 D) "(tones # Since a die has no 

33 3D) we existe) RE us; AANO HEINES ito ho 

35 2) ((threes++));; # And so forth. 

35 S0) EIE 3) ) 8 

36 4) ((fivest*));; 

9) ORS TESEN, 

38 esac 

39) }} 

40 

41 echo 

42 

43 

44 while [ "Sthrow" -1t "SMAXTHROWS" ] 

AUS) (ole) 

46 let "diel = RANDOM % SPIPS" 

47 update count $diel 

48 let "throw += 1" 

49 done 

50 

Sil gombat Ceste 

52 

Sst Seu Sy 

54 

55 # The scores should distribute evenly, 

56 # With SMAXTHROWS at 600, all should cl 


i 

2 # How random is RANDOM? 

3 

4 RANDOM-$$ Reseed the random number generator using script process ID. 
5 

6 PIPS=6 A die has 6 pips. 

7 MAXTHROWS=600 Increase this if you have nothing better to do with your time. 
8 throw=0 Number of times the dice have been cast. 

E 

10 ones=0 Must initialize counts to zero, 

11 twos=0 + since an uninitialized variable is null, NOT zero. 

12 threes-0 

13 fours=0 

14 fives=0 

15 sixes=0 

16 

117 

18 

19 

20 


zero. wie COmESsoomels: t9. I. 


assuming RANDOM is random. 
uster around 100, 


ST 
58 
59 
60 
61 
62 
63 
64 
65 
66 
67 
68 
69 


As we have seen in the last example, it is best to reseed the RANDOM generator each time it is invoked. Using 
the same seed for RANDOM repeats the same series of numbers. [2] (This mirrors the behavior of the 


plus-or-minus 20 or so. 


Keep in mind that RANDOM is a ***pseudorandom*** generator, 
and not a spectacularly good one at that. 


Randomness is a deep and complex subject. 
Sufficiently long "random" sequences may exhibit 
chaotic and other "non-random" behavior. 


Exercise (easy): 


Rewrite this script to flip a coin 1000 times. 


Choices are "HEADS" and "TAILS." 


random () function in C.) 


Example 9-16. Reseeding RANDOM 


NPRPPPRP PPP PY 
O (o 00 -1 O Ui i (). NN HIS. O (o 0 -1 O O1 i Q Io E 


NO NO BO PO No PO P2 
=) jn (Gal des (3 [ssp p 


WWWWWWWWWWDd P2 
Wey (per c (ex) Cal des (03) KS) [| S&S) We) (99) 
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WN 


#!/bin/bash 
# seeding-random.sh: Seeding the RANDOM variable. 
u x iol, wallace 09 Tele. 2OiS} 


MAXCOUNT=25 # How many numbers to generate. 


SE 


ED- 


random numbers () 


{ 


local count=0 
local number 


marile | “Seoume! =e “Simoxcoumme! J 


do 


number=$RANDOM 
Scie =m "Sinwinloee "U 
leg "gun 


done 


) 


echo; echo 

SEED-1 

RANDOM-S$SEED # Setting RANDOM seeds the random number generator. 
echo "Random seed = $SEED" 


random numbers 


RANDOM-$SEED # Same seed for RANDOM 
echo; echo "Again, with same random seed ..." 


echo "Random seed 
random numbers 


SSEED" 


# 
# 
# When is it useful to duplicate a "random" 


echo; echo 


SE 


ED-2 


RANDOM=S SEED + 
echo "Random seed = S$SEED" 
random_numbers + 


Trying again, but with a different seed 


gives a different number series. 


echo; echo 


reproduces th xact same number series. 


series? 


44 
45 
46 
47 
48 
49 
50 
51 
5:2 
33 
54 
55 
56 
57 
58 
3g 
60 
61 


RANDOM-$$ seeds RANDOM from process id of script. 
It is also possible to seed RANDOM from 'time' or 'date' commands. 
(CEU Iam soc 

SEED-$ (head -1 /dev/urandom | od -N 1 | awk '( print $2 }'| sed s/^0*//) 
Pseudo-random output fetched 

+ from /dev/urandom (system pseudo-random device-file), 

+ then converted to line of printable (octal) numbers by "od", 

+ then "awk" retrieves just one number for SEED, 

+ finally "sed" removes any leading zeros. 

RANDOM-$SEED 


echo "Random seed = SSEED" 
random numbers 


echo; echo 


exit 0 


°) The /dev/urandom pseudo-device file provides a method of generating much more "random" 
pseudorandom numbers than the $RANDOM variable. dd if=/dev/urandom of=targetfile 
bs-1 count-XX creates a file of well-scattered pseudorandom numbers. However, assigning these 
numbers to a variable in a script requires a workaround, such as filtering through od (as in above 


example, Example 16-14, and Example A-36), or even piping to md5sum (see Example 36-16). 


There are also other ways to generate pseudorandom numbers in a script. Awk provides a convenient 
means of doing this. 


Example 9-17. Pseudorandom numbers, using awk 


!/bin/bash 

random2.sh: Returns a pseudorandom number in the range 0 - 1, 
+ to 6 decimal places. For example: 0.822725 

Uses the awk rand() function. 


AWKSCRIPT-' ( srand(); print rand() ) ' 
Command(s)/parameters passed to awk 
ote that srand() reseeds awk's random number generator. 


echo -n "Random number between 0 and 1 =" 


echo | awk "SAWKSCRIPT" 
# What happens if you leave out the 'echo'? 


PRPPRPPRPRPRPHE EB 
XO 00 1 OY O1 45 (Q0 I9 LPS. O (o0 O0 1 OY O1 4 CQ) I9 HS 


exit 0 

Exercises: 
2 qf ————————— 
231 
22 1) Using a loop construct, print out 10 different random numbers. 
25 (Hint: you must reseed the srand() function with a different seed 
24 #+ in each pass through the loop. What happens if you omit this?) 
25 
26 2) Using an integer multiplier as a scaling factor, generate random numbers 
27 #+ in the range of 10 to 100. 
28 
29 3) Same as exercise #2, above, but generate random integers this time. 


The date command also lends itself to generating pseudorandom integer sequences. 
Notes 


[1] True "randomness," insofar as it exists at all, can only be found in certain incompletely understood 
natural phenomena, such as radioactive decay. Computers only simulate randomness, and 
computer-generated sequences of "random" numbers are therefore referred to as pseudorandom. 


[2] The seed of a computer-generated pseudorandom number series can be considered an identification 
label. For example, think of the pseudorandom series with a seed of 23 as Series #23. 


A property of a pseurandom number series is the length of the cycle before it starts repeating itself. A 
good pseurandom generator will produce series with very long cycles. 
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Chapter 10. Manipulating Variables 


10. 


1. Manipulating Strings 


Bash supports a surprising number of string manipulation operations. Unfortunately, these tools lack a unified 
focus. Some are a subset of parameter substitution, and others fall under the functionality of the UNIX expr 


command. This results in inconsistent command syntax and overlap of functionality, not to mention 
confusion. 


String Length 


${#string } 
expr length $string 

These are the equivalent of strlen() in C. 
expr "$string" : '.*' 


1 stringZ-abcABC123ABCabc 

2 

3 echo ${#stringZ} # ALS 
4 echo ‘expr length $stringZ^ # 15 
S ele espr Wost ringat: Usu # 15 


Example 10-1. Inserting a blank line between paragraphs in a text file 


!/bin/bash 
paragraph-space.sh 
Ver. 2.1, Reldate 29Ju112 [fixup] 


Inserts a blank line between paragraphs of a single-spaced text fil 
Usage: $0 «FILENAME 


MINLEN-60 # Change this value? It's a judgment call. 
Assume lines shorter than $MINLEN characters ending in a period 
+ terminate a paragraph. S xercises below. 


while read line For as many lines as the input file has 
do 
echo siste Output the line itself. 


len=${#line} 


NPRPRPRPRP PPP PY 
O io 00 -1 OV Oi i& (0. M. IS. O xo 0 -1 O) O1 iS CQ IO ES 


if [[ "$len" iie "SMINLEN" && "Sline™ =~ [*(N.)1$ ]] 
# sue d Slem? ie YSMEINILENY ce VSIsae4 == YIA Al JT 
# An update to Bash broke the previous version of this script. Ouch! 
# Thank you, Halim Srama, for pointing this out and suggesting a fix. 
Zub then echo Add a blank line immediately 
22 i3 + after a short line terminated by a period. 
23 done 
24 
25 exit 
26 
27 4 Exercises: 
De qe exei 
29 # 1) The script usually inserts a blank line at the end 
30 #+ of the target file. Fix this. 
31 # 2) Line 17 only considers periods as sentence terminators. 


CO 
N 
+ 


Modify this to include other common end-of-sentence characters, 
33 #+ ecl as 9 8, eux ". 


Length of Matching Substring at Beginning of String 


expr match "$string" '$substring' 
Ssubstringis a regular expression. 
expr "$string" : '$substring' 
Ssubstring is a regular expression. 


stringZ=abcABC123ABCabc 
# |i | 
# IZS 


echo esor match "Siue" "aloe A=“). 2"° 
acho epr Uses s VabelA=-n s 20 


fey) (Gr des (83. ea 


# 8 
# 8 
Index 


expr index $string $substring 
Numerical position in $string of first character in $substring that matches. 


1 stringZ=abcABC123ABCabc 

2 d 123456 

3 echo “expr index "$stringZz" C12" # 6 

4 i (C POSLELOM. 
5 

6 echo “expr index "$stringZ" iei # 3 

7 


# 'c' (in #3 position) matches before '1'. 


This is the near equivalent of strchr() in C. 
Substring Extraction 


${string:position } 
Extracts substring from $stringat Sposition. 


If the Sst ring parameter is "*" or "@", then this extracts the positional parameters, [1] starting at 
Sposition. 

${string:position:length} 
Extracts $1ength characters of substring from $string at Sposition. 


1 stringZ=abcABC123ABCabc 

2 # (03,2 Sd GG TS aco 

3 # 0-based indexing. 

4 

5 echo ${stringZ:0} # abcABC123ABCabc 
$ edho Si Sewing sl) # bcABC123ABCabc 
J| echo enses Zs 7] # 23ABCabc 

8 

9 eine Ser: mess s Q3 
10 # Three characters of substring. 
ivi 

1,2 

1.3 

14 # Is it possible to index from the right end of the string? 

15 

16 echo $(stringZ:-4) # abcABC123ABCabc 
17 4 Defaults to full string, as in $(parameter:-default). 

18 4 However 

1.9 
AQ eCo SASCA (2) # Cabc 
All echo SiSicieiingas 4 # Cabc 


22 # Now, it works. 


23 # Parentheses or added space "escape" the position parameter. 

24 

25 # Thank you, Dan Jacobson, for pointing this out. 
The position and length arguments can be "parameterized," that is, represented as a variable, rather 
than as a numerical constant. 


Example 10-2. Generating an 8-character "random" string 


#!/bin/bash 
# rand-string.sh 


# Generating an 8-character "random" string. 

if [ -n "S1" ] # If command-line argument present, 

then wor Cren SEE siteuct-giiruime ito we. 
stro- usim 

else i; miso vss JEUDD) ene Serie aS Start Sie ded elo] n 
str0-"$$" 

icai 


POS-2 # Starting from position 2 in the string. 
EN-8 # Extract eight characters. 


trl1=$( echo "SstrO" | md5sum | md5sum ) 
Doubly scramble Be Ce Qu 
+ by piping and repiping to md5sum. 


[0] 


randstring="${strl:SPOS:S$LEN}" 
(om, arsamctsc rb ca nara 


NPRPRPP RPP PPP 
O (o 0» 1 O Oi i& (). NM PS. O (o 0 -1 O O1 i Q I E 


N N 
N EB 


echo "Srandstring" 


N N 
B CO 


exu S? 


N 
[91] 


f bozo$ ./rand-string.sh my-password 
# 1bdd88c4 


No PN 
| Oo 


N 
[99] 


# No, this is is not recommended 
#+ as a method of generating hack-proof passwords. 


WN 
Sy Wey 


If the Sst ring parameter is "*" or "@", then this extracts a maximum of $length positional 
parameters, starting at Soosition. 


i eemwo 9192) # Echoes second and following positional parameters. 

2 echo $1052) # Same as above. 

3 

4 echo $(*:2:3) # Echoes three positional parameters, starting at second. 


expr substr $string $position $length 
Extracts $length characters from $string starting at 5position. 


1 stringZ=abcABC123ABCabc 

2 t 12/9/4155 7818]. c oo oc 

3 # 1-based indexing. 

4 

5 Gelne "qo lone Sense i 2" # ab 
6 echo! (expr Subst sstraings 4 3 # ABC 


expr match "$string" '\($substring\)' 
Extracts Ssubst ring at beginning of $string, where Ssubst ring is a regular expression. 
expr "$string" : '\($substring\)' 


Extracts Ssubst ring at beginning of $string, where Ssubst ring is a regular expression. 


1 stringZ=abcABC123ABCabc 

2 t ======= 

3 

Al echo epr maceh "Sees UN (Cs [lore] 9 DT] oo [LO 91 3) V^ # abcABCl 
5) Giele "exec Une UAM 3 "SX [exe es ASA ox [99] NV 3 abcABCI 
(9. (exciso. “ego " SxenExeauegUZU g UN ossa og ARD # abcABCl 


7 # All of the above forms give an identical result. 
expr match "$string" '.*\($substring\)' 
Extracts Ssubstring at end of $string, where $substringis a regular expression. 
expr "$string" : '.*\($substring\)' 
Extracts Ssubstring at end of $string, where Ssubst ringis a regular expression. 


1 stringZ-abcABC123ABCabc 

2 # ====== 

3 

4| acho esir match Serr inga 9 22 NCC AEC AAC eve] 9) V7 # ABCabc 
5 echo eaor VEgr inga 9 V. (s oscor AA # ABCabc 


Substring Removal 


${string#substring } 

Deletes shortest match of Ssubst ring from front of Sst ring. 
${string##substring } 

Deletes longest match of Ssubst ring from front of $string. 


1 stringZ-abcABC123ABCabc 

(SSS | shortest 

8 === = | longest 

4 

5 echo ${stringZ#a*C} # 123ABCabc 

6 Strip out shortest match between 'a' and 'C'. 

7 

8 echo ${stringZ##a*C} # abc 

9 Strip out longest match between 'a' and 'C'. 

10 

L 

12 

13 # You can parameterize the substrings. 

14 

15s X= CR 

16 

17 echo ${stringZ#$X} # 123ABCabc 

18 echo S{stringZ##$X} # abc 

Lg # As above. 
${string%substring } 


Deletes shortest match of S$subst ring from back of Sst ring. 


For example: 


1 # Rename all filenames in SPWD with "TXT" suffix to a "txt" suffix. 
2 # For example, "filel.TXT" becomes "filel.txt" 

3 

4 SUFF-TXT 

5 suff-txt 

6 

TH oror Sl aba She 739980) 

8 do 

9 mv —f $i ${i%.SSUFF}.Ssuff 
10 # Leave unchanged everything *except* the shortest pattern match 


di #+ starting from the right-hand-side of the variable $i 
12 done ### This could be condensed into a "one-liner" if desired. 
3) 
14 # Thank you, Rory Winston. 
${string% %substring } 
Deletes longest match of Ssubst ring from back of Sst ring. 


1 stringZ=abcABC123ABCabc 

2 Im shortest 

d | === =M | longest 

4 

5 (ximo) Si Sicieiine alors (ej # abcABC123ABCa 

6 Strip out shortest match between 'b' and 'c', from back of SstringZ. 
7 

8 echo ${stringZ%%b*c} da 

9 Stria (uu. longest macen losin "lo! amc Ve", rrom back (ur SenrrerbexeyA 


This operator is useful for generating filenames. 


Example 10-3. Converting graphic file formats, with filename change 


#!/bin/bash 
# cvt.sh: 
# Converts all the MacPaint image files in a directory to "pbm" format. 


# Uses the "macptopbm" binary from the "netpbm" package, 
#+ which is maintained by Brian Henderson (bryanhügiraffe-data.com). 


# Netpbm is a standard part of most Linux distros. 


OPERATION=macptopbm 


SUFFIX-pbm # New filename suffix. 
TE [ =H "$1" ] 
then 
directory=$1 # If directory name given as a script argument... 
else 
directory=$PWD # Otherwise use current working directory. 
iat 
# Assumes all files in the target directory are MacPaint image files, 


Mop pop pp PPP PY 
O (o 0» -1 O Oi i (). M P O xo 0 -1 O O1 4 CQ Io E 


#+ with a ".mac" filename suffix. 


21 
2,2 rone rabie: abi fexelitsctexene(one y s Filename globbing. 
25 (l9 
24 filename=S {file%S.*c} Siero sie) SURED (puede desideres 
225) + ('.*c' matches everything 
25 #+ between '.' and 'c', inclusive). 
27 SOPERATION $file > "$filename.$SUFFIX" 
28 Redirect conversion to new filename. 
29 mm =e Sine Delete original files after converting. 
30 echo "Sfilename.$SUFFIX" Log what is happening to stdout. 
31 done 
32 

exit 0 

Exercise: 


i; JAS) GUE Scene, tins: Seiler Comares “alli ile SS ain cine CuseicSiaic 
#+ working directory. 
S9 sp Wiechiity si tO weis "ox Oi files waitin a mach Svits 
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43 # *** And here's another way to do it. *** # 


45 #!/bin/bash 
46 # Batch convert into different graphic formats. 
47 # Assumes imagemagick installed (standard in most Linux distros). 


49 INFMT=png iy (Guar derew eane Me epia Sire. 
50 OUTFMT-pdf # Can be tif, jpg, gif, pdf, etc. 


gn 

52) ror DLE sia 7" SiMe! 

53 do 

54 p2=$ (le “piect | eed =e &/\o S INENT//) 
55 # echo $p2 

56 convert "$pic" Sp2.SOUIFMT 

57 done 

58 

59 ew SP 


Example 10-4. Converting streaming audio files to ogg 


!/bin/bas 
ra2ogg.sh: Convert streaming audio files (*.ra) to ogg. 


a 


Uses the "mplayer" media player program: 
http://www.mplayerhq.hu/homepage 

Uses the "ogg" library and "oggenc": 
http://www.xiph.org/ 


This script may need appropriate codecs installed, such as sipr.so 
Possibly also the compat-libstdct+ package. 


OFILEPREF-$(1££ra) ur eacus: (uei elo: U'xeell^ (Sube Leu 
OFILESUFF-wav Wr SABUETESLS "Segue Wen Ges Ike. 
OUTFILE-"SOFILEPREF""SOFILESUFFE" 


E NOARGS-85 


dép deese es # Must specify a filename to convert. 
then 

echo "Usage: `basename $0' [filename]" 

exit SE NOARGS 
az aL 


Mop p pop p PPP PY 
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FE HE TE FE TE FE HE FE E FE FE FE FE HE FE HE FE FE FE FE FE FE FE FE RE EEE E E E E E E E E E E EE EER 
mplayer "$1" -ao pom:file-$OUTFILE 
oggenc "$OUTFILE" # Correct file extension automatically added by oggenc. 
FE EE TE FE TE FE HE FE AE HE THEE E FE HEHE EE FE FE TE FE HE EH FE AE FE FE FE FE FE HE TE FE AE FE HE EH TE AE AE FE HH TE FE E AE HE E E E E E E E EE E E EE RE 


ISS) 189} 
o>) 


N 
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rm "SOUTETILE # Delete intermediate *.wav file. 


4 If you want to keep it, comment out above line. 


On a Website, simply clicking on a *.ram streaming audio file 
* usually only downloads the URL of the actual *.ra audio file. 
You can then use "wget" or something similar 
to download the *.ra file itself. 


CO CO CO CO CO CO CO CO CO CO Dd 
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Exercises: 


44 
45 
46 
47 
48 
49 
50 
Sil 


As is, this script converts only *.ra filenames. 
Add flexibility by permitting use of *.ram and other filenames. 


If you're really ambitious, expand the script 
+ to do automatic downloads and conversions of streaming audio files. 
Given a URL, batch download streaming audio files (using "wget") 
+ and convert them on the fly. 


A simple emulation of getopt using substring-extraction constructs. 


Example 10-5. Emulating getopt 


NPRPRPP PPP PP 
O (o 00 -1 O Ui i (). M IB. O xo 0 «1 O O1 i Q I0 S 


NO NO BO P2 NO PO NY 
sup jx fas dE Gs) [ssp qp 


N 
[99] 


C9 CO CO CO CO CO CO CO CO CO DN 
Wey es) c ny (al dex (eS) IS) p^ GS) We) 


PP bP LS 
(ni dE (09) (SS) [9 (69 


#!/bin/bash 

# getopt-simple.sh 

# Author: Chris Morgan 

# Used in the ABS Guide with permission. 


getopt simple() 

( 
echo "getopt simple()" 
echo Yearameters are VS UU 


viwe [p eg WSI1W ] 
do 
echo "Processing parameter of: '$1'" 
sts (T Sd dbeQedbe VV 
then 
tmp=${1:1} s SENSUS due leachine "7" 
parameter=S {tmp%%=* } # Extract name. 
value=S$ {tmp##*=} # Extract value. 
echo "Parameter: 'Sparameter', value: '$value'" 
eval $parameter-$value 
i3 
eat Iie 
done 


# Pass all options to getopt simple(). 
getopt simple $* 


echo "test is 'Stest'" 
echo "(esct2 ie "Ses2" 


exit 0 # See also, UseGetOpt.sh, a modified version of this script. 


sh getopt example.sh /test-valuel /test2-value2 


Parameters are '/test-valuel /test2-value2' 
Processing parameter of: '/test-valuel' 
Parameter: 'test', value: 'valuel' 
Processing parameter of: '/test2-value2' 


Parameter: 'test2', value: 'value2' 
test is 'valuel' 
test2 is 'value2' 


Substring Replacement 


${string/substring/replacement} 

Replace first match of Ssubst ring with Sreplacement. [2] 
${string//substring/replacement } 

Replace all matches of Ssubstring with $replacement. 


stringZ=abcABC123ABCabc 


echo ${stringZ/abc/xyz} XyzABC123ABCabc 
Replaces first match of 'abc' with 'xyz'. 


echo ${stringZ//abc/xyz} XyzABC123ABCxyz 
Replaces all matches of 'abc' with # 'xyz'. 


cho 
echo "SstringZ" abcABC123ABCabc 
cho 


The string itself is not altered! 


# Can the match and replacement strings be parameterized? 
match-abc 
repl-000 

echo $(stringZ/$match/$repl) # 000ABC123ABCabc 


i ^ ^ ^^^ 


echo $(stringZ//$match/$repl) # 000ABC123ABCOO00 


NPRPRPPRP PPP PY 
O io 00 -1 O Oi i$ (0. M HL. O xo 0 -1 O O1 iS CQ) IO E 


# Yes! i $i NaS Qu 
2a 
22 echo 
23 
24 # What happens if no $replacement string is supplied? 
25 echo ${stringZ/abc} # ABCI23ABCabc 
26 echo ${stringZ//abc} # ABCI23ABC 


27 # A simple deletion takes place. 
${string/#substring/replacement} 
If Ssubst ring matches front end of $string, substitute Sreplacement for $substring. 
${string/%substring/replacement } 
If Ssubst ring matches back end of Sst ring, substitute 5replacement for Ssubstring. 


1 stringZ=abcABC123ABCabc 


2 

3 echo ${stringZ/#abc/XYZ} # XYZABC123ABCabc 

4 # Replaces front-end match of 'abc' with 'XYZ'. 
5 

6 echo S${stringZ/%abc/XYZ} # abcABC123ABCXYZ 

7 # Replaces back-end match of 'abc' with 'XYZ'. 


10.1.1. Manipulating strings using awk 


A Bash script may invoke the string manipulation facilities of awk as an alternative to using its built-in 
operations. 


Example 10-6. Alternate ways of extracting and locating substrings 


#!/bin/bash 
# substring-extraction.sh 


# 012345678 Bash 


i 

2 

3 

4 String-23skidool 

5 

6 # 123456789 awk 


7 # Note different string indexing system: 

8 # Bash numbers first character of string as 0. 

9 # Awk numbers first character of string as l. 

10 

iil eines SiStiedmes2s4) Gp POSI Tron 3 (W-l—2)), 4 (imei ihome 
12 # skid 

13 

14 # The awk equivalent of S${string:pos:length} is substr(string,pos,length). 
15 echo | awk ' 

JG 4 prine solos" YS {Sering HTU 4 # skid 

L 

Ie 


19 # Piping an empty "echo" to awk gives it dummy input, 
20 #+ and thus makes it unnecessary to supply a filename. 


2 

vos eoa m 

25 

24 # And likewise: 

25 

26 echo | awk ' 

Ay 4 qexesueE alincles< (WU {Sieresing uw Ww. ee # 3 
28 } # (Skid starts at position 3) 
2g " # The awk equivalent of "expr index" 

30 

Si Grae (0) 


10.1.2. Further Reference 


For more on string manipulation in scripts, refer to Section 10.2 and the relevant section of the expr command 
listing. 


Script examples: 


1. Example 16-9 
2. Example 10-9 
3. Example 10-10 
4. Example 10-11 
5. Example 10-13 
6. Example A-36 
7. Example A-41 


Notes 


[1] This applies to either command-line arguments or parameters passed to a function. 


[2] Notethat $substringand $replacement may refer to either literal strings or variables, 
depending on context. See the first usage example. 
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10.2. Parameter Substitution 


Manipulating and/or expanding variables 


${parameter} 
Same as Sparameter, i.e., value of the variable parameter. In certain contexts, only the less 
ambiguous $ {parameter} form works. 


May be used for concatenating variables with strings. 


your_id=$ {USER}-on-$ (HOSTNAMI 
Scho "eeu nel! 

# 
echo "Old \$PATH = $PATH" 

PATH-S$(PATH):/opt/bin # Add /opt/bin to $PATH for duration of script. 
6 echo "New \SPATH = SPATH" 


$(parameter-default),$(parameter:-default]) 
If parameter not set, use default. 


ES 
— 


(Gri gm (GS) [eor fS 


1 varl=1 

2 var2-2 

3 # var3 is unset. 

4 

5 echo $(varili-$var2) # 1 

6 echo S(var3-$var2)] # 2 

353 A Note the $ prefix. 
8 

9 

10 

11 echo $[(username-'whoami']) 

12 4: HEMOSS icine cesi or woan , sic yariabls Suüsesrceane ae siewilil wiasienc . 


$^ S{parameter-default} and S(parameter:-default } are almost 
equivalent. The extra : makes a difference only when parameter has been declared, 
but is null. 


#!/bin/bash 
# param-sub.sh 


# Whether a variable has been declared 
#+ affects triggering of the default option 
#+ even if the variable is null. 


username0- 

echo "usernameO has been declared, but is set to null." 
echo "username0 = $(username0-'whoami'])" 

# Will not echo. 


ecno 


echo usernamel has not been declared. 
echo "usernamel = $(usernamel-'whoami']" 
# Will echo. 


(coy «| py (m dev GS IS) [= GS) Wer es) | fx) (On ges Gel IS) 45 


19 username2- 
20 echo "username2 has been declared, but is set to null." 


21 echo "username2 = $(username2:-'whoami')" 
22 t A 
23 # Will echo because of :- rather than just - in condition test. 


24 4 Compare to first instance, above. 


25 
26 
2 
28 
29 
30 
3 
32 
33 
34 
33 
36 
37 
38 
3 
40 
41 
42 
43 


# Once again: 


variable- 
# variable has been declared, but is set to null. 


echo "S{variable-0}" # (no output) 
echo "S{variable:-1}" od 

# ^ 

unset variable 

echo "S{variable-2}" s o2 

echo "S{variable:-3}" # 3 


esac 0 


The default parameter construct finds use in providing "missing" command-line arguments in scripts. 


|bombpmpmowmn 
Oi 4$ (Q0. NN. IB. O (o 00 -1 O) O1 iS CQ). IN) S 
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DEFAULT FILENAME-generic.data 

filename-$[(1:-$DEFAULT FILENAME] 

# If not otherwise specified, the following command block operates 
jones tuse Wevehovewesle’ 5 dartan 

#  Begin-Command-Block 


Se ESE 


End-Command-Block 


# From "hanoi2.bash" example: 

DISKS-$(1:-E NOPARAM) # Must specify how many disks. 
# Set SDISKS to $1 command-line-parameter, 

#+ or to $E NOPARAM if that is unset. 


See also Example 3-4, Example 31-2, and Example A-6. 


Compare this method with using an and list to supply a default command-line argument. 
${parameter=default}, ${parameter :=default} 


If parameter not set, set it to default. 


Both forms nearly equivalent. The : makes a difference only when $parameter has been declared 
and is null, [1] as above. 


JL 
2 
3 


echo $[var-abc) # abc 
echo ${var=xyz} # abc 
# Svar had already been set to abc, so it did not change. 


${parametert+talt_value}, ${parameter:+alt_value} 
If parameter set, use alt value, else use null string. 


Both forms nearly equivalent. The : makes a difference only when parameter has been declared 
and is null, see below. 


(ni dE (G8) ISS) p 


echo "###### \S{parametertalt_value} ########" 
echo 


a=S{paraml+xyz} 
echo "a = $a" # a= 


param2= 
a-$(param2*xyz] 
echo "a = $a" # a = xyz 


param3=123 
a=$ {param3+xyz} 
echo "a = Sa" # a = xyz 


echo 
echo "###### NS(parameter:*alt value) ######tH" 
echo 


a=S{param4:+xyz} 
echo "a = Sa" # a= 


param5= 
a=S{param5:+xyz} 

echo "a = Sa" da 
s; Diesen, weScullic From a=S{param5+xyz} 


RS IS [RS [RS [S p p iS [1 ee ies 
W DRAR c9» Wer (Ger — rex; (ab gEx (esr I) [5 f» Wer fe) c de» 


N 
n 
ll 


NNN 
YUH 0! 


param6=123 
a-$(param6:-*xyz) 
29 echo "a = $a" # a = xyz 
$(parameter?err msg}, ${parameter: ?err_msg} 
If parameter set, use it, else print err_msg and abort the script with an exit status of 1. 


N 
[99] 


Both forms nearly equivalent. The : makes a difference only when parameter has been declared 
and is null, as above. 


Example 10-7. Using parameter substitution and error messages 


#!/bin/bash 


Check some of the system's environmental variables. 

This is good preventative maintenanc 

If, for example, SUSER, the name of the person at the console, is not set, 
* the machine will not recognize you. 


Se oce che dk 


JL 
2 
3 
4 
5 
6 
7 
8 S{HOSTNAME?} S{USER?} S(HOME?) S{MAIL?} 
9 echo 
10 echo "Name of the machine is S$HOSTNAM 
il 
2 
3 
4 
5 
6 
7 
8 


E 


eeno Wow are SUSE, Ù 

echo "Your home directory is SHOME. N 
echo "Your mail INBOX is located in $MAIL." 

echo 

echo "If you are reading this message," 

echo "critical environmental variables have been set." 


echo 
ili echo 
19 
20 
ail 
22 The S{variablename?} construction can also check 
23 #+ for variables set within the script. 
24 
25 ThisVariable-Value-of-ThisVariable 
26 Note, by the way, that string variables may be set 
27 #+ to characters disallowed in their names. 


28 : S{ThisVariable?} 
AS) eho Walne (xe WnisVerwiaols ie CX sWererelole c 


31 echo; echo 


33 

SAL SEO SABR Uo 2 AB has not been sec. Ih 

S5 Since ZZXy23AB has not been set, 

36 #+ then the script terminates with an error message. 

37 

38 You can specify th rror messag 

39 : S{variablename?"ERROR MESSAGE" } 

40 

41 

42 Same result with: dummy variable-$(ZZXy23AB?)] 

43 dummy variable-$(ZZXy23AB?"ZXy23AB has not been set.") 
44 

45 echo $(ZZXy23AB?) >/dev/null 

46 

47 Compare these methods of checking whether a variable has been set 
48 #+ with "set -u" 

49 

50 

51 


52 echo "You will not see this message, because script already terminated." 


54 HERE=0 
55 exit SHERE # Will NOT exit here. 
56 


57 ; Im fact, tnis geript will recura an exit status lecho S7) oe 1. 


Example 10-8. Parameter substitution and "usage" messages 


#!/bin/bash 
# usage-message.sh 


il 
2 
3 
4 $(1?"Usage: $0 ARGUMENT") 

5 # Script exits here if command-line parameter absent, 
6 

Ji 

8 


#+ with following error message. 
# usage-message.sh: 1: Usage: usage-message.sh ARGUMENT 


9 echo "These two lines echo only if command-line parameter given." 


10 echo "command-line parameter = \"$1\"" 

Li 

12 exit 0 # Will exit here only if command-line parameter present. 
13 


14 # Check the exit status, both with and without command-line parameter. 
15 # If command-line parameter present, then "$?" is 0. 
LE 4» iE not, chem VSP! 3e JL. 


Parameter substitution and/or expansion. The following expressions are the complement to the match in 
expr string operations (see Example 16-9). These particular ones are used mostly in parsing file path names. 


Variable length / Substring removal 


${#var} 
String length (number of characters in $var). For an array, ${#array} is the length of the first 
element in the array. 


$^; Exceptions: 


v 
${#*} and ${#@} give the number of positional parameters. 


9 For an array, ${#array[*]} and ${#array[@]} give the number of 
elements in the array. 


Example 10-9. Length of a variable 


1 #!/bin/bash 
2 length.sh 
3 
4 E NO ARGS-65 
5 
6 if [ $# -eq 0 ] # Must have command-line args to demo script. 
7 then 
8 echo "Please invoke this script with one or more command-line arguments." 
9 exit SE_NO_ARGS 
TOREA 
L 
12 var0l=abcdEFGH28ij 
13 echo "var01 = ${var01}" 
14 echo "Length of var01 = S${#var01}" 
15 # Now, let's try embedding a space. 
16 var02-"abcd EFGH281ij" 
17 echo "var02 = S$(var02)" 
18 echo "Length of var02 = S${#var02}" 
19 
20 echo "Number of command-line arguments passed to script = ${#@0}" 
21 echo "Number of command-line arguments passed to script = S${#*}" 
27 
23 exit 0 


${var#Pattern}, ${var##Pattern} 
${var#Pattern} Remove from $var the shortest part of $Pattern that matches the front end 
of Svar. 
${var##Pattern} Remove from $var the longest part of $SPattern that matches the front end 


of Svar. 


A usage illustration from Example A-7: 


1 # Function from "days-between.sh" exampl 

2 # Strips leading zero(s) from argument passed. 

3 

4 strip leading zero () 4$ Strip possible leading zero(s) 

D 1 #+ from argument passed. 

6 return=$ {1#0} u mie US rerecg jee) YSU == pasee auc). 

T # The "0" is what to remove from "$1" -- strips zeros. 


Manfred Schwarb's more elaborate variation of the above: 


1 strip_leading_zero2 () # Strip possible leading zero(s), since otherwise 

ZEE # Bash will interpret such numbers as octal values. 

3 shopt -s extglob # Turn on extended globbing. 

4 local val=${1l##+(0)} # Use local variable, longest matching series of 0's. 
3 shopt -u extglob # Turn off extended globbing. 

6 .Strip leading zero2-$(val:-0) 

7 # If input was 0, return O instead of "". 


om) 
Another usage illustration: 


1 echo 'basename S$PWD' Basename of current working directory. 
2 echo "S{PWD##*/}" Basename of current working directory. 
3 echo 

4 echo "basename $0" Name of script. 

5 Gelao SO) Name of script. 

6 echo "S{O##*/}" Name of script. 

7 echo 

8 filename-test.data 

9 echo "S{filename##*.}" data 

10 Extension of filename. 


${var%Pattern}, ${var%%Pattern} 
${var % Pattern} Remove from $var the shortest part of SPattern that matches the back end 
of Svar. 
${var % % Pattern} Remove from $var the longest part of $Pat tern that matches the back end 


of Svar. 


Version 2 of Bash added additional options. 


Example 10-10. Pattern matching in parameter substitution 


1 #!/bin/bash 
2 4 patt-matching.sh 
3 
4 # Pattern matching using the # ## $ $$ parameter substitution operators. 
3 
6 varl=abcd12345abc6789 
7 patternl-a*c # * (wild card) matches everything between a - c. 
8 
9 echo 
10 echo "varl = $varl" 4 abcd12345abc6789 
Ii Seno Wyer = Seul # abcd12345abc6789 
12 # (alternate form) 
13 echo "Number of characters in ${varl} = ${#varl}" 
14 echo 
15 
16 echo "patternl = $patternl" # a*c (everything between 'a' and 'c') 
JL cexeleo. n n 
18 echo 'S{varl#Spatternl} =! "S{varl#S$patternl1}" # d12345abc6789 
19 # Shortest possible match, strips out first 3 characters  abcd12345abc6789 
20 # ALICE |= 
21 echo 'S{varl##Spatternl} -' "S{varl##$patternl1}" # 6789 
22 # Longest possible match, strips out first 12 characters  abcd12345abc6789 
23 # ups | cc | 
24 
25 echo; echo; echo 
26 
27 pattern2-b*9 # everything between 'b' and '9' 
28 echo "weuclh = Sweueil # Still  abcd12345abc6789 
29 echo 
30 echo "pattern2 = Spattern2" 
Sil echo U " 
32 echo 'S{varl%pattern2} =' "S{varl%Spattern2}" # abcd12345a 
33 4 Shortest possible match, strips out last 6 characters  abcd12345abc6789 
34 # 1o j====] 
35 echo 'S{varl%%pattern2} -' "S{varl%%S$pattern2}" # a 
36 # Longest possible match, strips out last 12 characters  abcd12345abc6789 
37 # retra || m | 
38 


39 4 Remember, # and ## work from the left end (beginning) of string, 


40 # $ and $$ work from the right end. 
42 echo 


44 exit O 


Example 10-11. Renaming file extensions: 


!/bin/bash 
rfe.sh: Renaming file extensions. 


rfe old_extension new_extension 


Example: 
ho renema all = Gohe miles in vorkiwe Chihrectoci To "53 9, 
rfe gif jpg 


E BADARGS-65 


case $4 in 
0|1) # The vertical bar means "or" in this context. 
echo "Usage: 'basename $0' old file suffix new file suffix" 
exit SE BADARGS # If O0 or 1 arg, then bail out. 


Gt 


esac 


NPRPRPRP PPP PP 
SCOMIDTUHRWNHFOWCMIDGUBRWNE 


21 for filename im 95.91 

22 # Traverse list of files ending with 1st argument. 

23 do 

24 mv $filename ${filename%$1}$2 

25 # Strip off part of filename matching lst argument, 
26 #+ then append 2nd argument. 

27 done 

28 

2S) cw 0 


Variable expansion / Substring replacement 
These constructs have been adopted from ksh. 
${var:pos} 
Variable var expanded, starting from offset pos. 
${var:pos:len} 
Expansion to a max of len characters of variable var, from offset pos. See Example A-13 for an 
example of the creative use of this operator. 
${var/Pattern/Replacement } 
First match of Pattern, within var replaced with Replacement. 


If Replacement is omitted, then the first match of Pattern is replaced by nothing, that is, 
deleted. 

${var//Pattern/Replacement } 
Global replacement. All matches of Pattern, within var replaced with Replacement. 


As above, if Replacement is omitted, then all occurrences of Pattern are replaced by nothing, 
that is, deleted. 


Example 10-12. Using pattern matching to parse arbitrary strings 


#!/bin/bash 


varl=abcd-1234-defg 
echo "varl = $varl" 


t=S{varl#*—*} 

echo "varl (with everything, up to and including first - stripped out) = St" 
# t=S{varl#*-} works just the same, 

#+ since # matches the shortest string, 

#+ and * matches everything preceding, including an empty string. 

# (Thanks, Stephane Chazelas, for pointing this out.) 


t=S{varl##*—*} 
echo “Ike varl eontaims a Y=, returne Samoty tiii so varl = St" 


SS vecon E] 
echo "varl (with everything from the last - on stripped out) = $t" 


Mop pop opp PPP PY 
O (o 00 -1 O Oi i (). M PS. O xo 0 -1 O O1 4 CQ I E 


echo 


N N 
OP 


# 
path, name-/home/bozo/ideas/thoughts.for.today 
# 
echo "path_name = Spath_name" 
t=${path_name##/*/} 
echo "path name, stripped of prefixes = $t" 

Same effect as t-'basename $path name' in this particular case. 

t-$(path name$/); t=S{t##*/} is a more general solution, 
+ but still fails sometimes. 

If $path name ends with a newline, then 'basename $path name' will not work, 
t but the above expression will. 

(Thank Sy (Sis) 


N 
[99 


NNN PN 
=] fe» (On gem 


N 
[99] 


C9 CO NO 
[— «y Wo) 
f 


w 
N 
f 


t=${path_name%/*.*} 

Same effect as t= dirname $path name' 

echo "path name, stripped of suffixes = $t" 

Hüte akil reil aia Some Cases, sue as V3 rooh se VrO M. M/s 
Removing suffixes, especially when the basename has no suffix, 

+ but the dirname does, also complicates matters. 

hank Sy Soles) 


WWWW WW CO 
«o 0 -—-1 OY O1 4 Ww 


[i 
e 


[i 
fe 


ecno 


$ {path_name:11} 

echo "Spath_name, with first 11 chars stripped off = $t" 

t-$(path name:11:5) 

echo YSparn meme; wita dessen LI chars mWExcaljegeie el (rir, diesem 5 = Sie! 


‘D Aa Ah Ss oS fes gs os 
Wo (99) al (ox Gi ge. (3) [S5 
ct 
ll 


no 


U O1 
ERO: 
oO 
Q 


O1 

N 

ct 
Il 


${path_name/bozo/clown} 

echo "Spath_name with \"bozo\" replaced by \"clown\" = $t" 
t=${path_name/today/} 

echo "Spath_name with \"today\" deleted = $t" 

$ {path_name//o/0} 

echo "Spath_name with all o's capitalized = $t" 
t=${path_name//o/} 

echo "Spath_name with all o's deleted = $t" 


(Onr Gab (nh On Gn toni (On 
«oO O0 —1 OY oO iS CO 
ct 
Il 


Orv OV 
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exit 0 


${var/#Pattern/Replacement } 


If prefix of var matches Pattern, then substitute Replacement for Pattern. 
${var/%Pattern/Replacement } 
If suffix of var matches Pattern, then substitute Replacement for Pattern. 


Example 10-13. Matching patterns at prefix or suffix of string 


#!/bin/bash 
# var-match.sh: 
# Demo of pattern replacement at prefix / suffix of string. 


v0-abcli234zip1234abc # Original variable. 
echo "v0 = $v0" # abcl234zip1234abc 
echo 


# Match at prefix (beginning) of string. 
vl-$(v0/tabc/ABCDEF) abci234zipl1234abc 
Isl 

exelao. yil = Syl? ABCDEF1234zip1234abc 
E 


# Match at suffix (end) of string. 


Mop p opp PPP PP 
O (o 0» -1 O Oi i (). NM HP O xo 0 -1 O O1 4 CQ Io E 


v2=$ {v0/%abc/ABCDEF } abc1234zipl23abc 
=| 
echo "v2 = S$v2" abc1234zip1234ABCDEF 
===>] 
21 echo 
22 
Aon kj 
24 # Must match at beginning / end of string, 
25 #+ otherwise no replacement results. 
26 # 
27 v3=S{v0/#123/000} # Matches, but not at beginning. 
28 echo "v3 = $v3" # abcl234zip1l234abc 
Z9 # NO REPLACEMENT. 
30 v4=S${v0/%123/000} # Matches, but not at end. 
31 echo "v4 = $v4" # abcl234zipl1234abc 
32 # NO REPLACEMEN 
33 
34 exit 0 


${!varprefix*},${!varprefix@} 
Matches names of all previously declared variables beginning with varprefix. 


dL Giz "rente: aber sel varian oN (olin) slicvelakietevele, setSuEehersiaversy, Jolbhe Wurm. ~l 7 fone (Ch, 
2 # Bash, version 2.04, adds this feature. 

3 

4 xyz23=whatever 

5 xyz24= 

6 

7 a=S{!xyz*} # Expands to *names* of declared variables 
OU EA ^ + beginning with "xyz". 

Se echo ae Sa # a = xyz23 xyz24 
10 a=S${!xyz@} # Same as above. 
Li ximo Ver = Se" # a = xyz23 xyz24 
12 
1S) exeleigy Moses 
14 
15 abc23-something els 
16 b=S{!abc*} 
ly echo Wis = Slo # b = abc23 
18 c=${!b} # Now, the more familiar type of indirect reference. 


19 echo $c # something else 


Notes 


[1] IfS$parameter is null in a non-interactive script, it will terminate with a 127 exit status (the Bash error 
code for "command not found"). 
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Chapter 11. Loops and Branches 


What needs this iteration, woman? 
--Shakespeare, Othello 


Operations on code blocks are the key to structured and organized shell scripts. Looping and branching 
constructs provide the tools for accomplishing this. 


11.1. Loops 


A loop is a block of code that iterates [1] a list of commands as long as the loop control condition is true. 


for loops 


for argin [list] 
This is the basic looping construct. It differs significantly from its C counterpart. 


for argin[list] 


do 


command (s)... 


done 


$^; During each pass through the loop, arg takes on the value of each successive variable 


in the list. 

i for are aim “"Swairl! YSware2”? Vwi oc, UkyeueiNU 

2 4 In pass 1 of the loop, arg = Svarl 

3 # In pass 2 of the loop, arg = $var2 

4 # In pass 3 of the loop, arg = $var3 

Sets eres 

6 # In pass N of the loop, arg = $varN 

7 

8 # Arguments in [list] quoted to prevent possible word splitting. 


The argument 1 ist may contain wild cards. 


If do is on same line as for, there needs to be a semicolon after list. 


for argin [1ist]; do 


Example 11-1. Simple for loops 


PRPRPPPP PEP YE 
XO O0 -1 OY O1 i$ (0. I9. IS. O «o 0 -1 OY O1 iS CQ) IO ES 
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#!/bin/bash 
# Listing the planets. 


for planet in Mercury Venus Earth Mars Jupiter Saturn Uranus Neptune Pluto 
do 

echo $planet # Each planet on a separate line. 
done 


echo; echo 


for planet in "Mercury Venus Earth Mars Jupiter Saturn Uranus Neptune Pluto" 
# All planets on same line. 
# Entire 'list' enclosed in quotes creates a single variable. 
# Why? Whitespace incorporated into the variable. 


do 
echo $planet 
done 


echo; echo "Whoops! Pluto is no longer a planet!" 


exec O 


Each [list] element may contain multiple parameters. This is useful when processing parameters 
in groups. In such cases, use the set command (see Example 15-16) to force parsing of each [list] 


element and assignment of each component to the positional parameters. 


Example 11-2. for loop with two parameters in each [list] element 


#!/bin/bash 
# Planets revisited. 


# Associate the name of each planet with its distance from the sun. 


it 
2 
3 
4 
5 
6 for planet in "Mercury 36" "Venus 67" "Earth 93" "Mars 142" 
7 do 
8 set -—- $planet #  Parses variable "planet" 
9 #+ and sets positional parameters. 
10 The "--" prevents nasty surprises if $planet is null or 
1 + begins with a dash. 

2 

3 

4 

5 

6 

7 

8 


May need to save original positional parameters, 

+ since they get overwritten. 

One way of doing this is to use an array, 
original, params- ("$Q") 


echo "$1 82,000,000 miles trem tae sum” 
LG See two tabs concatenate zeroes onto parameter $2 


AD a. (Hinks, SoCo, wor acleliieslomel lleiesir eae sem c.) 


24 exit 0 


"Jupiter 483" 


A variable may supply the [list] ina for loop. 


Example 11-3. Fileinfo: operating on a file list contained in a variable 


#!/bin/bash 
# fileinfo.sh 


FILES="/usr/sbin/accept 

/usr/sbin/pwck 

/usr/sbin/chroot 

/usr/bin/fakefile 

/ Sbin/badblocks 

/ Sbin/ypbind" # List of files you are curious about. 


echo 


fos ipie aia Su 


El 
n 


Mop p op op op p ppt 
O io 00 -1 OY Oi i$ (0. M. IS. O xo 0 -1 O) O1 i8 CQ) I S 


do 
ax (| 2 =e Saule" ] # Check if file exists. 
then 
echo WSiriile Coes NOE Exist. UP Seino 
continue # On to next. 
2I iE 3. 
22 
23 ig =i Sitiie || awk "4 prime Se Y Plerotes UP iG jeu 
24 whatis 'basename $file # File info. 


# Threw in a dummy file, /usr/bin/fakefile. 


# Print 2 fields. 


25 # Note that the whatis database needs to have been set up for this to work. 
26 13 IC) Clo tars, as root rin Sie Morin /alsiylmene iss 

2 echo 

28 done 

29 

30 ces U 


The [list] ina for loop may be parameterized. 


Example 11-4. Operating on a parameterized file list 


#!/bin/bash 
filename="*txt" 


for file in $filename 

do 

ceho Contents (gue Siecle” 
Sele m 

cam Stare 

echo 

done 


[M «€» Wey Gs | ony al des Gs) Iss) [S 


PR 


If the [list] ina for loop contains wild cards (* and ?) used in filename expansion, then globbing 
takes place. 


Example 11-5. Operating on files with a for loop 


1 #!/bin/bash 
2 i Jsiet-gilcolo.sims (exem [iise] im a for—loos, Usine "glcllaug" 
3 # Globbing = filename expansion. 
4 
5 echo 
6 
I tow ile ain 5 
8 # ^ Bash performs filename expansion 
azar on expressions that globbing recognizes. 
1O elo 
TEL ls =i WSiriile! je Lises all files ain SPI (currente Chikacrory) o 
12 # Recall that the wild card character "*" matches every filename, 
L3 #+ however, in "globbing," it doesn't match dot-files. 
14 
LS # If the pattern matches no file, it is expanded to itself. 
16 # To prevent this, set the nullglob option 
47) #+ hopr =s\ inl ep lols)) c 
18 melalui Kesha OC: 
19 done 
20 
21 echo; echo 
22 
23 itor ile um le] 
24 do 
25 mu = gueule # Removes only files beginning with "j" or "x" in SPWD. 
26 Clove) emnowvede sic SUSCI 
27 done 
28 


29 echo 


30 
Si exte d) 


Omitting the in [list] part of a for loop causes the loop to operate on $@ -- the _positional 
parameters. A particularly clever illustration of this is Example A-15. See also Example 15-17. 


Example 11-6. Missing in [list] in a for loop 


#!/bin/bash 


# Invoke this script both with and without arguments, 
#+ and see what happens. 


Oe e 

do 

echo -n "Sa " 
9 done 


(sey <1] ey) (at dES te) Sf 


11 # The ‘in ligte” missing, therefore the loop operates on '$Q' 
12 #+ (command-line argument list, including whitespace). 


14 echo 


16 exit 0 


It is possible to use command substitution to generate the [list] in a for loop. See also Example 
16-54, Example 11-11 and Example 16-48. 


Example 11-7. Generating the [list] in a for loop with command substitution 


1 #!/bin/bash 

2 q to~-looscmel.ging tor—loos wida [List] 
3 #+ generated by command substitution. 

4 

5 NUMBERS="9 7 3 8 37.53" 

6 

7 for number ian echo $NUMBERS y for number an 9 7 3 8 37.53 
8 do 

E echo -n "Snumber " 

10 done 

LL 

12 echo 

13 eee 0 


Here is a somewhat more complex example of using command substitution to create the [list]. 


Example 11-8. A grep replacement for binary files 


#!/bin/bash 
# bin-grep.sh: Locates matching strings in a binary file. 


HH 
2 
3 
4 # A "grep" replacement for binary files. 
5 # Similar effect to "grep -a" 

6 


iso H H H H H H H = f 
@) Wor (oer =| (ox) (nb ges esr [n9 [Ey we» (eo cu] 


NNNNNN ND 
=) Ye». (Ga) HSS (65) Sy qp» 


N 
[99] 


CO CO CO CO CO CO CO CO CO CO PO 
Wey ror s] (xy Gat GSS Gar ISS) [EA Xe Ke) 


BADARGS=65 


E NOFILE-66 


ii oq eu mex] 


then 
echo "Usage: 'basename $0° search string filename" 
exit $E BADARGS 

3E dL 

see [n qp WEZ | 

then 


echo "File \"$2\" does not exist." 
exit $E NOFILE 


3E d 

IFS-$'VN012' # Per suggestion of Anton Filippov. 
# was: IFS="\n" 

icone woro akin S Sierras VSA |) tme "SU. j 


# The "strings" command lists strings in binary files. 
# Output then piped to "grep", which tests for desired string. 
do 
echo $word 
done 


# As S.C. points out, lines 23 - 30 could be replaced with the simpler 
# Sicscdings SZ. | ise VSI | jee =e VSIESV UIN] 
# Try something like "./bin-grep.sh mem /bin/1s" 


#+ to exercise this script. 


exec (0) 


More of the same. 


Example 11-9. Listing all users on the system 


NPRPRPPP PPP PY 
O (o 0» 1 O Oi i5 (). M. IB. O xo 0 -1 O O1 4 CQ I E 


WIIN ON PN 
Gri gum (8) [Sy | 


#!/bin/bash 
# userlist.sh 


PASSWORD_FILE=/etc/passwd 


n=1 # User number 

for name in $(awk 'BEGIN{FS=":"}{print $1)' « "SPASSWORD_FILE" ) 
d Field Separator = AA^A^A^^^ 

s: (Picalions, itakieshe; sealresilel AKAKAAAA 

d Get input from password TELLS /etc/passwd AKKRKAKAKRAKRAKRAKRAAARAA 
do 


echo "USER #$n = Sname" 
let "n += 1" 


done 

# USER #1 = root 

# USER #2 = bin 

# USER #3 = daemon 
oes 

# USER #33 = bozo 
exa S? 

# Discussion: 


DONE M EE 

27 4 How is it that an ordinary user, or a script run by same, 

28 #+ can read /etc/passwd? (Hint: Check the /etc/passwd file permissions.) 
29 # Is this a security hole? Why or why not? 


Yet another example of the [1ist] resulting from command substitution. 


Example 11-10. Checking all the binaries in a directory for authorship 


1 #!/bin/bash 

2 4 findstring.sh: 

3 4 Find a particular string in the binaries in a specified directory. 
4 

5 directory-/usr/bin/ 

6 fstring-"Free Software Foundation" # See which files come from the FSF. 
7 

© for tile dm §( time Schikeccory -type E -neme “=Y || Sore ) 

9 Co 

10 strings -f $file | grep "Sfstring" | sed -e "s$$directory$$" 

Li # In the "sed" expression, 

12 #+ it is necessary to substitute for the normal "/" delimiter 

1.3 #+ because "/" happens to be one of the characters filtered out. 
14 # Failure to do so gives an error message. (Try it.) 

15 done 

16 

l7 ex S7 

18 


LS) s 
20 # 
21 # Convert this script to take command-line parameters 
22 wae POL Sielileacirory anc) Siesicies ing . 


Exercise (easy): 


A final example of [List] / command substitution, but this time the "command" is a function. 


1 generate_list () 

2 1 

S echo "one two three" 
& j 

E 

6 for word in $(generate list) # Let "word" grab output of function. 
J! ele 

8 echo "Sword" 

9 done 
10 
11 # one 
12 4 two 
13 # three 


The output of a for loop may be piped to a command or commands. 


Example 11-11. Listing the symbolic links in a directory 


1 #!/bin/bash 
2 # symlinks.sh: Lists symbolic links in a directory. 
3 

4 

5 directory=${1-* pwd } 


6 # Defaults to current working directory, 
7 #+ if not otherwise specified. 


8 Equivalent to code block below. 

E 

10 ARGS-1 # Expect one command-line argument. 

L 

12 if [ $4 -ne "SARGS" ] if e oe dL etecon 

L3 then 

14 directory= pwd` # current working directory 

15 else 

16 directory=$1 

db) ££ al 

18 

1g 
20 echo “syaioolline limks abe Cilrectory \Sclimeccrony y TU) 
All 
22 ore File alin YS rimel Schimectory tyes JI jj" # -type 1 = symbolic links 
As) lO) 
24 echot SmiNet 
25 done | sort # Otherwise file list is unsorted. 
26 Strictly speaking, a loop isn't really necessary here, 
27 #+ since the output of the "find" command is expanded into a single word. 
28 However, it's easy to understand and illustrative this way. 


As Dominik 'Aeneas' Schnitzer points out, 
a eadbon deg wore S( iae Seaubeesitory -roe L ) 
+ will choke on filenames with embedded whitespac 
containing whitespace. 


axenic (0) 


# 
# Jean Helou proposes the following alternative: 


WWWWW CO CO CO CO CO Dd 
Wer (es) =a] ep) (xa PSS (03. [5 [p 69) Gel 


echo "guuloolic Links im chimactory \Sclineccony \"" 

# Backup of the current IFS. One can never be too cautious. 
OLDIFS=SIFS 

iss 


for file in Şiirine) Schiireetory -typa JL -printi USS”) 
do # RAR KRAKAKRKAKRAKRAARAARAKRKRN 
echo "Sfile" 
done|sort 


Or F&F Pe ee PE SS SB 
D (Wer (oy p ep) Gr des teh he f 8» 


51 # And, James "Mike" Conley suggests modifying Helou's code thusly: 
52 

53 OLDIFS=SIFS 

54 IFS='' # Null IFS means no word breaks 

55 for rile im $ cinel Sclimacicomy -typos d ) 

5o elo 

57 echo $file 

58 done | sort 

59 

60 # This works in the "pathological" case of a directory name having 
61 #+ an embedded colon. 

62 # "This also fixes the pathological case of the directory name having 
63 #+ a colon (or space in earlier example) as well." 


64 


The stdout of a loop may be redirected to a file, as this slight modification to the previous example 
shows. 


Example 11-12. Symbolic links in a directory, saved to a file 


(se; cp ex) (nl des (9) RS) [ Sy We) (er cp (ex) (ap des Ge RS) [2 


(Ro) DSS) [ser f 
KS) [= m We} 


#!/bin/bash 
u^ SVMUiMkS Sie Mists Synoolie ims ain c climecinomy 


OUTFILE-symlinks.list # save-file 


directory-$[(1-'pwd') 
# Defaults to current working directory, 
#+ if not otherwise specified. 


eeng VgnwuloxodLie" linke im cirectory "iU SXebixxexexuguey NU > Solus GEIL IS; 


eg w SS USQUC IS 
oe le atin WS rine Schreccory -cyose I je -type 1 = symbolic links 
do 
exeo Wren ile? 
done | sort >> "SOUTFILE" stdout of loop 
# EU RENAL ASUS redirected to save file. 


T echo "owuriouue file = GOUTE nia! 


exit $? 


There is an alternative syntax to a for loop that will look very familiar to C programmers. This 
requires double parentheses. 


Example 11-13. A C-style for loop 


NPRPRPPRP PPP PY 
O io 00 -1 O Oi i$ (0. M IS. O xo 0 -1 O O1 i CQ) I E 


(BS) ISS) [ser [mmy [sey [m$ [ex 
=] ce», (Gl ges (9 [sy [3 


N 
[o9] 


C) CO CO CO CO Dd 
ges (6S [so [2S «0» el 


#!/bin/bash 
# Multiple ways to count up to 10. 


echo 


# Standard syntax. 
for m m à 2345 67 8 9 L0 
do 
Seno =m "Sg 4 
done 


echo; echo 


# + n 


4 Using "seq" 
ite & ium “see 4 
do 

Scie m weg Ww 
done 


echo; echo 


# + " 


# Using brace expansion 
# Bash, version 3+. 
ior den sin il, xi} 
do 
Acing =m "gg W 
done 


echo; echo 


SS qb ar + 


36 

37 # Now, let's do the same, using C-like syntax. 
38 

39 LIMIT=10 

40 


Aq tom aci a <= IME S as) # Double parentheses, and naked "LIMIT" 

42 do 

43 echo -n "Sa " 

44 done # A construct borrowed from ksh93. 

45 

46 echo; echo 

47 

48 dee + + 
49 

50 # Let's use the C "comma operator" to increment two variables simultaneously. 
al 

52 for ((a-1, b-1; a <= LIMIT ; at+, btt)) 

53 do # The comma concatenates operations. 

54 echo =n “Sa=Sla V 

55 done 

56 

57 echo; echo 

58 

59 excu 0 


See also Example 27-16, Example 27-17, and Example A-6. 


Now, a for loop used in a "real-life" context. 


Example 11-14. Using efax in batch mode 


1 #!/bin/bash 

2 Faxing (must have 'efax' package installed). 

3 

4 EXPECTED ARGS-2 

5 E BADARGS-85 

6 MODEM PORT-"/dev/ttyS2" # May be different on your machine. 
7 ES PCMCIA modem card default port. 

8 

9 if [ $4 -ne SEXPECTED ARGS ] 

10 Check for proper number of command-line args. 

11 then 

112 echo "Usage: 'basename $0' phones text-file" 

13 exit $E BADARGS 

Jd su 

15 

LG 

Ay aise [p d — WS2W ] 

18 then 

ig echo "File $2 is not a text file." 
20 d File is not a regular file, or does not exist. 
zT exit $E BADARGS 
22. Eb 
25 
24 
25 fax make $2 # Create fax-formatted files from text files. 
26 
27 for file in $(ls $2.0*) #  Concatenate the converted files. 
28 # Uses wild card (filename "globbing") 


29 #+ in variable list. 


30 do 

Sil fil-"$fil $file" 

32 done 

33 

SA (weev el MS MODEM PORTU E VS Surstdb # Finally, do the work. 
35 # Trying adding -ol if above line fails. 

36 

3 

38 # As S.C. points out, the for-loop can be eliminated with 
39 # efax -d /dev/ttyS2 -o1 -t "T$1" $2.0* 

AQ ger Joie ab Gv MOE Cuirte AS ims. [enum s 

41 

42 exit $? # Also, efax sends diagnostic messages to stdout. 


cg-) The keywords do and done delineate the for-loop command block. However, these 
may, in certain contexts, be omitted by framing the command block within curly 


brackets 

L fori in= 1s nel: ng) 

2 No do! 

3 

4 echo =m Vs Sm =W 

5 

6 No done! 

7 

8 

9 Outputs: 

Lo ERD ex ess A AR B AK G EA T sss G iustos foy scs Jp s 
TA And, echo $? returns 0, so Bash does not register an error. 


14 echo 


iy UNE, MGS chew im a Classic zor -Loops cor im aim [list] 
18 #+ a terminal semicolon is required. 


20 itiexe ig alin d 2 3 
21 Seino —m "Sm Ve } 
22 2 


25 Thank you, YongYe, for pointing this out. 
while 
This construct tests for a condition at the top of a loop, and keeps looping as long as that condition is 
true (returns a 0 exit status). In contrast to a for loop, a while loop finds use in situations where the 
number of loop repetitions is not known beforehand. 


while[ condition] 
do 

command (s)... 
done 


The bracket construct in a while loop is nothing more than our old friend, the test brackets used in an 


if/then test. In fact, a while loop can legally use the more versatile double-brackets construct (while [[ 
condition ]]). 


As is the case with for loops, placing the do on the same line as the condition test requires a 


semicolon. 


while [ condition];do 


Note that the test brackets are not mandatory in a while loop. See, for example, the getopts construct. 


Example 11-15. Simple while loop 


1 #!/bin/bash 

2 

3 var0-0 

4 LIMIT-10 

5 

6 while [ "$var0" -lt "SLIMIT" ] 

7 A A 

8 Spaces, because these are "test-brackets" 

9. clo 

10 acing =m SSc U # -n suppresses newline. 

dal # a Space, to separate printed out numbers. 
1,2 

13 var0= expr $var0 + 1° # var0=$((Svar0+1)) also works. 
14 + var0=S((var0 + 1)) also works. 
LS # let "varO += 1" also works. 
16 done # Various other methods also work. 
Ly 

18 echo 

1g 
20 exit 0 

Example 11-16. Another while loop 

1 #!/bin/bash 

2 

3 echo 

4 # Equivalent to: 

5S while | Svar tend # while test "Svarl" != "end" 
6 do 

7 echo "Input variable #1 (end to exit) " 

8 read varl # Not 'read $varl' (why?). 

9 echo "variable #1 = $varl" # Need quotes because of "#" 
10 # If input is 'end', echoes it her 
Li # Does not test for termination condition until top of loop. 
1,2 echo 
13 done 
14 
LS esie @ 


A while loop may have multiple conditions. Only the final condition determines when the loop 
terminates. This necessitates a slightly different loop syntax, however. 


Example 11-17. while loop with multiple conditions 


1 #!/bin/bash 
2 
3 varl=unset 


[= (5 Wel (Ge p ey (at des (93) [5 (5 S&S We) (ex c (exy nl dES 


N N + 


previous=$var1 


while echo "previous-variable = $previous" 
echo 
previous=$var1 
[ "Svarl" != end ] # Keeps track of what Svarl was previously. 


# Four conditions on *while*, but only the final one controls loop. 
# The *last* exit status is the one that counts. 
do 
echo "Input variable #1 (end to exit) " 
read varl 
eco “warialole Pi = Seul" 
done 


# Try to figure out how this all works. 
# It's a wee bit tricky. 


exit 0 


As with a for loop, a while loop may employ C-style syntax by using the double-parentheses construct 
(see also Example 8-5). 


Example 11-18. C-style syntax in a while loop 


NPRPRPPRP PPP PY 
O io 00 -1 O Oi i$ (0. NM. IS. O xo 0 -1 O) O1 i CQ) I E 


NNNNN DN NY 
=] ce», (a GS (9 [sy [3 


N 
[99] 


C) CO CO CO CO Nd 
ges GS [so [23 ee) el 


#!/bin/bash 
u^ we-loopse.sing Coume to 10 im a manile” Loops 


LIMIT=10 # 10 iterations. 
a=1 


marile | "Sa" sie SW ] 
do 
Scene im VSa w 
let "a+=1" 
done # No surprises, so far. 


echo; echo 


# + + 


# Now, we'll repeat with C-like syntax. 


(ta = 1) # a-1 
# Double parentheses permit space when setting a variable, as in C. 
while (( a <= LIMIT )) # Double parentheses, 
do #+ and no "S$" preceding variables. 
Seino -m Vs w 
(la = 1) # let "a+=1" 
# Yes, indeed. 
# Double parentheses permit incrementing a variable with C-like syntax. 
done 


echo 
# C and Java programmers can feel right at home in Bash. 


eue ©) 


Inside its test brackets, a while loop can call a function. 


E 
ll 
iS) 


GoinelaicsLoin (()) 


{ 
(ies) ) 


aie [ Sie -le 5 | 
then 

return 0 # true 
else 

return 1 # false 
id 


H m oH 
DUORWNPFPOCOMIDDOBRWNE 


= | 
— 


= 4; 


while condition 
# RAKRAKARAA 
# PUMGELoOMm Cali == rowr loop weerationme. 
do 
eeno Vori goings t = Sie! 
done 


Nere 
Skoro 


N N 
N E 


SEALL GOLE? 
Siew gorneg 
Siew GONE 
Still gomg 


N 
w 


N 
A 

(nr (mr Gr GF 
ll 

BS (ey is) [| 


N 
[91] 


Similar to the if-test construct, a while loop can omit the test brackets. 


while condition 
do 

command (s) 
done 


gm (GS) [m» [23 


By coupling the power of the read command with a while loop, we get the handy while read construct, 
useful for reading and parsing files. 


cat $filename | # Supply input from a file. 
while read line # As long as there is another line to read 
do 


while read valu # Read one data point at a time. 
do 

rt=$ (echo "scale-$SC; Srt + $value" | bc) 

(( Gus I) 
done 


PRR 


nm 


am-$(echo "scale-$SC; $rt / Sct" | bc) 


HHH 
=] (x Gl des (69. [RJ = €3 Q9» Go =] x, Gi des (69. a [5 


echo Sam; return Sct # This function "returns" TWO values! 
po Cautions ais little truck will mot work ii See > 255] 

Lg # To handle a larger number of data points, 

20 #+ simply comment out the "return Sct" above. 

Bi } «Sel sib # Feed in data file. 


[E 
[99] 


cg A while loop may have its st din redirected to a file by a < at its end. 


A while loop may have its st din supplied by a pipe. 


until 
This construct tests for a condition at the top of a loop, and keeps looping as long as that condition is 
false (opposite of while loop). 


until [| condition-is-true] 
do 

command (s)... 
done 


Note that an until loop tests for the terminating condition at the top of the loop, differing from a 
similar construct in some programming languages. 


As is the case with for loops, placing the do on the same line as the condition test requires a 
semicolon. 


until [| condition-is-true];do 


Example 11-19. until loop 


!/bin/bash 
END_CONDITION=end 


muencabiL [MW SeenedbU. = US NEC ON D EET ONSA 
Tests condition here, at top of loop. 


do 
echo "Input variable #1 " 
echo "(SEND CONDITION to exit)" 
read varl 
echo “variable Pil = yari” 
echo 
done 


i --—- + 


# As with "for" and "while" loops, 
#+ an "until" loop permits C-like test constructs. 


NPRPRPPRP PPP PY 
COMIKDGTHRWNHHFPOWOMAIRDRGURWNHE 


LIMIT=10 
var=0 


NNN 
w N e 


wiae aiik E ena S ME y) 

Coq cu e Qu No brackets, no $ prefixing variables. 
Sele im Wiswere W 
| DEUS Eee EDI 

done q QU L235 45 6 7 S S i 


[Sor [9 [59r [sx deo 
(ce; c (om. (Dub ES 


WN 
C Wo} 


exit 0 


How to choose between a for loop or a while loop or until loop? In C, you would typically use a for loop 
when the number of loop iterations is known beforehand. With Bash, however, the situation is fuzzier. The 
Bash for loop is more loosely structured and more flexible than its equivalent in other languages. Therefore, 
feel free to use whatever type of loop gets the job done in the simplest way. 


Notes 


[1] Iteration: Repeated execution of a command or group of commands, usually -- but not always, while a 
given condition holds, or until a given condition is met. 


Prev Home Next 
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11.2. Nested Loops 


A nested loop is a loop within a loop, an inner loop within the body of an outer one. How this works is that 
the first pass of the outer loop triggers the inner loop, which executes to completion. Then the second pass of 
the outer loop triggers the inner loop again. This repeats until the outer loop finishes. Of course, a break 
within either the inner or outer loop would interrupt this process. 


Example 11-20. Nested Loop 


1 #!/bin/bash 

2 4 nested-loop.sh: Nested "for" loops. 

3 

4 outer-1 # Set outer loop counter. 
5 

6 # Beginning of outer loop. 

7 ie &m im d 2 9 4 5 


8 do 

9 echo "Pass Souter in outer loop." 

10 pim " M 

dat inner=1 # Reset inner loop counter. 

12 

13 # 

14 # Beginning of inner loop. 

15 tor b im l 2 34 5 

16 do 

17) echo "Pass Sinner in inner loop." 

its} let "innert+t=1" # Increment inner loop counter. 
JL) done 

20 # End of inner loop. 

2 # 

22 

25 let "outer+=1" # Increment outer loop counter. 
24 echo # Space between output blocks in pass of outer loop. 
25 done 

26 4 End of outer loop. 

Z7 

28 exit 0 


See Example 27-11 for an illustration of nested while loops, and Example 27-13 to see a while loop nested 
inside an until loop. 


Prev Home Next 
Loops and Branches Up Loop Control 
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11.3. Loop Control 


Tournez cent tours, tournez mille tours, 
Tournez souvent et tournez toujours . . . 


--Verlaine, "Chevaux de bois" 


Commands affecting loop behavior 


break, continue 
The break and continue loop control commands [1] correspond exactly to their counterparts in other 
programming languages. The break command terminates the loop (breaks out of it), while continue 
causes a jump to the next iteration of the loop, skipping all the remaining commands in that particular 
loop cycle. 


Example 11-21. Effects of break and continue in a loop 


RS [S3 [RS [RS [ES qp qp og eee Irt 
W [nox f c9» (Wer (Ger a] (exp (wb dE (ESL [sp [— SS) (Wen (9 c (ex; (nl dE (9. fe» [3 


NO NO NO NY 
xi fey) (wp GS 


N 
[99] 


C9 CO CO CO CO CO CO DN 
fex (Ow dE (eS) [e [3 €0» uel 


SH 


Ww 
[99] 


39 
40 
41 
42 
43 


#!/bin/bash 
LIMIT-19 # Upper limit 


echo 
echo WiEieiimeame Numosrs L throwch 20 (lowe imo 3 ane) 11b) 


a=0 


while [ $a -le "SLIMIT" ] 


do 

a-$(($a*1)) 

ad | "Sa" ee 3 J| || [ "Se? -eeg di | i mxeiluces 3 aime iil. 
then 

continue # Skip rest of this particular loop iteration. 

ica 

cecho =a "Sa U # This will not execute for 3 and 11. 
done 


# Exercise: 
# Why does the loop print up to 20? 


echo; echo 
echo Printing Numbers 1 through 20, but something happens after 2. 
HGH EERE EE HHH HE EE EE EHH HE EE EEE EE HE EE EE EE ERE HE EER EE EE HE EEE 


# Same loop, but substituting 'break' for ‘continue’. 


a=0 
vaile f “Sav =le VS T 

do 

a=$ (($a*1)) 

die [p VS." ge 2 ] 

then 

break # Skip entire rest of loop. 

ie aL 


44 acing —m "Sg V" 
45 done 

46 

47 echo; echo; echo 
48 

AS esgic (0) 


The break command may optionally take a parameter. A plain break terminates only the innermost 
loop in which it is embedded, but a break N breaks out of N levels of loop. 


Example 11-22. Breaking out of multiple loop levels 


1 #!/bin/bash 
2 4 break-levels.sh: Breaking out of loops. 


3 

4 # "break N" breaks out of N level loops. 

5 

G for ouirerlecs wa Jd 2 3 4 

7 do 

8 echo -n "Group Souterloop: Ww 

9 

10 # = Xr P iari UE 
dil For sbgusveselloyoyer alin) JL 2 3S} 4t 

12 do 

1 echo -n "Sinnerloop " 

14 

15 aie [p WUguwxesslloxp" -eg 3 | 

16 then 

Ey break # Try break 2 to see what happens. 
18 # ("Breaks" out of both inner and outer loops.) 
9 1531 
20 done 
BAL # 
22 
225) echo 
24 done 
25 
26 echo 
27 
28 exit 0 


The continue command, similar to break, optionally takes a parameter. A plain continue cuts short 
the current iteration within its loop and begins the next. A continue N terminates all remaining 
iterations at its loop level and continues with the next iteration at the loop, N levels above. 


Example 11-23. Continuing at a higher loop level 


1 #!/bin/bash 
2 # The "continue N" command, continuing at the Nth level loop. 


3 

4 fOr CUES 3um Jo QUI. LL iw W # outer loop 

5 do 

6 echo; echo -n "Group Souter: " 

7 

8 # LE = XS ES 
9 foie immer aim dL 2 $9. 4 5 6 7 9 9 IQ s auee logi 

10 do 

d.i 


2 sse [D] wesine ae 7 Sus Spuren" = "xx: qT 

3 then 

14 continue 2 # Continue at loop on 2nd level, that is "outer loop". 
15 # Replace above line with a simple "continue" 
6 # to see normal loop behavior. 

7 agal 

18 

Lg Seino =i WSatininere UL — st 7 49 S. ILO) Galil aoe cxelewo win Aene IIE 
20 done 
2 # 
22 
23 done 
24 
25 echo; echo 
26 
27 # Exercise: 


28 # Come up with a meaningful use for "continue N" in a script. 
29, 
30 exit 0 


Example 11-24. Using continue N in an actual task 


Albert Reiner gives an example of how to use "continue N": 


Suppose I have a large number of jobs that need to be run, with 
+ any data that is to be treated in files of a given name pattern 
+ in a directory. There are several machines that access 
* this directory, and I want to distribute the work over these 
+ different boxen. 

Then I usually nohup something like the following on every box: 


Mop pop pppppogÀ: 
O (o 00 -1 O O1 i (). MN P O xo 0 -1 O O1 4 CQ I E 


while true 
do 
FOIE ig) Thi «35995 ^ 
do 
[ Vem! = VY So cars ] s. eremi 
beta=S{n#.iso. } 
[ -r .Iso.Sbeta | && continue 
[ -r .lock.$beta ] && sleep 10 && continue 
lockfile -r0 .lock.Sbeta || continue 
echo =n "Sbeta: " “date 
2T run-isotherm Sbeta 
22 date 
2:3 ls -alF .Tso.S$beta 
24 [ -r .Iso.$beta | && rm -f .lock.$beta 
DI continue 2 
26 done 
227) break 
28 done 
29 
30 exit 0 
Sil 


32 # The details, in particular the sleep N, are particular to my 
33 #+ application, but the general pattern is: 


34 

35 while true 

36 do 

S for job in {pattern} 

38 do 

ay) {job already done or running} && continue 


40 {mark job as running, do job, mark job as done} 


41 Comicimnws 2 


42 done 

43 break # Or something like ~sleep 600' to avoid termination. 

44 done 

45 

46 This way the script will stop only when there are no more jobs to do 
47 #+ (including jobs that were added during runtime). Through the use 

48 #+ of appropriate lockfiles it can be run on several machines 

49 #+ concurrently without duplication of calculations [which run a couple 
50 #+ of hours in my case, so I really want to avoid this]. Also, as search 
51 #+ always starts again from the beginning, one can encode priorities in 
52 #+ the file names. Of course, one could also do this without ‘continue 2', 
53 #+ but then one would have to actually check whether or not some job 

54 #+ was done (so that we should immediately look for the next job) or not 
55 #+ (in which case we terminate or sleep for a long time before checking 
56 #+ for a new job). 


The continue N construct is difficult to understand and tricky to use in any 
meaningful context. It is probably best avoided. 


Notes 


[1] These are shell builtins, whereas other loop commands, such as while and case, are keywords. 
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11.4. Testing and Branching 


The case and select constructs are technically not loops, since they do not iterate the execution of a code 


block. Like loop 
block. 


s, however, they direct program flow according to conditions at the top or bottom of the 


Controlling program flow in a code block 


case (in) / esac 


The case construct is the shell scripting analog to switch in C/C++. It permits branching to one of a 


number 
if/then/e 


of code blocks, depending on condition tests. It serves as a kind of shorthand for multiple 
Ise statements and is an appropriate tool for creating menus. 


case "$variable" in 


"Sconditionl") 


comma 


29 


nd... 


"$condition2" ) 


comma 


29 


esac 


nd... 


© Quoting the variables is not mandatory, since word splitting does not take 
place. 

0 Each test line ends with a right paren ). [1] 

9 Each condition block ends with a double semicolon ;;. 

9 If a condition tests true, then the associated commands execute and the case 
block terminates. 

9 The entire case block ends with an esac (case spelled backwards). 


Example 11-25. Using case 


1 #!/bin/bash 

2 4 Testing ranges of characters. 

3 

4 echo; echo "Hit a key, then hit return." 

5 read Keypress 

6 

7 case "SKeypress" in 

8 [[:lower:]] ) echo "Lowercase letter";; 

9 [[:upper:]] ) echo "Uppercase letter";; 
10 L0) 9 1 ) seine "iugum 
r * ) echo "Punctuation, whitespace, or other";; 
12 esac # Allows ranges of characters in [square brackets], 
1.3 #+ or POSIX ranges in [[double square brackets. 
14 
15 # In the first version of this example, 
16 #+ the tests for lowercase and uppercase characters were 
JL a Jer] amel [DEA 
18 # This no longer works in certain locales and/or Linux distros. 


19 
20 
Zale 
22 
23 
24 
25 
26 
27 
28 
29 


POSIX is more portable. 


Exercise: 


As the script stands, 


+ reports on each keystroke, 


it accepts a singl 
Change the script so it accepts repeated input, 


Thanks to Frank Wang for pointing this out. 


then terminates. 


keystroke, 


and terminates only when "X" is hit. 


Binat s 


enclose everything in a "while" loop. 


ex 


ie () 


Example 11-26. Creating menus using case 


(99) s dox, Gl dex GOS) [A (65 We) Co c] @) Gil de (63) [R3 [5 


47 


#!/bin/bash 
# Crude address database 
clear # Clear the screen. 
echo " Contact List" 
echo Pr 0 2 UE it Sy ARS Al Pah se res RT " 
echo "Choose one of the following persons:" 
echo 
echo "[E]vans, Roland" 
echo "[J]ones, Mildred" 
echo "[S]mith, Julie" 
echo "[Z]ane, Morris" 
echo 
read person 
case "$person" in 
# Note variable is quoted. 
"pn" | "o" ) 
# Accept upper or lowercase input. 
echo 
echo "Roland Evans" 
echo VASILE jm ilelsiyor DE 
echo "Hardscrabble, CO 80753" 
echo W305) 38 oe Aw 
eco “Y( SOS) 754—989 seo” 
echo "revans@zzy.net" 
echo "Business partner & old friend" 
Pr 
# Note double semicolon to terminate each option. 
gp | Poss ) 
echo 
echo "Mildred Jones" 
cechom WAS) m. TAB Stesp N9uo Jue 
echo "New York, NY 10009" 
echo: i212)" 533-231 4% 
echo "TM Bade hax” 
echo "milliej@loisaida.com" 
echo "Ex-girlfriend" 
echo "Birthday: Feb. 11" 
Pr 
# Add info for Smith & Zane later. 


49 EN) 


50 # Default option. 

Gl # Empty input (hitting RETURN) fits here, too. 
52 echo 

S9] echo "Not yet in database." 
54 P 

55 

56 esac 

57 

58 echo 

59 

60 # Exercise: 

Gil Xj SS 


62 # Change the script so it accepts multiple inputs, 

63 #+ instead of terminating after displaying just one address. 
64 

65 exit 0 


An exceptionally clever use of case involves testing for command-line parameters. 


1 #! /bin/bash 

2 

3 case WS sug 

4 "") echo "Usage: ${0##*/} <filename>"; exit $E PARAM;; 

5 No command-line parameters, 

6 or first parameter empty. 

7 4 Note that ${0##*/} is S${var##pattern} param substitution. 

8 Net result is $0. 

9 

0 —*) FILENAME-./$1;; # If filename passed as argument ($1) 
i qr Sleeucicsy Waitin ver Clasia, 

2 + replace it with ./$1 

3 + so further commands don't interpret it 
4 T ad ua COILS. 
15 
16 2) PEBENAVESSL p} # Otherwise, $1. 
17 esac 


Here is a more straightforward example of command-line parameter handling: 


1 #! /bin/bash 

2 

3 

A warte || Si see ( ly «clo # Until you run out of parameters 
5 Case Ue cba 

6 Ecce) 

7 # "-d" or "--debug" parameter? 

8 DEBUG-1 

9 Pi 

10 -epe-compb 

al CONFFILE-"$2" 

2 lestie) 

3 if [ ! -f SCONFFILE ]; then 

4 echo "Error: Supplied file doesn't exist!" 
5 exit $E CONFFILE # File not found error. 
6 FA 

7 Pi 

8 esac 

Ig) Snbtistate # Check next set of parameters. 
20 done 


24l 

22 # From Stefano Falsetto's "Log2Rot" script, 
28) Gir jouer, «gue. euis. Woe e loe acka 

24 # Used with permission. 


Example 11-27. Using command substitution to generate the case variable 


ss 
© Wey (or c jy Gal des mos [eS p 


S 
= 


ere 
Wn 


#!/bin/bash 
# case-cmd.sh: Using command substitution to generate a "case" variable. 


Case S ameli ) an 5 SW arcon ) returns Tacmins eicelnaeecie lies d 
# Equivalent to ‘uname -m' 


1386 ) echo "80386-based machine"; ; 
1486 ) echo "80486-based machine";; 
i586 ) echo "Pentium-based machine"; ; 
i686 ) echo "Pentium2+-based machine"; ; 
9s ) echo "Other type of machine";; 
esac 
ese 0) 


A case construct can filter strings for globbing patterns. 


Example 11-28. Simple string matching 


NPRPRPPRP PPP PY 
SCOMIDTUHRWNHFPOWOMIDGUARWNHE 


(RS) ISS) [ser TSS) [sey [m3 [e* 
=] ce», (Gal GS (9 fe» [23 


N 
œ 


CO CO CO CO CO CO CO CO CO Dd 
(ge) | @) (bap des 6) hy [3 S&S ve 


#!/bin/bash 
# match-string.sh: Simple string matching 
# Helne m "eee" GONE. 


match string () 

( RACE bise] mereh 

[ATCH=0 

E_NOMATCH=90 

PARAMS=2 # Function requires 2 arguments. 
E_BAD_PARAMS=91 


[ $4 -eq SPARAMS ] || return $E BAD PARAMS 


Case VSI ag 
WA) sasicuien SMCs P 


= ) return SE NOMATCH;; 
esac 
} 
a=one 
b=two 
c=three 
d=two 
match string $a wrong number of parameters 
acing S? Sil 
match string $a $b no match 
echo $? 90 
match string $b $d match 
echo $? 0 
exit 0 


Example 11-29. Checking for alphabetic input 


#!/bin/bash 
# isalpha.sh: Using a "case" structure to filter a string. 


SUCCI 
FAILUR 


ti 
n 
An 
ll 
i-em 


# Was FAILURE=-1, 
#+ but Bash no longer allows negative return value. 


isalpha () # Tests whether *first character* of input string is alphabetic. 
( 
sae [p o US" ] # No argument passed? 
then 
return SFAILURE 
ít 


case "SI" in 


Mop pop opp PPP PY 
O (o 0» -1 O Oi i5 (). M P O «o 0 -1 O O1 4 Q I E 


Lex-uumx—5]55)) weictiein SSUCCINSSs p. xp Wecalins voen a ileiciesie? 
* ) return S$FAILURE;; 
esac 
} # Compare this with "isalpha ()" function in C. 
ean 
22. eaae (0) # Tests whether *entire string* is alphabetic. 
2:925 
24 | Si exer db d |] pecura Sia ions, 
25 
26 case $1 in 
2 *['a-zA-Z]*|"") return SFAILURE;; 
28 S) retiri SAUCES A f. 
esac 
} 
teehee (0 # Tests whether *entire string* is numerical. 
{ # In other words, tests for integer variable. 
[ $# -eq 1 ] || return $FAILURE 


case $1 in 
w ELO- GI] HU teense SPALNE © 
^) eect SSUCCUSSs E 


CO CO CO CO CO CO CO CO CO CO Dd 
We) «eo O Gal des CU [oy [SY e) We) 


esac 


Bop 
I c 
~ 


check_var () # Front-end to isalpha (). 

{ 

if isalpha "Se@" 

then 

48 echo "\"S*\" begins with an alpha character." 
49 3f isalpa? UIS 


Bob am Pe 
YUAN OB WD 


50 then # No point in testing if first char is non-alpha. 
Sil eeno UNUS comtale (ouais aloha Characters, V 

52 else 

53} echo "\"S*\" contains at least one non-alpha character." 

54 dE aL 

55 else 

56 echo "\"S*\" begins with a non-alpha character." 

SJ # Also "non-alpha" if no argument passed. 

Oe) tal 

59 


60 echo 


select 


61 
62 
63 
64 
65 
66 
67 
68 
69 
70 
pat 
72 
WS 
74 
ES 
76 
ai 
78 
HE 
80 
81 
82 
93 
84 
85 
86 
87 
88 
89 
90 
gi 
92 
213) 
94 
95 
96 
97 
98 
9$; 
100 
LOI 
102 
LOS) 
104 
105 
106 


The select construct, adopted from the Korn Shell, is yet another tool for building menus. 


cigit check () 7 Eoww-ewel e aiselicaic o 
{ 
Lit aSchigaic "Su 
then 
Scho “\WSs\" exea emily (bna IO = Qjo” 
else 
echo "\"S*\" has at least one non-digit character." 
ial. 


echo 


a=23skidoo 

b=H311lo 

c--What? 

d-What? 

e-$ (echo $b) # Command substitution. 
f=AbcDef 

g=27234 

h=27a34 

i-27.34 


check var $a 
check var $b 
Check var Se 
check_var $d 
check var Se 
check_var $f 
check_var # No argument passed, so what happens? 
# 

digit check $g 
cigit check Ea 
cigit Claeeik Si 


exit 0 # Script improved by S.C. 


# Exercise: 


d uud er Lu 
# Write an 'isfloat ()' function that tests for floating point numbers. 
i; daBbeuE S. "se. desee. Cluyjoluesees Viscligaic (0). 


#+ but adds a test for a mandatory decimal point. 


select variable [in list] 


do 


command... 


break 


done 


This prompts the user to enter one of the choices presented in the variable list. Note that select uses 


the $PS3 prompt (#? ) by default, but this may be changed. 


Example 11-30. Creating menus using select 


Mop pop opp PPP PY 
O (o 00 1 O Oi i (0. NM IS. O xo 0 -1 O O1 4 CQ I9 E 


NNN PN 
ge (Gs) [se E 


#!/bin/bash 


PS3='Choose your favorite vegetable: ' # Sets the prompt string. 
# Otherwise it defaults to #? 


echo 


select vegetable in "beans" "carrots" "potatoes" "onions" "rutabagas" 
do 

echo 

echo "Your favorite veggie is $vegetable." 

echo "Yuck!" 

echo 

break # What happens if there is no 'break' here? 
done 


exit 


# Exercise: 


# Fix this script to accept user input not specified in 

#+ the "select" statement. 

# For example, if the user inputs "peas," 

#+ the script would respond "Sorry. That is not on the menu." 


Ifin list is omitted, then select uses the list of command line arguments ($0) passed to the script 
or the function containing the select construct. 


Compare this to the behavior of a 


for variable [in list] 


construct with the in list omitted. 


Example 11-31. Creating menus using select in a function 


Mop p opp p PPP PY 
O (o 00 1 O O1 i (). M P O xo 0 -1 O O1 4 CQ Io E 


NNN PN 
ge eS. Sy [4 


#!/bin/bash 
PS3='Choose your favorite vegetable: ' 
echo 


choice of() 
( 
select vegetabl 
# [in list] omitted, so 'select' uses arguments passed to function. 
do 
echo 
echo "Your favorite veggie is $vegetable." 
(exclexoy EUER 1 
echo 
break 
done 


) 


choice of beans rice carrots radishes rutabaga spinach 
# $1 $2 $3 $4 $5 $6 
# passed to choice_of() function 


exit 0 


See also Example 37-3. 


Notes 


[1] Pattern-match lines may also start with a ( left paren to give the layout a more structured appearance. 


L eass S eem ) am # S( arch ) returns machine architecture. 

2 ( 1386 ) echo "80386-based machine";; 

3 o i: 

4 ( 1486 ) echo "80486-based machine";; 

5 ( i586 ) echo "Pentium-based machine"; ; 

6 ( 1686 ) echo "Pentium2+—based machine"; ; 

7 ( * ) echo "Other type of machine";; 

8 esac 
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Chapter 12. Command Substitution 


Command substitution reassigns the output of a command [1] or even multiple commands; it literally plugs 
the command output into another context. [2] 


The classic form of command substitution uses backquotes C ..^). Commands within backquotes (backticks) 
generate command-line text. 


1 
2 


Script name-'basename $0 
echo "The name of this script is S$script name." 


The output of commands can be used as arguments to another command, to set a variable, and even for 
generating the argument list in a for loop. 


g 


(s; cp fexy (ap des (Gs) SS) [ Sy Wey Cer cp cx) (Ga de G3 JR» [S 


«o 


rm “cat filename” # "filename" contains a list of files to delete. 
# 

Ww So Co polars Owe trac Varco ligte too lome emro wulcinc seul. 

# Better is xargs rm —- < filename 

# ( -- covers those cases where "filename" begins with a "-" ) 


textfile listing-' ls *.txt' 
# Variable contains names of all *.txt files in current working directory. 
cho $textfile listing 


textfile listing2-S$(ls *.txt) # The alternative form of command substitution. 
cho $textfile listing2 
Same result. 


A possible problem with putting a list of files into a single string 
is that a newline may creep in. 


A safer way to assign a list of files to a parameter is with an array. 
shopt -s nullglob # If no match, filename expands to nothing. 
textfile listing-( *.txt ) 


Thenkss S.C. 


Command substitution invokes a subshell. 


® Command substitution may result in word splitting. 


1 COMMAND "echo a b` # 2 args: a and b 
2 

3 COMMAND Hecho a b^" arog: ab 

4 

5 COMMAND * echo” # no arg 

6 

7 COMMAND "'echo'" # one empty arg 

8 

E 
JL() 47 ‘Woeunks, So. 


Even when there is no word splitting, command substitution can remove trailing newlines. 


# cd ""pwd'" # This should always work. 
# However... 


mkdir 'dir with trailing newline 
' 


cd 'dir with trailing newline 
' 


Wey (eer s ren) (np des (63) jest [3 


10 cd ""pwd'"  # Error message: 
11 # bash: cd: /tmp/file with trailing newline: No such file or directory 
12 


13 «yel USEN # Works fine. 

14 

LS 

16 

iy 

18 

19 old_tty_setting=$(stty -g) # Save old terminal setting. 

20 echo "Hit a key " 

All Gib icanon -Eche # Disable "canonical" mode for terminal. 
22 # Also, disable *local* echo. 

23 key=$(dd bs-1 count-1 2» /dev/null) 4 Using 'dd' to get a keypress. 
2A gis polec (iw settime” # Restore old setting. 

25 echo "You hit S{#key} key." # S{#variable} = number of characters in $variable 
26 

27 Hit any key except RETURN, and the output is "You hit 1 key." 

28 SE IRWIN, uso] 3b "m Yow boie O likey.” 


29 The newline gets eaten in the command substitution. 
30 
31 #Code snippet by Stéphane Chazelas. 


d Using echo to output an unquoted variable set with command substitution removes trailing newlines 


characters from the output of the reassigned command(s). This can cause unpleasant surprises. 


Gir lisitimg=" lg =~ 
echo $dir listing # unquoted 


# Expecting a nicely ordered directory listing. 


+ 


However, what you get is: 
coral 3 -mw ew e= 1 lowe looo 310 Mey 1S I 7915 Js -ewn e= 1 aoza 
bozo Sil May 15 20557 t2.8la -emroxicox L bozo boza 217 Mer 5 2ls13 wi Sh 


+ 


# The newlines disappeared. 


PRR 
N P) O00 -10 O4 0 N p| 
+ 


13 ego WSclaie Ia sie aio! # quoted 

14 4 -rw-rw-r-- 1 bozo 30 Mew IS 17215 L tsa 
I5 ap rw rw JL Joxoyuo Sl May 1S 20857 12.sm 
16 i SWE dL boza Ally Mew 5 Zilgils wal. ela 


Command substitution even permits setting a variable to the contents of a file, using either redirection or the 
cat command. 


Cs) =] fy) (Out des jG) [m3 [5 


variablel= «filel' 
variable2= cat filez 


echo 


wE | 


See '"AweucibedodheL' ico Comcenes (us Wienke. 
gar "wecibedoie2 ro Gomeemes or Verla, 
This, however, forks a new process, 
+ so the line of cod xecutes slower than the above version. 


Se SE ESE 


Note that the variables may contain embedded whitespace, 
+ or even (horrors), control characters. 


It is not necessary to explicitly assign a variable. 


0^ S Uu # Echoes the script itself to stdout. 


Excerpts from system file, /etc/rc.d/rc.sysinit 
+ (on a Red Hat Linux installation) 


SH /CSSCKOOELOGMS ]p then 
fsckoptions-' cat /fsckoptions" 


(sS; cp xy (nl des (9 [S [jS €» wo 


N 
N 
+ 


As) AKE 


[ -e "/proc/ide/${disk[$device]}/media" ] ; then 
hdmedia= cat /proc/ide/${disk[$device] }/media~ 


[ | -a Yosemite | geep == P-E jy then 
Rtacg=" eat Proc Version | 


[ Susb = "I" ]; then 

sleep 5 

mouseoutput= cat /proc/bus/usb/devices 2>/dev/null|grep -E "^I.*Cls-03.*Prot-02"' 
kbdoutput-'cat /proc/bus/usb/devices 2>/dev/null|grep E "*I.*Cls=03.*Prot=01"" 


Do not set a variable to the contents of a /ong text file unless you have a very good reason for doing so. 
Do not set a variable to the contents of a binary file, even as a joke. 


Example 12-1. Stupid script tricks 


SOY O1 SOL INS ES 


8 

9 
10 
ibat 
112 
13 
14 
LS) 
16 
Ty 
18 
19 
20 
2 


#!/bin/bash 
iy SEWMOLE—SerMIjSeAceLeks Sls Donie Ey ELS ar Meme, BOIS. 
i; wom UU) Serio Tricka, Y volvre I - 


exit 99 ### Comment out this line if you dare. 

dangerous, variable-' cat /boot/vmlinuz^ # The compressed Linux kernel itself. 
echo "string-length of N$dangerous variable = $(4dangerous variable)" 
string-length of $dangerous variable - 794151 


(Newer kernels are bigger.) 
Does not give same count as 'wc -c /boot/vmlinuz'. 


echo "$dangerous variable" 
Domke ty icine!) Ie wwowllc! henc the Serene s 


The document author is aware of no useful applications for 
+ setting a variable to the contents of a binary file. 


exit 0 


Notice that a buffer overrun does not occur. This is one instance where an interpreted language, such as 


Bash, 


provides more protection from programmer mistakes than a compiled language. 


Command substitution permits setting a variable to the output of a loop. The key to this is grabbing the output 
of an echo command within the loop. 


Example 12-2. Generating a variable from a loop 


de (9 e» qp 


#!/bin/bash 
# csubloop.sh: Setting a variable to the output of a loop. 


vecia lels ror a aim X 2 $ 4 5 


5 Clo 
6 exeleo =i Un # The 'echo' command is critical 
7 done’ #+ to command substitution here. 
8 
9 echo "variablel = $variablel" # variablel = 12345 

10 

il 

12 i=0 

13 variable2= ‘while [ "$i" -1t 10 ] 

14 do 

15 SENO ia VEN # Again, the necessary 'echo'. 
16 dee Wak em bU # Increment. 

17 done’ 

18 

19 echo "variable2 = $variable2" # variable2 = 0123456789 

20 

21 # Demonstrates that it's possible to embed a loop 

22 #+ inside a variable declaration. 

28 

24 exit 0 


Command substitution makes it possible to extend the toolset available to Bash. It is simply a matter of 
writing a program or script that outputs to stdout (like a well-behaved UNIX tool should) and assigning 
that output to a variable. 


#include <stdio.h> 


ps mello; wori Y © program 


1l 
2 
3 
4 
5 xe. weed) 
6 ( 
7 permer Uiedlo. wore, Va" p 
8 return (0); 
g 
bash$ gcc -o hello hello.c 


1 #!/bin/bash 

2 # hello.sh 

3 

4 greeting-' ./hello^ 
5 echo $greeting 


bash$ sh hello.sh 
Hello, world. 


ə The $(...) form has superseded backticks for command substitution. 


Owicjouc=S (Geol =a /"S1U/e rale) # From "grp.sh" example. 


File contentsl-$(cat $filel) 
File contents2-$(«$file2) # Bash permits this also. 


The $(...) form of command substitution treats a double backslash in a different way than ^... 


i 
2 
3 # Setting a variable to the contents of a text file. 
4 
5 


bash$ echo ‘echo NV 


bash$ echo $(echo NX) 
N 


The $(...) form of command substitution permits nesting. [3] 


1 word_count=$( wc -w $(echo * | awk '(print $8}"') ) 


Or, for something a bit more elaborate . . . 


Example 12-3. Finding anagrams 


!/bin/bash 
agram2.sh 
Example of nested command substitution. 


Uses "anagram" utility 

+ that is part of the author's "yawl" word list package. 
http://ibiblio.org/pub/Linux/libs/yawl-0.3.2.tar.gz 
heto: //bash ceta, in/yawl-0. 3,2- cee e ey 


errererrrrrr rrr 
XO 00 1 OY O1 4 (0 I) LPS. O (o O0 1 OY O1 4 CO I2 HS 


E NOARGS-86 
E BADARG-87 
MINLEN=7 
ase [p cese USI oq 
then 
echo "Usage $0 LETTERSET" 
exit $E NOARGS # Script needs a command-line argument. 
elif [ ${#1} -lt SMINLEN ] 
then 
20 echo "Argument must have at least SMINLEN letters." 
2l exit $E BADARG 
22 EL 
2:9) 
24 
25 
ZEEE PER eMe T # Must have at least 7 letters. 
27 # 1234567 
28 Anagrams-( $(echo $(anagram $1 | grep SFILTER) ) ) 
29 4 S $( nested command sub. ) 
30 # ( array assignment ) 
31 
32 echo 


33 echo "S${#Anagrams[*]} 7+ letter anagrams found" 

34 echo 

35 echo ${Anagrams [0] } # First anagram. 

36 echo ${Anagrams[1] } # Second anagram. 

37 PECO: 

38 

39 # echo "S(Anagrams[*])" # To list all the anagrams in a single line 
40 

41 # Look ahead to the Arrays chapter for enlightenment on 

42 #+ what's going on here. 

43 

44 # See also the agram.sh script for an exercise in anagram finding. 
45 

46 exit $? 


Examples of command substitution in shell scripts: 


1. Example 11-8 
2. Example 11-27 
3. Example 9-16 


4. Example 16-3 
5. Example 16-22 
6. Example 16-17 
7. Example 16-54 
8. Example 11-14 
9. Example 11-11 
10. Example 16-32 
11. Example 20-8 
12. Example A-16 
13. Example 29-3 
14. Example 16-47 
15. Example 16-48 
16. Example 16-49 


Notes 


[1] For purposes of command substitution, a command may be an external system command, an internal 
scripting builtin, or even a script function. 


[2] Ina more technically correct sense, command substitution extracts the stdout of a command, then 
assigns it to a variable using the — operator. 


[3] In fact, nesting with backticks is also possible, but only by escaping the inner backticks, as John Default 


points out. 
1 word count-' wc w NV'echo * | awk '(print $8)'NV^ ^ 
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Chapter 13. Arithmetic Expansion 


Arithmetic expansion provides a powerful tool for performing (integer) arithmetic operations in scripts. 
Translating a string into a numerical expression is relatively straightforward using backticks, double 
parentheses, or let. 


Variations 
Arithmetic expansion with backticks (often used in conjunction with expr) 
1 z-expr $z + 3^ # The 'expr' command performs the expansion. 


Arithmetic expansion with double parentheses, and using let 
The use of backticks (backquotes) in arithmetic expansion has been superseded by double parentheses 


-- ((...)) and$((...)) -- and also by the very convenient let construction. 
dL 25 (E23) ) 
2 meg ( (ze) ) # Also correct. 
3 # Within double parentheses, 
4 #+ parameter dereferencing 
5 #+ is optional. 
6 
7 # S((EXPRESSION)) is arithmetic expansion. # Not to be confused with 
8 #+ command substitution. 
9 
10 
iit 
12 # You may also use operations within double parentheses without assignment. 
13 
14 n=0 
45 echo "n= Sm" # n= 0 
16 
17 CO t= ))) # Increment. 
19 4 (( Sm = 1 )) ne incorrect! 
19 echo "n = $n" #n=1 
20 
21. 
22 let z=z+3 
23 let "z += 3" # Quotes permit the use of spaces in variable assignment. 
24 # The 'let' operator actually performs arithmetic evaluation, 
25 #+ rather than expansion. 


Examples of arithmetic expansion in scripts: 


1. Example 16-9 
2. Example 11-15 
3. Example 27-1 
4. Example 27-11 
5. Example A-16 
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Chapter 14. Recess Time 


This bizarre little intermission gives the reader a chance to relax and maybe laugh a bit. 


Fellow Linux user, greetings! You are reading something which 
will bring you luck and good fortune. Just e-mail a copy of 

this document to 10 of your friends. Before making the copies, 
send a 100-line Bash script to the first person on the list 

at the bottom of this letter. Then delete their name and add 
yours to the bottom of the list. 


Don't break the chain! Make the copies within 48 hours. 
Wilfred P. of Brooklyn failed to send out his ten copies and 
woke the next morning to find his job description changed 

to "COBOL programmer." Howard L. of Newport News sent 
out his ten copies and within a month had enough hardware 
to build a 100-node Beowulf cluster dedicated to playing 
Tuxracer. Amelia V. of Chicago laughed at this letter 

and broke the chain. Shortly thereafter, a fire broke out 

in her terminal and she now spends her days writing 
documentation for MS Windows. 


Don't break the chain! Send out your ten copies today! 


Courtesy 'NIX "fortune cookies", with some alterations and many apologies 
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Part 4. Commands 


Mastering the commands on your Linux machine is an indispensable prelude to writing effective shell scripts. 
This section covers the following commands: 


e . (See also source) 

* àc 

* adduser 

* agett 

* agre 

* ar 

* arch 

eat 

e autoload 

e awk (See also Using awk for math operations) 

* badblocks 

* banner 

* basename 

* batch 

e bc 

e bg 

* bind 

e bison 

* builtin 

* bzgrep 

* bzip2 

* cal 

* caller 

* cat 
cd 
chattr 
chfn 
chgrp 
chkconfig 


e © © e 09 9 9 © 9 9 0 06 @ 
[el 
= 
o 
= 
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* compgen 
* complete 
* compress 
* coproc 


e cp 

* cpio 

* cron 

e crypt 

* csplit 

* cu 

e cut 

* date 

* dc 

e dd 

e debugfs 

* declare 

* depmod 

e df 

e dialog 

e diff 

e diff3 

e diffstat 

e dig 

e dirname 

e dirs 
disown 
dmesg 
doexec 
dos2unix 


e 
e 
e 
e 
e 
e 
e 
e 
e 
e 
e 
e 
e 
e 
e 
* exec 
* exit (Related topic: exit status) 
* expand 
e 
e. 
e. 
e. 
e. 
e. 
e 
e. 
e 
e. 
e. 
e. 
e. 
e. 
e. 


export 
expr 


factor 
false 
fdformat 
fdisk 


* free 

e fsck 

e ftp 

o fuser 

e cetfacl 

* getopt 

* getopts 

* cettext 

* cett 

e gnome-mount 
* grep 

* oroff 

* sroupmod 
* groups (Related topic: the SGROUPS variable) 
e gs 

* O71 

* halt 

* hash 

* hdparm 

* head 

* help 

* hexdump 
* host 

* hostid 

* hostname (Related topic: the SHOSTNAME variable) 
* hwclock 
e iconv 

* id (Related topic: the SUID variable) 
e ifconfi 

e info 

e infocm 

© init 

e insmod 

e install 

* ip 

* ipcalc 

e iptables 

e iwconfi 

e jobs 

e join 

e jot 

e kill 

e killall 

* last 

* lastcomm 
* lastlog 

e Idd 

e less 

e let 

e lex 

e lid 

* In 

* locate 

* lockfile 


* logger 

* logname 
* logout 

* logrotate 
* look 


* losetup 


e. 

els 

e Isdev 

e |smod 

e Isof 
lspci 
lsusb 
ltrace 

n 

lzcat 
lzma 
m4 
mail 
mailstats 


Ls 


E 


mesg 
mimencode 


mkbootdisk 
mkdir 
mkdosfs 

e mke2fs 

e mkfifo 

e mkisofs 

e mknod 

e mkswap 


e mktemp 
* mmencode 


* modinfo 
* modprobe 
* more 

* mount 

e msgfmt 
* mv 

* nc 

* netconfi 
* netstat 

* new 

* nice 
enl 

e nm 

* nma 


© © «e 0 9e 09 0e 09 9 0o € © 9 0o © 9 O OOo 
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* nohu 

* nslooku 
© objdum 
* od 

* openssl 
* passwd 
* paste 

e patch (Related topic: diff) 
* pathchk 
° pax 

* pgrep 

* pidof 

e ping 

* pkill 

* popd 
epr 

* printenv 
* printf 

* procinfo 
° ps 

* pstree 

e pix 

* pushd 

e pwd (Related topic: the $PWD variable) 
e. quota 

* rcp 

e rdev 

* rdist 
read 
readelf 
readlink 
readonly 
reboot 
recode 
renice 
reset 
resize 
restore 
rev 
rlogin 
rm 
rmdir 

* rmmod 
* route 

* rpm 

* rpm2cpio 
e rsh 

* rsync 

e runlevel 
* run-parts 
erx 

erz 

© sar 

e scp 


* script 

e sdiff 

* sed 

* seq 

* service 

* set 

* setfacl 

* setquota 

* setserial 

* setterm 

e shalsum 

e shar 

* shopt 

e shred 

e shutdown 

* size 

e skill 

* slee 

* slocate 

* snice 
sort 
source 


swapoff 
swapon 


tbl 
tcpdump 
tee 
telinit 

e telnet 

e Tex 

* texexec 

* time 

e times 

e tmpwatch 

e top 
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e touch 

e tput 

ou 

* traceroute 
e true 

e tset 

* (sort 

e ity 

e tune2fs 

e type 

* typeset 

e ulimit 

* umask 

* umount 

* uname 

* unarc 

* unarj 

* uncompress 
* unexpand 
* unig 

* units 

© unlzma 

* unrar 

* unset 


uudecode 
uuencode 
uux 
vacation 
vdir 
vmstat 


* whatis 


* xargs 
* xrandr 
© xz 

* yacc 
° yes 

* zcat 
e zdiff 
e zdum 
* 7egre 
e 7fere 
* zore 


e zip 
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Chapter 15. Internal Commands and Builtins 


A builtin is a command contained within the Bash tool set, literally built in. This is either for performance 
reasons -- builtins execute faster than external commands, which usually require forking off [1] a separate 
process -- or because a particular builtin needs direct access to the shell internals. 


When a command or the shell itself initiates (or spawns) a new subprocess to carry out a task, this is called 
forking. This new process is the child, and the process that forked it off is the parent. While the child 
process is doing its work, the parent process is still executing. 


Note that while a parent process gets the process ID of the child process, and can thus pass arguments to it, 
the reverse is not true. This can create problems that are subtle and hard to track down. 


Example 15-1. A script that spawns multiple instances of itself 


#!/bin/bash 
# spawn.sh 


PIDS-$(pidof sh $0) 4 Process IDs of the various instances of this script. 
P array-( $PIDS ) # Put them in an array (why?). 
echo SPIDS 4 Show process IDs of parent and child processes. 
let "instances = S(4P array[*]) - 1" # Count elements, less 1. 
# Why subtract 1? 
echo "Sinstances instance(s) of this script running." 
echo Est eoe echo 


sleep 1 # Wait. 
sh $0 # Play it again, Sam. 


exit 0 # Not necessary; script will never get to her 
# Why not? 


After exiting with a Ctl-C, 
+ do all the spawned instances of the script die? 
If so, why? 


JL 
2 
3 
4 
3 
6 
j 
8 
9 
10 
A 
12 
13 
14 
LS 
16 
17 
18 
19 
21 
21 
22 
23 


N N 
ow 


Be CAKSIUL MO 1E Luin tois series Tto ION 
It will eventually eat up too many system resources. 


URED 
si = re» 


Is having a script spawn multiple instances of itself 
+ an advisable scripting technique. 
Why or why not? 


WW N 
[—. &) «e 


Generally, a Bash builtin does not fork a subprocess when it executes within a script. An external system 
command or filter in a script usually will fork a subprocess. 


A builtin may be a synonym to a system command of the same name, but Bash reimplements it internally. For 
example, the Bash echo command is not the same as /bin/echo, although their behavior is almost 
identical. 


#!/bin/bash 


i 

2 

3 Gein "ume line wise thes WUexelmoNU tomate dor. U 

4 /bin/echo "This line uses the /bin/echo system command." 


A keyword is a reserved word, token or operator. Keywords have a special meaning to the shell, and indeed 
are the building blocks of the shell's syntax. As examples, for, while, do, and ! are keywords. Similar to a 
builtin, a keyword is hard-coded into Bash, but unlike a builtin, a keyword is not in itself a command, but a 


subunit of a command construct. |2] 
TO 


echo 
prints (to stdout) an expression or variable (see Example 4-1). 


1 echo Hello 
2 echo Sa 


An echo requires the -e option to print escaped characters. See Example 5-2. 


Normally, each echo command prints a terminal newline, but the —n option suppresses this. 


<p) An echo can be used to feed a sequence of commands down a pipe. 


1] 


i if echo YOWVNRY | Grap =G its # if [[ SVAR = *txt* 

2 then 

3 echo “SVAR contains the substring Sequence Yre YY 
4 de 


pe) An echo, in combination with command substitution can set a variable. 


a=`echo "HELLO" | tr A-Z a-z^ 


See also Example 16-22, Example 16-3, Example 16-47, and Example 16-48. 
Be aware that echo “command deletes any linefeeds that the output of command generates. 


The $IFS (internal field separator) variable normally contains Wn (linefeed) as one of its set of 
whitespace characters. Bash therefore splits the output of command at linefeeds into arguments to 


echo. Then echo outputs these arguments, separated by spaces. 


bash$ ls -1 /usr/share/apps/kjezz/sounds 


cue 3L roor COGE 1407 Nov 7 2000 reflect.au 
ZEW E a= dL root root 362 Nov 7 2000 seconds.au 


bash$ echo “1s -1 /usr/share/apps/kjezz/sounds' 


Total AO) crunk- il woogie wood VLG Now 7 2000 iwerleeie . au 


So, how can we embed a linefeed within an echoed character string? 


Embedding a linefeed? 
cho "Why doesn't this string \n split on two lines?" 
DOSSiN VIE Spa. 


ak OA 


E 


Let's try something else. 


HAHAH i 0 PN EP 


echo 


EW G E I xeexou root 


printf 


echo $"A line of text containing 

a linefeed." 

# Prints as two distinct lines (embedded linefeed). 
# But, is the "$" variable prefix really necessary? 


[Es 


e 


echo 


ceho Vimus striing splits 
on two lines." 
# No, the "S$" is not needed. 


(sy - exp (ab des (09. (3) [5 ce) Wer (ee) 


e 


echo 
cho Ww Ww 
echo 


NNN NN 
GS ey f O ol 


N 
od 


echo -n $"Another line of text containing 

a linefeed." 

# Prints as two distinct lines (embedded linefeed). 

# Even the -n option fails to suppress the linefeed her 


N 
[91] 


NO PN 
-] Oo 


N 
[o9] 


echo 
echo 
cho " " 
echo 
echo 


w w N 
i &5 «e 


Ww 
N 


# However, the following doesn't work as expected. 
# Why not? Hint: Assignment to a variable. 
stringl=$"Yet another line of text containing 

a linefeed (maybe)." 


CO CO CO CO CO CO CO 
«oO 00 —-1 OY O1 fw 


echo $stringl 

# Yet another line of text containing a linefeed (maybe). 
n As 

# Linefeed becomes a space. 


PP b amÉ uS us 
(pb dE (3. [R3 [9 c0» 


# Thanks, Steve Parker, for pointing this out. 


$^) This command is a shell builtin, and not the same as /bin/echo, although its 
behavior 1s similar. 


bash$ type -a echo 
echo is a shell builtin 
echo is /bin/echo 


The printf, formatted print, command is an enhanced echo. It is a limited variant of the C language 
printf () library function, and its syntax is somewhat different. 


printf format-string... parameter... 


This is the Bash builtin version of the /bin/printf or /usr/bin/printf command. See the 
printf manpage (of the system command) for in-depth coverage. 


® Older versions of Bash may not support printf. 


Example 15-2. printf in action 


read 


PRP 


PRP 
YADUOBRWNPFPOOMIDUGURWNHE 


Boa 
O Xo oo 


CO) CO NO PO P9 PO PO IND PO PD NH 
i= &) We) (Ge) <a) fen Wal des (3 Iss) [S 


WWWW CO CO CO CO 
Wo) (Qe sa) exp Gal de Gy) RO) 


op 
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#!/bin/bash 
# printf demo 


declare -r 
declare -r 


PI-3.14159265358979 
DecimalConstant-31373 


Messagel="Greetings," 


Message2="1 
echo 
joreatioiese WIP. 


echo 
prioci WIES 


aguciclall sine, 


# Read-only variable, i.e., a constant. 


io 2 cecimal places = Si ,.2ic Sir 


to 9 decimal places = $1.9f" SPI # It even rounds off correctly. 


jotne Y Vai” 


+ 


Prints a line feed, 
# Equivalent to 'echo' 


printf "Constant = \t%d\n" $DecimalConstant # Inserts tab (Nt). 


printf "£s $s \n" $Messagel $Message2 


echo 


# 


5 Saimlecieim OF © PUTEO, 


GYOIEIIMEIE (o 


# Loading a variable with a formatted string. 


echo 


Da LSS (owner VSI, zs qeu) 
echo "Pi te 12 decimal places = $P12" # Roundoff error! 


Msg= printf "£s %s \n" $Messagel SMessage2~ 


echo $Msg; 


echo $Msg 


# As it happens, the 'sprintf' function can now be accessed 
#+ as a loadable module to Bash, 
#+ but this is not portable. 


ewe d) 


Formatting error messages is a useful application of printf 


[Eh 
© We) OO zu ny Gal de» CH [ES | 


fies 
[n 


PRR 
Dm WN 


LS 


# Formats positional params passed, and sends them to stderr. 


exu fS Cem" exl te Ge" 


E BADDIR-85 
var-nonexistent directory 
error() 
( 
primet MSE" Sez 
echo 
exit SE_BADDIR 
} 
cel Svar || || 
# tasik, SoC, 


See also Example 36-17. 


" Svar" 


"Reads" the value of a variable from st din, that is, interactively fetches input from the keyboard. 
The —a option lets read get array variables (see Example 27-6). 


Example 15-3. Variable assignment, using read 


!/bin/bash 
"Reading" variables. 


cho -n "Enter the value of variable 'varl': " 
The -n option to echo suppresses newline. 


read varl 
Note no '$' in front of varl, since it is being set. 


echo "varl = $varl" 


echo 


# A single 'read' statement can set multiple variables. 
cho -n "Enter the values of variables 'var2' and 'var3' " 


cho -n "(separated by a space or tab): " 
read var2 var3 
echo "var2 = Svar2 var3 = Svar3" 


NPRPRPP PPP PP 
COMIDTDHRWNHHEHOWOMIRDUARWNE 


# If you input only one value, 
#+ the other variable(s) will remain unset (null). 


NNN 
w N e 


exit 0 


A read without an associated variable assigns its input to the dedicated variable $REPLY. 


Example 15-4. What happens when read has no variable 


#!/bin/bash 
# read-novar.sh 


echo 


# d 
echo -n "Enter a value: " 

read var 

echo n Marea) U = UJ isses Ud " 


# Everything as expected here. 
# 

echo 
# T 
echo -n "Enter another value: " 
read # No variable supplied for 'read', therefore... 

#+ Input to 'read' assigned to default variable, SREPLY. 
var="SREPLY" 


NPRPRPP RPP PPP 
O (o 0» 1 O Ui i& (). M PS. O «o 0 -1 O O1 i Q I E 
se 


echo Bs pare = U Severa Ul " 
# This is equivalent to the first code block. 


N N 
N he 
=+ 
E 


25 

24 echo 

25 echo ™ n 

26 echo 

2 

28 

29 # This example is similar to the "reply.sh" script. 
30 4$ However, this one shows that SREPLY is available 


St 
32 
33 
34 
35 
36 
3 
38 
39 
40 
41 
42 
43 
44 
45 
46 
47 
48 
49 


#+ even after a 'read' to a variable in the conventional way. 


# In some instances, you might wish to discard the first value read. 
# In such cases, simply ignore the SREPLY variable. 


( 4 Code block. 
read # Line 1, to be discarded. 
read line2 # Line 2, saved in variable. 
) «$0 
Sle Vain 2) Oi ielaus sera ies 
echo "Sline2" # # read-novar.sh 
echo # #!/bin/bash line discarded. 
# See also the soundcard-on.sh script. 


eve O 


Normally, inputting a \ suppresses a newline during input to a read. The -r option causes an 
inputted \ to be interpreted literally. 


Example 15-5. Multi-line input to read 


NPRPRPRPRP PPP PY 
O (o 00 -1 O Oi i$ (). NM. IS. O xo 0 -1 O O1 i CQ I ES 


ISS) (sS SY [3X Ther Iss) eo) 
s cexy (a) des (e» [es (5 


N 
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#!/bin/bash 


echo 


echo "Enter a string terminated by a \\, then press <ENTER>." 
echo "Then, enter a second string (no \\ this time), and again press <ENTER>." 


# The "\" suppresses the newline, when reading $varl. 
# Eest Lins X 
# second line 


read varl 


echo "varl = $varl" 
# varl = first line second line 


# For each line terminated by a "\" 
#+ you get a prompt on the next line to continue feeding characters into varl. 


echo; echo 


echo "Enter another string terminated by a \\ , then press <ENTER>." 


read -r var2 # The -r option causes the "\" to be read literally. 
# fies lime \ 

echo "var2 = $var2" 

# var2 = first line \ 

# Data entry terminates with the first <ENTER>. 


echo 


exalic (0) 


The read command has some interesting options that permit echoing a prompt and even reading 
keystrokes without hitting ENTER. 


1 # Read a keypress without hitting ENTER. 

2 

3 read -s -nl -p "Hit a key " keypress 

4 echo; echo "Keypress was "\"Skeypress\""." 

5 

6 => option means do not echo input. 

7 -n N option means accept only N characters of input. 

8 -p option means echo the following prompt before reading input. 

9 
10 Using these options is tricky, since they need to be in the correct order. 

The -n option to read also allows detection of the arrow keys and certain of the other unusual keys. 


Example 15-6. Detecting the arrow keys 


#!/bin/bash 
# arrow-detect.sh: Detects the arrow keys, and a few more. 
# Thank you, Sandro Magi, for showing me how. 


# 
# Character codes generated by the keypresses. 
arrowup='\[A' 

arrowdown='\[B' 

arrowct=" C" 

arrowleft='\[D' 

diagewice="\ [LZ " 

delete='\[3' 


SUCCESS—0 
OTHER=65 


Glove, =i Wiis a Key oo  U 
# May need to also press ENTER if a key not listed above pressed. 


NPRPRPPRPP PPE 
SCOMIDTDHRWNHHFOWOMAIDGURWNE 


exit SSUCCESS 
i aL 


read -n3 key # Read 3 characters. 
23 
22 echo -n "Skey" | grep "Sarrowup" #Check if character code detected. 
23 ss || WS?9w ee SSUOONSS | 
24 then 
25 echo "Up-arrow key pressed." 
26 exit $SUCCESS 
2 Seal, 
28 
29 echo -n "Skey" | grep "Sarrowdown" 
30 asf [ "S9w eg SSUCCHSSS | 
31 then 
32 echo "Down-arrow key pressed." 
33 exit $SUCCESS 
3A Pi 
35 
36 echo -n "Skey" | grep "Sarrowrt" 
Sy ane | VSev ee SSUCOHNSS | 
38 then 
39 echo "Right-arrow key pressed." 
40 exit $SUCCESS 
Ad dex 
42 
43 echo -n "Skey" | grep "Sarrowleft" 
44 sx [ "$9" es SSUCCHSS ] 
45 then 
46 echo "Left-arrow key pressed." 
47 
48 


49 


50 echo -n "Skey" | grep "Sinsert" 
Gil atic | VSO" eer SSUCCESS | 

52 then 

53 echo "\"Insert\" key pressed." 


54 exit SSUCCESS 


$5 tu 

56 

57 exeo =a "Sikew" | greo "Selelss" 
5g sx | US9" es SSUCCESS ] 

59 then 

60 echo "\"Delete\" key pressed." 


61 exit $SUCCESS 

(92) dra 

63 

64 

65 echo " Some other key pressed." 
66 

67 exit SOTHER 

68 
69 # 
70 
71 # Mark Alexander came up with a simplified 
72 #+ version of the above script (Thank you!). 
73 # It eliminates the need for grep. 

74 

75 #!/bin/bash 

76 

73] uparrow-$'Nx1lb[A' 

78 downarrow-$'Nxlb[B' 

7g) leftarrow=$'\x1lb[D' 

80 rightarrow=$'\xl1b[C' 


81 

82 read -s -n3 -p "Hit an arrow key: " x 
83 

84 Gage "pU shin 

85 Suparrow) 

86 echo "You pressed up-arrow" 
87 p 

88 $downarrow) 

39) echo "You pressed down-arrow" 
90 8$ 

Sil Sleftarrow) 

92 echo "You pressed left-arrow" 
93 BE 

94 Srightarrow) 

925 echo "You pressed right-arrow" 
96 PE 

Oe. esac 

98 

90 cua GE 
100 
101 # 
LOZ 


103 # Antonio Macchi has a simpler alternativ 
104 
105 #!/bin/bash 


106 

107 while true 

108 do 

199 read -snl a 

LO Test WV" == "exe ia AS I xxu: 
TETTE read -sni a 

JE test "$a" == "[" || continue 


LES read -snl a 
114 Calsemt Sad ITI 


115 A) echo "up" 


JENG B) echo “down”: >? 

1317) (2)  eemo "seigiEU s P 

ils D) echo “befti™s; 

119 esac 

120 done 

1271 

122 # # 
11229] 

124 4 Exercise: 

125 gj —u————— 


126 # 1) Add detection of the "Home," "End," "PgUp," and "PgDn" keys. 


H) The -n option to read will not detect the ENTER (newline) key. 


The -t option to read permits timed input (see Example 9-4 and Example A-41). 


The —u option takes the file descriptor of the target file. 


The read command may also "read" its variable value from a file redirected to st din. If the file 
contains more than one line, only the first line is assigned to the variable. If read has more than one 
parameter, then each of these variables gets assigned a successive whitespace-delineated string. 
Caution! 


Example 15-7. Using read with file redirection 


#!/bin/bash 


read varl «data-file 
exeo. "wel = Seed 
# varl set to the entire first line of the input file "data-file" 


read var2 var3 «data-file 

echo "var2 = Svar2 vars = Svar3" 

# Note non-intuitive behavior of "read" here. 

1) Rewinds back to the beginning of input file. 

2) Each variable is now set to a corresponding string, 
separated by whitespace, rather than to an entire line of text. 

3) The final variable gets the remainder of the line. 

4) If there are more variables to be set than whitespace-terminated strings 
on the first line of the file, then th xcess variables remain empty. 


A 


m oH 


Ge 


Se SE che che cod 


(= [s 
=] ep) (wp des (93. [> [9 ee) We) (ex c ey (nl gEx (es) [sy [5 


chow 


# How to resolve the above problem with a loop: 
while read line 
do 
echomclemda 
done <data-file 
# Thanks, Heiner Steven for pointing this out. 


fo) TS) [R3 [RS d gu 
(esr I) [= Ct» (er (O9 


N N 
ow 


em W 


Ny PN 
-] O0 


N 
[99] 


# Use SIFS (Internal Field Separator variable) to split a line of input to 
# "read", if you do not want the default to be whitespace. 


CO CO hO 
i &9 Ge 


@elme Hile (oue ciL wisercss v 
OIFS-SIFS; IFS-: # /etc/passwd uses ":" for field separator. 
while read name passwd uid gid fullname ignore 


w w 
Wh 


34 
39 
36 
S 
38 
3$ 
40 
41 
42 
43 
44 
45 
46 
47 
48 
49 
50 
Sil 
52 
33) 
54 
55 
56 
57 


do 
ec 

done 

IFS- 


# This code snippet also by Heiner Steven. 


ho "Sname ($fullname)" 
«/etc/passwd 4 I/Q redirection, 


SOIFS # Restore original SIFS. 


# Setting the SIFS variable within the loop itself 


#+ eliminates the need for storing the original SIFS 


#+ in a temporary variable. 

# Thanks, Dim Segebart, for pointing this out. 
eho V 

echo WibsbenE (xb ciil Users 

while IFS=: read name passwd uid gid fullname ignore 

do 
echo "Sname ($fullname)" 

done </etc/passwd # I/O redirection. 

echo 

echo UNXSTES still Sing” 

exit 0 


Piping output to a read, using echo to set variables will fail. 


Yet, piping the output of cat seems to work. 


OTe GO Nl ESX 


cat filel file2 | 
while read line 
do 

echo Sline 

done 


However, as Bjón Eriksson shows: 


Example 15-8. Problems reading from a pipe 


PRPRPPPRPRPRPHP EB 
XO 00 —1 O)| O1 45 (0 [I9 LB. O io 0 1 O) O1 4 CQ) I9 H2 


N N 
[— 6») 


#!/bin/sh 
# readpipe.sh 
# This example contributed by Bjon 


### shopt -s lastpipe 


last-" (null)" 
ere SO || 
while read line 
do 
eccle WAS iain} 
last=Sline 
done 


echo 


echo "++++++++++++++++++++++" 
aeai mei HATA cone, lasts Silage ys 


exar (0 4 amel OF COCE: 


# 


Eriksson. 


The output of this line 


#+ changes if you uncomment line 5. 


# 


(Bash, 


version 


g 


4.2 required.) 


p w (eie) ütte Gu sess follows. 


23 # The 'echo' supplies extra brackets. 
24 

25 AEE TETE AE HE HE TE FE HE HE TE AE FE ERE EERE EE HEH EE EEE RE EE HHH 
26 

27 ./readpipe.sh 

28 


29 {#!/bin/sh} 

30 {last="(null)"} 
31 fear SO |} 

32 {while read line} 
33 {do} 

34 {echo "{S$line}"} 
35 {last=Sline} 


36 {done} 

37 iwi Yili come, llasicg lasen”) 
38 

39) 

40 All done, last: (null) 

41 


42 The variable (last) is set within the loop/subshell 
43 but its value does not persist outside the loop. 


The gendiff script, usually found in /usr/bin on many Linux distros, pipes the output of 
find to a while read construct. 


dL eine Si \( -mame YSZ” -o -mane "SA" Y) -prime | 
2 while read f; do 
3) 
It is possible to paste text into the input field of a read (but not multiple lines!). See 


Example A-38. 


— 


Filesystem 


cd 
The familiar cd change directory command finds use in scripts where execution of a command 
requires being in a specified directory. 


i (eel /soumes/chinsecromy G& war gus = s ) | (lec /clesie/climectomy && eus govi ~) 
[from the previously cited example by Alan Cox] 


The -P (physical) option to cd causes it to ignore symbolic links. 


cd - changes to SOLDPWD, the previous working directory. 


The ed command does not function as expected when presented with two forward 
slashes. 


bash$ ed // 
bash$ pwd 
Hil 


The output should, of course, be /. This is a problem both from the command-line and 
in a script. 
pwd 
Print Working Directory. This gives the user's (or script's) current directory (see Example 15-9). The 
effect is identical to reading the value of the builtin variable SPWD. 


pushd, popd, dirs 


This command set is a mechanism for bookmarking working directories, a means of moving back and 
forth through directories in an orderly manner. A pushdown stack is used to keep track of directory 
names. Options allow various manipulations of the directory stack. 


pushd dir-name pushes the path di r-name onto the directory stack (to the top of the stack) and 
simultaneously changes the current working directory to di r-name 


popd removes (pops) the top directory path name off the directory stack and simultaneously changes 
the current working directory to the directory now at the top of the stack. 


dirs lists the contents of the directory stack (compare this with the SDIRSTACK variable). A 
successful pushd or popd will automatically invoke dirs. 


Scripts that require various changes to the current working directory without hard-coding the 
directory name changes can make good use of these commands. Note that the implicit SDIRSTACK 
array variable, accessible from within a script, holds the contents of the directory stack. 


Example 15-9. Changing the current working directory 


#!/bin/bash 


dirl-/usr/local 
dir2-/var/spool 


pushd $dirl 
# Will do an automatic 'dirs' (list directory stack to stdout). 
echo "Now in directory '"pwd'." # Uses back-quoted 'pwd'. 


# Now, do some stuff in directory 'dirl'. 
pushd $dir2 
echo "Now in directory "pwd'." 


# Now, do some stuff in directory 'dir2'. 

echo "The top entry in the DIRSTACK array is $DIRSTACK." 
popd 

echo "Now back in directory '"pwd'." 


# Now, do some more stuff in directory 'dirl'. 
popd 


NPRPRPPRP PPP PY 
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21 echo "Now back in original working directory '"pwd'." 

22 

23 exit 0 

24 

25 4 What happens if you don't 'popd' then exit the script? 


26 4 Which directory do you end up in? Why? 


Variables 


let 


The let command carries out arithmetic operations on variables. [3] In many cases, it functions as a 
less complex version of expr. 


Example 15-10. Letting /et do arithmetic. 


1 #!/bin/bash 
2 
3 echo 
4 
5 let a=11 Same as 'a-11' 
6 let a=at+5 Equivalent to let "a=a 
7 (Double quotes and spaces 
secho Wi 5 = sat 16 
9 
Jb) düexg Wa ee Bil! Equivalent to let "a=a 
li echo Yisa" (S16) left-shifted 3 places = Sa" 
12 128 
43 
14 let "a /= 4" Equivalent to let "a=a 
i5 echo UIi29 / 4 = Sa" 32 
LG 
dy dleie Wey ——. S Equivalent to let "a=a 
ie} echo US = 5 = Se 2:7) 
19 
FAQ Jiewe Wei te UU Equivalent to let "a=a 
Zl eine U 2) s ag = Sg 270 
BE 
Zo lee Wa o— oi Equivalent to let "a=a 
24 echo "270 modulo 8 = Sa (270 / 8 = 33, iveumscumel 
25 6 
26 
2 
28 # Does "let" permit C-style operators? 
29 4 Yes, just as the (( )) double-parentheses 
30 
31 let at+ # C-style (post) increment. 
32 echo “Grr = Sa # 6++ = 7 
33 lee a~ # C-style decrement. 
34 echo “== = Sal! # 7-- = 6 
35 # Of course, tta, etc., also allowed 
36 echo 
E 
3 
39 4 Trinary operator. 
40 
41 # Note that $a is 6, see above. 
(Ve kere Wit seq TEE # True 
43 echo St #7 
44 
45 let a++ 
dice Geter ieee # False 
47 echo $t # Li 
48 
49 exit 


+ 5" 
make it more readable.) 


aa u 


* 107 


oe 


g" 
e 89)" 


construct does. 


® The /et command can, in certain contexts, return a surprising exit status. 


1 # Evgeniy Ivanov points out: 
2 

3 var=0 

4 echo $? # 0 

5 # As expected. 

6 

7 let var++ 

8 echo $? # 1 

9 # The command was successful, 
10 # Anomaly! 
ial 


so why isn't $?-0 ??? 


eval 


12 let var+t+ 

1g echo SP # 0 

14 # As expected. 

15 

16 

17 # Likewise 

18 

19 let var=0 

29) Eielae) SP # 1 

zl # The command was successful, so why isn't $?-0 ??? 
22 

23 4 However, as Jeff Gorak points out, 

24 #+ this is part of the design spec for 'let' 

25 4$ "If the last ARG evaluates to 0, let returns 1; 
26 # let returns 0 otherwise." ['help let'] 


eval argl [arg2] ... [argN] 


Combines the arguments in an expression or list of expressions and evaluates them. Any variables 
within the expression are expanded. The net result is to convert a string into a command. 


į ) The eval command can be used for code generation from the command-line or 
within a script. 


bash$ command string-"ps ax" 
bash$ process-"ps ax" 


bash$ eval "$command string" | grep "Sprocess" 
29973 PESI RE 0300 epea -00l jos} six 
26974 pts/3 R+ 0:00 ps ax 


Each invocation of eval forces a re-evaluation of its arguments. 


1 a='Sb' 

2 b="Sce! 

3 (exl 

4 

5 eche Sa # $b 

6 # First level. 
7 eval echo $a # $c 

8 # Second level. 
9 eval eval echo $a dd 
10 # Third level. 
Ti 


12 # Thank you, E. Choroba. 


Example 15-11. Showing the effect of eval 


#!/bin/bash 
# Exercising "eval" 


y= eval Jug =~ <z Simullese qo y= ies =i 

ho Sy #+ but linefeeds removed because "echoed" variable is unquoted. 
echo 

exelmg) Ug #  Linefeeds preserved when variable is quoted. 


(o9) s iex, Gl des Go WS) [3 
oO 
a 


9 echo; echo 
10 
11 y2' eval df^ # Similar to y=`df` 
12 echo $y #+ but linefeeds removed. 


14 # When LF's not preserved, it may make it easier to parse output, 
15 #+ using utilities such as "awk". 


Ly cxelmo 
Le. ele. Ul " 
19 echo 


21 eval "seq 3 | sed -e 's/.*/echo var&=ABCDEFGHIJ/'*" 
22 # varl-ABCDEFGHIJ 
23 # var2-ABCDEFGHIJ 
24 4$ var3-ABCDEFGHIJ 


25 

26 echo 

2] @@lavoy |! i 
28 echo 

29 

31g) 


31 # Now, showing how to do something useful with "eval" 
BA 5; (Qunsveueds Sox, ia Cnoc) 


33 

34 version=3.4 # Can we split the version into major and minor 

SS #+ part in one command? 

36 eelao Weiessiom = Sess 

37 eval major-$[(version/./;minor-) # Replaces '.' in version by ';minor-' 
38 # The substitution yields '3; minor=4' 
I) #+ so eval does minor-4, major=3 

40 echo Major: $major, minor: $minor # Major: 3, minor: 4 


Example 15-12. Using eval to select among variables 


#!/bin/bash 
# arr-choice.sh 


# Passing arguments to a function to select 
#+ one particular variable out of a group. 


eset ALO) akg alee <a} iL, ale) Y 
euciela 0T ZU 222 sy ay NS) ) 
arro 30) 917 32 S3 34 95 ) 
# (). wh x x wA 35 Element number (zero-indexed) 


choose array () 


{ 


eval array_member=\${arr${array_number} [element_number] } 


i ^ A^A^A^A^A^AAAAAAA^A 


# Using eval to construct the name of a variable, 
#+ in this particular case, an array name. 


Mop pop opp pppÀpGÀG: 
O (o 0» 1 O Oi i (). M PB. O xo 0 - O O1 4 CQ I 


echo "Element $element number of array $array number is S$array member" 


21 } # Function can be rewritten to take parameters. 
22, 

23 array number-0 TSt Array 

24 element_number=3 

25 choose_array es 

26 

27 array_number=2 Third array. 

28 element_number=4 

29 choose_array 34 

30 

31 array_number=3 Null array (arr3 not allocated). 


312 
ES 
34 
39 


element number-4 


choose . 


# Thank 


array # 


you, Antonio Macchi, 


Ups 


ROR E 


ointing this out. 


Example 15-13. Echoing the command-line parameters 


(eo) p toy) Gri de GY) [M [2 (03 9) (eer SS) (ex) (ap dem (3) WS) [E 


#!/bin/ 
# echo- 


bash 
params.sh 


# Call this script with a few command-line parameters. 


# For example: 
# sh echo-params.sh first second third fourth fifth 
params=S# # Number of command-line parameters. 
param=1 # Start at first command-line param. 
wails || Wiesen -lè "enses" |] 
do 
echo -n "Command-line parameter " 
echo -n \S$Sparam Gives only the *name* of variable. 
# SES Si, S2, SS, GEC. 
Why? 
XS eseepes the first Ug" 
+ so it echoes literally, 
+ and $param dereferences "Sparam" 
ap as expected. 
echos- N =N 
eval echo \$$param Gives the *value* of variable. 


^^^ 


+ 


The "eva 


GE \SS 


1" forces the *evaluation* 


+ as an indirect variable reference. 


On to the next. 


$ sh echo-params.sh first second third fourth fifth 


Command 
Command 
Command 
Command 
Command 


line parameter $1 = first 
line parameter $2 = second 
line parameter $3 = third 
line parameter $4 = fourth 
line parameter $5 = fifth 


Example 15-14. Forcing a log-off 


(S) or fes) .—p exp Gal dem. GO) [553 45. 


[n 


Asia 


SERPORT 


bash 


=ttys3 


For dialup connection, 


ial IL AL stave} jsyos) TO orcs a Joy —eiEIE - 


of course. 


Depending on the hardwar 
+ the modem port on your machin 
+ /dev/ttySl or /dev/ttyS2. 


and 


Script should be run as root user. 


ven the kernel version, 


may be different 


Ge 


leat Liljeysj=VYErveul kill —9 “jas eee || avs "Jp 1 prine Sil pv 
# process ID o [pip ————-——- 
Skillppp # This variable is now a command. 


PPP PE + H 
OIAROKRWNHE 


19 # The following operations must be done as root user. 

20 

21 chmod 666 /dev/SSERPORT # Restore r+tw permissions, or else what? 

22 # Since doing a SIGKILL on ppp changed the permissions on the serial port, 


23 #+ we restore permissions to previous state. 

24 

25 rm /var/lock/LCK..$SERPORT # Remove the serial port lock file. Why? 
26 

27 exii GE 

28 

29 4 Exercises: 

30 dy ce 

31 4 1) Have script check whether root user is invoking it. 

32 4 2) Do a check on whether the process to be killed 

33 #+ is actually running before attempting to kill it. 

34 # 3) Write an alternate version of this script based on 'fuser': 
35 #+ if | fuser -s /dev/modem ]; then 


Example 15-15. A version of rot13 


1 #!/bin/bash 

2 # A version of "rot13" using 'eval'. 

3 4 Compare to "rot13.sh" example. 

4 

I5. (exe ron O 4 "rot13" scrambling 

S 1 

7 local varname-$1 varvalue-$2 

8 eval $varname-'$(echo "S$varvalue" | tr a-z n-za-m)' 

$9 ph 

10 

JEJE 

I2 setyo segue L5 were Wirooloeie! iv Rum “t@ologie! trowch EO LS. 
13 echo Svar # sbbone 

14 

15 setvar cor 1593 vat “Sivan! # Run "sbbone" through rot13. 
16 # Back to original variable. 
17 echo $var # foobar 

18 

19 # This example by Stephane Chazelas. 


20 # Modified by document author. 


2:2 eie 0) 


Here is another example of using eval to evaluate a complex expression, this one from an earlier 
version of YongYe's Tetris game script. 


I eval sc NUS x} Sty) NI 
Example A-53 uses eval to convert array elements into a command list. 


The eval command occurs in the older version of indirect referencing. 


set 


1 eval var-N$$var 


į ) The eval command can be used to parameterize brace expansion. 


The eval command can be risky, and normally should be avoided when there exists a 
reasonable alternative. An eval SCOMMANDS executes the contents of COMMANDS, 
which may contain such unpleasant surprises as rm -rf *. Running an eval on 
unfamiliar code written by persons unknown is living dangerously. 


The set command changes the value of internal script variables/options. One use for this is to toggle 
option flags which help determine the behavior of the script. Another application for it is to reset the 
positional parameters that a script sees as the result of a command (set ^ command" ). The script 
can then parse the fields of the command output. 


Example 15-16. Using set with positional parameters 


#!/bin/bash 
# ex34.sh 
i espe "sei-tesnE" 


# Invoke this script with three command-line parameters, 


# for example, "sh ex34.sh one two three". 

echo 

echo "Positional parameters befor set \ uname -a\` :" 
echo "Command-line argument #1 = $1" 

echo "Command-line argument #2 = $2" 

echo "Command-line argument #3 = $3" 


set `unam a 4 Sets the positional parameters to the output 
# of the command “uname -a` 


NPRPRPPRP PPP PY 
O io 0» -1 O Oi i$ (0. M HP O «o 0 -1 O O1 4 CQ ID E 


echo 
echo +++++ 
echo $_ # +++++ 
All ap IMLS set aU: BOIL c 
22 Sele S= # hB 
23 # Anomalous behavior? 
24 echo 
BS) 
26 echo "Positional parameters after set N uname aN :" 
27 # Sil, S2, SS, See, relnicializsd to result Gt unanas =a” 
28 echo "Field #1 of 'uname -a' = $1" 
29 echo "Field 42 of 'uname -a' - $2" 
30 echo "Field 43 of 'uname -a' = $3" 
31 echo \#\#\# 
32 echo S_ dos 
33 echo 
34 
38 «E |) 


More fun with positional parameters. 


Example 15-17. Reversing the positional parameters 


1 #!/bin/bash 
2 # revposparams.sh: Reverse positional parameters. 


# Script by Dan Jacobson, with stylistic revisions by document 


Gen dy lo © y 


# S À Spaces escaped 

# aes Spaces not escaped 

OIFS=SIFS; IFS=:; 

# N Saving old IFS and setting new one. 
echo 


wnei || Si see 0 | 


do # Step through positional parameters. 
echo "### kO = "$k"" # Before 
k=$1:$k; # Append each pos param to loop variable. 
F ^ 
echo "### k = "Sk"" # After 
echo 
Sloat aie, 
done 


set Sk # Set new positional parameters. 


echo - 
echo $4 # Count of positional parameters. 
echo - 
echo 
iE@ie di i? Omice iclas Wain dixe Sere eine weueialolle == a == 
#+ to the positional parameters. 
do 
echo $i # Display new positional parameters. 
done 
IFS=SOIFS # Restore IFS. 


# Question: 

# Is it necessary to set an new IFS, internal field separator, 
#+ in order for this script to work properly? 

# What happens if you don't? Try it. 

# And, why use the new IFS & colon == im tine UJ. 

#+ to append to the loop variable? 

# What is the purpose of this? 


excite (0) 


$ ./revposparams.sh 


k0 = 
= als 
kO =ab 
ig = e i de) 
<0) — 1e ai 19) 
kmo se tab 
3 
de 
c 
a b 


author. 


unset 


Invoking set without any options or arguments simply lists all the environmental and other variables 
that have been initialized. 


bash$ set 
AUTHORCOPY=/home/bozo/posts 
BASH=/bin/bash 

BASH VERSION-$'2.05.8(1)-release' 


XAUTHORITY-/home/bozo/.Xauthority 
— e ecu oai 
variable22-abc 
variable23=xzy 


Using set with the —— option explicitly assigns the contents of a variable to the positional parameters. 
If no variable follows the —— it unsets the positional parameters. 


Example 15-18. Reassigning the positional parameters 


#!/bin/bash 
variable="one two three four five" 


set -- $variable 
# Sets positional parameters to the contents of "S$variable". 


first param-$1 

second param-$2 

Slates emat # Shift past first two positional params. 
a? Gig 2 also works. 

remaining params-"$*" 


echo 

echo "first parameter = $first param" # one 

echo "second parameter = $second param" two 

echo "remaining parameters = $remaining params" # three four five 


ww | (ex, Gr dew (G9) [3 [5 ce) wer (e) s (ex) (ap des tes) ey [3 
E 


[E d 


echo; echo 


B F} 
O we 


# Again. 

set -- $variable 

first_param=$1 

second_param=$2 

echo "first parameter = $first param" # one 
echo "second parameter = $second param" # two 


feo) TS) [ser [SX UDN 
su py) (Ox ges (93. [Sy (5 


N 
© 


# 


SSE == 
# Unsets positional parameters if no variable specified. 


w CO N 
s «e 


[99 
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first_param=$1 

second_param=$2 

echo "first parameter = $first_param" 
echo "second parameter = $second param" 


(null value) 


# 
# (null value) 


WWW CO CO CO 
coo —10» Oo Bf C) 


eee d) 


See also Example 11-2 and Example 16-56. 


The unset command deletes a shell variable, effectively setting it to null. Note that this command 
does not affect positional parameters. 


export 


bash$ unset PATH 
bash$ echo $PATH 


bash$ 


Example 15-19. "Unsetting" a variable 


1 #!/bin/bash 

2 4 unset.sh: Unsetting a variable. 

3 

4 variable-hello Ijglslie stella Aol, 

5 echo "variable = Svariable" 

6 

7 unset variable Unset. 

8 Im tis particullac (XE, 
9 + same effect as: variable- 
10 echo "(unset) variable = $variable" Suweuesuslole is ELI. 
LL 
U2 ae || —m “Swede” ] Try a string-length test. 
13 then 
14 echo "\Svariable has zero length." 
US ita 
16 
I7 es 0) 


=>) In most contexts, an undeclared variable and one that has been unset are equivalent. 
However, the ${parameter:-default} parameter substitution construct can distinguish 
between the two. 


The export [4] command makes available variables to all child processes of the running script or 
shell. One important use of the export command is in startup files, to initialize and make accessible 
environmental variables to subsequent user processes. 


d Unfortunately, there is no way to export variables back to the parent process, to the 
process that called or invoked the script or shell. 


Example 15-20. Using export to pass a variable to an embedded awk script 


1 #!/bin/bash 

2 

3 # Yet another version of the "column totaler" script (col-totaler.sh) 
4 #+ that adds up a specified column (of numbers) in the target file. 

5 # This uses the environment to pass a script variable to 'awk' 

6 #+ and places the awk script in a variable. 

7 

8 

9 ARGS=2 

10 E_WRONGARGS=85 

LL 

12 if [ $4 -ne "SARGS" ] 4 Check for proper number of command-line args. 
13 then 

14 echo "Usage: ~“basename $0' filename column-number" 

LS exit SE_WRONGARGS 

le ia 

L7 

18 filename=$1 


19 column number-$2 
20 


21 #===== Same as original script, up to this point =====# 


22 
23 export column number 

24 Export column number to environment, so 
225) 
26 
AT 


iE m avarlaale iow meicirieyal . 


28 awkscript-'( total += SENVIRON["column_number"] } 


29) WND 4| prime rore W" 


30 Yes, a variable can hold an awk script. 
Sil 

32 

313 Now, run the awk script. 

34 awk "Sawkscript" "$filename" 

35 

36 Thanks, Stephane Chazelas. 

37 

38 exit 0 


i ) It is possible to initialize and export variables in the 
varl-xxx. 


same operation, as in export 


However, as Greg Keraunen points out, in certain situations this may have a different 


effect than setting a variable, then exporting it. 


bash$ export var=(a b); echo $(var[0]) 
(a b) 


bash$ var=(a b); export var; echo ${var[0]} 


a 


°) A variable to be exported may require special treatment. See Example M-2. 


declare, typeset 


The declare and typeset commands specify and/or restrict properties of variables. 


readonly 


Same as declare -r, sets a variable as read-only, or, in effect, as a constant. Attempts to change the 
variable fail with an error message. This is the shell analog of the C language const type qualifier. 


getopts 


This powerful tool parses command-line arguments passed to the script. This is the Bash analog of the 
getopt external command and the getopt library function familiar to C programmers. It permits 
passing and concatenating multiple options [5] and associated arguments to a script (for example 


scriptname -abc -e /usr/local). 


The getopts construct uses two implicit variables. SOPT1 


[ND is the argument pointer (OPTion INDex) 


and SOPTARG (OPTion ARGument) the (optional) argument attached to an option. A colon following 
the option name in the declaration tags that option as having an associated argument. 


A getopts construct usually comes packaged in a while loop, which processes the options and 
arguments one at a time, then increments the implicit SOPTIND variable to point to the next. 


1. The arguments passed from the command-line to the script must be preceded 
by a dash (-). It is the prefixed - that lets getopts recognize command-line 


arguments as options. In fact, getopts will not process arguments without the 
prefixed -, and will terminate option processing at the first argument 
encountered lacking them. 

2. The getopts template differs slightly from the standard while loop, in that it 
lacks condition brackets. 

3. The getopts construct is a highly functional replacement for the traditional 
getopt external command. 


1 while getopts ":abcde:fg" Option 
2 4 Initial declaration. 
3 # a, b, c, d, e, f, and g are the options (flags) expected. 
4 4$ The : after option 'e' shows it will have an argument passed with it. 
5 do 
6 case SOption in 
7 a) # Do something with variable 'a'. 
8 b) # Do something with variable 'b'. 
E S 
10 e) 4 Do something with 'e', and also with SOPTARG, 
11 # which is the associated argument passed with option 'e'. 
2 B UD 
3 g ) # Do something with variable 'g'. 
14 esac 
15 done 
6 smire S( (SOP wu) = 35) 
7 # Move argument pointer to next. 
8 
9 # All this is not nearly as complicated as it looks <grin>. 


Example 15-21. Using getopts to read the options/arguments passed to a script 


1 #!/bin/bash 
2 ex33.sh: Exercising getopts and OPTIND 
3 Script modified 10/09/03 at the suggestion of Bill Gradwohl. 
4 
8) 
6 Here we observe how 'getopts' processes command-line arguments to script. 
3i The arguments are parsed as "options" (flags) and associated arguments. 
8 
9 Try invoking this script with: 
10 'scriptname -mn' 
JL 'scriptname -oq qOption' (qOption can be some arbitrary string.) 
42 'scriptname -qXXX -r' 
43 
14 'scriptname -gr' 
D te Unexpected result, takes "r" as the argument to option "q" 
16 'scriptname -q -r' 
17 #+ Unexpected result, same as above 
18 'scriptname -mnop -mnop' Unexpected result 
Lg (OPTIND is unreliable at stating where an option came from.) 
20) 
2l If an option expects an argument ("flag:"), then it will grab 
22 #+ whatever is next on the command-line. 
23 
24 NO ARGS-0 
25 E OPTERROR-85 
26 
27 if [ S# -eq "SNO ARGS" ] # Script invoked with no command-line args? 
28 then 
29 echo "Usage: 'basename $0` options (-mnopgrs)" 
30 exit $E OPTERROR # Exit and explain usage. 
Sil # Usage: scriptname -options 
32 # Note: dash (-) necessary 


33 
34 
35) 
36 
37 
38 
3$ 
40 
41 
42 
43 
44 
45 
46 
47 
48 
49 
50 
Syl 
52 
23) 
54 
55 
56 
57 
58 
59 
60 
61 
62 


fta 


while getopts ":mnopq:rs" Option 


do 
case SOption in 
m ) echo "Scenario #1: option -m- [OPTIND-$(OPTIND)]";; 
n | o ) echo "Scenario #2: option -S$Option- LO LINID=S TORTINO ] 9 P 
p ) echo "Scenario 43: option -p- [OPTIND-$(OPTIND)]";; 
q ) echo "Scenario #4: option -q-\ 
with argument \"SOPTARG\" [OPTIND=S$ {OPTIND}]";; 
# Note that option 'q' must have an associated argument, 
#+ otherwise it falls through to the default. 
ze | & ) Gelne Seu 758 cj: -—S(OJtEQi- n» 
* ) echo "Unimplemented option chosen.";; # Default. 
esac 
done 
glace S((SOLTIND = 3) 


# Decrements the argument pointer so it points to next argument. 
# $1 now references the first non-option item supplied on the command-line 
#+ if one exists. 


exu Sp 


# As Bill Gradwohl states, 

# "The getopts mechanism allows one to specify:  scriptname -mnop -mnop 
#+ but there is no reliable way to differentiate what came 

#+ from where by using OPTIND." 

# There are, however, workarounds. 


Script Behavior 


source, . (dot command) 
This command, when invoked from the command-line, executes a script. Within a script, a source 
file-name loads the file £11e-name. Sourcing a file (dot-command) imports code into the script, 
appending to the script (same effect as the #include directive in a C program). The net result is the 
same as if the "sourced" lines of code were physically present in the body of the script. This is useful 
in situations when multiple scripts use a common data file or function library. 


Example 15-22. "Including" a data file 


(se =] (exi (Out des (69) (m3) [5 cS Wer (e) c (ex; (nl des tes) deo» [5 


!/bin/bash 
Note that this example must be invoked with bash, i.e., bash ex38.sh 
ar idence Slo Gx gsi | 


data-file # Load a data file. 
Same effect as "source data-file", but more portable. 


The file "data-file" must be present in current working directory, 
+ since it is referred to by its basename. 


Now, let's reference some data from that file. 


echo "variablel (from data-file) = $variablel" 
echo "variable3 (from data-file) Svariable3" 


let "sum = $variable2 + $variable4" 
echo "Sum of variable2 + variable4 (from data-file) = $sum" 
echo "messagel (from data-file) is \"Smessagel\"" 


19 # Escaped quotes 

20 echo "message2 (from data-file) is \"S$message2\"" 

2 

22 print message This is the message-print function in the data-file. 
23 

24 

25 Geni SP 


File data- file for Example 15-22, above. Must be present in same directory. 


JL s^ amie ass a ceka nde iloaclkscl oy a Seriot, 

2 # Files of this type may contain variables, functions, etc. 

3 s» Wt leue wich a "sguuece" or "V." comanre) rrom a chell emit. 
4 

5 # Let's initialize some variables. 

6 

7 variablel-23 

8 variable2-474 

9 variable3-5 

10 variable4-97 

LL 

12 messagel="Greetings from *** line $LINENO *** of the data file!" 
13 message2="Enough for now. Goodbye." 

14 

15 print_message () 

1G 4 # Echoes any message passed to it. 

db) 

18 sie [p c VS’ ] 

Lg) then 

20 return 1 # Error, if argument missing. 

AL IRA 

22 

Ze echo 

24 

25 Uma Jp —z "GIU 1 

26 do # Step through arguments passed to function. 
2:7 echo -n "S1" 4 Echo args one at a time, suppressing line feeds. 
28 echo -n " " 4 Insert spaces between words. 

29 SML EE # Next one. 

30 done 

Sal 

Be echo 

33 

34 return 0 

35 J 


If the sourced file is itself an executable script, then it will run, then return control to the script that 
called it. A sourced executable script may use a return for this purpose. 


Arguments may be (optionally) passed to the sourced file as positional parameters. 


1 source $filename $argl arg2 
It is even possible for a script to source itself, though this does not seem to have any practical 
applications. 


Example 15-23. A (useless) script that sources itself 


#!/bin/bash 
# self-source.sh: a script sourcing itself "recursively." 
y^ Brom YSitujoicl Sexist Tricks,“ Wedge Ti. 


dex (8) Iso) [S 


exit 


exec 


N N 
N p 


WWWW CO CO CO C9 CO No NN N 
O si = feny (Gn) dex (9 He O © © A 


ws 
iS 
+ 


N 
[99 


w 
N 


5 MAXPASSCNT=100 # Maximum number of execution passes. 
6 
7 eco —mn "“WSoass_coume VU 
8 At first execution pass, this just echoes two blank spaces, 
9 #+ since $pass count still uninitialized. 
10 
iil lert “Voss Coring a= LU 
12 Assumes the uninitialized variable $pass count 
13 #+ can be incremented the first time around. 
14 This works with Bash and pdksh, but 
15 #+ it relies on non-portable (and possibly dangerous) behavior. 
16 Better would be to initialize $pass count to 0 before incrementing. 
17 
18 while I "$pass count" -le $MAXPASSCNT ] 
19) ele 
20 $0 # Script "sources" itself, rather than calling itself. 
# ./$0 (which would be true recursion) doesn't work here. Why? 
done 
What occurs here is not actually recursion, 
25 #+ since the script effectively "expands" itself, i.e., 
26 #+ generates a new section of code 
27 #+ with each pass through the 'while' loop', 
with each 'source' in line 20. 
Of course, the script interprets each newly 'sourced' "4!" line 
+ as a comment, and not as the start of a new script. 
echo 
exit 0 4 The net effect is counting from 1 to 100. 
# Very impressive. 
# Exercise: 
# SS 
Write a script that uses this trick to actually do something useful. 


Unconditionally terminates a script. [6] The exit command may optionally take an integer argument, 
which is returned to the shell as the exit status of the script. It is good practice to end all but the 
simplest scripts with an exit 0, indicating a successful run. 


If a script terminates with an exit lacking an argument, the exit status of the script is 
the exit status of the last command executed in the script, not counting the exit. This is 
equivalent to an exit $?. 


An exit command may also be used to terminate a subshell. 


This shell builtin replaces the current process with a specified command. Normally, when the shell 
encounters a command, it forks off a child process to actually execute the command. Using the exec 
builtin, the shell does not fork, and the command exec'ed replaces the shell. When used in a script, 
therefore, it forces an exit from the script when the exec'ed command terminates. [7] 


Example 15-24. Effects of exec 


(ni dex (09 ISS) qp 


#!/bin/bash 


exec echo "Exiting N"S$ON" at line SLINENO." # Exit from script here. 
# SLINENO is an internal Bash variable set to the line number it's on. 


6 f 
7 # The following lines never execut 
8 


9) echo “this echo kails to Echo,” 


10 

LL exe OY # This script will not exit here. 

12 # Check exit value after script terminates 
13 ga waen am Vecive SPY. 

14 a ie Umll "mot" los 99. 


Example 15-25. A script that exec's itself 


#!/bin/bash 
# self-exec.sh 


# Note: Set permissions on this script to 555 or 755, 
# then call ie witi o/SGiliesexee gin or Sia ket oia o 


echo "This line appears ONCE in the script, yet it keeps echoing." 
Wiles} PID OE taies instance Oi the gerio ais) stili Ss.” 


m oH erer 
Ca a OY O1 4 C). 9. EB. O a O0 -1 O Ol dS (I9 ES 
M 
Q 
ag 
[9] 


# Demonstrates that a subshell is not forked off. 
al emo " iMd (CEILS EO Seale ui 
1 

sleep 1 
17 exec $0 # Spawns another instance of this same script 
il #+ that replaces the previous one. 
1$ 
20 echo "This line will never echo!" 4$ Why not? 
all 
22 eerie 99 # Will not exit here! 
23 


# Exit code will not be 99! 


An exec also serves to reassign file descriptors. For example, exec «zzz-file replaces stdin 
with the file zzz-£ile. 


$^; The -exec option to find is not the same as the exec shell builtin. 


shopt 
This command permits changing shell options on the fly (see Example 25-1 and Example 25-2). It 
often appears in the Bash startup files, but also has its uses in scripts. Needs version 2 or later of Bash. 
1 shopt -s cdspell 
2 # Allows minor misspelling of directory names with 'cd' 
3 # Option -s sets, -u unsets. 
4 
5 cd /hpme # Oops! Mistyped '/home'. 
6 pwd # /home 
7 # The shell corrected the misspelling. 
caller 


Putting a caller command inside a function echoes to st dout information about the caller of that 
function. 


1 #!/bin/bash 
2 
3 rimet ionml (0) 


4 
5 Pins rde runctroni OR 

6 caller 0 # Tell me about it. 
7 

8 


9 itum Leia Il # Line 9 of script. 

10 

11 # 9 main test.sh 

12 # ^ Line number that the function was called from. 
13 # Quel Invoked from "main" part of script. 

14 # Mur Qd Name of calling script. 

15 

16 caller 0 # Has no effect because it's not inside a function. 


A caller command can also return caller information from a script sourced within another script. 
Analogous to a function, this is a "subroutine call." 


You may find this command useful in debugging. 
Commands 


true 
A command that returns a successful (zero) exit status, but does nothing else. 


bash$ true 
bash$ echo $? 
0 

1 # Endless loop 
2 while true Palias Cor Ug 
3 elo 
4 operation-1 
3 operation-2 
6 
7 operation-n 
8 # Need a way to break out of loop or script will hang. 
9 done 


false 
A command that returns an unsuccessful exit status, but does nothing else. 


bash$ false 
bash$ echo $? 


1 
JL ss Testing deed 
2 s ie 
3 then 
4 echo "false evaluates \"true\"" 
5 else 
6 echo "false evaluates \"false\"" 
Tq dea 
8 # false evaluates "false" 
9 
4.9) 


11 # Looping while "false" (null loop) 
12 while false 


13 Clo) 

14 # The following code will not execute. 
LS) operation-1 

16 operation-2 


18 operation-n 


19 # Nothing happens! 
20 done 
type [cmd] 


Similar to the which external command, type cmd identifies "cmd." Unlike which, type is a Bash 
builtin. The useful —a option to type identifies keywords and builtins, and also locates system 
commands with identical names. 


bash$ type '[' 
[ is a shell builtin 
bash$ type -a '[' 
[ 2s ey epeli Joma Wie aia 
[ is fuse lam | 


bash$ type type 
type is a shell builtin 


The type command can be useful for testing whether a certain command exists. 

hash [cmds] 
Records the path name of specified commands -- in the shell hash table [8] -- so the shell or script 
will not need to search the $PATH on subsequent calls to those commands. When hash is called with 
no arguments, it simply lists the commands that have been hashed. The -r option resets the hash 
table. 

bind 
The bind builtin displays or modifies readline [9] key bindings. 

help 
Gets a short usage summary of a shell builtin. This is the counterpart to whatis, but for builtins. The 
display of help information got a much-needed update in the version 4 release of Bash. 


bash$ help exit 

Saits exse a] 
Bie che chell wicca a stects Ole IN, Wir N Ss @mblicieecl, che exit STATUS 
is that of the last command executed. 


15.1. Job Control Commands 


Certain of the following job control commands take a job identifier as an argument. See the table at end of the 
chapter. 


jobs 
Lists the jobs running in the background, giving the job number. Not as useful as ps. 
$^, It is all too easy to confuse jobs and processes. Certain builtins, such as kill, disown, 
and wait accept either a job number or a process number as an argument. The fg, bg 
and jobs commands accept only a job number. 
bash$ sleep 100 & 
[i] 1984 
bash $ jobs 
[1]+ Running sleep 100 & 
"]" is the job number (jobs are maintained by the current shell). "1384" is the PID or 
process ID number (processes are maintained by the system). To kill this job/process, 
either a kill %1 or a kill 1384 works. 
Thanks, S.C. 
disown 
Remove job(s) from the shell's table of active jobs. 
fg. bg 
The fg command switches a job running in the background into the foreground. The bg command 
restarts a suspended job, and runs it in the background. If no job number is specified, then the fg or bg 
command acts upon the currently running job. 
wait 


Suspend script execution until all jobs running in background have terminated, or until the job number 
or process ID specified as an option terminates. Returns the exit status of waited-for command. 


You may use the wait command to prevent a script from exiting before a background job finishes 
executing (this would create a dreaded orphan process). 


Example 15-26. Waiting for a process to finish before proceeding 


!/bin/bash 


ROOT_UID=0 # Only users with SUID 0 have root privileges. 
E_NOTROOT=65 
E_NOPARAMS=66 


xar [jp VSI —- TSROOT OND T 

then 
echo "Must be root to run this script." 
# "Run along kid, it's past your bedtime." 
exit $E NOTROOT 


LE p ppppppmDot 
XO O00 -1 OY Or i$ (Q0. I9. IS. O «o 0 -1 OY O1 i8 CQ) IO ES 


if [ -z woz" ] 


echo "Usage: 'basename $0° find-string" 
exit $E NOPARAMS 


20 

21 echo "Updating 'locate' database..." 

22 echo "This may take a while." 

23 updatedb /usr & # Must be run as root. 

24 

25 wait 

26 # Don't run the rest of the script until 'updatedb' finished. 
27 4 You want the the database updated before looking up the file name. 
28 

29 locate $1 

30) 

31 # Without the 'wait' command, in the worse case scenario, 

32 #+ the script would exit while 'updatedb' was still running, 
33 #+ leaving it as an orphan process. 

34 

35 exit 0 


Optionally, wait can take a job identifier as an argument, for example, wait%1or wait SPPID. 
[10] See the job id table. 


į ) Within a script, running a command in the background with an ampersand (&) may 
cause the script to hang until ENTER is hit. This seems to occur with commands that 
write to stdout. It can be a major annoyance. 


1 #!/bin/bash 
2 4 test.sh 

3 

A Jg ol & 

5 echo "Done." 


bash$ ./test.sh 


Done. 
[bozo@localhost test-scripts]$ total 1 
IAW RE 1 bozo bozo 34 Oer ii 15709 test sa 


As Walter Brameld IV explains it: 


As far as I can tell, such scripts don't actually hang. It just 

seems that they do because the background command writes text to 
the console after the prompt. The user gets the impression that 

the prompt was never displayed. Here's the sequence of events: 


1. Script launches background command. 

2. Script exits. 

3. Shell displays the prompt. 

4. Background command continues running and writing text to the 
console. 

5. Background command finishes. 

6. User doesn't see a prompt at the bottom of the output, thinks script 
is hanging. 


Placing a wait after the background command seems to remedy this. 


#!/bin/bash 
# test.sh 


E O D = 


lg -l & 


5 echo "Done." 


6 wait 
bash$ ./test.sh 
Done. 
[bozo@localhost test-scripts]$ total 1 
—IEWESIE XR X 1 bozo bozo 34 (xeu iil 15309 testos 


Redirecting the output of the command to a file or even to /dev/nu11 also takes 
care of this problem. 
suspend 
This has a similar effect to Control-Z, but it suspends the shell (the shell's parent process should 
resume it at an appropriate time). 
logout 
Exit a login shell, optionally specifying an exit status. 
times 
Gives statistics on the system time elapsed when executing commands, in the following form: 


0m0.020s 0m0.020s 
This capability is of relatively limited value, since it is not common to profile and benchmark shell 


scripts. 
kill 
Forcibly terminate a process by sending it an appropriate terminate signal (see Example 17-6). 
Example 15-27. A script that kills itself 
1 #!/bin/bash 
2 # self-destruct.sh 
3 
4 kill $$ # Script kills its own process here. 
5 i? xeu tici VSS me rns fenes y PID), 
6 
7 echo "This line will not echo." 
8 # Instead, the shell sends a "Terminated" message to stdout. 
9 
10 exit 0 # Normal exit? No! 
11 
1,2 After this script terminates prematurely, 
13 #+ what exit status does it return? 
14 
LS Sl, gmiedt-eles eue Sn 
16 exco P 
iy $ 143 
18 
19 AS = LAS ap 305 
20 TERM signal 
HA kill -1 lists all the signals (as does the file /usr/include/asm/signal.h). 
A kill -9 isa sure kill, which will usually terminate a process that stubbornly 
refuses to die with a plain kill. Sometimes, a kil11 -15 works. A zombie process, 
that is, a child process that has terminated, but that the parent process has not (yet) 
killed, cannot be killed by a logged-on user -- you can't kill something that is already 
dead -- but init will generally clean it up sooner or later. 
killall 


The killall command kills a running process by name, rather than by process ID. If there are multiple 
instances of a particular command running, then doing a killall on that command will terminate them 
all. 


$^) This refers to the killall command in /usr/bin, not the killall script in 
fete/re.d/init.d. 
command 
The command directive disables aliases and functions for the command immediately following it. 


bash$ command ls 


<=>) This is one of three shell directives that effect script command processing. The 
others are builtin and enable. 


builtin 
Invoking builtin BUILTIN COMMAND runs the command BUTLTIN_COMMAND as a shell 
builtin, temporarily disabling both functions and external system commands with the same name. 
enable 
This either enables or disables a shell builtin command. As an example, enable -n kill disables 
the shell builtin kill, so that when Bash subsequently encounters kill, it invokes the external command 
/bin/kill. 


The -a option to enable lists all the shell builtins, indicating whether or not they are enabled. The -f 
filename option lets enable load a builtin as a shared library (DLL) module from a properly 
compiled object file. [11]. 

autoload 
This is a port to Bash of the ksh autoloader. With autoload in place, a function with an autoload 
declaration will load from an external file at its first invocation. [12] This saves system resources. 


Note that autoload is not a part of the core Bash installation. It needs to be loaded in with enable 
-f (see above). 


Table 15-1. Job identifiers 


T 


"current" job (last job stopped in foreground or started in background) 
Last job 


Last background process 


X 


fe) 


oe 


oo 
3 [Qo 


+ 


= |i 


% 
% 
E 
% 


Notes 


[1] As Nathan Coulter points out, "while forking a process is a low-cost operation, executing a new 
program in the newly-forked child process adds more overhead." 


[2] Anexception to this is the time command, listed in the official Bash documentation as a keyword 
("reserved word"). 

[3] Note that /et cannot be used for setting string variables. 

[4] To Export information is to make it available in a more general context. See also scope. 

I5] 


An option is an argument that acts as a flag, switching script behaviors on or off. The argument 
associated with a particular option indicates the behavior that the option (flag) switches on or off. 


[6] Technically, an exit only terminates the process (or shell) in which it is running, not the parent process. 
[7] Unless the exec is used to reassign file descriptors. 
[8] 


Hashing is a method of creating lookup keys for data stored in a table. The data items themselves are 
"scrambled" to create keys, using one of a number of simple mathematical algorithms (methods, or 


recipes). 


An advantage of hashing is that it is fast. A disadvantage is that collisions -- where a single key maps to 
more than one data item -- are possible. 


For examples of hashing see Example A-20 and Example A-21. 
[9] The readline library is what Bash uses for reading input in an interactive shell. 
[10] This only applies to child processes, of course. 


[11] The C source for a number of loadable builtins is typically found in the 
/usr/share/doc/bash-?.??/functions directory. 


Note that the -£f option to enable is not portable to all systems. 
[12] The same effect as autoload can be achieved with typeset -fu. 
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Chapter 16. External Filters, Programs and 
Commands 


Standard UNIX commands make shell scripts more versatile. The power of scripts comes from coupling 
system commands and shell directives with simple programming constructs. 


16.1. Basic Commands 


The first commands a novice learns 


Is 
The basic file "list" command. It is all too easy to underestimate the power of this humble command. 
For example, using the —R, recursive option, Is provides a tree-like listing of a directory structure. 
Other useful options are —S, sort listing by file size, ^t, sort by file modification time, —v, sort by 
(numerical) version numbers embedded in the filenames, [1] —b, show escape characters, and - i, 
show file inodes (see Example 16-4). 


bashs ls -1 


“ew Ew e 3L loo) lexovso) (0) Siejo) 14 ilisigda clare MONEE 
-rw-rw-r-- 1 bozo bozo 0 Sep 14 18:44 chapterll.txt 
FCW rw e JL bozo bozo (0) Sep WA Jig dA clare 1L2: cese 
-rw-rw-r-- 1 bozo bozo 0 Sep 14 18:44 chapterl.txt 
“Fw rw e bozo bozo (0) Sep dub Lg elato eed EXE 
-rw-rw-r-- 1 bozo bozo 0 Sep 14 18:44 chapter3.txt 
-rw-rw-r-- 1 bozo bozo 0 Sep 14 18:49 Chapter headings.txt 
-rw-rw-r-- 1 bozo bozo 0 Sep 14 18:49 Preface.txt 
bash$ 1s -1v 

totall (0) 

-rw-rw-r-- 1 bozo bozo 0 Sep 14 18:49 Chapter headings.txt 
ign ean a 1L loci bozo 0 Sei MA ise) Iesum: 
EW rw e JL lovato) bozo (0) Ssep Mi: dM elmeyoieeicll exc 
-rw-rw-r-- 1 bozo bozo 0 Sep 14 18:44 chapter2.txt 
“Ew Ew e bozo bozo (0) Sep Mie: dM (lm sioe 
-rw-rw-r-- 1 bozo bozo 0 Sep 14 18:44 chapterlO.txt 
Frw rw e JL lovee) bozo (0) Sep WA iig AA. celeres MEXE 
-rw-rw-r-- 1 bozo bozo 0 Sep 14 18:44 chapterl2.txt 


į ) The /s command returns a non-zero exit status when attempting to list a non-existent 
file. 


bash$ ls abc 
ls: abc: No such file or directory 


bash$ echo $? 
2 


Example 16-1. Using /s to create a table of contents for burning a CDR disk 


#!/bin/bash 
# ex40.sh (burn-cd.sh) 
# Script to automate burning a CDR. 


SPEED-10 # May use higher speed if your hardware supports it. 
IMAGEFILE-cdimage.iso 

CONTENTSFILE-contents 

# DEVICE-/dev/cdrom For older versions of cdrecord 

DEVICE-"1,0,0" 

DEFAULTDIR-/opt # This is the directory containing the data to be burned. 


# Make sure it exists. 
# Exercise: Add a test for this. 


PRPrPRP eR 
O40 NP. O10 -1O0 0 4&0 N DÀ 


# Uses Joerg Schilling's "cdrecord" package: 


16 # http://www. fokus.fhg.de/usr/schilling/cdrecord.html 

L7 

18 $ If this script invoked as an ordinary user, may need to suid cdrecord 
19 #+ chmod uts /usr/bin/cdrecord, as root. 

20 # Of course, this creates a security hole, though a relatively minor one. 
Bik 

212- ase || ew VIE 

23 then 

24 IMAGE DIRECTORY-S$DEFAULTDIR 

25 # Default directory, if not specified on command-line. 

26 else 
2) IMAGE DIRECTORY-$1 

29 a 

29 

30 Create a "table of contents" file. 

31 ls -IRF $IMAGE DIRECTORY > $IMAGE DIRECTORY/SCONTENTSFILE 
32 The "1" option gives a "long" file listing. 

33 The "R" option makes the listing recursive. 

34 The "F" option marks the file types (directories get a trailing /). 
35 echo "Creating table of contents." 

36 
31 Create an image file preparatory to burning it onto the CDR. 
38 mkisofs -r -o SIMAGEFILE S$IMAGE DIRECTORY 
39 echo "Creating ISO9660 file system image ($IMAGEFILE)." 
40 

41 # Burn the CDR. 

42 echo "Burning the disk." 

43 echo "Please be patient, this will take a while." 

44 wodim -v -isosize dev=SDEVICE SIMAGEFILE 
45 # In newer Linux distros, the "wodim" utility assumes the 
46 #+ functionality of "cdrecord." 

47 exitcode-$? 

48 echo "Exit code = $exitcode" 

49 

50 exit Sexitcod 


cat, tac 
cat, an acronym for concatenate, lists a file to stdout. When combined with redirection (> or >>), it 
is commonly used to concatenate files. 


1 # Uses of 'cat' 

2 (gene weal lemenne # Lists the file. 
B 
4 


Gece wile. seid 2 Sileno P Eea leris # Combines three files into one. 

The —n option to cat inserts consecutive numbers before all lines of the target file(s). The —b option 
numbers only the non-blank lines. The -v option echoes nonprintable characters, using ^ notation. 
The -s option squeezes multiple consecutive blank lines into a single blank line. 


See also Example 16-28 and Example 16-24. 


£^) In a pipe, it may be more efficient to redirect the st din to a file, rather than to cat the 
file. 


i Cae tnilemames | ice eee AX 


2 
3 tr a-z A-Zz < filename # Same effect, but starts one less process, 
4 #+ and also dispenses with the pipe. 


tac, is the inverse of cat, listing a file backwards from its end. 

rev 
reverses each line of a file, and outputs to st dout. This does not have the same effect as tac, as it 
preserves the order of the lines, but flips each one around (mirror image). 


bash$ cat filel.txt 
dams as lume 1. 
Tass as lobe 2, 


bash$ tac filel.txt 
Tass sks doses 2, 
Waals als lime dba 


bash$ rev filel.txt 
oil Sinai Sal Sala 
a) (ueolil Sal wala 


cp 
This is the file copy command. cp filel file2 copies filel to file2, overwriting file2 if 
it already exists (see Example 16-6). 
į ) Particularly useful are the -a archive flag (for copying an entire directory tree), the 
-u update flag (which prevents overwriting identically-named newer files), and the 
-r and -R recursive flags. 
L eo -~u govres chir/> dest qiie 
2 # "Synchronize" dest dir to source dir 
3 #+ by copying over all newer and not previously existing files. 
mv 
This is the file move command. It is equivalent to a combination of cp and rm. It may be used to 
move multiple files to a directory, or even to rename a directory. For some examples of using mv in a 
script, see Example 10-11 and Example A-2. 
$^) When used in a non-interactive script, mv takes the -f (force) option to bypass user 
input. 
When a directory is moved to a preexisting directory, it becomes a subdirectory of the 
destination directory. 
bash$ mv source directory target directory 
bash$ ls -1F target directory 
toral db 
drwXrWXr-x 2 bozo bozo 1024 May 28 19:20 source_directory/ 
rm 


Delete (remove) a file or files. The -f option forces removal of even readonly files, and is useful for 
bypassing user input in a script. 


The rm command will, by itself, fail to remove filenames beginning with a dash. 
Why? Because rm sees a dash-prefixed filename as an option. 


bash$ rm -badname 

ams dMmyelicl ostiem == lo 

Tiny m helb“ for more Imi ormat om, 
One clever workaround is to precede the filename with a " -- " (the end-of-options 
flag). 


bash$ rm -- -badname 


Another method to is to preface the filename to be removed with a dot-slash. 


bash$ rm ./—-badname 


When used with the recursive flag —r, this command removes files all the way down 
the directory tree from the current directory. A careless rm -rf * can wipe out a big 
chunk of a directory structure. 
rmdir 
Remove directory. The directory must be empty of all files -- including "invisible" dotfiles [2] -- for 
this command to succeed. 
mkdir 
Make directory, creates a new directory. For example, mkdir -p 
project/programs/December creates the named directory. The —p option automatically 
creates any necessary parent directories. 
chmod 
Changes the attributes of an existing file or directory (see Example 15-14). 


chmod +x filename 
Makes "filename" executable for all users. 


Sets "suid" bit on "filename" permissions. 
An ordinary user may execute "filename" with same privileges as the file's owner. 
(This does not apply to shell scripts.) 


il 
2 
3 
4 chmod u*s filename 
E 
6 
7 


chmod 644 filename 
Makes "filename" readable/writable to owner, readable to others 
+ (octal mode). 


chmod 444 filename 
Makes "filename" read-only for all. 
Modifying the file (for example, with a text editor) 
+ not allowed for a user who does not own the file (except for root), 
+ and even the file owner must force a file-save 
4 ae ghe mocdwiries Ere tule. 
Same restrictions apply for deleting the file. 


[= S&S) We) O <3) en ia) des (9 Iss) p 


rR 


chmod 1777 directory-name 
Gives everyone read, write, and execute permission in directory, 
+ however also sets the "sticky bit". 
This means that only the owner of the directory, 
+ owner of the file, and, of course, root 
+ can delete any particular file in that directory. 


chmod 111 directory-name 
Gives everyon xecute-only permission in a directory. 
This means that you can execute and READ the files in that directory 
+ (execute permission necessarily includes read permission 
* because you can't execute a file without being able to read it). 
But you can't list the files or search for them with the "find" command. 
These restrictions do not apply to root. 


e 


e 


PR 
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chmod 000 directory-name 
No permissions at all for that directory. 
Cant Lead, write, or execute files an ate 
Cam" evem Jet tiles aia at or "gd" te 3E. 
But, you can rename (mv) the directory 
+ or delete it (rmdir) if it is empty. 
You can even symlink to files in the directory, 
but you can't read, write, or execute the symlinks. 
These restrictions do not apply to root. 


Nere 
cx dq o5 s 


N N 
N B 


N 
w 
h 
t 


N 
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chattr 


In 


Change file attributes. This is analogous to chmod above, but with different options and a different 
invocation syntax, and it works only on ext2/ext3 filesystems. 


One particularly interesting chattr option is i. A chattr +i £ilename marks the file as immutable. 
The file cannot be modified, linked to, or deleted, not even by root. This file attribute can be set or 


removed only by root. In a similar fashion, the a option marks the file as append only. 


root# chattr +i filel.txt 


root# rm filel.txt 


rm: remove write-protected regular file ~filel.txt'? y 
rm: cannot remove ^filel.txt': Operation not permitted 


If a file has the s (secure) attribute set, then when it is deleted its block is overwritten with binary 
zeroes. [3] 


If a file has the u (undelete) attribute set, then when it is deleted, its contents can still be retrieved 
(undeleted). 


If a file has the c (compress) attribute set, then it will automatically be compressed on writes to disk, 
and uncompressed on reads. 


$^) The file attributes set with chattr do not show in a file listing (Is -l). 


Creates links to pre-existings files. A "link" is a reference to a file, an alternate name for it. The In 
command permits referencing the linked file by more than one name and is a superior alternative to 
aliasing (see Example 4-6). 

The In creates only a reference, a pointer to the file only a few bytes in size. 

The In command is most often used with the ^s, symbolic or "soft" link flag. Advantages of using the 


—s flag are that it permits linking across file systems or to directories. 


The syntax of the command is a bit tricky. For example: ln -s oldfile newfile links the 
previously existing oldfile to the newly created link, newfile. 


® If a file named newfile has previously existed, an error message will result. 


Which type of link to use? 


As John Macdonald explains it: 


Both of these [types of links] provide a certain measure of dual reference -- if you edit the contents 


of the file using any name, your changes will affect both the original name and either a hard or soft 
new name. The differences between them occurs when you work at a higher level. The advantage of 
a hard link is that the new name is totally independent of the old name -- if you remove or rename 
the old name, that does not affect the hard link, which continues to point to the data while it would 
leave a soft link hanging pointing to the old name which is no longer there. The advantage of a soft 
link is that it can refer to a different file system (since it is just a reference to a file name, not to 
actual data). And, unlike a hard link, a symbolic link can refer to a directory. 


Links give the ability to invoke a script (or any other type of executable) with multiple names, and 
having that script behave according to how it was invoked. 


Example 16-2. Hello or Good-bye 


!/bin/bash 
hello.sh: Saying "hello" or "goodbye" 
+ depending on how script is invoked. 


Make a link in current working directory ($PWD) to this script: 
ln -s hello.sh goodbye 

Now, try invoking this script both ways: 

./hello.sh 

./goodbye 


HELLO CALL-65 
GOODBYE CALL-66 


if [ $0 = "./goodbye" ] 

then 
echo "Good-bye!" 
# Some other goodbye-type commands, as appropriate. 
exit $GOODBYE CALL 


NPRPRPP PPP PP 
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ial 
2 
22r chocs 
23 4 Some other hello-type commands, as appropriate. 
24 exit SHELLO CALL 


man, info 
These commands access the manual and information pages on system commands and installed 
utilities. When available, the info pages usually contain more detailed descriptions than do the man 


pages. 


There have been various attempts at "automating" the writing of man pages. For a script that makes a 
tentative first step in that direction, see Example A-39. 


Notes 


[1] The -v option also orders the sort by upper- and lowercase prefixed filenames. 


[21 


Dotfiles are files whose names begin with a dot, such as ~/ .Xdefaults. Such filenames do not 
appear in a normal Is listing (although an Is -a will show them), and they cannot be deleted by an 
accidental rm -rf *. Dotfiles are generally used as setup and configuration files in a user's home 
directory. 


[3] This particular feature may not yet be implemented in the version of the ext2/ext3 filesystem installed 
on your system. Check the documentation for your Linux distro. 


Prev Home Next 
Internal Commands and Builtins Up Complex Commands 
Advanced Bash-Scripting Guide: An in-depth exploration of the art of shell scripting 
Prev Chapter 16. External Filters, Programs and Commands Next 


16.2. Complex Commands 


Commands for more advanced users 
find 
-exec COMMAND \; 


Carries out COMMAND on each file that find matches. The command sequence terminates with ; (the 


;" is escaped to make certain the shell passes it to find literally, without interpreting it as a special 
character). 


bash$ find ~/ -name '*.txt' 
/home/bozo/.kde/share/apps/karm/karmdata.txt 
/home/bozo/misc/irmeyc.txt 
/home/bozo/test-scripts/1.txt 


If COMMAND contains {}, then find substitutes the full path name of the selected file for "{}". 


1 find ~/ -name 'core*' xec rm () V; 
2 Removes all core dump files from user's home directory. 
1 find /home/bozo/projects -mtime -1 
2 a Note minus sign! 
3 Lists all files in /home/bozo/projects directory tree 
4 #+ that were modified within the last day (current, day - 1). 
E 
6 find /home/bozo/projects -mtime 1 
p Same as above, but modified *exactly* one day ago. 
8 
9 mtime = last modification time of the target fil 
LO ctime = last status change time (via 'chmod' or otherwise) 
ial atime = last access time 
12 
13 DIR=/home/bozo/junk_files 
14 imel USIDIURV -rypa E -atine r5 Kee icim 4) We 
15 i dn 
16 Curly brackets are placeholder for the path name output by "find." 
Ly 
18 Deletes all files in "/home/bozo/junk_files" 
19 #+ that have not been accessed in *at least* 5 days (plus sign ... +5). 
20 
2 "-type filetype", wher 
22 f = regular file 
23 d = directory 
24 1 = symbolic link, etc. 
25 
26 (The 'find' manpage and info page have complete option listings.) 


find /etc sexe Crees ~ [0-9] [0-9] [5] 10-9) [9-9] "1. ] 10=9] [O=9] "1. ] ro-91[[9-9]-*" 43 Ye 


Finds all IP addresses (xxx.xxx.xxx.xxx) in /etc directory files. 
There a few extraneous hits. Can they be filtered out? 


Possibly by: 


ioc) 4/eNE -type £ sie eee PY Ye || asse =e eheee ANa x 
gist "^q. ps9 ws [^5 Ie No oo Hg a^ ol 2S? 


11 # [:digit:] is one of the character classes 
12 #+ introduced with the POSIX 1003.2 standard. 
i3 

14 # Thanks, Stéphane Chazelas. 


8"); The -exec option to find should not be confused with the exec shell builtin. 


Example 16-3. Badname, eliminate file names in current directory containing bad characters 
and whitespace. 


#!/bin/bash 
# badname.sh 
# Delete filenames in current directory containing bad characters. 


for filename in * 


do 
badname-'echo "$filename" | sed -n /[\+\{\7\"\\\=\2?~\ (N) NSNS2N&N*SNINST/p^ 
badname-'echo "$filename" | sed -m '/[*[;"N-?-()«»&*|$]/p'" also works. 
Deletes files containing these nasties: s { p "NooeTe()s&sgew!]s 


rm $badname 2>/dev/null 
^^^^^^^^^^^ Error messages deep-sixed. 


done 


Now, take care of files containing all manner of whitespace. 

find . -name "* *" —-exec rm -f {} V; 

The path name of the file that find finds replaces the "{}". 

The '\' ensures that the ';' is interpreted literally, as end of command. 


NPRPRPRPRP PPP PY 
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e» 0) 
2l 
22 
23 Commands below this line will not execute because of _exit_ command. 
24 
215) An alternative to the above script: 
26 find . -name '*[+{;"\\=?~()<>&*|S$ ]*' -maxdepth 0 \ 
27 -exec rm -f "{}' \; 
28 The "-maxdepth 0" option ensures that find will not search 
29 #+ subdirectories below $PWD. 
20 
cal (hanks, Oo...) 


Example 16-4. Deleting a file by its inode number 


!/bin/bash 
idelete.sh: Deleting a file by its inode number. 


This is useful when a filename starts with an illegal character, 
suchas Gu =, 


ARGCOUNT-1 # Filename arg must be passed to script. 
E WRONGARGS-70 

E FILE NOT EXIST-71 

E CHANGED. MIND-72 


if [ $4 -ne "SARGCOUNT" ] 

then 
echo "Usage: 'basename $0! filename" 
exit $E WRONGARGS 

ie aL 


|Oobomobpmopmpmowmn 
OY O1 4 (0. I9. IP. O xo 00 -1 O OI iS CQ) IN S 


17 

ig zi [ P e "ex" |] 

19 then 

20 exo Wille NUWSIUNM does mere exigit- 
Al exit Sa ILE, JEDXILSUE 


22 33 

23 

24. ius Jg =i | graa "SX" | aw: V fjowenime SIR" 

25 inum = inode (index node) number of file 

26 

27) Every file has an inode, a record that holds its physical address info. 
28 

29 

30 echo; echo -n "Are you absolutely sure you want to delete \"S$1\" (y/n)? " 
E Time "—w" (yoEom (io "ru" also aske tals. 

32 read answer 

33 case "Sanswer" in 

34 [nN]) echo "Changed your mind, huh?" 


38 exit $E CHANGED MIND 

36 P 

Sy =) echo Vineilereslioe, ee WUSgNU Wee 
38 esac 

39 

40 find . —inum $inum -exec rm () V; 

41 # (y 

42 # Curly brackets are placeholder 
43 #+ Or ESE (Quite low Viboa" 
44 echo "File "\"S1"\" deleted!" 

45 

46 exit 0 


The find command also works without the -exec option. 


#!/bin/bash 

# Find suid root files. 

# A strange suid file might indicate a security hole, 
#+ or even a system intrusion. 


directory-"/usr/sbin" 
#7 Wolginc also try /Sloim, Mola, /USe/olm, /msie/ilocalfoim, (MEG 
permissions="+4000" # suid root (dangerous!) 


(sy =a] fey) (yl des (63) [J 


Ko) 


11 for file in $( find "Sdirectory" -perm "Spermissions" ) 
12 Clo 

13 lg  —dipm ——guuchwou US le" 

14 done 


See Example 16-30, Example 3-4, and Example 11-10 for scripts using find. Its manpage provides 
more detail on this complex and powerful command. 

xargs 
A filter for feeding arguments to a command, and also a tool for assembling the commands 
themselves. It breaks a data stream into small enough chunks for filters and commands to process. 
Consider it as a powerful replacement for backquotes. In situations where command substitution fails 
with a too many arguments error, substituting xargs often works. [1] Normally, xargs reads from 
stdin or from a pipe, but it can also be given the output of a file. 


The default command for xargs is echo. This means that input piped to xargs may have linefeeds and 
other whitespace characters stripped out. 


bash$ 1s -1 
cOcal © 
=P ewe r=— 1 bozo bozo 0 dain 29 29256. stulte 


== iri iL bezo boza Q aem 29 295856 i192 


bash$ 1s -1 | xargs 


total Q -—zruw-rw-i--— I bozo bozo 0 Jmm 29 25258 kilel -—zwyrw:r-- 1 bozo bozo 0 Jain... 


bash$ find ~/mail -type f | xargs grep "Linux" 

P miise User Agents esie AO OT sita) 

./sent-mail-jul-2005: hosted by the Linux Documentation Project. 
./sent-mail-jul-2005: (Linux Documentation Project Site, rtf version) 
./sent-mail-jul-2005: Subject: Criticism of Bozo's Windows/Linux article 
./sent-mail-jul-2005: while mentioning that the Linux ext2/ext3 filesystem 


ls | xargs -p -1 gzip gzips every file in current directory, one at a time, prompting before 
each operation. 


$^; Note that xargs processes the arguments passed to it sequentially, one at a time. 


bash$ find /usr/bin | xargs file 
/usr/bin: directory 
/usr/bin/foomatic-ppd-options: perl script text executabl 


An interesting xargs option is -n NN, which limits to NN the number of arguments 
passed. 


ls | xargs -n 8 echo lists the files in the current directory in 8 columns. 


į ) Another useful option is -0, in combination with find -print0Oorgrep -12. 
This allows handling arguments containing whitespace or quotes. 


find / -type f -printO | xargs -0 grep -liwZ GUI | xargs 
-0 rm -f 


grep -rliwZ GUI / | xargs -0 rm -f 
Either of the above will remove any file containing "GUI". (Thanks, S.C.) 
Or: 


cat /proc/"Spid"/"SOPTION" | xargs -0 echo 
3 # From Han Holl's fixup of "get-commandline.sh" 
4| see Briot in "ole; anc. oroc chaptar, 


Sere 


The —P option to xargs permits running processes in parallel. This speeds up 
execution in a machine with a multicore CPU. 


#!/bin/bash 


1 

2 

3 lg sgl || zarga —iE -mL -22 GEZME 

4 # Converts all the gif images in current directory to png. 


ee 
i? AE Print command to stderr. 

9 # -n1 At most 1 argument per command line. 

10 4 -P2 Run up to 2 processes simultaneously. 

iat 


12 # Thank you, Roberto Polli, for the inspiration. 


Example 16-5. Logfile: Using xargs to monitor system log 


!/bin/bash 


Generates a log file in current directory 
from the tail end of /var/log/messages. 


Note: /var/log/messages must be world readable 
if this script invoked by an ordinary user. 
#root chmod 644 /var/log/messages 


LINES=5 
( date; uname -a ) >>logfile 
Time and machine name 
cho >>logfile 


tail -n SNES /var/log/messages | xargs | fmt -s >>logfile 
echo >>logfile 
echo >>logfile 


NPRPPP PPP PP 
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exit 0 
21 NOTS 
22 S55 
23 As Frank Wang points out, 
24 #+ unmatched quotes (either single or double quotes) in the source file 
25 #+ may give xargs indigestion. 
26 
2a) He suggests the following substitution for line 15: 
28 ceil =i SULIUNENS /waie/log/messages | tie -el "UXUU | zarga | ime -s 1 ]9gtile 


# Exercise: 

# Modify this script to track changes in /var/log/messages at intervals 
#+ of 20 minutes. 

# Hint: Use the "watch" command. 


WWW WWW WW DN 
fon (Gal dex (9 (SS) qox» wel 
+ 


As in find, a curly bracket pair serves as a placeholder for replacement text. 


Example 16-6. Copying files in current directory to another 


!/bin/bash 
copydir.sh 


Copy (verbose) all files in current directory ($PWD) 
+ to directory specified on command-line. 


=) Gx (Ga) des (es) [soy JI 


E_NOARGS=85 


a [D =e VS # Exit if no argument given. 


echo "Usage: 'basename $0' directory-to-copy-to" 
exit $E NOARGS 


| xargs -i -t cp ./{} $1 


DO} H H H H H H H H H 

O Xo 0 -J OV O1 4s (Q) 9 P^. O 1o 0o 
= 
u 


-t is "verbose" (output command-line to stderr) option. 
—i aber Wieeyollace Swine Oe sein. 
{} is a placeholder for output text. 
TALS ie SiMe co clas Use 9i a CGweillyiorecikett Ioab ium Vitalin! V 
ZI 
BZ List the files in current directory (ls .), 
AS ur«r jess: els Oleic Cue Wile eis) Euacibinsmes teo) "xem (—ail =e Coie slopeiss)) 7 
24 #+ then copy (cp) these arguments ({}) to new directory ($1). 
25 
26 The net result is th xact equivalent of 
27 #+ Gp v Sil 
28 #+ unless any of the filenames has embedded "whitespace" characters. 
29 
30 exit 0 


Example 16-7. Killing processes by name 


! /bin/bash 
kill-byname.sh: Killing processes by name. 
Compare this script with kill-process.sh. 


For instance, 
+ try "./kill-byname.sh xterm" 
+ and watch all the xterms on your desktop disappear. 


Warning: 
This is a fairly dangerous script. 
Running it carelessly (especially as root) 
* can cause data loss and other undesirabl ffects. 


E BADARGS-66 


if test -z "$1" 4 No command-line arg supplied? 
then 
echo "Usage: 'basename $0! Process(es) to kill" 
exit $E BADARGS 
3E 3L 


Mop p opppppnpogp:! 
O io 0» -1 O Oi i (). NM P. O xo 0 -1 O O1 4 CQ I E 


NNN 
w N ES 


N 
A 


PROCESS _NAME="$1" 
ps ce | grao "iiu NANDE || awie Yorim Sil}! |) zarge =a kill X] 2&7 w/m 


^^ ^^ 


N 
[91] 


ISS an 
-] Oo 


N 
[99] 


Noe 

=i abe cle VirejolacSs Gub3UAS S Geran iE. ESSE s 

The curly brackets are the placeholder for the replacement. 
2&>/dev/null suppresses unwanted error messages. 


Can grep "SPROCESS NAME" be replaced by pidof "S$PROCESS NAME"? 


CO CO CO CO CO CO CO DO 
OY) OD WS WS eo 


expr 


3 
38 
29 
40 


Sae Se 


# The "killall" command has the same effect as this script, 
#+ but using it is not quite as educational. 


Example 16-8. Word frequency analysis using xargs 


NPRPRPPRP PPP PY 
O (o 0» -1 O Oi i (). M. I. O xo 0 -1 O O1 4 CQ I E 


NNNNNN LPS 
ssl] py Gal ge (ee) [e dS 


WWWWWWWWWWDN P2 
We) «eo! «| (ox; Gr ES (G9) Sy [SS (we) Yee] 


a e 
iS c 


oP ob 
BW ND 


45 


!/bin/bash 
wf2.sh: Crude word frequency analysis on a text file. 


Uses 'xargs' to decompose lines of text into single words. 
Compare this example to the "wf.sh" script later on. 


Check for input file on command-line. 
ARGS=1 

E_BADARGS=85 

E NOFILE-86 


if [ $4 -ne "SARGS" | 
Correct number of arguments passed to script? 


then 
echo "Usage: ~basename $0! filename" 
exit $E BADARGS 
ital 
chic (eth Sasi gy # Does file exist? 
then 
echo "File \"S1\" does not exist." 
exit SE_NOFILE 
if al 
FE E AE E FE E FE FE FE HE FE E FE EERE EEE EEE FE FE FE FE FE FE FE FE EERE EEE HEHE HEH HE HEH 


Gaie VSI" || zarga =a | X 
List the file, one word per line. 
tr A-Z a-z | \ 
Shift characters to lowercase. 
sed exer pA A/I o exe SANG e cete sl X 
£g? | 5 
Filter out periods and commas, and 
+ change space between words to linefeed, 
eot | wee =e | eer mE 
Finally remove duplicates, prefix occurrence count 
* and sort numerically. 
TERRE ERE EH HE HE EEE ER ERE EE EEE EE HE HE 


This does the same job as the "wf.sh" example, 
+ but a bit more ponderously, and it runs more slowly (why?). 


exui S 


All-purpose expression evaluator: Concatenates and evaluates the arguments according to the 
operation given (arguments must be separated by spaces). Operations may be arithmetic, comparison, 
string, or logical. 


expr 3 + 5 


returns 8 


expr 5 % 3 
returns 2 
expr 1 / 0 
returns the error message, expr: division by zero 


Illegal arithmetic operations not allowed. 
expr 5 \* 3 
returns 15 


The multiplication operator must be escaped when used in an arithmetic expression with 
expr. 

y= expr Sy + 1° 
Increment a variable, with the same effect as let y=y+1 and y=$ (($y*1)). This is an 
example of arithmetic expansion. 

z-'expr substr $string Sposition $length' 
Extract substring of $length characters, starting at $position. 


Example 16-9. Using expr 


#!/bin/bash 


# Demonstrating some of the uses of 'expr' 
# 


echo 


# Arithmetic Operators 
# 


echo "Arithmetic Operators" 
echo 


a= expr Sa + 1° 


echo 
echo Ya + 1 = Sa" 
echo "(incrementing a variable)" 


NPRPPRPRP PPP PY 
© (o 0» -1 O Ui i o M PS. O xo 0 -1 O O1 i Q I E 


a= expr 5$ 3° 

# modulo 

echo 

echo "5 mod 3 = $a" 


NO NO BO N PN 
(Om dE (63 ISS) p 


echo 
echo 


DY 
-1 O0 


N 
[99] 


# Logical Operators 
# 


# Returns 1 if true, O0 if false, 
#+ opposite of normal Bash convention. 


echo "Logical Operators" 


CO CO CO CO CO CO CO CO CO CO Dd 
O co Soy GHI SOON ES COL CO 


echo 

x-24 

y=25 
40 b= expr $x = $y' # Test equality. 
41 echo "b = Sb" i © ( Se sae Sy ) 


echo 


a=3 

D= expr $a \> 10° 

Scao Vo= exor Sel \S IMO”, iwloveucsiciowe. acr 
echo "Tf a > 10, b = 0 (false)” 


echo "b = Sb" # 0 ( 3 ! eee 30 ) 
echo 
b= expr $a \< 10° 


echo "Tf a& « 10, b= 1 (true)" 

echo "b = $b" Ww 4  ( 39 =e X0 ) 
echo 

# Note escaping of operators. 


b="expr $a \<= 3^ 
echo "If a <= 3, b= 1 (true)" 


echo "b = Sb" i a sodes } 

# There is also a "\>=" operator (greater than or equal to). 
echo 

echo 

# String Operators 


# 


echo "String Operators" 
echo 


a=1234zipper43231 
echo "The string being operated upon is \"Sa\"." 


# length: length of string 
b= expr length $a” 
echo “hemeitla gt \"Sa\" xe Slo.” 


# index: position of first character in substring 

# that matches a character in string 

b-' expr index $a 23` 

Gelso Viwmmericell joxoSaicslein (our sirst WU NU ain \YSa\Y ite Webi U 


# substr: extract substring, starting position & length specified 
B= expr substr $a 2 6° 

ceho “VSulosiciesing (ur Eai, Starting elie jotosslicsei Zip \ 

amcl 6 ehars long is NUS DS 


# The default behavior of the 'match' operations is to 
#+ search for the specified match at the BEGINNING of the string. 
# 


# Using Regular Expressions 

b= exer meten US VS)” # Numerical count. 

echo Number of digits at the beginning of \"Sa\" is Sb. 

loe" eoe meen USE UY] V # Note that escaped parentheses 
# == == #+ trigger substring match. 

ehao Vihe Clieplics at the loysvoptinimitinve; (oue WU SEX are XUASIONU w 

echo 

exit 0 


The : (null) operator can substitute for match. For example, b=" expr $a : [0-9]*' is the 
exact equivalent of bz? expr match $a [0-9]*'" in the above listing. 


#!/bin/bash 


echo 

echo YString operar one Using \WYesgoie \Sgiczwslioe E. WU CongtrUCEtY 
cho " " 

echo 


a=1234zipper5FLIPPER43231 


echo “Wine Scien bene opacar upon se W emor USeU s UX(SN)UTNUU LU 
Escaped parentheses grouping operator. == => 


KKKKKKKKKKKKKKKKKKKK KK KKK KK 


dE Escaped parentheses 


dr match a substring 
KKKKKKKKKKKKKKKKKKKKKKKKKKK 


PRPRPPPRPPRPHE PE 
ODIDTUBWNHFOWODANDUBWNE 


If no escaped parentheses 


20 #+ then 'expr' converts the string operand to an integer. 

21 

2/2. recho Witystovejiclo, or Nsa aie “ergo USau g Faw SU # Length of string 

2.3 

24 echo Wiumoer (our choice at tae beginmmime (gu \WSa\ la egor "Sa" g VU[gog]usu- 
25 

26 # 

ZI 

28 echo 

29 

30 echo "The digits at the beginning of \"Sa\" are "expr "$a" ; 'X(p0-9]*N) ^ 
EN == == 
32 echo “Wing iix 7 eharacters or \Sa\ ame epr ue a NUS Vu 
33 ===== == == 

34 Again, escaped parentheses force a substring match. 

35 

36 echo "ue last 7 characters ot "Saw" ame eor "SB" g UwX(.sooocn NONU 
37 ==== end of string operator ^^ 

38 (In fact, means skip over one or more of any characters until specified 
39 #+ substring found.) 

40 

41 echo 

42 

43 exit 0 


The above script illustrates how expr uses the escaped parentheses -- \( ... \) -- grouping operator in tandem 
with regular expression parsing to match a substring. Here is a another example, this time from "real life." 


# Strip the whitespace from the beginning and end. 
LRT DATE=" eaor VSR AI” 8 " i [sspacesi 1=\(.*\) Ilesmaces] 1S" ~ 


#+ for converting files to Sony Librie/PRS-50X format. 
4 (http://booklistgensh.peterknowles.com) 


Perl, sed, and awk have far superior string parsing facilities. A short sed or awk "subroutine" within a script 
(see Section 36.2) is an attractive alternative to expr. 


1 
2 
3 
4 # From Peter Knowles' "booklistgen.sh" script 
5 
6 


See Section 10.1 for more on using expr in string operations. 


Notes 


[1] And even when xargs is not strictly necessary, it can speed up execution of a command involving 
batch-processing of multiple files. 
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16.3. Time / Date Commands 


Time/date and timing 


date 


Simply invoked, date prints the date and time to st dout. Where this command gets interesting is in 
its formatting and parsing options. 


Example 16-10. Using date 


1 #!/bin/bash 

2 Exercising the 'date' command 

3 

4 echo "The number of days since the year's beginning is “date +%j`." 
5 Needs a leading '+' to invoke formatting. 

6 %j gives day of year. 

7 

8 echo "The number of seconds elapsed since 01/01/1970 is ^date -4$s'." 
9 $s yields number of seconds since "UNIX epoch" began, 
10 #+ but how is this useful? 
dL 

12 prefix-temp 

13 suffix-$(date +%s) 4 The "+%s" option to 'date' is GNU-specific. 
14 filename-$prefix.S$suffix 

15 echo "Temporary filename = $filename" 

16 # It's great for creating "unique and random" temp filenames, 

17 #+ even better than using $$. 

18 

19 # Read the 'date' man page for more formatting options. 
20 
A exe (0) 


The —u option gives the UTC (Universal Coordinated Time). 


bash$ date 
isos Miele 29) 21:9()7 SS imisa 21902 


bash$ date -u 
Sere Wee 30 OWA3sO07 92/2 wae 290 


This option facilitates calculating the time between different dates. 


Example 16-11. Date calculations 


1 #!/bin/bash 

2 4 date-calc.sh 

3 4 Author: Nathan Coulter 

4 # Used in ABS Guide with permission (thanks!). 
5 

6 

7 


MPHR=60 # Minutes per hour. 
HPD=24 # Hours per day. 
8 
9) elites Oe 4 
10 primer "Ss" S Scere =u USING sae) = 
iil $(date -u -d"$CURRENT" +%s) )) 


( 
( 
12 # Sd = day of month. 


43 
14 
LS 
16 
Jy 
18 
19 
20 
gi 
22 
23 
24 
25 
26 
222) 
28 
29 
30 
Sil 
512 
E 
34 
35 
36 
37 
38 
39) 
40 
41 
42 


CURREN =S (dates =H -o “2007-09-01 L7SSOsAay Vm STEN mU) 
TARGET=$ (dat ur eN 2007-12-25 127307000 "3mm STEN qu) 
# SF = full date, $T = %H:%M:%S, $N = nanoseconds, %Z = time zone 
jemi Voi 20007, Ss " \ 

"S(date -d"S$CURRENT + 

$(( $(diff) /SMPHR /SMPHR /SHPD / 2 )) days" '+%d $B')" 
# $B = name of month ^ halfway 
printf 'was halfway between %s ' "$(date -d"SCURRENT" '+%d $B')" 
primei "wal Sg we "Sees ge Teel Eb) us 
printf '\nOn $s at $s, there were\n' \ 

$ (date -u -d"SCURRENT" +3F) $(date -u -d"S$CURRENT" +%T) 
DAYS=$(( $(diff) / SMPHR / SMPHR / $HPD )) 
CURRENT=$ (date -d"SCURRENT +S$DAYS days" '+3F $T.$N $Z') 
HOURS=$(( $(diff) / SMPHR / SMPHR )) 
CURRENT-$ (date -d"SCURRENT +S$HOURS hours" '+%F %T.%N %Z') 
MINUTES-$(( $(diff) / SMPHR )) 
CURRENT-$ (date -d"SCURRENT -$MINUTES minutes" '+%F £$T.£N $2Z') 
primer Se cays, Se Toucey 9 WSSDENCISU "SIONIS 
joxcubiaWgit Ye Mhault, wol SS Secondes "  "SMDUNUUSS" "US (ela ieie)) A 
printf ‘until Christmas Dinner!\n\n!' 
# Exercise: 
# mE 
# Rewrite the diff () function to accept passed parameters, 
#+ rather than using global variables. 


The date command has quite a number of output options. For example $N gives the nanosecond 
portion of the current time. One interesting use for this is to generate random integers. 


il 
2 
3 
4 
9 
6 
j 
8 


9 


dat 


# 
# 
#+ 


# 1 
# 6 
d 3 


e +3N | sed -e 's/000$//' -e 's/*0//' 
Strip off leading and trailing zeroes, 


Length of generated integer depends on 
how many zeroes stripped off. 


15281052 
3408725 
94504284 


There are many more options (try man date). 


Hi 
2 
3 
4 
5 
6 
j 
8 
9 
LO 
L1 
12 
L3 
L4 
15 
L6 
L7 


dat 
# E 


dat 


# Echoes hour and minute in 24-hour format, 


e +5j 
choes day of the year (days elapsed sin 
e +%k%M 


if present. 


ce January 1). 


as a single digit string. 


(CAOT El waa.) ) 


# The 'TZ' parameter permits overriding the default time zone. 
date 4 Mon Mar 28 21:42:16 MST 2005 

TZ-EST date 4 Mon Mar 28 23:42:16 EST 2005 

# Thanks, Frank Kannemann and Pete Sjoberg, for the tip. 
SixDaysAgo=$ (dat date-'6 days ago") 

OneMonthAgo-$ (dat date-'1 month ago') # Four weeks back 
OneYearAgo=S (dat date='1 year ago') 


zdump 


time 


touch 


at 


batch 


See also Example 3-4 and Example A-43. 
Time zone dump: echoes the time in a specified time zone. 


bash$ zdump EST 
Kol MUG sep le 22: 09327 92.0005 ror 


Outputs verbose timing statistics for executing a command. 


time ls -1 / gives something like this: 


real 0m0.067s 
user 0m0.004s 
sys 0m0.005s 


See also the very similar times command in the previous section. 


c) As of version 2.0 of Bash, time became a shell reserved word, with slightly altered 
behavior in a pipeline. 


Utility for updating access/modification times of a file to current system time or other specified time, 
but also useful for creating a new file. The command touch zzz will create a new file of zero 
length, named zzz, assuming that zzz did not previously exist. Time-stamping empty files in this 
way is useful for storing date information, for example in keeping track of modification times on a 
project. 


8^; The touch command is equivalent to : >> newfileor»» newfile (for 
ordinary files). 

į ) Before doing a cp -u (copy/update), use touch to update the time stamp of files you 
don't wish overwritten. 


As an example, if the directory /home/bozo/tax audit contains the files 
spreadsheet-051606.data, spreadsheet-051706.data, and 
spreadsheet-—051806.data, then doing a touch spreadsheet*.data will protect 
these files from being overwritten by files with the same names during a cp -u 
/home/bozo/financial info/spreadsheet*data /home/bozo/tax audit. 


The at job control command executes a given set of commands at a specified time. Superficially, it 
resembles cron, however, at is chiefly useful for one-time execution of a command set. 


at 2pm January 15 prompts for a set of commands to execute at that time. These commands 
should be shell-script compatible, since, for all practical purposes, the user is typing in an executable 
shell script a line at a time. Input terminates with a Ctl-D. 


Using either the -f option or input redirection (<), at reads a command list from a file. This file is an 
executable shell script, though it should, of course, be non-interactive. Particularly clever is including 
the run-parts command in the file to execute a different set of scripts. 


bash$ at 2:30 am Friday < at-jobs.list 
JOD 2 aie ZOW0—-10—27 0727:30 


The batch job control command is similar to at, but it runs a command list when the system load 
drops below . 8. Like at, it can read commands from a file with the -f option. 


The concept of batch processing dates back to the era of mainframe computers. It means running a 


set of commands without user intervention. 


cal 
Prints a neatly formatted monthly calendar to st dout. Will do current year or a large range of past 
and future years. 
sleep 
This is the shell equivalent of a wait loop. It pauses for a specified number of seconds, doing nothing. 
It can be useful for timing or in processes running in the background, checking for a specific event 
every so often (polling), as in Example 32-6. 
1 sleep 3 # Pauses 3 seconds. 
$^; The sleep command defaults to seconds, but minute, hours, or days may also be 
specified. 
1 sleep 3 h # Pauses 3 hours! 
8^; The watch command may be a better choice than sleep for running commands at 
timed intervals. 
usleep 


Microsleep (the u may be read as the Greek mu, or micro- prefix). This is the same as sleep, above, 
but "sleeps" in microsecond intervals. It can be used for fine-grained timing, or for polling an ongoing 
process at very frequent intervals. 


1 usleep 30 # Pauses 30 microseconds. 


This command is part of the Red Hat initscripts / rc-scripts package. 


The usleep command does not provide particularly accurate timing, and is therefore 
unsuitable for critical timing loops. 
hwclock, clock 
The hwclock command accesses or adjusts the machine's hardware clock. Some options require root 
privileges. The /etc/rc.d/rc.sysinit startup file uses hwclock to set the system time from 
the hardware clock at bootup. 


The clock command is a synonym for hwclock. 
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16.4. Text Processing Commands 


Commands affecting text and text files 


sort 


tsort 


uniq 


File sort utility, often used as a filter in a pipe. This command sorts a text stream or file forwards or 
backwards, or according to various keys or character positions. Using the -m option, it merges 
presorted input files. The info page lists its many capabilities and options. See Example 11-10, 


Example 11-11, and Example A-8. 

Topological sort, reading in pairs of whitespace-separated strings and sorting according to input 
patterns. The original purpose of tsort was to sort a list of dependencies for an obsolete version of the 
ld linker in an "ancient" version of UNIX. 

The results of a tsort will usually differ markedly from those of the standard sort command, above. 


This filter removes duplicate lines from a sorted file. It is often seen in a pipe coupled with sort. 


i es lagt-i lisit-2 list-s3 | sort | Wang > timal. bisg 
2 4 Concatenates the list files, 

3 # sorts them, 
4 d 
E 


removes duplicate lines, 
# and finally writes the result to an output file. 


The useful -c option prefixes each line of the input file with its number of occurrences. 


bash$ cat testfile 
This line occurs only once. 
Haas lina CEUS EWES. 
This line occurs twice. 
This line occurs three times. 
This line occurs three times. 
Mase line cetrs TEloustexe Times, 


bash$ uniq -c testfile 
i twe line oceurcs cul once. 
2 This line occurs twice. 
3 This line occurs three times. 


bash$ sort testfile | uniq -c | sort -nr 
3 This line occurs three times. 
2 Wins Lina Geewues) CHLOE, 
1 This line occurs only once. 


The sort INPUTFILE | uniq -c | sort -nr command string produces a frequency of 
occurrence listing on the INPUTFILE file (the -nr options to sort cause a reverse numerical sort). 
This template finds use in analysis of log files and dictionary lists, and wherever the lexical structure 
of a document needs to be examined. 


Example 16-12. Word Frequency Analysis 


#!/bin/bash 
# wf.sh: Crude word frequency analysis on a text file. 
# This is a mor HILCIEINE Versio Cie igne yrz cin”! series . 


(Gai dE (G8) SS) J 


6 Check for input file on command-line. 
7 ARGS=1 
8 E_BADARGS=85 
9 E_NOFILE=86 
10 
11 if [ $4 -ne "SARGS" ] # Correct number of arguments passed to script? 
12 then 
L3) echo "Usage: 'basename $0? filename" 
14 exit $E BADARGS 
TORTI 
16 
J7 ase | 9$ em "SL" | # Check if file exists. 
18 then 
19 echo "File N"$1N" does not exist." 
20 exit $E NOFILE 
2L ae ak 
22 
25 
24 
25 FHEREEE EEE EE HEHE HE EEE EE HH HE EEE EE HH EE EE ER EHR EE EH 
26 main () 
27 sed -e 's/N.//g' =e 's/N,//g' -e 's/ /\ 
28 Jg" WSIW | sque UXX-EU Hazy | eoret | umiec -e | cort -A7 
29 
30 Frequency of occurrence 
Sal 
92) Filter out periods and commas, and 
33 #+ change space between words to linefeed, 
34 #+ then shift characters to lowercase, and 
35 #+ finally prefix occurrence count and sort numerically. 
36 
37 Arun Giridhar suggests modifying the above to: 
38 | Some || take -€ | sore ail =E] | Sex s mu 
S99 This adds a secondary sort key, so instances of 
40 #+ equal occurrence are sorted alphabetically. 
41 As he explains it: 
42 "This is effectively a radix sort, first on the 
43 #+ least significant column 
44 #+ (word or string, optionally case-insensitive) 
45 #+ and last on the most significant column (frequency)." 
46 
47 As Frank Wang explains, the above is equivalent to 
48 #+ | sore | wie =e | sort +0 mr 
49 #+ and the following also works: 
50 #+ "ENS | Sexe | mue; =e | Some kilmei =k 
Sil HPT HE EEE EE EEE HE EE EH EE EH HE EE EEE EE HE HE EEE RE EE EE EEE 
52 
53 exit 0 
54 
55 # Exercises: 
ONE aaa 
57 # 1) Add 'sed' commands to filter out other punctuation, 
58 #+ such as semicolons. 
59 # 2) Modify the script to also filter out multiple spaces and 
60 #+ other whitespace. 
bash$ cat testfile 
This line occurs only once. 
This line occurs twice. 
This line occurs twice. 
This line occurs three times. 
This line occurs three times. 
This line occurs three times. 


bash$ ./wf.sh testfile 
this 

occurs 

line 

times 

three 

twice 

only 

once 


H = ISS) (09) 163) (ex, tery re») 


expand, unexpand 


cut 


The expand filter converts tabs to spaces. It is often used in a pipe. 


The unexpand filter converts spaces to tabs. This reverses the effect of expand. 


A tool for extracting fields from files. It is similar to the print $N command set in awk, but more 
limited. It may be simpler to use cut in a script than awk. Particularly important are the —d (delimiter) 


and —f (field specifier) options. 
Using cut to obtain a listing of the mounted filesystems: 


i, qug scl US U 15,2 uec nnl 
Using cut to list the OS and kernel version: 


dL unene -A | cuu acl? Y —i1,39,13,2 
Using cut to extract message headers from an e-mail folder: 


bash$ grep '^Subject:' read-messages | cut -c10-80 
Re: Linux suitable for mission-critical apps? 
MAKE MILLIONS WORKING AT HOME!!! 

Spam complaint 

Re: Spam complaint 


Using cut to parse a file: 


1 4$ List all the users in /etc/passwd. 
2 
3 FILENAME-/etc/passwd 
4 
5 for user in $(cut a: —fl SFILENAME) 
6 do 
7 echo $user 
8 done 
B 
10 # Thanks, Oleg Philon for suggesting this. 
cut -d ' ' -£2,3 filename is equivalent to awk -F'[ ]' '( print $2, 
filename 


8^; It is even possible to specify a linefeed as a delimiter. The trick is to actually embed a 


linefeed (RETURN) in the command sequence. 


bash$ cut -d' 

' -£3,7,19 testfile 

Wows as) inne 3 Oi euge. 
inis sues lima 7 ou esie. 
Wows is line L9 qus jeSsicitalile. 


Thank you, Jaka Kranjc, for pointing this out. 
See also Example 16-48. 


$3 }' 


paste 


join 


head 


Tool for merging together different files into a single, multi-column file. In combination with cut, 
useful for creating system log files. 


bash$ cat items 
alphabet blocks 
building blocks 
cables 


bash$ cat prices 
$1.00/dozen 
S250) Se. 

$3.75 


bash$ paste items prices 
alphabet blocks $1.00/dozen 
lguiichiing Isilocks 92550 Sei. 
cables $3.75 


Consider this a special-purpose cousin of paste. This powerful utility allows merging two files in a 
meaningful fashion, which essentially creates a simple version of a relational database. 


The join command operates on exactly two files, but pastes together only those lines with a common 
tagged field (usually a numerical label), and writes the result to stdout. The files to be joined 
should be sorted according to the tagged field for the matchups to work properly. 


Tiles soles 


100 Shoes 
200 Laces 
300 Socks 


(Om. dE (9 Je» [S 


miles 2 claca 


100 $40.00 
200 $1.00 
300 $2.00 


(Om. dE (8) ISS) [s 


bash$ join 1.data 2.data 
File: 1.data 2.data 


100 Shoes $40.00 


200 Laces $1.00 
300 Seeks S200 


$^; The tagged field appears only once in the output. 


lists the beginning of a file to stdout. The default is 10 lines, but a different number can be 
specified. The command has a number of interesting options. 


Example 16-13. Which files are scripts? 


#!/bin/bash 
# script-detector.sh: Detects scripts within a directory. 


ESTCHARS=2 # Test first 2 characters. 
HABANG='#!' # Scripts begin with a "sha-bang." 


(ex; (Gal dex (3 [e» [3 
(Gp) Cl 


7 for file in * # Traverse all the files in current directory. 
8 do 
9 if [[ "head -cSTESTCHARS "$file"'^ = "SSHABANG" ]] 
0 # head -c2 #! 
1 # The '-c' option to "head" outputs a specified 
2 #+ number of characters, rather than lines (the default). 
LS} then 
14 Saho “alike Perila" ast ei Soenen 
5 else 
6 echo Vaude VY Sica e\ aus “ee dm SCTE 
7 feet 
18 done 
19 
20 exit 0 
Za 
2 Exercises: 
OS RO RSS SSS 
24 1) Modify this script to take as an optional argument 
25 #+ the directory to scan for scripts 
26 #+ (rather than just the current working directory). 
27 
28 A) INS "E Giecworclss, Elis Samir Caves. Vrele TexoyeuLie bs To 
29 #+ Perl, awk, and other scripting language scripts. 
30 COrrSCIE ENSE 


Example 16-14. Generating 10-digit random numbers 


! /bin/bash 
rnd.sh: Outputs a 10-digit random number 


Script by Stephane Chazelas. 


head -c4 /dev/urandom | od -N4 -tu4 | sed -ne '1s/.* //p' 


Analysis 


head: 
-c4 option takes first 4 bytes. 


od: 
-N4 option limits output to 4 bytes. 
-tu4 option selects unsigned decimal format for output. 


Mop pop pp PPP PY 
O (o 0» -1 O Oi i (). M I. O xo 0 -1 O O1 4 CQ I E 


2L sed: 

22 =i gelon am Comlonmaiciiom waltin Wo! itlleae ico tlas "Um Conie, 
29) outputs only matched lines. 

24 

25 

26 

251) The author of this script explains the action of 'sed', as follows. 
28 

29 insac! -64 Jelewr/nseuelown || Oc =N Scud | mex sae "de ss a" 
30 = | 

Sal 

32 Assume output 9 io "see! c——————— = | 

33 is 0000000 1198195154\n 

34 

35 sed begins reading characters: 0000000 1198195154\n. 


tail 


36 Here it finds a newline character, 

37 #+ so it is ready to process the first line (0000000 1198195154). 

38 It looks at its <range><action>s. The first and only one is 

39 

40 range action 

41 1 Bs. 9 

42 

43 The line number is in the range, so it executes the action: 

44 #+ tries to substitute the longest string ending with a space in the line 
45 (YOOUCOOW V) mich mocone (//)), wel mie sie succede, princas che result 
46 ("p" is a flag to the "s" command here, this is different 

47 #+ from the "p" command). 

48 

49 sed is now ready to continue reading its input. (Note that before 

50 #+ continuing, if -n option had not been passed, sed would have printed 
51 #+ the line once again). 

52 

53 Now, sed reads the remainder of the characters, and finds the 

54 #+ end of the file. 

55 It is now ready to process its 2nd line (which is also numbered 'S' as 
56 #+ it's the last one). 

57) It sees it is not matched by any «range», so its job is done. 

58 

5] In few word this sed commmand means: 

60 "On the first line only, remove any character up to the right-most space, 
(SL wr Een jorealiaie alice... 7 

62 

63 A better way to do this would have been: 

64 sed -e 's/.* //;q' 

65 

66 Here, two «range»«action»s (could have been written 

67 eed =e "s/.^ f/f" -a sr 

68 

69 range action 

70 nothing (matches line) Su at Mu 

Fa nothing (matches line) er (emit) 

72 

7:8) Here, sed only reads its first line of input. 

74 It performs both actions, and prints the line (substituted) before 

75 #+ quitting (because of the "gq" action) since the "-n" option is not passed. 
76 

Tah # 
78 

WS An even simpler altenative to the above one-line script would be: 

80 head -c4 /dev/urandom| od -An -tu4 

81 

82 exit 


See also Example 16-39. 


lists the (tail) end of a file to stdout. The default is 10 lines, but this can be changed with the ^n 
option. Commonly used to keep track of changes to a system logfile, using the -f option, which 
outputs lines appended to the file. 


Example 16-15. Using fail to monitor the system log 


#!/bin/bash 
filename=sys.log 


cat /dev/null > $filename; echo "Creating / cleaning out file." 
# Creates the file if it does not already exist, 


grep 


7 #+ and truncates it to zero length if it does. 

8 # : > filename and > filename also work. 

9 

10 tail /var/log/messages > $filename 

11 # /var/log/messages must have world read permission for this to work. 
12 

13 echo "$filename contains tail end of system log." 

14 

15 exit 0 


į ) To list a specific line of a text file, pipe the output of head to tail -n 1. For example 
head -n 8 database.txt | tail -n 1 lists the 8th line of the file 
database.txt. 


To set a variable to a given block of a text file: 


var=$ (head -n $m $filename | tail -n $n) 


# m = from beginning of file, number of lines to end of block 


T 

2 

3 # filename = name of file 

4 

5 $n = number of lines to set variable to (trim from end of block) 


<p>) Newer implementations of tail deprecate the older tail -SLINES filename usage. The 
standard tail -n $LINES filename is correct. 


See also Example 16-5, Example 16-39 and Example 32-6. 


A multi-purpose file search tool that uses Regular Expressions. It was originally a command/filter in 
the venerable ed line editor: g/re/p -- global - regular expression - print. 


grep pattern[file...] 


Search the target file(s) for occurrences of pattern, where pattern may be literal text or a 
Regular Expression. 


bash$ grep '[rst]ystem.$' osinfo.txt 
The GPL governs the distribution of the Linux operating system. 


If no target file(s) specified, grep works as a filter on stdout, as in a pipe. 


bash$ ps ax | grep clock 
FSS ceil S 0:00 xclock 
901 pts/1 S 0300 grao clock 


The —i option causes a case-insensitive search. 
The —w option matches only whole words. 
The —1 option lists only the files in which matches were found, but not the matching lines. 


The -r (recursive) option searches files in the current working directory and all subdirectories below 
it. 
The -n option lists the matching lines, together with line numbers. 


bash$ grep -n Linux osinfo.txt 
2:This is a file containing information about Linux. 
6:The GPL governs the distribution of the Linux operating system. 


The -v (or --invert-match) option filters out matches. 


grep patternl *.txt | grep -v pattern2 


1 
2 
3 4 Matches all lines in "*.txt" files containing "patternl", 
AL sp Jeypip avons? WievelietEreneiot2 T c 


The -c (--count) option gives a numerical count of matches, rather than actually listing the 
matches. 


(GueeqS. E ioc "crop # (number of occurrences of "txt" in "*.sgml" files) 


^* (loy. 


# 
# 
# means count (-c) zero-separated (-z) items matching "." 
# 
# 


il 
2 
3 
4 
5 
6 
7 that is, non-empty ones (containing at least 1 character). 
8 
9 printf 'a b\nc d\n\n\n\n\n\000\n\000e\000\000\nf' | grep -cz # 3 
10 printf ‘a bNnc d\n\n\n\n\n\000\n\000e\000\000\n£" | grep -cz '$' # 5 
1 printf “a b\nc d\n\n\n\n\n\000\n\000e\000\000\n£' | grep -cz '^' # 5 
2 
3 
4 
5 
6 
7 
8 
$ 


printf 'a bNnc d\n\n\n\n\n\000\n\000e\000\000\n£' | grep -c '$' # 9 
By default, newline chars (\n) separate items to match. 


Note that the -z option is GNU "grep" specific. 


T Ties SoCs. 

The --color (or --colour) option marks the matching string in color (on the console or in an 
xterm window). Since grep prints out each entire line containing the matching pattern, this lets you 
see exactly what is being matched. See also the -o option, which shows only the matching portion of 
the line(s). 


Example 16-16. Printing out the From lines in stored e-mail messages 


#!/bin/bash 
# from.sh 


# Emulates the useful 'from' utility in Solaris, BSD, etc. 
# Echoes the "From" header line in all messages 
#+ in your e-mail directory. 


NPRPRPPRP PPP PY 
O (o 00 -1 O Oi i$ O M PB. O xo 0 -1 O O1 4 Q Io E 


MAILDIR--/mail/* No quoting of variable. Why? 
# Maybe check if-exists SMAILDIR: if | -d SMATLDIR ] 
GREP OPTS-"-H -A 5 —-color" Show file, plus extra context lines 
ap Guovel Chbany Anion a eodem 
TARGETSTR="“*F rom" "From" at beginning of line. 
for file in SMAILDIR No quoting of variable. 
do 
grep S$GREP OPTS "STARGETSTR" "Sfile" 
# QUO anaemia oy Again, do not quote this variable. 
echo 
done 
21 
DO e YE 
28 
24 # You might wish to pipe the output of this script to 'more' 


N 
U 


#+ or redirect it to a file 


When invoked with more than one target file given, grep specifies which file contains matches. 


bash$ grep Linux osinfo.txt misc.txt 
osinfo.txt:This is a file containing information about Linux. 
osinfo.txt:The GPL governs the distribution of the Linux operating system. 
misc.txt:The Linux operating system is steadily gaining in popularity. 


į ) To force grep to show the filename when searching only one target file, simply give 
/ dev/nul1l as the second file. 


bash$ grep Linux osinfo.txt /dev/null 
OSIM Sac Gils 1S a de3Llls CSOMIEAINLIAG) LEen EIlSOwIE Ikan c 
osinfo.txt:The GPL governs the distribution of the Linux operating system. 


If there is a successful match, grep returns an exit status of 0, which makes it useful in a condition test 
in a script, especially in combination with the -q option to suppress output. 


1 SUCCESS=0 # if grep lookup succeeds 

2 word=Linux 

3 filename-data.file 

4 

5 grep g "Sword" "Sfilename" # The "-q" option 

6 #+ causes nothing to echo to stdout. 
7 ase | S? ee SSUCCESS ] 

8 # if grep -q "Sword" "Sfilename" can replace lines 5 te 

9 then 
10 echo "Sword found in $filename" 
11 else 
12 echo "Sword not found in $filename" 
LS sa 


Example 32-6 demonstrates how to use grep to search for a word pattern in a system logfile. 


Example 16-17. Emulating grep in a script 


1 #!/bin/bash 

2 grp.sh: Rudimentary reimplementation of grep. 

3 

4 E BADARGS-85 

5 

& sax [ -z USIXV ] # Check for argument to script. 

7 then 

8 echo "Usage: 'basename $0' pattern" 

9 exit $E BADARGS 

Jg) seat 

LL 

12 echo 

13 

A oa aiie gel oy # Traverse all files in SPWD. 

JUS. (ele) 

16 output-$(sed -n /"$1"/p $file) # Command substitution. 
L7 

18 le [ | gm VSowtpuE" | # What happens if "Soutput" is not quoted? 
Lg then 
20 exeo =a Venres Y 
21 echo "Soutput" 
DE ie aL uq Eel cie US siiile; foU. ais ect valent ice) above, 
23 
24 echo 
25 done 
26 


27 echo 


28 
AS 
30 
31 
22 
33 
34 


exec di 


# Exercises: 

# Rar Se E 

# 1) Add newlines to output, if more than one match in any given file. 
# 2) Add features. 


How can grep search for two (or more) separate patterns? What if you want grep to display all lines 
in a file or files that contain both "pattern1" and "pattern2"? 


One method is to pipe the result of grep pattern1 to grep pattern2. 


For example, given the following file: 


1 
2 
3 
4 
5) 
6 
j 


# Filename: tstfile 


This is a sample file. 

This is an ordinary text file. 

This file does not contain any unusual text. 
This file is not unusual. 

Here is some text. 


Now, let's search this file for lines containing both "file" and "text"... 


bash$ 
# FL 
This 
This 
This 
This 


grep file tstfile 
lename: tstfile 

is a sample file. 

is an ordinary text file. 

file does not contain any unusual text. 
file is not unusual. 


bash$ grep file tstfile | grep text 


This 
This 


is an ordinary text file. 
file does not contain any unusual text. 


Now, for an interesting recreational use of grep... 


Example 16-18. Crossword puzzle solver 


NPRPRPPRP PPP PY 
O (o 00 -1 O Oi i$ (). NM. IS. O xo 0 -1 O O1 i CQ IO E 


NNN 
(es [ues (3 


! /bin/bash 
cw-solver.sh 
This is actually a wrapper around a one-liner (line 46). 


Crossword puzzle and anagramming word game solver. 
You know *some* of the letters in the word you're looking for, 
+ so you need a list of all valid words 
+ with the known letters in given positions. 
For example: w...i....n 
LPO2D2 222110) 
w in position 1, 3 unknowns, i in the 5th, 4 unknowns, n at the end. 
(See comments at end of script.) 


| NOPATT-71 
ICT-/usr/share/dict/word.lst 
ARES SLES A Looks for word list here. 
ASCII word list, one word per line. 
If you happen to need an appropriate list, 

+ download the author's "yawl" word list package. 
http://ibiblio.org/pub/Linux/libs/yawl-0.3.2.tar.gz 
or 
Werp / Masia carta. 3um/ rell (0 s 3.2 tae. Gv 


(S) fea 


24 


25 

AG ab [| m SEL j # If no word pattern specified 
27 then #+ as a command-line argument 

28 echo #+ . . . then 

BS) echo "Usage:" #+ Usage message. 

30 echo 

Sil exeo WU XU, VU 

[32 echo "where \"pattern\" is in the form" 

33 Echo UXX. o X. Xoe 

34 echo 

25 echo "The x's represent known letters," 

36 echo "and the periods are unknown letters (blanks) ." 
37 echo "Letters and periods can be in any position." 
38 echo "For example, try: SaR Solvers ARN e a 
39 echo 

40 exit SE_NOPATT 

AL EL 

42 

43 echo 

44 

45 This is where all the work gets done. 

ANS (gpeseyo ^USHL WS. VIDI # Yes, only one line! 

47 | | 

48 ^ is start-of-word regex anchor. 

49 $ is end-of-word regex anchor. 

50 

SL Birom _SiWjolcl Creo Tricks p vol. i, 

52 #+ a book the ABS Guide author may yet get around 
53 #+ to writing . . . one of these days 

54 

55 echo 

56 

57 


58 exit $? # Script terminates her 

59 # If there are too many words generated, 
60 #+ redirect the output to a file. 

61 

62 $ sin Gw-Solliver. Sit Was othoso oll 

63 

64 wellington 

65 workingman 

66 workingmen 


egrep -- extended grep -- is the same as grep -E. This uses a somewhat different, extended set of 
Regular Expressions, which can make the search a bit more flexible. It also allows the boolean | (or) 
operator. 


bash $ egrep 'matches|Matches' file.txt 
Line 1 matches. 

Line 3 Matches. 

Line 4 contains matches, but also Matches 


fgrep -- fast grep -- is the same as grep -F. It does a literal string search (no Regular Expressions), 
which generally speeds things up a bit. 


8^; On some Linux distros, egrep and fgrep are symbolic links to, or aliases for grep, but 
invoked with the -E and —F options, respectively. 


Example 16-19. Looking up definitions in Webster's 1913 Dictionary 


!/bin/bash 
dict-lookup.sh 
This script looks up definitions in the 1913 Webster's Dictionary. 

This Public Domain dictionary is available for download 

from various sites, including 

+ Project Gutenberg (http://www.gutenberg.org/etext/247). 


to UNIX format 
m MALS ug. 


Convert it from DOS 
+ before using it wit 


(with only LF at end of line) 


PRPRPPPE PY 
- oO) Ora () M P O x 0 -1 O O1 4 QI ES 


[SNL 
(c Woy Keo} 


NNNNNN ND 
mp for) (rl ES (3 je» [5 


C9 CO IN P2 
Re (€3 «e Go} 


C0 CO CO CO CO CO CO CO 
Wo) Ce} i) Xexy- Gal des. a) N 


D e 
[— 6 


Cr PP SF be SP ES am aum 
(&») Me) (eer — en) Gal dex Goo 9) 


C1 ol 
OP 


(Gy (On Gn Gar (n. toh (On 
(Ko) es) ch fe»y (On (em (o3) 


(ox ten. ONC YON EON X93) 
(ox Gi dex (39 DS) I €» 


nm 


Store the file in plain, 


uncompressed ASCII text. 


SSE IDEE JANOJLD DIGINED IE 


BADARGS-85 
EXTLINES-50 


AXCONT 


UJ 


ha 


FAULT DICTFILE-"/usr 


E variable below to path/filename. 


# Maximum number of lines to show. 
/share/dict/webster1913-dict.txt" 

# Default dictionary file pathname. 

# Change this as necessary. 


# Note 

# OM RE dt 

# This particular edition of the 1913 Webster's 

#+ begins each entry with an uppercase letter 

#+ (lowercase for the remaining characters). 

# Only the *very first line* of an entry begins this way, 
#+ and that's why the search algorithm below works. 

ie [| o Seng Sg |) Sel sai o VA D-mpe 11 


# Must at least specify word to look up, 


and 


#+ it must start with an uppercase letter. 


then 

echo "Usage: 'basename $0° Word-to-define [dictionary-file]" 

echo 

echo "Note: Word to look up must start with capital letter," 

echo "with the rest of the word in lowercase." 

(ako E Mi 

echo "Examples: Abandon, Dictionary, Marking, etc." 

exit $E BADARGS 
I3 
auae peus UM oS # May specify different dictionary 

#+ aS an argument to this script. 

then 

dict file=SDEFAULT_DICTFILE 
else 


Lab 


E 


dictfile-"$2" 


Definition-$(fgrep -A SMAXCONT 


Du NONU 


EXTLIN 


ES S drerit 


Dariare oae Lor eue Woe Woo ^ 


And, yes, 
to search 


"fgrep" is fast enough 
ven a very large text file. 


Now, snip out just the definition block. 
exelao. "USibxeisigabse | 
secl sin Ub I | 
# Print from first line of output 
#+ to the first line of the next entry. 
sed 'Sd' | sed '$d' 


look 


67 # Delete last two lines of output 
68 #+ (blank line and first line of next entry). 


69 # 

70 

Vi oxalic SF 

WZ 

Ta Exercises: 

Wal zm a 

78 1) Modify the script to accept any type of alphabetic input 
76 + (uppercase, lowercase, mixed case), and convert it 

779 + to an acceptable format for processing. 

78 

79 2) Convert the script to a GUI application, 

80 + using something like 'gdialog' or 'zenity' 

81 The script will then no longer take its argument (s) 

82 + from the command-line. 

83 

84 3) Modify the script to parse one of the other available 

85 * Public Domain Dictionaries, such as the U.S. Census Bureau Gazetteer. 


H) See also Example A-41 for an example of speedy fgrep lookup on a large text file. 


agrep (approximate grep) extends the capabilities of grep to approximate matching. The search string 
may differ by a specified number of characters from the resulting matches. This utility is not part of 
the core Linux distribution. 


j ) To search compressed files, use zgrep, zegrep, or zfgrep. These also work on 
non-compressed files, though slower than plain grep, egrep, fgrep. They are 
handy for searching through a mixed set of files, some compressed, some not. 


To search bzipped files, use bzgrep. 


The command look works like grep, but does a lookup on a "dictionary," a sorted word list. By 
default, look searches for a match in /usr/dict/words, but a different dictionary file may be 
specified. 


Example 16-20. Checking words in a list for validity 


#!/bin/bash 
# lookup: Does a dictionary lookup on each word in a data file. 


file-words.data # Data file from which to read words to test. 


echo 
echo "Testing file $file" 
echo 
while [ "Sword" != end ] # Last word in data file. 
do goes 
read word # From data file, because of redirection at end of loop. 


e PPP PE 
(o O0 -1 OY O1 4 () NB. IS. O «o 0 -1 O O1 i CQ) IO 2 


look Sword > /dev/null # Don't want to display lines in dictionary file. 
# Searches for words in the file /usr/share/dict/words 
#+ (usually a link to linux.words). 


il lookup-$? # Exit status of 'look' command. 
i 

ai [ “lookup! =sq © ] 

then 


20 Scao W\WSiyorel\Y aus webs. U 


Bil else 

22 echo “\’Smezed\Y ig amyallaicl, ” 
BS dE 3L 

24 

25 come «Saule s; Imexblexeus suebom tO Stile. so "emos" Come from lee. 
26 

27 echo 

28 

29 esenie 0) 

30 

31 # 


32 # Code below line will not execute because of "exit" command above. 
33 

34 

35 # Stephane Chazelas proposes the following, more concise alternative: 
36 


37 while read word && [[ $word != end ]] 
S8 clo iit look "Sewer" > /clew/imw ILI 

39 Toen echo "WU Engl is valc Y 

40 else echo "USwougNU im invalle" 
41 iE. 

42 done <"Sfile" 

43 

44 exe O 


sed, awk 


sed 


le» 
= 


Scripting languages especially suited for parsing text files and command output. May be embedded 
singly or in combination in pipes and shell scripts. 


Non-interactive "stream editor", permits using many ex commands in batch mode. It finds many uses 
in shell scripts. 


Programmable file extractor and formatter, good for manipulating and/or extracting fields (columns) 
in structured text files. Its syntax is similar to C. 


wc gives a "word count" on a file or I/O stream: 


bash $ we /usr/share/doc/sed-4.1.2/README 
13 70 447 README 
[13 lines 70 words 447 characters] 


wc —w gives only the word count. 

wc -—1 gives only the line count. 

wc —c gives only the byte count. 

wc —m gives only the character count. 

wc -L gives only the length of the longest line. 

Using we to count how many .t xt files are in current working directory: 


1 $ is worse | we = 
# Will work as long as none of the "*.txt" files 
#+ have a linefeed embedded in their name. 


# Alternative ways of doing this are: 
# dime! 4 =mwem<clejorin i =name \ tze [weinen || Gree eo 
d (lahore =s illu sat == “ ieee echo S) 


=) ep) (nl gEx (93. fe» 


tr 


8 
Qe Moenie S.C. 


Using we to total up the size of all the files whose names begin with letters in the range d - h 


bash$ wc [d-h]* | grep total | awk '(print $3)' 
3 1,8: 512 


Using we to count the instances of the word "Linux" in the main source file for this book. 


bash$ grep Linux abs-book.sgml | wc -1 
138 


See also Example 16-39 and Example 20-8. 
Certain commands include some of the functionality of wc as options. 


| «pese roo || we b 
# This frequently used construct can be more concisely rendered. 


| gucpEc toO 
7? JUSE Use ting Yee" (or U-—-—(eueE) Goc om (OE CREO. 


Sa] cxy (Gal des (es) |ssy p 


i lineinkes, SoC. 


character translation filter. 


d Must use quoting and/or brackets, as appropriate. Quotes prevent the shell from 
reinterpreting the special characters in tr command sequences. Brackets should be 
quoted to prevent expansion by the shell. 


Either tr "A-Z" "*" «filenameortr A-Z \* «filename changes all the uppercase 
letters in filename to asterisks (writes to stdout). On some systems this may not work, but tr 


A-Z '[**]' will. 


The —d option deletes a range of characters. 


1 echo "abcdef" # abcdef 

2 echo "abcodet" | tr =o. b-d # aef 

3 

4 

5 ie = 0-9 <ien demain 

6 4 Deletes all digits from the file "filename". 


The --squeeze-repeats (or —s) option deletes all but the first instance of a string of 
consecutive characters. This option is useful for removing excess whitespace. 


bash$ echo "XXXXX" | tr --squeeze-repeats 'X' 
X 


The -c "complement" option inverts the character set to match. With this option, tr acts only upon 


those characters not matching the specified set. 


bash$ echo "acfdeb123" | tr -c b-d + 
+e+d+b++++ 


Note that tr recognizes POSIX character classes. [1] 


bash$ echo "abcd2efi" | tr '[:alpha:]' - 
----2--1 


Example 16-21. toupper: Transforms a file to all uppercase. 


!/bin/bash 
Changes a file to all uppercase. 


E_BADARGS=85 


mie || =z Visi jJ G7 Siteumneleuccl Cheek itor Commence 13e: eucc. 
then 

echo "Usage: 'basename $0` filename" 

exit SE BADARGS 
dE dL 


Xr 


tap quum Jm «USD 


# Same effect as above, but using POSIX character set notation: 
# wx V [sdowexss]". "V[swgexewss]" «Wed 
ur Hahake n SoC, 


Mop pop pp PPP PY 
O (o 0» -1 O Oi i$ (). M P. O xo 0 -1 O O1 4 Q Io E 


# Or even 3 
# eene “Sil || tie aan Ave 
# Or dozens of other ways 
Zu 
22 Satie, (@) 
23 
24 # Exercise: 
25 # Rewrite this script to give the option of changing a file 
26 #+ to *either* upper or lowercase. 
27 s» dali Ug ither the "case" or "select" command. 


Example 16-22. lowercase: Changes all filenames in working directory to lowercase. 


#!/bin/bash 


# Changes every filename in working directory to all lowercase. 


# Inspired by a script of John Dubois, 
#+ which was translated into Bash by Chet Ramey, 
#+ and considerably simplified by the author of the ABS Guide. 


NPRPRPRPRP PPP PY 
O (o 0» -1 O Oi i (). NM PS. O xo 0 -1 O O1 4S CQ Io E 


for filename in * # Traverse all files in directory. 
do 
fname-'basename $filename” 
n= echo $fname | tr A-Z a-z' # Change name to lowercase. 
if [ "S$Sfname" != "Sn" ] # Rename only files not already lowercase. 
then 
mv $fname $n 
iE 
done 
exit 9? 
Zt 
22 
23 4 Code below this line will not execute because of "exit". 


N 
A 


# # 
# To run it, delete script above line. 


NNN 
UH O1! 


# The above script will not work on filenames containing blanks or newlines. 


28 
29 
30 
Sl 
32 
33 
34 
39 
36 
37 
38 
39 
40 
41 
42 
43 


# Stephane Chazelas therefor 


for filename in * 


suggests th 


following alternative: 


# Not necessary to use basename, 
4^ ubere. Well wow tc EUean quo; ELE Cloiaieeiaiasine; WA 
"[:upper:]' '[ 
POSIX char set notation. 
Slash added so that trailing newlines are not 
removed by command substitution. 


| Ese 


:lower:]"' 


# Removes trailing slash, added above, 


|| mv 


do me echo Siti lensane/ t 
# 
# 
# 
# Variable substitution: 
n-$ (n$/) 
[I Sizlemsmae == Sm jj] 
done 
esate S 


"Sfilename" 
# Checks if filename already lowercase. 


Example 16-23. du: DOS to UNIX text file conversion. 


(oe; ssa) fon (nl de (09 |) |-2- Gy wo) Xeer | (xy (nb ges (63. IS) oj 


!/bin/bash 


E WRONGARGS-85 


3 f [ =a "Si" ] 
then 


DU Sig JD(OYSS tee) UNDO ieee arab db 


converter. 


echo "Usage: 'basename $0" 


exit $E WRONGARGS 
Fal 


NEWFILENAME-$1.unx 


CR='\015' # Carriage return. 


US rau 


nvert" 


filenam 


PORCO 


a OLS te Cereal INCU Cocks cor Ce, 


# Lines 
# Lines 


iux OES C RES ESN 


alioi. tel 
in a 


EWFIL 


ENAM 


# Delete CR's and write to new file. 


echo "Original DOS 


echo "Converted UNIX text file is \"SN 


exito 


# Exercise: 


EP esie abs) NESIN 


DOS text file end in CR-LF. 
UNIX text file end in LF only. 


EWE IL 


ENAME\"." 


# Change the above script to convert from UNIX to DOS. 


Example 16-24. rot13: ultra-weak encryption. 


(ger sa] (xy (rb de G9 IS) E 


!/bin/bash 


Usage: ./rot13.sh filename 
or ./rotl3.sh «filename 
or ./rotl3.sh and supply keyboard input (stdin) 


woe Sis Classic orl aleari, 
encryption that might fool a 3-year old 
for about 10 minutes. 


from filename. 


1 ee Vs || ie UmxEMMAU Viena NAAM ur sU Sors cen Walls io cro. Woy! 
11 # The Gai Va" construct 

12 #+ permits input either from stdin or from files. 

4.3) 

14 exit 0 


Example 16-25. Generating ''Crypto-Quote" Puzzles 


! /bin/bash 
crypto-quote.sh: Encrypt quotes 


Will encrypt famous quotes in a simple monoalphabetic substitution. 
The result is similar to the "Crypto Quote" puzzles 
* seen in the Op Ed pages of the Sunday paper. 


key-ETAOINSHRDLUBCFGJMQPVWZYXK 
The "key" is nothing more than a scrambled alphabet. 
Changing the "key" changes the encryption. 


Winer veet Wisi construction gete imove (reubirie (eus Cron erein or ronm riles, 
If using stdin, terminate input with a Control-D. 
Otherwise, specify filename as command-line parameter. 


Gat "SG" | tte Yee! Um-mo | (ue Mase Weker? 

| LO Uppercase | SIMSE PL 
Will work on lowercase, uppercase, or mixed-case quotes. 
Passes non-alphabetic characters through unchanged. 


Mop p opp ppppÀDGÀG: 
O (o 00 -1 O Oi i (). NM PB. O xo 0 -1 O O1 4 Q Io E 


21 

22 

23 Try this script with something like: 

24 "Nothing so needs reforming as other people's habits." 
25 --Mark Twain 

26 

2il OUESUNE 39s 

28 "CEPHRCS OF CIIOQ MINEMBRCS EQ FPHIM GIFGUI'O HETREOQ." 
BY) ==BEML PZERC 

30 

Sal. To reverse the encryption: 

32 em Veg" | s Wee Ungu 

33 

34 

35 This simple-minded cipher can be broken by an average 12-year old 
36 #+ using only pencil and paper. 

S 

38 exit 0 

39 

40 # Exercise: 

db m exce 

42 # odify the script so that it will either encrypt or decrypt, 


43 #+ depending on command-line argument(s). 


Of course, tr lends itself to code obfuscation. 


#!/bin/bash 
# jabh.sh 


il 

2 

3 

4 x="wftedskaebjgdBstbdbsmnjgz" 

5 echo Sx | tr "a-z" ‘oh, turtleneck Phrase Jar!' 
6 


7 # Based on the Wikipedia "Just another Perl hacker" article. 


tr variants 


The tr utility has two historic variants. The BSD version does not use brackets (tr a-z A-Z), but 
the SysV one does (tr '[a-z]' '[A-Z] '). The GNU version of tr resembles the BSD one. 


fold 
A filter that wraps lines of input to a specified width. This is especially useful with the —s option, 
which breaks lines at word spaces (see Example 16-26 and Example A-1). 

fmt 
Simple-minded file formatter, used as a filter in a pipe to "wrap" long lines of text output. 


Example 16-26. Formatted file listing. 


#!/bin/bash 
WIDTH=40 # 40 columns wide. 


i 
2 
3 
4 
5 b= ls /usr/local/bin' # Get a file listing... 
6 
3| echo Slo || mwe =w Sivaoaris! 

8 


9 # Could also have been done by 
10 # echo Slo || folei = -e = Simmer 


12 ezit 0) 


See also Example 16-5. 


į ) A powerful alternative to fmt is Kamil Toman's par utility, available from 
http://www.cs.berkeley.edu/~ame/Par/. 

col 
This deceptively named filter removes reverse line feeds from an input stream. It also attempts to 
replace whitespace with equivalent tabs. The chief use of col is in filtering the output from certain text 
processing utilities, such as groff and tbl. 

column 
Column formatter. This filter transforms list-type text output into a "pretty-printed" table by inserting 
tabs at appropriate places. 


Example 16-27. Using column to format a directory listing 


1 #!/bin/bash 

2 # colms.sh 

3 # A minor modification of th xample file in the "column" man page. 

4 

5 

6 (printf "PERMISSIONS LINKS OWNER GROUP SIZE MONTH DAY HH:MM PROG-NAME\n" \ 
y Le -L | sed le) | eolrina —c 

8 # EERE Oe 

9 


10 # The "sed 1d" in the pipe deletes the first line of output, 
11 #+ which would be "total INH 

12 #+ where "N" is the total number of files found by "ls -1". 
13 


colrm 


pr 


gettext 


14 # The -t option to "column" pretty-prints a table. 
15 
16 exit 0 


Column removal filter. This removes columns (characters) from a file and writes the file, lacking the 
range of specified columns, back to stdout. colrm 2 4 «filename removes the second 
through fourth characters from each line of the text file £ilename. 


If the file contains tabs or nonprintable characters, this may cause unpredictable 
behavior. In such cases, consider using expand and unexpand in a pipe preceding 


colrm. 


Line numbering filter: n1 filename lists filename to stdout, but inserts consecutive numbers 
at the beginning of each non-blank line. If filename omitted, operates on stdin. 


The output of nl is very similar to cat —b, since, by default nl does not list blank lines. 


Example 16-28. nl: A self-numbering script. 


1 #!/bin/bash 

2 line-number.sh 

B 

4 This script echoes itself twice to stdout with its lines numbered. 
5 

6 echo " line number = SLINENO" # 'nl' sees this as line 4 

7 (nl does not number blank lines). 
8 "cat -n' sees it correctly as line #6. 
9 
10 nl “basename $0" 
TEL 
12 echo; echo # Now, let's try it with 'cat -n' 
4.3 
14 cat -n “basename $0" 
15 # The difference is that 'cat -n' numbers the blank lines. 
16 4 Note that 'nl -ba' will also do so. 
17 
ig eee @ 
19 # 


Print formatting filter. This will paginate files (or st dout) into sections suitable for hard copy 
printing or viewing on screen. Various options permit row and column manipulation, joining lines, 
setting margins, numbering lines, adding page headers, and merging files, among other things. The pr 
command combines much of the functionality of nl, paste, fold, column, and expand. 


pr -o 5 --width=65 fileZZZ | more gives a nice paginated listing to screen of 
fileZZZ with margins set at 5 and 65. 


A particularly useful option is —d, forcing double-spacing (same effect as sed -G). 
The GNU gettext package is a set of utilities for localizing and translating the text output of programs 
into foreign languages. While originally intended for C programs, it now supports quite a number of 


programming and scripting languages. 


The gettext program works on shell scripts. See the info page. 


msgfmt 
A program for generating binary message catalogs. It is used for localization. 


Iconv 
A utility for converting file(s) to a different encoding (character set). Its chief use is for localization. 
JL sx Conort 2 Seine) erom WMI tco WI 1G ane! print iE Che JEXoXONEIbaL E 
2 LUVIN LCI e ee dE Esame] d 
3 STRING=S1 
4 BOOKLIST-$2 
5 echo -n "SSTRING" | iconv -f UTF8 -t UIF16 | \ 
6 cut o -b 3— | tr d \\n >> “SBOOKEEST" 
T7 j 
8 
9 # From Peter Knowles' "booklistgen.sh" script 
10 #+ for converting files to Sony Librie/PRS-50X format. 
11 4$  (http://booklistgensh.peterknowles.com) 
recode 


Consider this a fancier version of iconv, above. This very versatile utility for converting a file to a 
different encoding scheme. Note that recode is not part of the standard Linux installation. 

TeX, gs 
TeX and Postscript are text markup languages used for preparing copy for printing or formatted 
video display. 


TeX is Donald Knuth's elaborate typsetting system. It is often convenient to write a shell script 
encapsulating all the options and arguments passed to one of these markup languages. 


Ghostscript (gs) is a GPL-ed Postscript interpreter. 

texexec 
Utility for processing TeX and pdf files. Found in /usr/bin on many Linux distros, it is actually a 
shell wrapper that calls Perl to invoke Tex. 


texexec --pdfarrang result=Concatenated.pdf *pdf 


#  Concatenates all the pdf files in the current working directory 

#+ into the merged file, Concatenated.pdf 

# (The --pdfarrange option repaginates a pdf file. S also pdfcombine.) 

# The above command-line could be parameterized and put into a shell script. 


(xy (Cm de» (3 [5 [5 


enscript 
Utility for converting plain text file to PostScript 


For example, enscript filename.txt -p filename.ps produces the PostScript output file 
filename.ps. 

groff, tbl, eqn 
Yet another text markup and display formatting language is groff. This is the enhanced GNU version 
of the venerable UNIX roff/troff display and typesetting package. Manpages use groff. 


The tbl table processing utility is considered part of groff, as its function is to convert table markup 
into groff commands. 


The eqn equation processing utility is likewise part of groff, and its function is to convert equation 
markup into groff commands. 


Example 16-29. manview: Viewing formatted manpages 


1 #!/bin/bash 
2 4 manview.sh: Formats the source of a man page for viewing. 


This script is useful when writing man page source. 
It lets you look at the intermediate results on the fly 
+ while working on it. 


E_WRONGARGS=85 


ade [| s WSL 

then 
echo "Usage: 'basename $0! filename" 
exit $E WRONGARGS 

ical 


gror -tasci mmen Sil | less 
From the man page for groff. 


N H H H H H H H H 1 
© Wey (er Sa) rexy Gal dex (Us) RS) p» (e Wey (oe) x] fy Gril dex CO 


21 If the man page includes tables and/or equations, 

22 #+ then the above code will barf. 

25 The following line can handle such cases. 

24 

25 ejclol < YSI | egg -Trlarimil | gror —wieiedinll -mety -Cha -mem 
26 

27 Thanks, 9.0. 

28 

29) excu $7 # See also the "maned.sh" script. 


See also Example A-39. 
lex, yacc 


The lex lexical analyzer produces programs for pattern matching. This has been replaced by the 


nonproprietary flex on Linux systems. 


The yacc utility creates a parser based on a set of specifications. This has been replaced by the 
nonproprietary bison on Linux systems. 


Notes 


[1] This is only true of the GNU version of tr, not the generic version often found on commercial UNIX 
systems. 
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16.5. File and Archiving Commands 


Archiving 


tar 


shar 


ar 


rpm 


The standard UNIX archiving utility. [1] Originally a Tape ARchiving program, it has developed into 
a general purpose package that can handle all manner of archiving with all types of destination 
devices, ranging from tape drives to regular files to even st dout (see Example 3-4). GNU tar has 
been patched to accept various compression filters, for example: tar czvf archive name.tar.gz *, 
which recursively archives and gzips all files in a directory tree except dotfiles in the current working 


directory (SPWD). [2] 


Some useful tar options: 


1. -c create (a new archive) 
2. -x extract (files from existing archive) 
3. - delete delete (files from existing archive) 


D This option will not work on magnetic tape devices. 


. —r append (files to existing archive) 

. —A append (tar files to existing archive) 

. —t list (contents of existing archive) 

. —u update archive 

. -d compare archive with specified filesystem 

after-date only process files with a date stamp after specified date 
. —z gzip the archive 


SOONDNSA 


pà 


(compress or uncompress, depending on whether combined with the -c or —x) option 
11. -j bzip2 the archive 
It may be difficult to recover data from a corrupted gzipped tar archive. When 
archiving important files, make multiple backups. 


Shell archiving utility. The text and/or binary files in a shell archive are concatenated without 
compression, and the resultant archive is essentially a shell script, complete with #!/bin/sh header, 
containing all the necessary unarchiving commands, as well as the files themselves. Unprintable 
binary characters in the target file(s) are converted to printable ASCII characters in the output shar 
file. Shar archives still show up in Usenet newsgroups, but otherwise shar has been replaced by 
tar/gzip. The unshar command unpacks shar archives. 


The mailshar command is a Bash script that uses shar to concatenate multiple files into a single one 
for e-mailing. This script supports compression and uuencoding. 


Creation and manipulation utility for archives, mainly used for binary object file libraries. 


The Red Hat Package Manager, or rpm utility provides a wrapper for source or binary archives. It 
includes commands for installing and checking the integrity of packages, among other things. 


A simple rpm -i package name.rpm usually suffices to install a package, though there are many 
more options available. 


i) rpm -qf identifies which package a file originates from. 


cpio 


bash$ rpm -qf /bin/1s 
(eye a dl 5) 2r SH 


rpm -qa gives a complete list of all installed rpm packages on a given system. An 
rpm -qa package name lists only the package(s) corresponding to 


package name. 


bash$ rpm -qa 
iccexollaveue logos 1. 5 1l o Sil 
GLO 2 72, dido) 
Gueeelklqg-2 7-1 
docte tooks m , 7-1 
gdb il 8, (0.11) 
ksymoops-2.4.1-1 
mktemp-1.5-11 
PerSon Omi 
BE rSERES URES 955x093) 2 


bash$ rpm -qa docbook-utils 
ClOoClooolkk=WiELILS=0 516, 9-72 


bash$ rpm -qa docbook | grep docbook 
glexcloxxols dre 1.— sadi — 1. o (91:0) 
docbook-style-dsssl-1.064-3 
docbook-dtd30-sgml-1.0-10 
docbook-dtd40-sgml-1.0-11 

(oexeloxoollis tilib Pan =) «(9 2.9) 2 
docbook-dtd41-sgml-1.0-10 
elexeloxoxolis- iie. 1.6:— 0)... (6. 9). 


This specialized archiving copy command (copy input and output) is rarely seen any more, having 
been supplanted by tar/gzip. It still has its uses, such as moving a directory tree. With an appropriate 
block size (for copying) specified, it can be appreciably faster than tar. 


Example 16-30. Using cpio to move a directory tree 


(se ss] (x Gr de. GO WS) [= SS wer Co cp (x; (On des eo) hs) f 


Je, 
20 
Z5 


! /bin/bash 
Copying a directory tree using cpio. 


Advantages of using 'cpio': 


Speed of copying. It's faster than 'tar' with pipes. 


Well suited for copying special files (named pipes, 
a char "em" wie; Cooka Ons 


ARGS-2 
E BADARGS-65 


if [ $4 -ne "SARGS" ] 


echo "Usage: 'basename $0° source destination" 
exit $E BADARGS 


source="$1" 
destination="S$2" 


dag 


22 EE TETE EE HE HE TE AE EE HH HEHE ERE EE E E E EE E E E RE EE ERE EE EE EE ER ER E EH 
23 Pind “Ssoueca! gem || cole —achmyja "Sese om! 


24 AAAA AA A^A^A^^^ 
25 Read the 'find' and 'cpio' info pages to decipher these options. 
26 The above works only relative to $PWD (current directory) 


27 #+ full pathnames are specified. 


28 FEE HE HE TEIE EE HH HH EE EH FE HE FE FE HE FE EH E FE FE FE FE HE FE HEE HE FE E FE FE FE FE HE FE EET HE FE FE TE FE TE HE E E E E E E H 
29 

30 

Sal Exercise: 

S2 yp —————-—-- 

33 

34 Add code to check th Ale Sieelewis! (SP) Or chea Vrime || cgo" iee 
35 #+ and output appropriat rror messages if anything went wrong. 

36 

S eouuu SP 


rpm2cpio 
This command extracts a cpio archive from an rpm one. 


Example 16-31. Unpacking an rpm archive 


#!/bin/bash 
# de-rpm.sh: Unpack an 'rpm' archive 


$(1?"Usage: 'basename SO target-file") 
# Must specify 'rpm' archive name as an argument. 


TEMPFILE-$$.cpio # Tempfile with "unique" name. 
w SS ise procese ID oi serit. 


ijewi2eyesuo «€ Sil S Sais IIIS # Converts rpm archive into 
#+ cpio archive. 

epig make-directories -F $TEMPFILE -i #  Unpacks cpio archive. 

rm -f STEMPFILE # Deletes cpio archive. 

exit 0 


# Exercise: 

# Add check for whether 1) "target-file" exists and 

T 2) it is an rpm archive. 

# Hint: Parse output of 'file' command. 


[= (e Wey (Ger =a) (xy Gal des (eS) [e$ D—9 €» We Csr c] wR (ab dE (Ge) [soy [2S 


NO NO + 


pax 
The pax portable archive exchange toolkit facilitates periodic file backups and is designed to be 
cross-compatible between various flavors of UNIX. It was designed to replace tar and cpio. 


pax -wf daily backup.pax -/linux-server/files 
Creates a tar archive of all files in the target directory. 
Note that the options to pax must be in the correct order 
+ pax cw has an entirely different effect. 


pax -f daily backup.pax 
Lists the files in the archive. 


9 pax -rf daily backup.pax -/bsd-server/files 
1@ Restores the backed-up files from the Linux machine 
11 #+ onto a BSD one. 


Note that pax handles many of the standard archiving and compression commands. 


Compression 


gzip 
The standard GNU/UNIX compression utility, replacing the inferior and proprietary compress. The 
corresponding decompression command is gunzip, which is the equivalent of gzip -d. 


$^; The -c option sends the output of gzip to stdout. This is useful when piping to 
other commands. 


The zcat filter decompresses a gzipped file to st dout, as possible input to a pipe or redirection. This 
is, in effect, a cat command that works on compressed files (including files processed with the older 
compress utility). The zcat command is equivalent to gzip -dc. 


On some commercial UNIX systems, zcat is a synonym for uncompress -c, 
and will not work on gzipped files. 
See also Example 7-7. 
bzip2 
An alternate compression utility, usually more efficient (but slower) than gzip, especially on large 
files. The corresponding decompression command is bunzip2. 


Similar to the zcat command, bzcat decompresses a bzipped2-ed file to stdout. 


cg; Newer versions of tar have been patched with bzip2 support. 


compress, uncompress 
This is an older, proprietary compression utility found in commercial UNIX distributions. The more 
efficient gzip has largely replaced it. Linux distributions generally include a compress workalike for 
compatibility, although gunzip can unarchive files treated with compress. 


į ) The znew command transforms compressed files into gzipped ones. 


sq 
Yet another compression (squeeze) utility, a filter that works only on sorted ASCII word lists. It uses 
the standard invocation syntax for a filter, sq < input-file > output-file. Fast, but not nearly as 
efficient as gzip. The corresponding uncompression filter is unsq, invoked like sq. 
į ) The output of sq may be piped to gzip for further compression. 
zip, unzip 


Cross-platform file archiving and compression utility compatible with DOS pkzip.exe. "Zipped" 
archives seem to be a more common medium of file exchange on the Internet than "tarballs." 
unarc, unarj, unrar 
These Linux utilities permit unpacking archives compressed with the DOS arc.exe, arj.exe, and 
rar.exe programs. 
Izma, unlzma, Izcat 
Highly efficient Lempel-Ziv-Markov compression. The syntax of /zma is similar to that of gzip. The 
7-zip Website has more information. 
XZ, UNXZ, xzcat 
A new high-efficiency compression tool, backward compatible with /zma, and with an invocation 
syntax similar to gzip. For more information, see the Wikipedia entry. 


File Information 


file 


A utility for identifying file types. The command file file-name will return a file specification 
for file-name, suchas ascii text or data. It references the magic numbers found in 
/usr/share/magic, /etc/magic, or /usr/lib/magic, depending on the Linux/UNIX 
distribution. 


The -£ option causes file to run in batch mode, to read from a designated file a list of filenames to 
analyze. The -z option, when used on a compressed target file, forces an attempt to analyze the 
uncompressed file type. 


bash$ file test.tar.gz 
test.tar.gz: gzip compressed data, deflated, 
last uexolirdesnexelE Sun Sep 1e lassas ZOOL, OSs Wimax 


bash file -z test.tar.gz 
test.tar.gz: GNU tar archive (gzip compressed data, deflated, 
last mockhriecs Sum Sep 16 Lsesé4s5il 2001. eg Umas) 


# Find sh and Bash scripts in a given directory: 


i 

2 

3 DIRECTORY-/usr/local/bin 

4 KEYWORD-Bourne 

5 # Bourne and Bourne-Again shell scripts 
6 

7 

8 


file S$DIRECTORY/* | fgrep S$KEYWORD 


9 4 Output: 
10 
IT € /usr/local/bin/burn—ed: Bourne-Again shell script text executabl 
12 3; fusi local /Io1/loxueidt 3 Bourne-Again shell script text executabl 
13 # /usr/local/bin/cassette.sh: Bourne shell script text executabl 
14 se /wsie/ local /Iomw/GOmpy 5 Bourne-Again shell script text executabl 
15 # 


Example 16-32. Stripping comments from C program files 


1 #!/bin/bash 

2 strip-comment.sh: Strips out the comments (/* COMMENT */) in a C program. 
3 

4 E NOARGS-0 

5 E ARGERROR-66 

6 E WRONG FILE TYPE-67 

7 

8 if [ $# -eq "SE NOARGS" ] 

9 then 
10 echo "Usage: 'basename $0° C-program-file" >&2 # Error message to stderr. 
al exit SE_ARGERROR 
U2 ss 
13 
14 # Test for correct file type. 
15 type= rile Sil | awk "4 primt $2. S3, Sd. S5 p'"'^ 
i$ s? Wiese SL" eyeloyoeys Cile Ce o o s 
17 # Then awk removes the first field, the filenam 
18 # Then the result is fed into the variable "type." 
19 correct type-"ASCII C program text" 
20 
ZiL su [| Woiesgoe! f WexereieexetE- (ease | 
22 then 
23 echo 
24 echo VAG peripe works om (C proce riles exl. 


BS) echo 


which 


26 
27 
28 
29 
30 
3L 
512 
33 
34 
39 
36 
3 
38 
3 
40 
41 
42 
43 
44 
45 
46 
47 
48 
49 
50 
Sil 
52 
53 
54 
55 
56 
57 
58 
59 
60 
61 
62 
63 
64 
65 
66 
67 
68 
69 
70 
qa 
12 
T3 
74 
VS 
76 
Tg 
78 
HS 


exit SE_WRONG_FILE_TYPE 
iF aL 


# Rather cryptic sed script: 


# um eee a e. 
sed ' 
LANN Val 
EEN Nd 
1 Si 
Easy to understand if you take several hours to learn sed fundamentals. 
Need to add one more line to the sed script to deal with 
+ case where line of code has a comment following it on same line. 
This is left as a non-trivial exercise. 
Also, the above code deletes non-comment lines with a "*/" 
+ not a desirable result. 
exit 0 
# 
# Code below this line will not execute because of ‘exit 0' above. 


# Stephane Chazelas suggests the following alternative: 


usage() { 
echo "Usage: 'basename $0' C-program-file" >&2 
exit b 
} 
WEIRD-'echo -n -e 'N377'^ # or WEIRD=$'\377' 
I[ St eg 2 i] |) usage 
Gage mile UWSIW^ sm 
ze progranm Cet?) sed -e Wis // Vera IRD) Ee] P Si S e EIS WEIRD) SOY MSL N 
| we "VST? TAMATI" \ 
| sed -ne 'p;n' \ 
|] tere Sel PA Yoda UXNSEQU VN EE 
*) usage; ; 
esac 
This is still fooled by things like: 
joreale ie (UU) p 
or 
/* /* buggy embedded comment */ 
To handle all special cases (comments in strings, comments in string 
+ Winece theres is a Wa WXU saad, 
+ the only way is to write a C parser (using lex or yacc perhaps?) a 
exit 0 


which command gives the full path to "command." This is useful for finding out whether a particular 
command or utility is installed on the system. 


$bash which rm 


/usr/bin/rm 


For an interesting use of this command, see Example 36-16. 


whereis 


whatis 


vdir 


Similar to which, above, whereis command gives the full path to "command," but also to its 
manpage. 


Sbash whereis rm 
rm: /bin/rm /usr/share/man/manl/rm.1.bz2 


whatis command looks up "command" in the what is database. This is useful for identifying system 
commands and important configuration files. Consider it a simplified man command. 


Sbash whatis whatis 


whatis (1) - search the whatis database for complete words 


Example 16-33. Exploring /usr/X11R6/bin 


1 #!/bin/bash 
2 
3 # What are all those mysterious binaries in /usr/X11R6/bin? 
4 
5 DIRECTORY="/usr/X11R6/bin" 
6 s wey also Vm. Y/use/oim, V/use/local/oiim, Gc 
7 
8 for file in $DIRECTORY/* 
9 do 
10 whatis 'basename $file” # Echoes info about the binary. 
11 done 
12 
is xir. (0) 
14 
15 4$ Note: For this to work, you must create a "whatis" database 
16 #+ with /usr/sbin/makewhatis. 
17 # You may wish to redirect output of this script, like so: 
18 4 ./what.sh >>whatis.db 
19 $ or view it a page at a time on stdout, 
20 4 ./what.sh | less 


See also Example 11-3. 


Show a detailed directory listing. The effect is similar to Is -Ib. 


This is one of the GNU fileutils. 


bash$ vdir 

cecal JL) 

See = il loea 19020 209). wil dE) 22e al Gatal aola 

Sey =e == iL lezo bozo ANS) May 25 19:56 Catal. xereto lle), loek 
SEW oe iL ozo 9O20 877 Dec 17 2000 employment .xrolo 
bash ls -1 

coral 3) 

cubi L bozo bozo 20/54. win Ie) 22904! catal, xr ol 

cU ydq iL bozo bozo 4602 May 25 13:58 datal.xrolo.bak 
Saye a iL bozo O20 877 Dec 17 2000 employment .xrolo 


locate, slocate 


getfacl, 


The locate command searches for files using a database stored for just that purpose. The slocate 
command is the secure version of locate (which may be aliased to slocate). 


Sbash locate hickson 


/usr/lib/xephem/catalogs/hickson.edb 
setfacl 
These commands retrieve or set the file access control list -- the owner, group, and file permissions. 


bash$ getfacl * 
u^ italles teesedl stesse 
# owner: bozo 
# group: bozgrp 
user: :rw- 
group: :rw- 
ctor 


"p tales test2 EXE 
# owner: bozo 

# group: bozgrp 
user: :rw- 

group: :rw- 

other gie 


bash$ setfacl -m u:bozo:rw yearly budget.csv 
bash$ getfacl yearly budget.csv 
# file: yearly budget.csv 

# owner: accountant 

# group: budgetgrp 

user::rw- 

user:bozo:rw- 
userfraccounbsntirw- 

group: :rw- 

mask: :rw- 

other: n 


readlink 


strings 


Disclose the file that a symbolic link points to. 


bash$ readlink /usr/bin/awk 
soll a o OLN cake 


Use the strings command to find printable strings in a binary or data file. It will list sequences of 
printable characters found in the target file. This might be handy for a quick 'n dirty examination of a 
core dump or for looking at an unknown graphic image file (strings image-file | more 
might show something like JFIF, which would identify the file as a jpeg graphic). In a script, you 
would probably parse the output of strings with grep or sed. See Example 11-8 and Example 11-10. 


Example 16-34. An "improved" strings command 


1 #!/bin/bash 

2 4 wstrings.sh: "word-strings" (enhanced "strings" command) 

3 4 

Aa; oe srir silters toe Cwicjowlic OI Veicicnimes” low? leexelsigm Le 
5 #+ against a standard word list file. 

6 # This effectively eliminates gibberish and noise, 


= 


PPP PE i H 
O00 -1 OY Or «A () NN PB. O «o 0 -1 


(oy (oS. TSS) INSP [xx Iker TRY INSP TRS) ISS) IS) ox d 
[= «cy ie) (Ger cp oy, Gal de e» [Sp [Lj €» we 


C0 CO CO CO CO CO CO CO 
Wey (oer X] (xy (nb des Gay IS) 


D e 
i & 


mob bb PP ff 
We) (69; x fon) (Gal eS ($9. 55) 


C1 U1 
= c 


[91 
N 


(Gn Gal Orb E o (On] 
YHOO oO 8B C 


58 


Oy Oy py 1 
[Sy =) wy wol 


63 
64 
65 
66 
67 
68 
69 
70 
gl 
72 


E 


E 


and outputs only recognized words. 


Standard Check for Script Argument (s) 


ARGS=1 


BADARGS=85 


NOFILE=86 


iia 
th 


ita 


FEIE 
th 


iE aL 
# 


MI 
WO 
# 
#+ 
# 
# 


wl 


EO 


do 


# 


do 


[ $# -ne SARGS ] 
en 
echo "Usage: ~basename $0` filename" 
exit $E BADARGS 


[ 4 e wEHW ] # Check if file exists. 
en 

eyelovey "uae. WSL gloxews NOE epxalisic s 

exit $E NOFILE 
NSTRLEN-3 # Minimum string length. 
RDFILE-/usr/share/dict/linux.words # Dictionary file. 


May specify a different word list file 

of one-word-per-line format. 

For example, the "yawl" word-list package, 
herco! 7/ bash Caras aaa Seb (0) c. Sho c car e (Sp 


Poe Strings VEY || tie x gaz || dee V" sepeess]" 8 | X 
wie ses U [seules] " Gy [| d =e UXIXUS-WSTTU X | due m v 


Translate output of 'strings' command with multiple passes of 'tr'. 


"tr A-Z a-z" converts to lowercase. 
"tr '[:space:]'" converts whitespace characters to Z's. 
Whee = eS "| gedgsmas]" “2 ecomyerts mom—ellomalosiiiue claracreics to Z"s,. 


and squeezes multiple consecutive Z's. 

Wiese =S UWITSCNSZJV we .qGuomwess alll characters past Uw TO Zug 
and squeezes multiple consecutive Z's, 

which gets rid of all the weird characters that the previous 
translation failed to deal with. 

Finally, "tr Z ' '" converts all those Z's to whitespace, 
which will be seen as word separators in the loop below. 


KKK KK KKK KKK KKK KK KKK KKK KKK KKK KK KKK KKK KKK KK KKK KKK KKK KKK KKK KKK KK KKK kc kokck kk ok 


Note the technique of feeding/piping the output of 'tr' back to itself, 


but with different arguments and/or options on each successive pass. 
ck ck ck Ck ck Ck ck ck ck ck Ck ck ck Ck ck ck ck ck Ck ck ck ck ck KKK Ck ck ck ck ck KK ck ck ck kk ck Ck ck ck ck ck ck ck kk ck kk ck ko ck kk ck ko Sk ko Sk Sk Mk kx kv kx Sk ko ok 


r word in Swlist # Important: 
# Swlist must not be quoted here. 
# "Swlist" does not work. 
# Why not? 

strlen=S {#word} # String length. 

aie | USeiciehemY Sie  VORWIDNISUDENISNNU | # Skip over short strings. 

then 

continue 
Eal 
grep -Fw $word "SWORDFILE" # Match whole words only. 
puke # "Fixed strings" and 


#+ "whole words" options. 
ne 


73 
74 exit $? 


Comparison 


diff, patch 
diff: flexible file comparison utility. It compares the target files line-by-line sequentially. In some 
applications, such as comparing word dictionaries, it may be helpful to filter the files through sort and 
uniq before piping them to diff. diff file-1 file-2 outputs the lines in the files that differ, 
with carets showing which file each particular line belongs to. 


The --side-by-side option to diff outputs each compared file, line by line, in separate columns, 
with non-matching lines marked. The -c and -u options likewise make the output of the command 
easier to interpret. 


There are available various fancy frontends for diff, such as sdiff, wdiff, xdiff, and mgdiff. 


į ) The diff command returns an exit status of 0 if the compared files are identical, and 1 
if they differ (or 2 when binary files are being compared). This permits use of diff in a 
test construct within a shell script (see below). 
A common use for diff is generating difference files to be used with patch The -e option outputs 
files suitable for ed or ex scripts. 


patch: flexible versioning utility. Given a difference file generated by diff, patch can upgrade a 
previous version of a package to a newer version. It is much more convenient to distribute a relatively 
small "diff" file than the entire body of a newly revised package. Kernel "patches" have become the 
preferred method of distributing the frequent releases of the Linux kernel. 


il paten sil <osie@la—it ails 

2 4 Takes all the changes listed in 'patch-file' 

3 # and applies them to the files referenced therein. 
4 # This upgrades to a newer version of the package. 


Patching the kernel: 
il quel /'wuesc/ see 
2 gaia CCl OSC. gz | pacen -ja0) 
3 # Upgrading kernel source using 'patch'. 
4 4 From the Linux kernel docs "README", 
5 4 by anonymous author (Alan Cox?). 


-& The diff command can also recursively compare directories (for the filenames 
present). 


bash$ diff -r -«/notesl ~/notes2 
Only in /home/bozo/notesl: file02 
Only in /home/bozo/notesl: file03 
Only in /home/bozo/notes2: file04 


Use zdiff to compare gzipped files. 


Use diffstat to create a histogram (point-distribution graph) of output from diff. 
diff3, merge 


sdiff 


cmp 


An extended version of diff that compares three files at a time. This command returns an exit value of 
0 upon successful execution, but unfortunately this gives no information about the results of the 
comparison. 


bash$ diff3 file-1 file-2 file-3 


Tl dle 

Masks: abe dishes. dL. ere Wien deb". 
PAA 

Mass shes: kine dL eit Wsendle-2U. 
SIR 


Maske sbep Ihaine db que Wien de-3v 


The merge (3-way file merge) command is an interesting adjunct to diff3. Its syntax is merge 
Mergefile filel file2. The result is to output to Mergefile the changes that lead from 
filel to file2. Consider this command a stripped-down version of patch. 


Compare and/or edit two files in order to merge them into an output file. Because of its interactive 
nature, this command would find little use in a script. 


The cmp command is a simpler version of diff, above. Whereas diff reports the differences between 
two files, cmp merely shows at what point they differ. 


$^; Like diff, cmp returns an exit status of 0 if the compared files are identical, and 1 if 
they differ. This permits use in a test construct within a shell script. 


Example 16-35. Using cmp to compare two files within a script. 


! /bin/bash 
file-comparison.sh 


ARGS-2 # Two args to script expected. 
E BADARGS-85 
|. UNREADABLE-86 


if [| $4 -ne "SARGS" | 

then 
echo "Usage: ^basename $0' filel file2" 
exit $E BADARGS 

ita 


ate. [pip o eme pU qp perse. WOZU. LT 
then 
echo "Both files to be compared must exist and be readable." 
exit $E UNREADABLE 
iE aL 


Mop pop pp PPP PY 
O (o 0» -1 O Oi i (0. M. IS. O xo 0 -1 O O1 4S C I ES 


ego Si 82 x» Jewel 


21 # Redirection to /dev/null buries the output of the "cmp" command. 
22 # cup -< Sil S2 has sane reeulrt (We gileme Plab tee "euge" 
23 # Thank you Anders Gustavsson for pointing this out. 

24 # 

Be a AES OWO r KSA WEEN Velie’, abs 

26 Ger git Si $2 G> /clew/mull 

AT 

29 ae || S9 eer 1 # Test exit status of "cmp" command. 
29 then 

30 Geno yiia NESIN ater oemed deo) fale: WUSONXU wy 

31 else 


32 exeo; Uim. WHS charters) ix» ale WUSZNU.U 


33 iu 
34 
35 exit 0 


į ) Use zemp on gzipped files. 


comm 
Versatile file comparison utility. The files must be sorted for this to be useful. 
comm -options first-file second-file 


comm file-1 file-2 outputs three columns: 


9 column 1 = lines unique to file-1 
9 column 2 = lines unique to file-2 
9 column 3 = lines common to both. 
The options allow suppressing output of one or more columns. 


9 —1 suppresses column 1 

© -2 suppresses column 2 

© -3 suppresses column 3 

 —12 suppresses both columns 1 and 2, etc. 
This command is useful for comparing "dictionaries" or word lists -- sorted text files with one word 
per line. 


Utilities 


basename 
Strips the path information from a file name, printing only the file name. The construction 
basename $0 lets the script know its name, that is, the name it was invoked by. This can be used 
for "usage" messages if, for example a script is called with missing arguments: 


1 echo "Usage: ~basename $0' argl arg2 ... argn" 
dirname 
Strips the basename from a filename, printing only the path information. 


2^) basename and dirname can operate on any arbitrary string. The argument does not 
need to refer to an existing file, or even be a filename for that matter (see Example 
A-T). 


Example 16-36. basename and dirname 


1 #!/bin/bash 

2 

3 address-/home/bozo/daily-journal.txt 

4 

5 echo "Basename of /home/bozo/daily-journal.txt = “basename $address'" 
6 echo "Dirname of /home/bozo/daily-journal.txt = “dirname $address'" 
7 echo 

8 echo "My own home is basename -/'." # ^basename ~° also works. 
9 echo "The home of my home is “dirname -/^." # “dirname ~*~ also works. 
10 

11 exit 0 


split, csplit 


These are utilities for splitting a file into smaller chunks. Their usual use is for splitting up large files 
in order to back them up on floppies or preparatory to e-mailing or uploading them. 


The esplit command splits a file according to context, the split occuring where patterns are matched. 


Example 16-37. A script that copies itself in sections 


#!/bin/bash 
# splitcopy.sh 


# A script that splits itself into chunks, 
#+ then reassembles the chunks into an exact copy 
#+ of the original script. 


CHUNKSIZE=4 iy ue ou iue claw oi sey iilis. 
OUTPREFIX-xx # csplit prefixes, by default, 
#+ files with "xx" 


celi “SOY US(CIBUNNSSZIS, 


NPRPRPP RPP PP PY 
O (o 00 -1 O Ui i (). M. IB. O «o 0 -1 O O1 i QI 


# Some comment lines for padding 

# Line 15 

# Line 16 

# Line 17 

# Line 18 

# Line 19 

# Line 20 
alt 
22 cat "SOUTPREFIX"* > "SO.copy" # Concatenate the chunks. 
23 rm "SOUTPREFIX"* # Get rid of the chunks. 
24 
25 exi SF 


Encoding and Encryption 


sum, cksum, md5sum, shalsum 
These are utilities for generating checksums. A checksum is a number [3] mathematically calculated 
from the contents of a file, for the purpose of checking its integrity. A script might refer to a list of 
checksums for security purposes, such as ensuring that the contents of key system files have not been 
altered or corrupted. For security applications, use the md5sum (message digest 5 checksum) 
command, or better yet, the newer shalsum (Secure Hash Algorithm). [4] 


bash$ cksum /boot/vmlinuz 
1670054224 804083 /boot/vmlinuz 


bash$ echo -n "Top Secret" | cksum 
3391003827 10 


bash$ md5sum /boot/vmlinuz 
0f43eccea8f09e0a0b2b5cfldcf333ba  /boot/vmlinuz 


bash$ echo -n "Top Secret" | md5sum 
8babc97a6f62a4649716f4df8d61728f - 


=) The cksum command shows the size, in bytes, of its target, whether file or stdout. 


The md5sum and shalsum commands display a dash when they receive their input 
from stdout. 


Example 16-38. Checking file integrity 


1 #!/bin/bash 
2 file-integrity.sh: Checking whether files in a given directory 
3 have been tampered with. 
4 
5 E DIR NOMATCH-80 
6 E BAD DBFILE-81 
7 
8 dbfile=File_record.md5 
9 Filename for storing records (database file). 
10 
Li 
12 set_up_database () 
is 4 
14 Seno VURE raco YY 2 Viscloit nike! 
15 # Write directory name to first line of file. 
16 messin USxeBuxexeouy 5 Ss "Selene ey 
37 # Append md5 checksums and filenames. 
Le} 
19 
20 check_database () 
Cua 
22 local n=0 
PE local filename 
24 local checksum 
25 
26 # # 
2 # This file check should be unnecessary, 
28 #+ but better safe than sorry. 
29 
30 ase [| | e Usxekouesbihews | 
SIl then 
32 echo "Unable to read checksum database file!" 
33 exit $E BAD DBFILE 
34 i3 
35 # # 
36 
31 while read record[n] 
3 do 
39 
40 directory checked-"S$(record[0])J" 
41 if [ "$directory checked" != "$directory" ] 
42 then 
43 echo "Directories do not match up!" 
44 # Tried to use file for a different directory. 
45 exit $E DIR NOMATCH 
46 deal 
47 
48 aie [ "Sm" egi © 1 # Not directory name. 
49 then 
50 filename[n]=$( echo ${record[$n]} | awk '( print $2 Y ) 
Sil #  md5sum writes records backwards, 
52 #+ checksum first, then filename. 
53 checksum[n]=$( md5sum "$(filename[n])" ) 
54 
55 
56 ie | “Stieeeerellini| iY = “Sfeneclksum|[m] r ] 
59 then 


58 echo "S${filename[n]} unchanged." 


59 
60 elus | V bessanama Sirtalenene im] i Y l= vgcdiotilet ] 
61 # Skip over checksum database file, 
62 #+ as it will change with each invocation of script. 
63 i. 
64 # This unfortunately means that when running 
65 #+ this script on SPWD, tampering with the 
66 #+ checksum database file will not be detected. 
67 # Exercise: Fix this. 
68 then 
69 echo "S(filename[n]) : CHECKSUM ERROR!" 
70 # File has been changed since last checked. 
gle seal, 
WZ 
Ta Ea 
74 
US 
76 
TT let "n+=1" 
78 cone «Siglo a le # Read from checksum database file. 
79 
80 ) 
81 
82 # # 
83 # main () 
84 
SS se [| m  WeSNw i 
86 then 
87 directory-"$PWD" # If not specified, 
88 else #+ use current working directory. 
89 directory="$1" 
90 fi 
opi 
92 clear # Clear screen. 
93 echo " Running file integrity check on S$directory" 
94 echo 
95 
96 t # 
97 if [ ! -r "Sdbfile" ] # Need to create database file? 
98 then 
99 echo "Setting up database file, \""Sdirectory"/"Sdbfile"\"."; echo 
LOO set_up_database 
101 arat 
102 # # 
LOS 
104 check_database # Do the actual work. 
105 
106 echo 
1L(07) 
108 # You may wish to redirect the stdout of this script to a file, 
109 #+ especially if the directory checked has many files in it. 
LIO 
33 exile © 
iLL 
113 # For a much more thorough file integrity check, 
114 #+ consider the "Tripwire" package, 
115 #+ http://sourceforge.net/projects/tripwire/. 


Also see Example A-19, Example 36-16, and Example 10-2 for creative uses of the md5sum 
command. 


H) There have been reports that the 128-bit md5sum can be cracked, so the more secure 
160-bit shalsum is a welcome new addition to the checksum toolkit. 


bash$ md5sum testfile 
e181e2c8720c60522c4c4c981108e367  testfil 


bash$ shalsum testfile 
5d7425a9c08a66c3177£1e31286fa40986ffc996 testfile 


Security consultants have demonstrated that even shalsum can be compromised. Fortunately, newer 
Linux distros include longer bit-length sha224sum, sha256sum, sha384sum, and sha512sum 
commands. 


uuencode 


This utility encodes binary files (images, sound files, compressed files, etc.) into ASCII characters, 
making them suitable for transmission in the body of an e-mail message or in a newsgroup posting. 
This is especially useful where MIME (multimedia) encoding is not available. 


uudecode 


This reverses the encoding, decoding uuencoded files back into the original binaries. 


Example 16-39. Uudecoding encoded files 


1 #!/bin/bash 
2 # Uudecodes all uuencoded files in current working directory. 


3 

4 lines=35 # Allow 35 lines for the header (very generous). 
3 

(9 owr wake aim cw # Test all the files in SPWD. 

7 do 

8 searchl= head -n Slines $File | grep begin | wc -w` 

9 Search2- tail -n Slines $File | grep end | wc -w` 
10 # Uuencoded files have a "begin" near the beginning, 
d #+ and an "end" near th melo 
12 ie | "USmeeuelmu" egt © | 
l3 then 
14 ai | V"Sgemxem2" egi U 
LS then 
16 echo "uudecoding - SFile -" 
47 uudecode $File 

LS iB aL 

LS ipa 
20 done 
2 
22 Note that running this script upon itself fools it 
23 #+ into thinking it is a uuencoded file, 
24 #+ because it contains both "begin" and "end". 
25 
26 Exercise: 
2d 4p o ———————-— 
28 Modify this script to check each file for a newsgroup header, 
29 #+ and skip to next if not found. 
30 
31 exit 0 


į ) The fold -s command may be useful (possibly in a pipe) to process long uudecoded 
text messages downloaded from Usenet newsgroups. 


mimencode, mmencode 


crypt 


The mimencode and mmencode commands process multimedia-encoded e-mail attachments. 
Although mail user agents (such as pine or kmail) normally handle this automatically, these particular 
utilities permit manipulating such attachments manually from the command-line or in batch 
processing mode by means of a shell script. 


openssl 


shred 


At one time, this was the standard UNIX file encryption utility. [5] Politically-motivated government 
regulations prohibiting the export of encryption software resulted in the disappearance of crypt from 
much of the UNIX world, and it is still missing from most Linux distributions. Fortunately, 
programmers have come up with a number of decent alternatives to it, among them the author's very 
own cruft (see Example A-4). 


This is an Open Source implementation of Secure Sockets Layer encryption. 


(8 =| (xy (Ga des Ge) 1S) | 


«o 


10 


To encrypt a file: 
Gees emg-128-ecl -salt -in File tzt CUE file- encryotec \ 
-pass pass:my_password 


AKRKRAKRAAARAAKRAN 


User-selected password. 
aes-128-ecb is the encryption method chosen. 


To decrypt an openssl-encrypted fil 
openssl aes-128-ecb -d -salt -in file.encrypted -out file.txt \ 
-pass pass:my password 


AKAKRAAARAAAKRAN 


User-selected password. 


Piping openssl to/from tar makes it possible to encrypt an entire directory tree. 


PRR 
WNHROCOMAIDDABWNHE 


14 
LS 


# To encrypt a directory: 


sourcedir="/home/bozo/testfiles" 
ner al Le eso reae din tar nova 
password-my secret password 


iue (guai = USewewmerehns | 

openssl des3 -salt -out "Sencrfile" -pass pass:"$password" 

# ps Uses des3 encryption. 

# Writes encrypted file "encr-dir.tar.gz" in current working directory. 


# To decrypt the resulting tarball: 

openssl des3 -d -salt -in "Sencrfile" -pass pass:"$password" | 
ar SRAN 

# Decrypts and unpacks into current working directory. 


Of course, openssl has many other uses, such as obtaining signed certificates for Web sites. See the 
info page. 


Securely erase a file by overwriting it multiple times with random bit patterns before deleting it. This 
command has the same effect as Example 16-61, but does it in a more thorough and elegant manner. 


This is one of the GNU fileutils. 


Advanced forensic technology may still be able to recover the contents of a file, even 
after application of shred. 


Miscellaneous 


mktemp 
Create a temporary file [6] with a "unique" filename. When invoked from the command-line without 
additional arguments, it creates a zero-length file in the / tmp directory. 


bash$ mktemp 
/tmp/tmp.zzsvql3154 


il 
E 
9 


PREFIX-filename 
tempfile-'mktemp S$PREFIX.XXXXXX' 
# ^^^^^^ Need at least 6 placeholders 


4 d in the filename templat 
5 If no filename template supplied, 

6 #+ "tmp.XXXXXXXXXX" is the default. 
7 

8 


cho "tempfile name = $tempfile" 
5 tempfile name = filename.QA2ZpY 
10 or something similar... 
ii 
4,2 Creates a file of that name in the current working directory 
13 Gar with 600 file permissions, 
14 A "umask 177" is therefore unnecessary, 
15 #+ but it's good programming practice nevertheless. 
make 
Utility for building and compiling binary packages. This can also be used for any set of operations 
triggered by incremental changes in source files. 
The make command checks a Makefile, a list of file dependencies and operations to be carried out. 
The make utility is, in effect, a powerful scripting language similar in many ways to Bash, but with 
the capability of recognizing dependencies. For in-depth coverage of this useful tool set, see the GNU 
software documentation site. 
install 


Special purpose file copying command, similar to cp, but capable of setting permissions and attributes 
of the copied files. This command seems tailormade for installing software packages, and as such it 
shows up frequently inMakefiles (inthe make install : section). It could likewise prove 
useful in installation scripts. 

dos2unix 
This utility, written by Benjamin Lin and collaborators, converts DOS-formatted text files (lines 
terminated by CR-LF) to UNIX format (lines terminated by LF only), and vice-versa. 

ptx 
The ptx [targetfile] command outputs a permuted index (cross-reference list) of the targetfile. This 
may be further filtered and formatted in a pipe, if necessary. 

more, less 
Pagers that display a text file or stream to stdout, one screenful at a time. These may be used to 
filter the output of stdout ... or of a script. 


An interesting application of more is to "test drive" a command sequence, to forestall potentially 
unpleasant consequences. 


iL is JAexewnsy/lexoo || awk Iorimi Yam sree Y Sil! || morg 

2 # BRA 

3 

4 # Testing the effect of the following (disastrous) command-line: 
5 # ls /homelbczo || awk “ {joss Him —3á Y GIP | sin 

6 d Hand off to the shell to execute . . . gp 


The /ess pager has the interesting property of doing a formatted display of man page source. See 
Example A-39. 


Notes 


[1] Anarchive, in the sense discussed here, is simply a set of related files stored in a single location. 


Atar czvf ArchiveName.tar.gz *willinclude dotfiles in subdirectories below the current 
working directory. This is an undocumented GNU tar "feature." 


2I 
[3] The checksum may be expressed as a hexadecimal number, or to some other base. 
Ll 


For even better security, use the sha256sum, sha512, and shalpass commands. 


[5] This is a symmetric block cipher, used to encrypt files on a single system or local network, as opposed 
to the public key cipher class, of which pgp is a well-known example. 


[6] Creates a temporary directory when invoked with the -d option. 
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16.6. Communications Commands 


Certain of the following commands find use in network data transfer and analysis, as well as in chasing 
spammers. 


Information and Statistics 


host 


ipcalc 


Searches for information about an Internet host by name or IP address, using DNS. 


bash$ host surfacemail.com 
surfacemail.com. has address 202.92.42.236 


Displays IP information for a host. With the -h option, ipcale does a reverse DNS lookup, finding the 
name of the host (server) from the IP address. 


bash$ ipcalc -h 202.92.42.236 
HOSTNAME-surfacemail.com 


nslookup 


Do an Internet "name server lookup" on a host by IP address. This is essentially equivalent to ipcalc 
-h or dig -x . The command may be run either interactively or noninteractively, i.e., from within a 
script. 


The nslookup command has allegedly been "deprecated," but it is still useful. 


bash$ nslookup -sil 66.97.104.180 
nslookup kuhleersparnis.ch 
Server: 13552116551 9742 
Address: 135), 116,137 BSS 


Non-authoritative answer: 
Name: kuhleersparnis.ch 


Domain Information Groper. Similar to nslookup, dig does an Internet name server lookup on a host. 
May be run from the command-line or from within a script. 


Some interesting options to dig are +t ime=N for setting a query timeout to N seconds, +tnofail for 
continuing to query servers until a reply is received, and -x for doing a reverse address lookup. 


Compare the output of dig -x with ipcalc -h and nslookup. 


bash$ dig -x 81.9.6.2 
;; Got answer: 
;; —>>HEADER<<- opcode: QUERY, status: NXDOMAIN, id: 11649 
pg lages eye zo wap OURS I, ANSHIR: ©, AUTKORLEYs din ADDLETONALS (0) 


7) QUESTION SECTION: 
62.6.9 ,81 , din—aclclc arpar IN PTR 


PS AUTHORITY SECTION: 
(549.4 (1L; 303m—melehe » area. 3600 IN SOA ns.eltel.net. noc.eltel.net. 
2002031705 900 600 86400 3600 


;; Query time: 537 msec 
pp GiewaSS 195.116.197.99]59(195511625197532) 


let 


TE 


WHEN: Wed Jun 26 08:35:24 2002 
MSG: SE EVER S 


Example 16-40. Finding out where to report a spammer 


nNerrrrrrEBEEH 
O (o 00 -1 O Qi SS M P. O xo 0 a O S NS S 


[SO RUDSO SETS MU ESO SO Soy TSS) 
=] (ex, (np dE. (93 |») [5 


CO CO CO CO CO CO CO CO CO CO DO DN 
WOOL (os) S| yy Gr PS ey IS) [5 em) We (99) 


op 
i- €» 


BoP gam am 
Ow WN 


!/bin/bash 
Spam-lookup.sh: Look up abuse contact to report a spammer. 
Thanks, Michael Zick. 


Check for command-line arg. 

ARGCOUNT-1 

E WRONGARGS-85 

if [ $4 -ne "SARGCOUNT" ] 

then 
echo "Usage: ~basename $0' domain-name" 
exit $E WRONGARGS 

ial 


Chie; sho ES conmisaetsimaluscmiuci M el ale) =i IESE 
Also try: 
dig +tnssearch $1 
Tries to find "authoritative name servers" and display SOA records. 


The following also works: 
whois -h whois.abuse.net $1 
^^ RAKAKRAKRAKAKAAKRARA Specify HOST.. 
Can even lookup multiple spammers with this, i.e." 
whois -h whois.abuse.net $spamdomainl $spamdomain2 


Exercise: 

Expand the functionality of this script 

tr SO) char ie etrtonerkbeeiliily Goines 2 JeXXEdLitdL CERE om 
+ to the responsible ISP's contact address(es). 
Hint: use the "mail" command. 


exu S 


spam-lookup.sh chinatietong.com 
A known spam domain. 


"crnet_mgr@chinatietong.com" 
"crnet_tec@chinatietong.com" 
"postmaster@chinatietong.com" 


For a more elaborate version of this script, 
+ see the SpamViz home page, http://www.spamviz.net/index.html. 


Example 16-41. Analyzing a spam domain 


(ox (On de €» Ps) [5 


#! /bin/bash 
# is-spammer.sh: Identifying spam domains 


s ordi sbm-epewwme, w 1.4 2004/09/31 392379252 wwe lego $ 
# Above line is RCS ID info. 
# 


7 This is a simplified version of the "is_spammer.bash 
8 #+ script in the Contributed Scripts appendix. 
9 
10 is-spammer <domain.name> 
dL Ti. 
AZ, Uses an external program: 'dig' 
113 Tested with version: 9.2.4rc5 
14 
115 Uses functions. 
16 Uses IFS to parse strings by assignment into arrays. 
Ay And even does something useful: checks e-mail blacklists. 
18 
IS) Use the domain.name (s) from the text body: 
20 http://www.good_stuff.spammer.biz/just_ignore_everything_else 
Za TESTS ES ISIN OL 
22 Or the domain.name(s) from any e-mail address: 
d Really Good OfferGspammer.biz 
24 
25 as the only argument to this script. 
265 (PS: have your Inet connection running) 
27 
28 So, to invoke this script in the above two instances: 
2 is-spammer.sh spammer.biz 
30 
Sil 
32 Whitespace == :Space:Tab:Line Feed:Carriage Return: 
33 WS PRESS A20 DINERS OAM E NOD 
34 
35 No Whitespace == Line Feed:Carriage Return 
36 No_WSP=$'\x0A'$'\x0D' 
37 
38 Field separator for dotted decimal ip addresses 
39 ADR IFS-$(No WSP)'.' 
40 
41 Get the dns text resource record. 
42 get txt «error code» «list query» 
AS} eyes esac) | 
44 
45 # Parse $1 by assignment at the dots. 
46 local -a dns 
47 IFS=SADR_IFS 
48 dns=( $1 ) 
49 IFS=SWSP_IFS 
50 ie qp Vedeegng])" == X299 | 
Sik then 
52 # See if there is a reason. 
59 echo Scie rehort SY =E TAE) 
54 fS 
55 } 
56 


57 # Get the dns address resource record. 
58 # chk_adr <rev_dns> <list_server> 
59 Gue admo 


60 local reply 

61 local server 

62 local reason 

63 

64 server=S{1}${2} 

65 reply-$( dig +short ${server} ) 
66 

67 # If reply might be an error code 
68 if [ S{#reply} -gt 6 ] 

69 then 

70 reason-$(get txt S${reply} $(server) ) 
Fal reason=${reason:-${reply}} 


12 ia 


echo $(reason:-' not blacklisted. '} 


# Need to get the IP address from the name. 


cho 'Get address of: '$1 

ip_adr=$ (dig +short $1) 
dns reply-$(ip adr:-' no answer '} 
Found address: '$(dns reply) 


echo ' 


# A valid reply is at least 4 digits plus 3 dots. 
if [ ${#ip_adr} -gt 6 ] 


then 


echo 
declare query 


# Parse by assignment at the dots. 
declare -a dns 

IFS=SADR_IFS 

dns-( $(ip adr) ) 

IFS=SWSP_IFS 


# Reorder octets into dns query order. 


we (ola $ fehavs: Si] jj "9 » VS dieu [2p Ys POS eae 1] jr Va wedekms]9] jw» s 


# See: 
ec 
ec 


# See: 
ec 
ec 


# See: 
ec 
ec 


http://www.spamhaus.org (Conservative, well maintained) 


NO 
NO 


NO 
NO 


NO 
NO 


-n 'spamhaus.org says: ' 
S(chk_adr ${rev_dns} 'sbl-xbl.spamhaus.org') 


http://ordb.org (Open mail relays) 


=a d Qyeiclooiaey Cayes | 
S(chk_adr ${rev_dns} 'relays.ordb.org') 


http://www.spamcop.net/ (You can report spammers here) 


-im | BoEWMIeCIO ines Bayes | 
S(chk_adr ${rev_dns} 'bl.spamcop.net') 


# # # other blacklist operations # # # 


# See: 
ec 
ec 


# See: 
ec 
ec 
ec 
ec 


ec 
ec 


ec 
ec 


else 
ec 
ec 
agal 


Sae dO) 


http://cbl.abuseat.org. 


no 
no 


no 
NO 
NO 
NO 


no 
no 


no 


no 


no 
no 


-n ' abuseat.org says: ' 
$(chk adr S$(rev dns) 'cbl.abuseat.org') 


http://dsbl.org/usage (Various mail relays) 


'Distributed Server Listings' 
=m | Lisi Css owe saves ” 
S(chk adr S{rev_dns} "list -dsbl. org") 


ig multihop.dsbl.org says: ' 
S(chk_adr ${rev_dns} 'multihop.dsbl.org') 


=n YUINCGOMELMeC Coil ome Saves " 
S(chk_adr ${rev_dns} 'unconfirmed.dsbl.org') 


"Could not use that address.' 


# Exercises: 


# 1) Check arguments to script, 
# and exit with appropriat rror message if necessary. 


139 

14) p 2) Claeele is gelo: ere dumwiüocelb3u O1 Serie, 

141 # and exit with appropriat rror message if necessary. 

142 

143 # 3) Substitute generic variables for "hard-coded" BHL domains. 
144 

145 # 4) Set a time-out for the script using the "+time=" option 
146 to the 'dig' command. 


For a much more elaborate version of the above script, see Example A-28. 


traceroute 


ping 


Trace the route taken by packets sent to a remote host. This command works within a LAN, WAN, or 
over the Internet. The remote host may be specified by an IP address. The output of this command 
may be filtered by grep or sed in a pipe. 


bash$ traceroute 81.9.6.2 

traceroute to 81.9.6.2 (81.9.6.2), 30 hops max, 38 byte packets 

i ‘ees .xcqlsimaode. com (136. 09.5 1769.8) 191.305 ms 179.4200 ms 179.767 ms 
2 ord). <jlommorio,.cem (336.350.1798) 179.536 ms 179.534 ms 169.685 ms 
S iI192.168,11 LOL (192.109543..103)) — 199.471 me 189.556 me = 


Broadcast an ICMP ECHO REQUEST packet to another machine, either on a local or remote 
network. This is a diagnostic tool for testing network connections, and it should be used with caution. 


bash$ ping localhost 

PING lhocallinost.lecailkcemanin (127,00 .1)) trom 1L275.05051 8 SGH) leüEGS Or cara. 

64 bytes from localhost.localdomain (127.0.0.1): icmp_seq=0 tt1=255 time=709 usec 
64 bytes from localhost.localdomain (127.0.0.1): icmp seq-1 ttl-255 time=286 usec 


=== localhost. lLocalclomeiin plng statistics === 
2 packets transmitted, 2 packets received, 0% packet loss 
round-trip min/avg/max/mdev = 0.286/0.497/0.709/0.212 ms 


A successful ping returns an exit status of 0. This can be tested for in a script. 
HNAME=news-15.net 4 Notorious spammer. 


# HNAME=SHOST # Debug: test for localhost. 
count-2 # Send only two pings. 


T 

2 

3 

4 

5 sit ||| “Pime =e Scornet "Smp" Tq] 
6 then 
7 
8 
9 
0 


echo ""SHNAME" still up and broadcasting spam your way." 
else 

echo ""SHNAME" seems to be down. Pity." 
ica 


Perform a DNS (Domain Name System) lookup. The -h option permits specifying which particular 
whois server to query. See Example 4-6 and Example 16-40. 


Retrieve information about users on a network. Optionally, this command can display a user's 
^/.plan,-/.project,and ~/.forward files, if present. 


bash$ finger 


Login Name mey Idle Login Time Office Office Phone 
bozo Bozo Bozeman Gye © Jta 25 li$959 (810) 
bozo Bozo Bozeman ttypO Jum 25) 16s 59) (s0.@)) 


bozo Bozo Bozeman (EESTI vein 25) 7/310 7/ (3.0) 


chfn 


vrfy 


bash$ finger bozo 


Login: bozo Name: Bozo Bozeman 
Directory: /home/bozo Shell: /bin/bash 

OWti:ioes 2355 Clowm SE. 5453-1294 

Oa Sines Kri Ave Sil 20413 (MET) om reyi 1 hour 38 minutes idle 


Oa Silince Wien Awe Sil 20:19 (MST) om Textus 0 12 seconds idle 

On since Fri Aug 31 20:13 (MST) on pts/1 

Ola Saline ies Awg Gil 20:51 (MST) omn joes 2 1 hour 16 minutes idle 
Mail last read Tue Jul 3 10:08 2007 (MST) 

No Plan. 


Out of security considerations, many networks disable finger and its associated daemon. [1] 
Change information disclosed by the finger command. 
Verify an Internet e-mail address. 


This command seems to be missing from newer Linux distros. 


Remote Host Access 


SX, rX 


SZ, YZ 


ftp 


The sx and rx command set serves to transfer files to and from a remote host using the xmodem 
protocol. These are generally part of a communications package, such as minicom. 


The sz and rz command set serves to transfer files to and from a remote host using the zmodem 
protocol. Zmodem has certain advantages over xmodem, such as faster transmission rate and 
resumption of interrupted file transfers. Like sx and rx, these are generally part of a communications 
package. 


Utility and protocol for uploading / downloading files to or from a remote host. An ftp session can be 
automated in a script (see Example 19-6 and Example A-4). 


uucp, uux, cu 


telnet 


uucp: UNIX to UNIX copy. This is a communications package for transferring files between UNIX 
servers. A shell script is an effective way to handle a uucp command sequence. 


Since the advent of the Internet and e-mail, uucp seems to have faded into obscurity, but it still exists 
and remains perfectly workable in situations where an Internet connection is not available or 
appropriate. The advantage of uucp is that it is fault-tolerant, so even if there is a service interruption 
the copy operation will resume where it left off when the connection is restored. 


uux: UNIX to UNIX execute. Execute a command on a remote system. This command is part of the 
uucp package. 


cu: Call Up a remote system and connect as a simple terminal. It is a sort of dumbed-down version of 
telnet. This command is part of the uucp package. 


Utility and protocol for connecting to a remote host. 


The telnet protocol contains security holes and should therefore probably be 
avoided. Its use within a shell script is not recommended. 
weet 
The wget utility noninteractively retrieves or downloads files from a Web or ftp site. It works well in 
a script. 


wget -p http://www.xyz23.com/file01.html 
Ts jp Gus page-requisite option causes wget to fetch all files 
+ required to display the specified pag 


i 

E 

3 

4 

5 wget -r ftp://ftp.xyz24.net/-bozo/project files/ -O SSAVEFILE 
6 The -r option recursively follows and retrieves all links 
7 
8 
9 
0 
il 


+ on the specified sit 


wget -c ftp://ftp.xyz25.net/bozofiles/filename.tar.bz2 


[The -c option lets wget resume an interrupted download. 
[This works with ftp servers and many HTTP sites. 


Example 16-42. Getting a stock quote 


1 #!/bin/bash 

2 quote-fetch.sh: Download a stock quote. 

3 

4 

5 E NOPARAMS-86 

6 

7 ae || =z VSI ]| GP Mist Spscity a Stock (cewulsgl) io rereh 

8 then echo "Usage: ^basename $0^ stock-symbol" 

S) exit SE_NOPARAMS 

U0) stu 

LL 

12 stock_symbol=$1 

13 

14 file suffix-.html 

LS) Fetches an HTML file, so name it appropriately. 

16 URL-'http://finance.yahoo.com/q?s-' 

LT Yahoo finance board, with stock query suffix. 

18 

19 
20 wget -O ${stock_symbol}${file_suffix} "S{URL}${stock_symbol}" 
AL 
22 
23 
24 We) look Uys) stuzi om METOS // isisxelse(e o  Wellovolo)., Couns 
25 
26 URL="http://search.yahoo.com/search?fr=ush-newsép=S {query}" 
27 wget -O "$savefilename" "S{URL}" 
28 
BS) Saves a list of relevant URLs. 
30 
Si eee S 
32 
33 Exercises: 
S4 dp == 
3B 
36 1) Add a test to ensure the user running the script is on-line. 
37 (EGLIMES parce che utore Of "lg -aky ido "p or "comune." 
38 
39 2) Modify this script to fetch the local weather report, 

40 #+ taking the user's zip code as an argument. 


lynx 


rlogin 


rsh 


rcp 


rsync 


See also Example A-30 and Example A-31. 


The lynx Web and file browser can be used inside a script (with the -dump option) to retrieve a file 
from a Web or ftp site noninteractively. 


1 lynx -dump http://www.xyz23.com/fileOl.html >SSAVEFILE 
With the -traversal option, lynx starts at the HTTP URL specified as an argument, then "crawls" 
through all links located on that particular server. Used together with the -craw1 option, outputs 
page text to a log file. 


Remote login,initates a session on a remote host. This command has security issues, so use ssh 
instead. 


Remote shell,executes command(s) on a remote host. This has security issues, so use ssh 
instead. 


Remote copy, copies files between two different networked machines. 
Remote synchronize, updates (synchronizes) files between two different networked machines. 


bash$ rsync -a ~/sourcedir/*txt /nodel/subdirectory/ 


Example 16-43. Updating FC4 


1 #!/bin/bash 

2 fc4upd.sh 

3 

4 Script author: Frank Wang. 

E Slight stylistic modifications by ABS Guide author. 

6 Used in ABS Guide with permission. 

7 

8 

9 Download Fedora Core 4 update from mirror site using rsync. 
10 Should also work for newer Fedora Cores -- 5, 6, 

il Only download latest package if multiple versions exist, 
12 #+ to save space. 

13 

14 URL-rsync://distro.ibiblio.org/fedora-linux-core/updates/ 
15 URL-rsync://ftp.kddilabs.jp/fedora/core/updates/ 

16 URL-rsync://rsync.planetmirror.com/fedora-linux-core/updates/ 
17 

18 DEST=${1:-/var/www/html/fedora/updates/ } 

19 LOG-/tmp/repo-update-$ (/bin/date +%Y-%m-%d) .txt 
20 PID_FILE=/var/run/${0##*/}.pid 
Al 
22 E_RETURN=85 # Something unexpected happened. 
23 
24 
25 General rsync options 
26 -r: recursive download 
217 t: reserve tim 
219) -v: verbose 
28 
30 iere delet xcluded delete-after partiell” 
Sil 
32 # rsync include pattern 


33 # Leading slash causes absolute path name match. 
34 INCLUDE= ( 


35 "/4/i1386/kde-i18n-Chinese*" 


36 # A $ 

37 # Quoting is necessary to prevent globbing. 
38) ) 

39 

40 

41 rsync exclude pattern 

42 Temporarily comment out unwanted pkgs using "£f" 
43 EXCLUDE-( 

44 HAL 

45 /2 

46 eS 

47 /testing 

48 /4/SRPMS 

49 /A/ppc 

50 /4/x86 64 

S /4/i386/debug 

52 "/4/1386/kde-il8n-*" 

De "/4/1386/0penoffice.org-langpack-*" 
54 1/21/3159). 315/88 wenn 

59 A ASSO eim ey) 

56 "/4/1386/cman-*" 

37 TAL PASS / align e 

58 A // 3b SI e Gpalloxel= ce 

59 "/4/1386/kernel-smp*" 


60 # "/4/i1386/kernel-xen*" 

61 # "/4/1386/xen-*" 

$2. ) 

63 

64 

G5 sues (y 4 

66 # Let pipe command return possible rsync error, e.g., stalled network. 
67 set -o pipefail 4 Newly introduced in Bash, version 3. 
68 

69 TMP-S(TMPDIR:-/tmp)/$(044*/).9$9 # Store refined download list. 

70 creel UI 

7 rm —-f STMP 2>/dev/null 

72 HEETTE # Clear temporary file on exit. 

TS j 

74 

S, 

16 Cheek pici () 4 

77 # Check if process exists. 

78 ade qp es WSDL Ia o idees 

79 echo "PID file exists. Checking ..." 

80 PID-$(/bin/egrep -o "“[[:digit:]]+" SPID FILE 
81 if /bin/ps --pid SPID &>/dev/null; then 

82 echo "Process $PID found. $(044*/) seems to be running!" 
83 /usr/bin/logger -t $(044*/) \ 

84 "Process $PID found. $(044*/) seems to be running!" 
85 exit $E RETURN 

86 ia 

87 echo Vorocess SEID DOr Se(ojeneYele. Stare mew OLOCSSS s o q^ 

88 1 3l 

99 j 

90 

Sil 

92 # Set overall file update range starting from root or SURL, 

93 #+ according to above patterns. 


94 set_range () { 

95 include- 

96 exclude- 

97 cor © ia WS Cuda (HC ]] co 

98 include-"$include --include \"Sp\"" 
99) done 


100 


jet 
«o 


get. 


for jo im VS mci]; clo 
xclude="Sexclud x«eillasgts WU YY 


done 


trieve and refine rsync update list. 

lige ( 4 

echo SS > Siw ivi, |||) di 
echo "Can't write to pid file $PID_FILE" 
exit $E RETURN 


cho -n "Retrieving and refining update list . . ." 


# Retrieve list 'eval' is needed to run rsync as a single command. 
# $3 and $4 is the date and time of file creation. 
# $5 is the full package name. 
previous- 
pre file- 
pre date-0 
eval /bin/nice /usr/bin/rsync \ 
=e Siiaciluick Sexciluce SEE || \ 
exeueepp 'clie.sk ^m Do 
ek "suc $3, Su. SS || X 
sort -k3 | \ 
( while read line; do 
Get seconds since epoch, to filter out obsolete pkgs. 
cur date-$ (dat gl "Sexo Silane, [| avk "duse Sil, $21") sess) 
echo $cur date 


Get file name. 
Wie esL lese (echo Slims | awk Horiwe SSY) 
echo $cur file 


Get rpm pkg name from file name, if possible. 


ise ||| Sete senikey == “ign |) |p 3elareum 
pkg_name=$ (echo $cur_file | sed -r -e \ 
hey (UPS) a) sh) [E 8l 8 1] 593 a 555 [E12 987 1L 9 J 
else 
pkg name- 
E 


# echo $pkg name 


ie || -—. W'eyolisepescewns v ig Eleven # If not a rpm file, 
echo $cur file >> $TMP #+ then append to download list. 
elif [ "$pkg name" != "$previous" ]; then # A new pkg found. 
echo $pre file >> STMP f Output latest file. 
previous-$pkg name # Save current. 


pre date-$cur date 
pre file-$cur file 


elsi [ “Seune_claice” sere "See cata Je Than 
# If same pkg, but newer, 
pre date-S$cur date #+ then update latest pointer. 
pre file-$cur file 
icd 
done 
echo $pre file >> STMP # TMP contains ALL 


#+ of refined list now. 
# echo "subshell-$BASH, SUBSHELL" 


} # Bracket required here to let final "echo $pre file >> STMP" 
# Remained in the same subshell ( 1 ) with the entire loop. 


RET-$? # Get return code of the pipe command. 


ssh 


167 [ "SRET" -ne 0 ] && { 


168 echo "List retrieving failed with code S$RET" 
16%) exit $E RETURN 

1L 7/0) } 

TEL 

IT echo "done"; echo 

TS y 

174 

175 # Real rsync download part. 

176 gee sile () ( 

yy) 

178 echo "Downloading..." 

179 /bin/nice /usr/bin/rsync \ 

180 SOPTS N 

181 filter "merge,+/ $TMP" \ 

182 =—excilude Ye \ 

183 SURL $DEST \ 

184 | Juar forna tee SLOG 

185 

186 RET=$? 

187 

188 # iiter marge, t/ LS Crucial For (e aimeeinieioim 
189 # + modifier means include and / means absolute path. 
190 # Then sorted list in $TMP will contain ascending dir name and 
i 9i #+ prevent the following --exclude '*' from "shortcutting the circuit." 
192 

1193 echo "Done" 

194 

1195 rm -f S$PID FILE 2>/dev/null 

196 

197 return SRET 

199 }} 

199 

200 1; ——————- 

201 # Main 

20/2. anie 

203 check pid 

204 set range 

205 get list 

206 get file 

207 RET-$? 

DOS dy ——————- 

209 

23 xx | "SEEN" -ee Q Ip then 

21 /usr/bin/logger -t $(044*/) "Fedora update mirrored successfully." 
212 else 

213 /usr/bin/logger -t ${0##*/} \ 

214 "Fedora update mirrored with failure code: SRET" 
PAS) Ea 

216 

27 weh SiH i 


See also Example A-32. 


#` Using rcp, rsync, and similar utilities with security implications in a shell script may 
not be advisable. Consider, instead, using ssh, scp, or an expect script. 


Secure shell, logs onto a remote host and executes commands there. This secure replacement for 
telnet, rlogin, rcp, and rsh uses identity authentication and encryption. See its manpage for details. 


Example 16-44. Using ssh 


PRPPPPP PPE 
O00 -1 OY Ui 4 CQ). 9. IB. O (0 00 -1 O Or iS (QI S 


(Gay (ah [9r TNO) ISS) [RS OY [9r ISS) [mox (3x IPT 
[= (€» we) Ce cr (ox (nh de (9 [SS p c» Wo 


C0 CO C0 CO CO CO CO CO 
We) Ce} Sl vany Gal des. Gs} IY) 


Baum 
(aS) 


CON GSC ub ais. Gee GS at oes S 
P3 6» o o0» IR OS WD 


(Gy. (On Gn Gar Gah (nk (Gu (Oni 
We) (oe) Sl Kex (Ou dex (es) [53 


Sys ONO NEC yO) SON OY 
oy Gi dex WIS) 4 €» 


! 


ls 


# 
# 
US 
HO 


# 
#+ 


ss 


/bin/bash 
remote.bash: Using ssh. 


This example by Michael Zick. 
Used with permission. 


Presumptions: 
iel=2 igati balog Cejrewmeecl ( "Agel" Jj. 
ssh/sshd presumes stderr ('2') will display to user. 


sshd is running on your machine. 
exe Guay “erernel Clisicieilloiemem, aie joreologlolly als, 
and without any funky ssh-keygen having been done. 


Try ssh to your machine from the command-line: 


$ ssh $HOSTNAME 
Without extra set-up you'll be asked for your password. 
enter password 
when done, $ exit 


Did that work? If so, you're ready for more fun. 


Try ssh to your machine as 'root': 


$ ssh -l root SHOSTNAME 
When asked for password, enter root's, not yours. 


Last login: Tue Aug 10 20:25:49 2004 from localhost.localdomain 


Enter 'exit' when done. 


3 


he above gives you an interactive shell. 


Jl 

but that is beyond the scope of this example. 

The only thing to note is that the following will work in 
'single command' mode. 


A basic, write stdout (local) command. 


Sal 


Now the same basic command on a remote machine. 
Pass a different 'USERNAME' 'HOSTNAME' if desired: 
ER-S$ (USERNAME: -$ (whoami) } 

ST-S(HOSTNAME:-$ (hostname) } 


Now excute the above command-line on the remote host, 
with all transmissions encrypted. 


i] =I SquSmm) Sissi} W Je —1 Ww 
The expected result is a listing of your username's home 
directory on the remote machine. 

To see any difference, run this script from somewhere 
other than your home directory. 


In other words, the Bash command is passed as a quoted line 
to the remote shell, which executes it on the remote machine. 
Jim Elis Case, seme Coes " basa —e Wile —LW Y on your behalf. 


For information on topics such as not having to enter a 
password/passphrase for every command-line, see 

man ssh 

man ssh-keygen 


t is possible for sshd to be set up in a 'single command' mode, 


scp 


67 #+ man sshd_config. 
68 
69 exit 0 


® Within a loop, ssh may cause unexpected behavior. According to a Usenet post in the 
comp.unix shell archives, ssh inherits the loop's st din. To remedy this, pass ssh 
either the -n or -f option. 


Thanks, Jason Bechtel, for pointing this out. 


Secure copy, similar in function to rep, copies files between two different networked machines, 
but does so using authentication, and with a security level similar to ssh. 


Local Network 


write 
This is a utility for terminal-to-terminal communication. It allows sending lines from your terminal 
(console or xterm) to that of another user. The mesg command may, of course, be used to disable 
write access to a terminal 
Since write is interactive, it would not normally find use in a script. 

netconfig 
A command-line utility for configuring a network adapter (using DHCP). This command is native to 
Red Hat centric Linux distros. 

Mail 

mail 


Send or read e-mail messages. 


This stripped-down command-line mail client works fine as a command embedded in a script. 


Example 16-45. A script that mails itself 


1 #!/bin/sh 

2 self-mailer.sh: Self-mailing script 

3 

4 adr-$(1:-^whoami') # Default to current user, if not specified. 
5 Typing 'self-mailer.sh wiseguy@superdupergenius.com' 

6 #+ sends this script to that addressee. 

7 Just 'self-mailer.sh' (no argument) sends the script 

8 #+ to the person invoking it, for example, bozo@localhost.localdomain. 
9 

10 For more on the ${parameter:-default} construct, 

11 #+ see the "Parameter Substitution" section 

12 #+ of the "Variables Revisited" chapter. 

13 

14 

15 cat SO || mail -s Weeienjoye WU basencne SO \ has mailed itseli to you,” "US egheU 
LG 

Ly 

18 

is) Greetings from the self-mailing script. 
20 A mischievous person has run this script, 
21 #+ which has caused it to mail itself to you. 
22 Apparently, some people have nothing better 
23 #+ to do with their time. 


24 # 


25 

2G icing "We date , excsgox WU basename (0 WU manr ledi tons adru 

27 

28 exit 0 

29 

30 # Note that the "mailx" command (in "send" mode) may be substituted 
31 #+ for "mail" ... but with somewhat different options. 


mailto 
Similar to the mail command, mailto sends e-mail messages from the command-line or in a script. 
However, mailto also permits sending MIME (multimedia) messages. 

mailstats 
Show mail statistics. This command may be invoked only by root. 


root# mailstats 
SeAMcisciles irom WHS Jam I 20892509 2006 


M msgsfr bytes_from msgsto bytes to msgsrej msgsdis msgsqur Mailer 
4 1682 24118K 0 OK 0 0 0 esmtp 
9 212 640K 1894 ABIL Sabre 0 0 0 local 
M 1894 24758K 1894 2, BAL SALES 0 0 0 

Cc 414 0 


vacation 
This utility automatically replies to e-mails that the intended recipient is on vacation and temporarily 
unavailable. It runs on a network, in conjunction with sendmail, and is not applicable to a dial-up 
POPmail account. 


Notes 


ul 
A daemon is a background process not attached to a terminal session. Daemons perform designated 
services either at specified times or explicitly triggered by certain events. 


The word "daemon" means ghost in Greek, and there is certainly something mysterious, almost 
supernatural, about the way UNIX daemons wander about behind the scenes, silently carrying out their 
appointed tasks. 
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16.7. Terminal Control Commands 


Command affecting the console or terminal 


tput 
Initialize terminal and/or fetch information about it from terminfo data. Various options permit certain 
terminal operations: tput clear is the equivalent of clear; tput reset is the equivalent of reset. 


bash$ tput longname 
xterm terminal emulator (X Window System) 


Issuing a tput cup X Y moves the cursor to the (X, Y) coordinates in the current terminal. A clear to 
erase the terminal screen would normally precede this. 


Some interesting options to tput are: 


0 bold, for high-intensity text 

9 smul, to underline text in the terminal 

9 smso, to render text in reverse 

0 sgr0, to reset the terminal parameters (to normal), without clearing the screen 
Example scripts using fput: 


1. Example 36-15 
2. Example 36-13 
3. Example A-44 
4. Example A-42 
5. Example 27-2 

Note that stty offers a more powerful command set for controlling a terminal. 

infocmp 
This command prints out extensive information about the current terminal. It references the terminfo 


database. 


bash$ infocmp 
# Reconstructed via infocmp from file: 
/usr/share/terminfo/r/rxvt 
rxvt|rxvt terminal emulator (X Window System), 
am, bce, eo, km, mir, msgr, xenl, xon, 
colors#8, cols#80, it#8, lines#24, pairs#64, 
acsc= -aaffggjjkkllmmnnooppaqqrrssttuuvvwwxxyyzz{{||}}~~, 
bel-^G, blink=\E[5m, bold=\E[1m, 
eaae WS 2251. 
clear=\E[H\E[2J, cnorm=\E[?25h, cr-^M, 


reset 
Reset terminal parameters and clear text screen. As with clear, the cursor and prompt reappear in the 


upper lefthand corner of the terminal. 

clear 
The clear command simply clears the text screen at the console or in an xterm. The prompt and cursor 
reappear at the upper lefthand corner of the screen or xterm window. This command may be used 
either at the command line or in a script. See Example 11-26. 

resize 


Echoes commands necessary to set $STERM and STERMCAP to duplicate the size (dimensions) of the 
current terminal. 


bash$ resize 

set noglob; 

setenv COLUMNS '80'; 
setenv LINES '24'; 
unset noglob; 


script 
This utility records (saves to a file) all the user keystrokes at the command-line in a console or an 
xterm window. This, in effect, creates a record of a session. 
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16.8. Math Commands 


"Doing the numbers" 


factor 
Decompose an integer into prime factors. 
bash$ factor 27417 
Zea UALS ER: 5. 09) ALS) Sh) 
Example 16-46. Generating prime numbers 
1 #!/bin/bash 
2 # primes2.sh 
3 
4 # Generating prime numbers the quick-and-easy way, 
5 #+ without resorting to fancy algorithms. 
6 
7 CEILING=10000 # 1 to 10000 
8 PRIME=0 
9 E NOTPRIME- 
10 
11 is prime () 
JE. d 
AS} local factors 
14 factors-( $(factor $1) ) # Load output of ~factor into array. 
15 
16 we [p -— WSisrecieors A ] 
17 # Third element of "factors" array: 
18 #+ $S(factors[2]) is 2nd factor of argument. 
IS) sip ae bj abe blank then there 1S No Aiavel Tractor, 
20 #+ and the argument is therefore prime. 
21 then 
27 return SPRIME # 0 
23 else 
24 return SE_NOTPRIME # null 
225) ie ak 
26 ] 
27 
28 echo 
29 for n in $(seq SCEILING) 
30 do 
Sil if is prime $n 
92 then 
33 priori s56 Sol 
34 Haste # ^ Five positions per number suffices. 
35 done # For a higher S$CEILING, adjust upward, as necessary. 
36 
37 echo 
38 
39 exit 
bc 


Bash can't handle floating point calculations, and it lacks operators for certain important mathematical 


functions. Fortunately, bc gallops to the rescue. 


Not just a versatile, arbitrary precision calculation utility, bc offers many of the facilities of a 


programming language. It has a syntax vaguely resembling C. 


Since it is a fairly well-behaved UNIX utility, and may therefore be used in a pipe, be comes in handy 
in scripts. 


Here is a simple template for using be to calculate a script variable. This uses command substitution. 


variable=§ (echo "OPTIONS; OPERATIONS" | bc) 


Example 16-47. Monthly Payment on a Mortgage 


1 #!/bin/bash 
2 monthlypmt.sh: Calculates monthly payment on a mortgage. 
3 
4 
E This is a modification of code in the 
6 #+ "mcalc" (mortgage calculator) package, 
7 #+ by Jeff Schmidt 
8 #+ and 
9 #+ Mendel Cooper (yours truly, the ABS Guide author). 
10 http://www.ibiblio.org/pub/Linux/apps/financial/mcalc-1.6.tar.gz 
iil 
12 echo 
13 echo "Given the principal, interest rate, and term of a mortgage," 
14 echo "calculate the monthly payment." 
15 
16 bottom=1.0 
17 
18 echo 
19 echo -n "Enter principal (no commas) " 
20 read principal 
AIL eeho ol Hmn obenewexE Cac (percent) 9 x aie ile, Enter Wile, not Wd S 
22 read interest r 
23 echo -n "Enter term (months) " 
24 read term 
25 
26 
27 ineerase_r=S lecto "scale-92 Simicecesic_e/l00.0” | be) # Comyeicc to decimal, 
28 d Qu cQ CL DC IDE eI AMO RIAL 
29 # "scale" determines how many decimal places. 
30 
Sil imcerastc_wmeice=S (echo "seale-S9; Sintarsst i/12 + 1,0” | be) 
32 
33 
34 4S9 (echo "sesle-9s prineipal-$interest_ cate Seam! | DE) 
35 # pd Qu AORN SESE SESE QS 
36 # Standard formula for figuring interest. 
37 
38 echo; echo "Please be patient. This may take a while." 
39 
40 let "months = Sterm - 1" 
41 # 
22 for (\(x—Smonthis; = > O7 x—_))) 
43 do 
44 bears (echo “SCzleHOp Salimeeieesic_icereS* Sx" | Ig) 
45 bottom=s (echo “scalle=9- Sbottom+Sbot" | be) 
46 # bottom = $(($bottom + Sbot") ) 
47 done 
48 # 
49 
50 # 


51 # Rick Boivie pointed out a more efficient implementation 


52 
52 
54 
55 
56 
57 
58 
59 
60 
61 
62 
63 
64 
65 
66 
67 
68 
69 
70 
pu 
V2 
13 
74 
TO 
76 
p 
78 
US 
80 
81 
82 
83 
84 
85 
86 
87 
88 
89 
90 
gt 
92 
DS 
94 
95 
96 
2 
98 
99 
100 


+ of the above loop, which decreases computation time by 2/3. 


for ((x=1; x <= Smonths; x++)) 
do 
lKoiecomn=S (echo "seale-9s Slooiciceim ~ Salmeeragic_iesice + i” | Ie) 
done 
And then he came up with an even mor fficient alternative, 


+ one that cuts down the run time by about 95%! 


bottom=" { 
ing Yecals=9; IoxonowrESlsoEtGwp xeu rete= pinterest rata” 
ie (=le ox <= Simoiticlnes SEHE) )) 


ec 
fo 
do 


do 
ec 


} 


echo 


INS 


"lexowcie(oxu > Torron < suele rate qe LU 


ho 'bottom' 


| love 


# Embeds a 'for loop' within command substitution. 


On the other hand, Frank Wang suggests: 
looi eS (ceho "seale-)s (Ssmeest rate Sel) (Sinteresst iei)" || 1x9) 


Becau 


TADC n 


se 


ig ela 


[The algorithm behind the loop 

+ is actually a sum of geometric proportion series. 
[The sum formula is e0(1-q^n)/(1-q), 

+ where e0 is the first element and q-e (n+1)/e (n) 


number of elements. 


# let "payment 


= Stop/$bottom" 


payment=$ (echo "scale-2; $top/$bottom" | bc) 
# Use two decimal places for dollars and cents. 


echo 

echo "monthly payment = \$Spayment" 4 Echo a dollar sign in front of amount. 
echo 

exit 0 

# Exercises: 

# 1) Filter input to permit commas in principal amount. 

d 2) Filter input to permit interest to b ntered as percent or decimal. 

# 3) If you are really ambitious, 

#+ expand this script to print complete amortization tables. 


Example 16-48. Base Conversion 


S) We) (es) =] (ex, Gal AES ol [n5 [5 


[Es 


Ionio 


ash 


FE AE AE FE AE FE FE E FE AE IE FE AE FE FE E FE AE E FE AE FE FE E FE AE E FE AE FE FE AE FE FE AE FE AE FE FE FE FE FE E FE AE FE FE AE FE FE AE FE AE FE FE FE FE FE FE FE AE FE FE AE FE HE AE FE HE FE TEHE E E 


Shells 
Author 
vate 

Catego 


(ie3l91E € 


ry 


base.sh - print number to different bases (Bourne Shell) 
Heiner Steven (heiner.steven@odn.de) 

07-92-95 

Desktop 


Sic? base gsm w 1:2 20007/02706 19955935. Iesse qe $ 


==> go 


ove lin 


Is} RECS JUD) MMEO 
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Descri 


ption 


Changes 
21-03-95. sitw fixed error occuring with Oxb as input (0.2) 
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==> Used in ABS Guide with the script author's permission. 


==> Comments added by ABS Guide author. 


NOARGS=85 
PN-'basename "$0"` # Program name 
WHR=eClag 'Sikewalsalome 142 $V | ewm el’ Y —t2' p ==> VERS 2 
Usage () ( 
secho WISJEIN = print mumbosri cto (Ghlirir[eweiexose bases, SYVER (sty 95) 
usage: $PN [number ...] 
If no number is given, the numbers are read from standard input. 
A number may be 
binary (base 2) Sraicctime wWwaitia Oly ies Morro) 
octal (base 8) Sicarienimne waea (9 (aie, Wil“) 
hexadecimal (base 16) starting with Ox (i.e. Oxc) 
decimal Gicloxeuewniexe (i.e, 12) Sez 
exit SNOARGS 
} # ==> Prints usage message. 
MSS (Qu A 
OE # ==> in [list] missing. Why? 
gig Selig "SENI Si) $2 
done 
} 
racal () A Mise; VSG" exce GGOp jJ 
PrintBases () { 
# Determine base of the number 
iba a # ==> in [list] missing... 
do # ==> SO operates on command-line arg(s). 
case "Si" in 
0DE) allsyause 2 5 p # binary 
Ox* | [a-—£]/* | [A-F] *) ibase=16;; # hexadecimal 
0*) ibase-8;; # octal 
[1197 9:3 ibase-10;; # decimal 
=) 
Msg “illegal number $i ignored" 
continue;; 
esac 
# Remove prefix, convert hex digits to uppercase (bc needs this). 
igpwucxesc- exeo. "S: | seed —e Yse*@[loebexi) es! |) sa fpem)" ?[pmemyv 
# ==> Uses ":" as sed separator, rather than "/". 
# Convert number to decimal 
dec-'echo "ibase-$ibase; $number" | bc^ ==> 'bc' is calculator utility. 
case "Sdec" in 
COSSEN P number ok 
*) continue;; error: ignore 
esac 
# Print all conversions in one line. 
# ==> 'here document' feeds command list to 'bc'. 
echo “be <<! 
obase=16; "hex-"; Sdec 
obase=10; "dec="; Sdec 
Olssmecgr; eger Sclee 
obase-2; "bin="; Sdec 


# Read from stdin. 


P | sed -e 's: ag! 
78 
TS done 
80 } 
81 
G2 wails | Sy -or O | 
83 # ==> Is a "while loop" really necessary here, 
84 # ==>+ since all the cases either break out of the loop 
85 # ==>+ or terminate the script. 
86 # ==> (Above comment by Paulo Marcel Coelho Aragao.) 
87 do 
88 Case. VSIV ig 
89 —-) shift; break;; 
90 -h) Usage;; # ==> Help messag 
91 iin Usage;; 
92 *) break;; # First number 
93 esac # ==> Error checking for illegal input might be appropriate. 
94 Sinaatets 
95 done 
96 
O7 si || Sip e @ | 
98 then 
99 PrintBases "$Q" 
100 else 
3E (31. while read line 
LOZ do 
103 PrintBases Sline 
104 done 
LOS iral 
106 
107 
108 exit 


An alternate method of invoking be involves using a here document embedded within a command 
substitution block. This is especially appropriate when a script needs to pass a list of options and 


commands to be. 


variable-'bc << LIMIT STRING 
options 

statements 

operations 

LIMIT STRING 


IONE s d 


variable-$(bc «« LIMIT STRING 
options 

statements 

operations 

LIMIT STRING 

) 


|Oobomopmpmpomnwmum 
OY Oi 4A (0 I9. IP. O xo O0 -1 O OI 4S (Q IN S 


Example 16-49. Invoking bc using a here document 


#!/bin/bash 
# Invoking 'bc' using command substitution 
# in combination with a ‘here document'. 


(Og. dE (Gs) Soy I 


varl= be << EOF 
lig. 3S © I9. 78 
EOF 


echo S$varl # 362.56 


i? S sas ) iM@telemom cuero VOCS, 
vl=23.53 
v2=17.881 
v3=83.501 
v4=171.63 


INS) di H H H H H H H t 
COTO c O (a des eo [Rss [— (69 Wer ee | 5 


var2-$ (bc «« EOF 
scale = 4 

a = ( Swi * Sy2 ) 

b ( Sw3 = Swe ) 

a Io. 4p US SI 

EOF 

) 

echo $var2 # 593487.8452 


N N 
NE 
* Il 


N 
[99 


NNN 
- o0) os 


N 
[99] 


scale 


Returns the sine of 1.7 radians. 
Waxes, WILY Gario Calle thie Moye! meara Hores 
echo $var3 4 .991664810 


CO CO CO CO CO CO CO CO CO CO DN 
Wok (ge) cU] Kex (On UE fey) IS) Te) Ke) 


INORG, Ciy GEE high a JEQDUOXTEHONO so 
40 hypotenuse () # Calculate hypotenuse of a right triangle. 
4d 4 if = Sore YA we der t) 
42 hyp-$(bc -1 << EOF 
43 scale = 9 
44 game Sil = Sil + S2 € SP ) 
45 EOF 
46 ) 
47 Can't directly return floating point values from a Bash function. 
48 But, can echo-and-captur 
49 echo "Shyp" 
5O j 
Sl 
52 hyp-$ (hypotenuse 3.68 7.31) 
53 echo "hypotenuse = S$hyp" # 8.184039344 
54 
55 
56 exit 0 


Example 16-50. Calculating PI 


!/bin/bash 
cannon.sh: Approximating PI by firing cannonballs. 


Author: Mendel Cooper 
License: Public Domain 
Version 252. selickeree JLSxoxet0te c 


@9) «| (x Onl dem. GO MS) 4-5 


This is a very simple instance of a "Monte Carlo" simulation: 
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C0 CO C0 CO CO CO CO CO 
We) eo) X] (ex. (Un de. (63 fe» 


A e 
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DB bP am LP PP aum uS 
Wey (oer | (o»y Gal SS (99 [55 


or O1 
e O 


(Om. (Gn nr (On (On) (nl S toni 
We) (o 3) ex) Gal dev (C3 [5 


OO OD OD OO O 
oy (On gS GC) Dy ie SS 
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ETO Wey eer =) 


ay 4 
BW DN 


+ a mathematical model of a real-life event, 
+ using pseudorandom numbers to emulate random chance. 


Consider a perfectly square plot of land, 10000 units on a side. 
This land has a perfectly circular lake in its center, 
+ with a diameter of 10000 units. 
The plot is actually mostly water, except for land in the four corners. 
(Think of it as a square with an inscribed circle.) 


We will fire iron cannonballs from an old-style cannon 
+ at the square. 
All the shots impact somewhere on the square, 
+ either in the lake or on the dry corners. 
Since the lake takes up most of the area, 
+ most of the shots will SPLASH! into the water. 
Just a few shots will THUD! into solid ground 
+ in the four corners of the square. 


If we take enough random, unaimed shots at the square, 
+ Then the ratio of SPLASHES to total shots will approximate 
+ the value of PI/4. 


The simplified explanation is that the cannon is actually 
+ shooting only at the upper right-hand quadrant of the square, 
+ i.e., Quadrant I of the Cartesian coordinate plane. 


Theoretically, the more shots taken, the better the fit. 
However, a shell script, as opposed to a compiled language 
+ with floating-point math built in, requires some compromises. 
This decreases the accuracy of the simulation. 
DIMENSION-10000 Length of each side of the plot. 
Also sets ceiling for random integers generated. 
MAXSHOTS-1000 Fire this many shots. 
10000 or more would be better, but would take too long. 
PMULTIPLIER-4.0 SCALA LECTOR 
declar iS Jp Jr-S.415928654 
Actual 9-place value of PI, for comparison purposes. 


get random () 


{ 


SiS (neac =n db felew/wiesinclom | «xol —N il || we "4 prime S2 V) 

RANDOM=$ SEED # From "seeding-random.sh" 
#+ example script. 

let "rnum = SRANDOM % SDIMENSION" # Range less than 10000. 

echo $rnum 

} 

distance= # Declare global variable. 

hypotenuse () # Calculate hypotenuse of a right triangle. 

{ # From "alt-bc.sh" example. 

distance=S (bc -l << EOF 

scale = 0 

exp ( Si, = SL S2 92 } 

EOF 


) 
Setting "scale" to zero rounds down result to integer value, 
+ a necessary compromise in this script. 
It decreases the accuracy of this simulation. 


PRPRPPRPrPP RB 


[eu 
Ne} 


120 
11271 
12:2 
12:3) 
124 
LAS) 
126 
127 
128 
129 
130 
AL Shak 
32 
133 
134 
135) 
136 
133, 
138 
13$; 
140 


# 


# main() { 
# "Main" code block, mimicking a C-language main() function. 
# Initialize variables. 


shots=0 
splashes=0 
thuds=0 
Pi=0 
error=0 


Wire mE SIS EOS ue eie WSNS ONSA | # Main loop. 
do 


xCoord-$ (get random) # Get random X and Y coords. 
yCoord-$ (get random) 
hypotenuse $xCoord $yCoord # Hypotenuse of 

#+ right-triangle = distance. 
(latent: Siar) )) 


printf "#%4d " $shots 

janice WE = SA W  S«Cuoxosao! 

priori Wye = Sel gyorg 

printf "Distance = $5d ^" Sdistance # Distance from 
#+ center of lake 
jar —— love “oxeaiggiia == 
#+ coordinate (0,0). 


if [ "$distance" -le "SDIMENSION" ] 
then 
echo -n "SPLASH! M 
((splashes++) ) 
else 
echo -n "THUD! " 
((thuds++) ) 
i3 


Pi=$ (echo "scale-9; S$PMULTIPLIER*$splashes/S$shots" | bc) 
yr Mohe mosi reio Joy 4.10). 

echo -n "PI ~ SPiN 

echo 


done 


echo 

echo "After $shots shots, PI looks like approximately SIDES 

# Tends to run a bit high, 

#+ possibly due to round-off error and imperfect randomness of S$RANDOM. 
# But still usually within plus-or-minus 5$ 

#+ a pretty fair rough approximation. 


Grror=$ (eco Vecates Sea — GN PEY | 9E) 

per error (echo Wsicelle=2p 100-0 = Herron / SMOR I TISE 

echo -n "Deviation from mathematical value of PI = Serror" 
exime V (Sper orrors euro) 

echo 

# End of "main" code block. 

# } 

# 


eve O 


# One might well wonder whether a shell script is appropriate for 

#+ an application as complex and computation-intensive as a simulation. 
# 

# There are at least two justifications. 


dc 


141 # 1) As a proof of concept: to show it can be done. 
142 # 2) To prototype and test the algorithms before rewriting 
143 #+ it in a compiled high-level language. 


See also Example A-37. 


The dc (desk calculator) utility is stack-oriented and uses RPN (Reverse Polish Notation). Like bc, it 
has much of the power of a programming language. 


Similar to the procedure with bc, echo a command-string to dc. 


exco Harime e GÜEG3mS oso. JE" || cle 
# The P command prints the string between the preceding brackets. 


# And now for some simple arithmetic. 
acing "y 8 m" || ge 4 56 
# Pushes 7, then 8 onto the stack, 
7 #+ multiplies ("*" operator), then prints the result ("p" operator). 
Most persons avoid dc, because of its non-intuitive input and rather cryptic operators. Yet, it has its 
uses. 


py (Gn dex (63. [soy [55 


Example 16-51. Converting a decimal number to hexadecimal 


!/bin/bash 
hexconvert.sh: Convert a decimal number to hexadecimal. 


E NOARGS-85 Command-line arg missing. 


Ab 

2 

3 

4 

5 BASE-16 Hexadecimal. 

6 

T su dp — SV ] 

8 then Need a command-line argument. 

9 echo "Usage: $0 number" 

10 exit $E NOARGS 

JL3L Eu Exercise: add argument validity checking. 
1,2 

13 

14 hexcvt () 

15 4 

JG aie [po VUS3" | 

17 then 

18 echo 0 

Lg return # "Return" 0 if no arg passed to function. 
2(0 Eal 
All 
22 echo "SI WSigavsia os" || cle 
23 # [9] sets radix (numerical base) of output. 
24 # p prints the top of stack. 
25 4 For other options: 'man dc' 
26 return 
2 
28 
29) Peeve SIL! 
30 
Sul bte 


Studying the info page for dc is a painful path to understanding its intricacies. There seems to be a 
small, select group of dc wizards who delight in showing off their mastery of this powerful, but 
arcane utility. 


bash$ echo "16i[q]sa[1n0-aln100$Pl1n100/snlbx]sbA0D68736142snlbxq" | dc 


Bash 

1 dc <<< 10k5v1+2/p 1.6180339887 

2 o ouo Feed operations to dc using a Here String. 

3 rod Pushes 10 and sets that as the precision (10k). 

4 EA Pushes 5 and takes its square root 

5 (5v, v = square root). 

6 ae Pushes 1 and adds it to the running total (1+). 

7 ^^ pushes 2 and divides the running total by that (2/). 
8 ^ Pops and prints the result (p) 

9 The result is 1.6180339887 
10 which happens to be the Pythagorean Golden Ratio, to 10 places. 


Example 16-52. Factoring 


!/bin/bash 
factr.sh: Factor a number 


IN-2 # Will not work for number smaller than this. 
E NOARGS-85 
E TOOSMALL-86 


ie | =2 ex 

then 
echo "Usage: $0 number" 
exit SE_NOARGS 

ical 


aid [ "Si" sie "SOM J 

then 
echo "Number to factor must be SMIN or greater." 
exit SE TOOSMALL 

E 


NPRPRPP PPP PP 
COMIDTKRWNHHFOWOMAIDUBRWNHE 


Exercise: Add type checking (to reject non-integer arg). 


21 

22 edho VUiaceoess ot Sg 

25 

24 echo "$1[p]s2[lip/dli£0-1dvsr]s12sid2£0-13sidvsr[dli$0-N 

Z5 bsel:25ls3 0.]89.:«7" | ce 

26 

27 Above code written by Michel Charpentier <charpov@cs.unh.edu> 
28 (as a one-liner, here broken into two lines for display purposes). 
29 Used in ABS Guide with permission (thanks!). 

30 

31 exit 

32 

S33 G7 S mim racki gin 2701 9 

34 # 2 

35 #3 

36 s d 

37 # 4093 


awk 
Yet another way of doing floating point math in a script is using awk's built-in math functions in a 


shell wrapper. 


Example 16-53. Calculating the hypotenuse of a triangle 


!/bin/bash 
hypotenuse.sh: Returns the "hypotenuse" of a right triangle. 
(square root of sum of squares of the "legs") 


ARGS=2 # Script needs sides of triangle passed. 
E_BADARGS=85 # Wrong number of arguments. 


if [ S# -ne "SARGS" ] 4 Test number of arguments to script. 


Usage: 'basename $0' side 1 side 2" 
exit $E BADARGS 


PRPPPP PP PY 
O0 -1 OY Ui 4 CQ). 9. IB. O (0 00 -1 O Or dS (QN S 
10) 
Q 
DT 
O 


AIRS CRUE" print E ( Wes Wie Va, s gre (S SS 2S2 
command (s) / parameters passed to awk 


Ls Now, pipe the parameters to awk. 


20 echo -n "Hypotenuse of $1 and $2 = " 
2al echo $1 $2 | awk "SAWKSCRIPT" 
212) A^ KAKRARAAAKANKRAAA 


29 An echo-and-pipe is an easy way of passing shell parameters to awk. 


24 

25 exit 

26 

27 # Exercise: Rewrite this script using 'bc' rather than awk. 

28 # Which method is more intuitive? 
Prev Home Next 
Terminal Control Commands Up Miscellaneous Commands 


Advanced Bash-Scripting Guide: An in-depth exploration of the art of shell scripting 
Prev Chapter 16. External Filters, Programs and Commands Next 


16.9. Miscellaneous Commands 


Command that fit in no special category 


jot, seq 
These utilities emit a sequence of integers, with a user-selectable increment. 


The default separator character between each integer is a newline, but this can be changed with the -s 
option. 


bash$ seq 5 
il 


Ow WN 


bash$ seq -s : 5 
qeu 


Both jot and seq come in handy in a for loop. 


Example 16-54. Using seq to generate loop arguments 


#!/bin/bash 
# Using "seq" 


echo 
for em im "see GU i Gu for 2 im S( ees sa ) 
# Same as one mL stig db 2. Gr AY O (saves much typing!). 
# May also use 'jot' (if present on system). 
do 
Seno =m MEL Y 
done F23 A5 2. 80 


# Example of using the output of a command to generate 
s ime Plier am a Vitor’ Logg, 


echo; echo 


COUNT-80 # Yes, 'seq' also accepts a replaceable parameter. 


N oL pop pp pppÀpGÀG: 
O (o 0» -1 O Oi i (). M IS. O «(o 0 -1 O O1 i Q I E 


for a in “seq $COUNT' # or for a in $( seq SCOUNT ) 


2L ClO) 

22 exo =m "eg Y 

23 done if 2 Ss S eno 80 

24 

25 echo; echo 

26 

27 BEGIN=75 

28 END=80 

28, 

30 for a in “seq SBEGIN SEND 

Sil Giving "seq" two arguments starts the count at the first one, 
32 #+ and continues until it reaches the second. 
33) Clo) 


34 acne =i Weg U 


35 
36 
oy 
38 
3 
40 
41 
42 
43 
44 
45 
46 
47 
48 
49 
50 
Syl 
52 
53 


done uc 45» US qu WS WS SO 


BEGIN=45 
INTERVAL=5 
END=80 
for a in “seq SBEGIN SINTERVAL S$END' 
Giving "seq" thr arguments starts the count at the first one, 
+ uses the second for a step interval, 
+ and continues until it reaches the third. 
do 
Sela. ia Ser W 
done i? 45 50 55. 60 65 70 75 9 
echo; echo 
exit 0 


A simpler example: 


[= (€» We) (G9 c (Cx (Oa de c» 9 p 


PR 


# 
#+ 
GO 


PR 


fo 
do 


do 


Create a set of 10 files, 

joyeux iade. ubl 2- 2 5 v tado dic 
UNT-10 

EFIX-file 


r filename in 'seq $COUNT' 


touch S$PREFIX.$filename 

# Or, can do other operations, 
#+ such as rm, grep, etc. 

ne 


Example 16-55. Letter Count" 


NPRPRPRPRP PPP PY 
O io 00 -1 O Qi i (). NM P. O xo 0 - O O1 i CQ Io E 


NNN 
w N ES 


24 
25 
26 
221) 


! 


Ea 


le 


sh 


# 
alae 


INARGS=2 


/bin/bash 


letter-count.sh: Counting letter occurrences in a text file. 


Written by Stefano Palmeri. 
Used in ABS Guide with permission. 
Slightly modified by document author. 


BADARGS=65 
LE=$1 


# Script requires at least two arguments. 


t LETTERS=S$#-1 # How many letters specified (as command-line args). 


# (Subtract 1 from number of command-line args.) 


ow_help() { 
echo 


echo Usage: ~basename $0' file letters 
echo Note: ^basename $0' arguments are case sensitiv 


echo Example: ^basename $0` 
echo 


Checks number of arguments. 

[ $4 -lt SMINARGS ]; then 
echo 

echo "Not enough arguments." 
echo 


OGA Sse (Gi am UP JE, WW W se, 


getopt 


28 
29 
30 
31 
32 
33 
34 
25 
36 
SY 
38 
3 
40 
41 
42 
43 
44 
45 
46 
47 
48 
49 
50 
Sil 
52 
52 
54 
55 


show_help 


exit $I 


ital 


# Checks if file exist 


xi [ u ert SIP IIL 
echo "File \ 
exit $E BA 

iE aL 


# Counts letter occurrences 
for m Fin SEG SIL; 


shift 
ie [| 
else 
£3 
done 
exit $2? 


E BADARGS 


]; the 
iU STO TEE 


DARGS 


ETTERS 
"melee =m U 
echo "$1" 
ech 


So 
n 


X" does imo exist.” 


"g tele 


Eu 
NS 


we —e -eg X gp then # Checks arg. 
"sug GUTES | te -ecl "SI" | we -e° s Counting. 


© VS 26 io c Single chu." 


# This script has exactly the same functionality as letter-count2.sh, 
xecutes faster. 


#+ but 
# Why? 


°) Somewhat more capable than seq, jot is a classic UNIX utility that is not normally 
included in a standard Linux distro. However, the source rpm is available for 
download from the MIT repository. 


Unlike seq, jot can generate a sequence of random numbers, using the -r option. 


1069 
12:02 
1428 


bash$ jot -r 3 999 


The getopt command parses command-line options preceded by a dash. This external command 
corresponds to the getopts Bash builtin. Using getopt permits handling long options by means of the 
-1 flag, and this also allows parameter reshuffling. 


Example 16-56. Using getopt to parse command-line options 


| o ombpmo 
( NM HP O0 -10 0 4&0 NPd| 


S 


wa nuu umum U 


B Bm gr SF gm qr gw Qm 


!/bin/bash 
Using getopt 


sh 
sh 
sh 
sh 
sh 
sh 
sh 
sh 
sh 


=a 
abe 
=a co 
=Q] 
ODN 
c(l NOUS 
-abcd 
-abcdZ 
-zZ 


Se 


Try the following when invoking this script: 
ex33a. 
ex33a. 
ex33a. 
ex33a. 
ex33a. 
ex33a. 
ex33a. 
ex33a. 
ex33a. 


14 sh ex33a.sh a 

15 Explain the results of each of the above. 

16 

17 E_OPTERR=65 

18 

19 aie | "S5" eeg 9 | 

20 then # Script needs at least one command-line argument. 


2 sco "sese 9) =-loptiones mc] 


22 exit $E OPTERR 

23 3E3L 

24 

25 Egit == "grew YaloeclsY WE)" 


26 4 Sets positional parameters to command-line arguments. 
27 4 What happens if you use "S$*" instead of "S@"? 

28 

Be) Weide [p d^ c SW T 

30 do 

Sil case "$1" in 

32 -a) echo “Option wav 

33 -i9) echo "(Orso \Wa\""p E 

34 =E) echo Option Weir 

35 =E) echo Opium VENS SVP 

36 *) break;; 

3 esac 

38 

39 shift 

40 done 

41 

42 # It is usually better to use the 'getopts' builtin in a script. 
43 # See "ex33.sh." 

44 

45 exit 0 


8) As Peggy Russell points out: 
It is often necessary to include an eval to correctly process whitespace and quotes. 
1 args-$(getopt -o a:bc:d -- "$Q") 


2 eval set -— "Sargs" 


See Example 10-5 for a simplified emulation of getopt. 


run-parts 


yes 


The run-parts command [1] executes all the scripts in a target directory, sequentially in ASCII-sorted 
filename order. Of course, the scripts need to have execute permission. 


The cron daemon invokes run-parts to run the scripts in the /etc/cron. * directories. 

In its default behavior the yes command feeds a continuous string of the character y followed by a 
line feed to stdout. A control-C terminates the run. A different output string may be specified, as 
in yes different string, which would continually output different string to 
stdout. 

One might well ask the purpose of this. From the command-line or in a script, the output of yes can be 
redirected or piped into a program expecting user input. In effect, this becomes a sort of poor man's 
version of expect. 


yes | fsck /dev/hdal runs fsck non-interactively (careful!). 


yes | rm -r dirname has same effect as rm -rf dirname (careful!). 


Caution advised when piping yes to a potentially dangerous system command, such as 
fsck or fdisk. It might have unintended consequences. 


8^; The yes command parses variables, or more accurately, it echoes parsed variables. For 
example: 


bash$ yes SBASH VERSION 
3.1.17(1)-release 
1)-release 
1)-release 
1)-release 
1)-release 


w CO CO CO 


Jo 357 4 
o dbz dU ( 
JL 5307 ( 
oily 4 


This particular "feature" may be used to create a very large ASCII file on the fly: 


bash$ yes $PATH » huge file.txt 
Ctl-C 


Hit Ct1-C very quickly, or you just might get more than you bargained for. . . . 
The yes command may be emulated in a very simple script function. 


A ses () 

2 ( # Trivial emulation of "yes" 

3 local DEFAULT TEXT-"y" 

4 walle | crre | # Endless loop. 
5 do 
6 
J 
8 


aie [| ew S | 
then 
Aelng "HSIDISEPRNUIEP. Iai 

9 else # If argument 
10 echo "$1" # ... expand and echo it. 
LL dE ab 
12 done # The only things missing are the 
13 } #+ --help and --version options. 


banner 
Prints arguments as a large vertical banner to stdout, using an ASCII character (default '#'). This 
may be redirected to a printer for hardcopy. 


Note that banner has been dropped from many Linux distros, presumably because it is no longer 
considered useful. 

printenv 
Show all the environmental variables set for a particular user. 


bash$ printenv | grep HOME 
HOME-/home/bozo 


Ip 
The Ip and Ipr commands send file(s) to the print queue, to be printed as hard copy. [2] These 
commands trace the origin of their names to the line printers of another era. [3] 
bash$ lp filel.txtorbashlp «filel.txt 
It is often useful to pipe the formatted output from pr to Ip. 


bashS pr -options filel.txt | lp 


Formatting packages, such as groff and Ghostscript may send their output directly to Ip. 


bash$ groff -Tascii file.tr | lp 
bash$ gs -options | lp file.ps 


Related commands are Ipq, for viewing the print queue, and Iprm, for removing jobs from the print 


queue. 
tee 
[UNIX borrows an idea from the plumbing trade.] 
This is a redirection operator, but with a difference. Like the plumber's fee, it permits "siphoning off" 
to a file the output of a command or commands within a pipe, but without affecting the result. This is 
useful for printing an ongoing process to a file or paper, perhaps to keep track of it for debugging 
purposes. 
(redirection) 
[eee ice: salle 
| 
| 
comen. ===> Commence! ——— tees ===> commence! ===> ==> OUWEDUIE o£ Jupe 
1 cat listfile* | sort | tee check.file | unig > result tile 
2 # KRARAKRAKRARAAKARAARN AANA 
3 
4 # The file "check.file" contains the concatenated sorted "listfiles," 
5 #+ before the duplicate lines are removed by ‘'uniq.' 
mkfifo 


This obscure command creates a named pipe, a temporary first-in-first-out buffer for transferring data 
between processes. [4] Typically, one process writes to the FIFO, and the other reads from it. See 


Example A-14. 


1 #!/bin/bash 

2 # This short script by Omair Eshkenazi. 

3 # Used in ABS Guide with permission (thanks!). 

4 

5 mkfifo pipel # Yes, pipes can be given names. 

6 mkfifo pipe2 # Hence the designation "named pipe." 
7 

9 (eue acl? a || e a A A A al & 

9 ie =i | tee —s " " e —d" " Sea || E pipel | 
JL0) wie scl’ " 482 | pasts = jones? 

iil 

1.2; sea =E pipe 

lo 3e IE Pipe 

14 

15 # No need to kill background processes when script terminates (why not?). 
LG 

l7 excu 97 

18 

19 Now, invoke the script and explain the output: 

20 sh mkfifo-example.sh 

Adl 

Z2. WS M0) ires c oz BOZO 

23 jOiljoSil BOZO 

24 pipe2 BOZO 

25 mkfifo-example.sh BOZO 

26 Mixed.msg BOZO 


pathchk 


dd 


This command checks the validity of a filename. If the filename exceeds the maximum allowable 
length (255 characters) or one or more of the directories in its path is not searchable, then an error 
message results. 


Unfortunately, pathchk does not return a recognizable error code, and it is therefore pretty much 
useless in a script. Consider instead the file test operators. 


Though this somewhat obscure and much feared data duplicator command originated as a utility for 
exchanging data on magnetic tapes between UNIX minicomputers and IBM mainframes, it still has its 
uses. The dd command simply copies a file (or stdin/stdout), but with conversions. Possible 
conversions include ASCH/EBCDIC, [5] upper/lower case, swapping of byte pairs between input and 
output, and skipping and/or truncating the head or tail of the input file. 


1 # Converting a file to all uppercase: 


2 
3 dd if-$filename conv=ucase > $filename.uppercas 
4 # lcase # For lower case conversion 


Some basic options to dd are: 
0 if=INFILE 


INFILE is the source file. 
o ofZOUTFILE 


OUTFILE is the target file, the file that will have the data written to it. 
0 bs=BLOCKSIZE 


This is the size of each block of data being read and written, usually a power of 2. 
9 skip=BLOCKS 


How many blocks of data to skip in INFILE before starting to copy. This is useful when the 
INFILE has "garbage" or garbled data in its header or when it is desirable to copy only a 
portion of the INFILE. 

0 seek=BLOCKS 


How many blocks of data to skip in OUTFILE before starting to copy, leaving blank data at 
beginning of OUTFILE. 
© countZBLOCKS 


Copy only this many blocks of data, rather than the entire INFILE. 
0 convZCONVERSION 


Type of conversion to be applied to INFILE data before copying operation. 
A dd --help lists all the options this powerful utility takes. 


Example 16-57. A script that copies itself 


1 #!/bin/bash 
# self-copy.sh 


2 
3 
4 # This script copies itself. 
5 
6 


file subscript-copy 


8 

9 
10 
deal 
4,2 
13 
14 
1.5 


dd if-$0 of-$0.$file subscript 2>/dev/null 
# Suppress messages from dd: AKRAKRAAKRAARKRA 


exit $? 
# A program whose only output is its own source code 


#+ is called a "quine" per Willard Quine. 
# Does this script qualify as a quine? 


Example 16-58. Exercising dd 


[= (Sy Woy Ce) boxe (Om dex Gs) [3 0 (€» We) (09r c ony) Gal des We) de» [5 


Ie [SOP 


#!/bin/bash 
# exercising-dd.sh 


# Script by Stephane Chazelas. 
# Somewhat modified by ABS Guide author. 


infile-$0 ur iu! "eXeueiusdn c 
outfile-log.txt # Output file left behind. 
n-8 

p=11 


dd if=Sinfile of=Soutfile bs-1 skip-$((n-1)) count=$((p-n+1)) 2» /dev/null 
i; DMERECES Chore rere m ce jo (3 io iL) diewn tlie serie ("lem . 


cho -n "hello vertical world" | dd cbs-1 conv-unblock 2» /dev/null 
# Echoes "hello vertical world" vertically downward. 
# Why? A newline follows each character dd emits. 


eue Sg 


To demonstrate just how versatile dd is, let's use it to capture keystrokes. 


Example 16-59. Capturing Keystrokes 


(oe) c x) Gib der (69 IS) [= 9. Wo» fee} al voy (nb de Q3) [S 4 


19 
20 
Zi 


#!/bin/bash 
# dd-keypress.sh: Capture keystrokes without needing to press ENTER. 


keypresses=4 Number of keypresses to capture. 


old_tty_setting=$(stty C) Save old terminal settings. 


echo "Press $keypresses keys." 
stty -icanon -echo Disable canonical mode. 
Disable local echo. 
keys-$(dd bs-1 count=Skeypresses 2» /dev/null) 

sr "lel" uses: celu alic "sb" (rove ien) loi SoSe r eel 


stty "$old tty setting" # Restore old terminal settings. 


echo "You pressed the \"Skeys\" keys." 


# Thanks, Stephane Chazelas, for showing the way. 
exit 0 


The dd command can do random access on a data stream. 


(ni dEx (59 ISS) J 


echo -n . | dd bs=1 seek=4 of=file conv=notrunc 
# The "conv=notrunc" option means that the output file 


#+ will not be truncated. 


a idee SoC. 


The dd command can copy raw data and disk images to and from devices, such as floppies and tape 
drives (Example A-5). A common use is creating boot floppies. 


dd if-kernel-image of=/dev/£d0H1440 


Similarly, dd can copy the entire contents of a floppy, even one formatted with a "foreign" OS, to the 
hard drive as an image file. 


dd if=/dev/fd0 ofz/home/bozo/projects/floppy.img 


Likewise, dd can create bootable flash drives and SD cards. 


dd if-image.iso of=/dev/sdb 


Example 16-60. Preparing a bootable SD card for the Raspberry Pi 


RS IS [RS [S [S gp [ge gg vergit 
W [Ro f» ce» (er (Ger =] ey (b dE GS [n9 [9 €t» (Wer es) c dew; (Cw OS (es) de» [5 


C9 CO N2 PO P2 NO PO P2 
E (5 (Wer (ear <a) yy (ub Ss 


Ww 
N 


#!/bin/bash 
# rp.sdcard.sh 
# Preparing an SD card with a bootable image 


# $1 = imagefile name 
S2 sdcard (device file) 


+ 


for the Raspberry Pi. 


# Otherwise defaults to the defaults, see below. 


DEFAULTbs=4M 
DEFAULTif-"2013-07-26-wheezy-raspbian.img" 
DEFAULTsdcard="/dev/mmcb1k0" 
ROOTUSER_NAME=root 

E_NOTROOT=81 

E_NOIMAGE=82 


username-$ (id -nu) 
if [ "$username" != 
then 
echo "This script must run as root or with 
exit $E NOTROOT 


"SROOTUSER NAME" ] 


rt 

wae I -m WSL ] 

then 
imagefile="$1" 

else 
imagefile="SDEFAULTif" 

ital 

s | =a USE ] 

then 


sdcard="$2" 


Block size, 4 mb default. 
Commonly used distro. 

May be different. Check! 
Must run as root! 


Se OSE db HE 


# Who is running this script? 


root privileges." 


33 
34 
33 
36 
Shy) 
38 
3 
40 
41 
42 
43 
44 
45 
46 
47 
48 
49 
50 
5i 
52 
53 
54 
55 
56 


else 


sdcard="$DEFAULTsdcard" 


ial 


aie [ 1 ee Siimaceiiile | 
then 


echo "Image file \"Simagefile\" not found!" 
exit SE_NOIMAGE 


iE aL 


echo "Last chance to change your mind!"; echo 
recel = mud. ca Winge m key (EO malce Simececile te Seele! Mrl ze (Eo exa]. 
echo; echo 


echo Wiresiestiave; Salivaoeicsibe we sdcard ss 
dd bs=SDEFAULTbs if=Simagefile of-$sdcard 


exit $? 

# Exercises: 

# ee ee 

# 1) Provide additional error checking. 

# 2) Have script autodetect device file for SD card (difficult!). 
# 3) Have script sutodetect image file (*img) in SPWD. 


Other applications of dd include initializing temporary swap files (Example 31-2) and ramdisks 
(Example 31-3). It can even do a low-level copy of an entire hard drive partition, although this is not 
necessarily recommended. 


People (with presumably nothing better to do with their time) are constantly thinking of interesting 
applications of dd. 


Example 16-61. Securely deleting a file 


PRPPPP PP PE 
O00 -1 OY Ui 4A (). 9. IB. O (0 00 -1 O Or iS (QN ES 


B h 
O Xo 


APV [sey [EO [sox TN 
fexy (Gal dex (69. ISS) fs 


!/bin/bash 
Ip LGir=owme. Sine Erase Vall” races of a Pile, 


This script overwrites a target file alternately 


+ with random bytes, then zeros before finally deleting it. 


After that, even examining the raw disk sectors by conventional methods 


+ will not reveal the original file data. 


PASSES=7 Number of file-shredding passes. 


Increasing this slows script execution, 
+ especially on large target files. 


BLOCKSIZE=1 I/O with /dev/urandom requires unit block size, 


+ otherwise you get weird results. 
BADARGS=70 Various error exit codes. 


| NOT. FOUND-71 


. CHANGED MIND-72 


re |) =z Sam] # No filename specified. 


echo "Usage: `basename $0` filename" 
exit $E BADARGS 


file-$1 


abe [d =e Viel | 


27 
28 
29 
30 
Syl 
32 
39 
34 
39 
36 
SY 
38 
S 
40 
41 
42 
43 
44 
45 
46 
47 
48 
49 
50 
Syl 
92 
59 
54 
55 
56 
57 
58 
59 
60 
61 
62 
63 
64 
65 
66 
67 
68 
69 
70 
qal 
12 
WS 
74 
S 
76 
V7 
78 
w 
80 
81 
82 
83 
84 
85 
86 
87 
88 
89 
90 
Sal 
92 


im 


iE aL 


en 
EEO Wisse WU IN iene. foule: | 
exit $E NOT FOUND 


e 
re 
ca 

[n 


EN 


es 


3E dL 
pa 


ch 


ec 


wh 
do 


do 


ho; echo -m "Are you absolutely sure you want to blot out \"$file\" (y/n)? " 


ad answer 

se "Sanswer" in 

N]) echo "Changed your mind, huh?" 
exit $E CHANGED MIND 
vr 


echo Velorcting ott rile WU Siete NUS US 


ac 

xol S (due dL Uis |) mile Uwe $5 ) 4 Field 5 is file length. 
SS count-1 

mod u*w "Sfile" # Allow overwriting/deleting the file. 


ho 


ile | Vpase Cownt -Ta VISPBNSSmSV ] 


echo "Pass 4$pass count" 

sync # Flush buffers. 

dd if=/dev/urandom of-$file bs=$BLOCKSIZE count=$flength 
# Fill with random bytes. 

sync # Flush buffers again. 

dd if-/dev/zero of=Sfile bs=SBLOCKSIZE count-$flength 
# Fill with zeros. 

sync # Flush buffers yet again. 

lew “Oasis Goume wem IY 

echo 

ne 


aa =E SER # Finally, delete scrambled and shredded file. 


sy 


ec 


ex 


#+ 


nc # Flush buffers a final time. 


imo “Wile WUgiablex! Isle onus anc Celarec Ye acing 


Te (i 
This is a fairly secure, if inefficient and slow method 
of thoroughly "shredding" a file. 

The "shred" command, part of the GNU "fileutils" package, 
does the same thing, although more efficiently. 


he file cannot not be "undeleted" or retrieved by normal methods. 
However o 

this simple method would *not* likely withstand 

sophisticated forensic analysis. 


This script may not play well with a journaled file system. 
areae (Chee B IPSSe slic Ge) abb. COSS 


Tom Vier's "wipe" file-deletion package does a much more thorough job 
of file shredding than this simple script. 
http://www.ibiblio.org/pub/Linux/utils/file/wipe-2.0.0.tar.bz2 


For an in-depth analysis on the topic of file deletion and security, 
see Peter Gutmann's paper, 


93 #+ "Secure Deletion of Data From Magnetic and Solid-State Memory". 
94 # http://www.cs.auckland.ac.nz/-pgut001/pubs/secure del.html 


See also the dd thread entry in the bibliography. 

od 
The od, or octal dump filter converts input (or files) to octal (base-8) or other bases. This is useful for 
viewing or processing binary data files or otherwise unreadable system device files, such as 
/dev/urandom, and as a filter for binary data. 


1 head -c4 /dev/urandom | od -N4 -tu4 | sed -ne '1s/.* //p' 
2 4 Sample output: 1324725719, 3918166450, 2989231420, etc. 
3 


4 # From rnd.sh example script, by Stéphane Chazelas 
See also Example 9-16 and Example A-36. 
hexdump 
Performs a hexadecimal, octal, decimal, or ASCII dump of a binary file. This command is the rough 
equivalent of od, above, but not nearly as useful. May be used to view the contents of a binary file, in 
combination with dd and less. 


1 dd if-/bin/ls | hexdump -C | less 
2 4 The C option nicely formats the output in tabular form. 
objdump 
Displays information about an object file or binary executable in either hexadecimal form or as a 
disassembled listing (with the -d option). 


bash$ objdump -d /bin/1s 
Moim les file format elf32-1386 


Disassembly of section .init: 


080490bc <.init>: 
80490bc: 55 push Sebp 
80490bd: 89 e5 mov Sesp, sebp 


mcookie 
This command generates a "magic cookie," a 128-bit (32-character) pseudorandom hexadecimal 
number, normally used as an authorization "signature" by the X server. This also available for use in a 
script as a "quick 'n dirty" random number. 


1 random000=S (mcookie) 


Of course, a script could use md5sum for the same purpose. 


1 # Generate md5 checksum on the script itself. 
2 random001-'md5sum $0 | awk '(print $1)'^ 
3 # Uses 'awk' to strip off the filename. 


The mcookie command gives yet another way to generate a "unique" filename. 


Example 16-62. Filename generator 


#!/bin/bash 
# tempfile-name.sh: temp filename generator 


BASE STR-' mcookie' # 32-character magic cookie. 
POS-11 4 Arbitrary position in magic cookie string. 
LEN-5 # Get SLEN consecutive characters. 


zu py) (Gap ges (93. de» (5 


prefix=temp Was a6, errer alll, a Vienos ine, 
For more "uniqueness," generate the 

+ filename prefix using the same method 
+ as the suffix, below. 


D 


N} 
Extract a 5-character string, 
T SESIAELMG at position Jb. 


temp_filename=Sprefix.$suffix 
Construct the filename. 


8 
9 
0 
al 
12 
13 suffix-$(BASE STR:POS:LI 
4 
E 
6 
y 
8 


20 echo "Temp filename = "$temp filename"" 


22 # sh tempfile-name.sh 
23 4 Temp filename = temp.el9ea 


25 # Compare this method of generating "unique" filenames 
26 #+ with the 'date' method in ex51l.sh. 


As ei 0 


units 
This utility converts between different units of measure. While normally invoked in interactive mode, 
units may find use in a script. 


Example 16-63. Converting meters to miles 


#!/bin/bash 
# unit-conversion.sh 
# Must have 'units' utility installed. 


convar voies (0) # Takes as arguments the units to convert. 


{ 


E= S (umes USIV wSosw | esl silent vito!” || eae "usus S") 
# Strip off everything except the actual conversion factor. 
ccno USeuev 


Unitl=miles 

Unit2=meters 

CLACCOK= convert units Umi SUmuiZ' 
quantity=3.73 


result=$ (echo $quantity*$cfactor | bc) 


NPRPRPP PPP PY 
COMIDTHRWNHEHOWOCAIDUBRWNE 
~ 


echo Vrhere are Siecle Şumit2 im Şewameity Sumiti,” 


N N 
N he 


# What happens if you pass incompatible units, 
#+ such as "acres" and "miles" to the function? 


NNN 
Owe Ww 


exit 0 


ISS) [RS 
-] Oo 


# Exercise: Edit this script to accept command-line parameters, 
with appropriate error checking, of course. 


N 
[09] 
+ 


m4 
A hidden treasure, m4 is a powerful macro [6] processing filter, virtually a complete language. 
Although originally written as a pre-processor for RatFor, m4 turned out to be useful as a stand-alone 
utility. In fact, m4 combines some of the functionality of eval, tr, and awk, in addition to its extensive 


macro expansion facilities. 


The April, 2002 issue of Linux Journal has a very nice article on m4 and its uses. 


Example 16-64. Using m4 


#!/bin/bash 
# m4.sh: Using the m4 macro processor 


# Strings 

string-abcdA01 

echo "len($string)" | m4 # 7 
echo "substr(Sstring,4)" | m4 # A01 
echo Wieevepesxjo ((Sgicistievey, [0-1] [Wi], Ns) V^ | send! # OTZ 


# Arithmetic 


|Oobombpmpmowmnu 
O40 NP O10 -J10 0 50 N DÀ 


var-99 

Seho “slime (hasse) Y || má # 100 
exea Vexrell (Syweue / 3) | ind! # 33 
exit 


xmessage 


zenity 


doexec 


dialog 


SOX 


This X-based variant of echo pops up a message/query window on the desktop. 


1 xmessage Left click to continue -button okay 


The zenity utility is adept at displaying GTK+ dialog widgets and very suitable for scripting purposes. 


The doexec command enables passing an arbitrary list of arguments to a binary executable. In 
particular, passing argv [0] (which corresponds to $0 in a script) lets the executable be invoked by 
various names, and it can then carry out different sets of actions, according to the name by which it 
was called. What this amounts to is roundabout way of passing options to an executable. 


For example, the /usr/local/bin directory might contain a binary called "aaa". Invoking doexec 
/usr/local/bin/aaa list would list all those files in the current working directory beginning with an "a", 
while invoking (the same executable with) doexec /usr/local/bin/aaa delete would delete those files. 


$^) The various behaviors of the executable must be defined within the code of the 
executable itself, analogous to something like the following in a shell script: 


1 case ^basename $0^ in 

2 "namel" ) do something;; 

3 "name2" ) do something else;; 

4 "name3" ) do yet another thing;; 
5 ow ) beal OUES 

6 esac 


The dialog family of tools provide a method of calling interactive "dialog" boxes from a script. The 
more elaborate variations of dialog -- gdialog, Xdialog, and kdialog -- actually invoke X-Windows 


widgets. 


The sox, or "sound exchange" command plays and performs transformations on sound files. In fact, 
the /usr/bin/play executable (now deprecated) is nothing but a shell wrapper for sox. 


For example, sox soundfile.wav soundfile.au changes a WAV sound file into a (Sun audio format) 
AU sound file. 


Shell scripts are ideally suited for batch-processing sox operations on sound files. For examples, see 
the Linux Radio Timeshift HOWTO and the MP3do Project. 


Notes 


[1] This is actually a script adapted from the Debian Linux distribution. 

[2] The print queue is the group of jobs "waiting in line" to be printed. 

[3] Large mechanical line printers printed a single line of type at a time onto joined sheets of greenbar 
paper, to the accompaniment of a great deal of noise. The hardcopy thusly printed was referred to as a 
printout. 

[4] Foran excellent overview of this topic, see Andy Vaught's article, Introduction to Named Pipes, in the 
September, 1997 issue of Linux Journal. 

[5] EBCDIC (pronounced "ebb-sid-ick") is an acronym for Extended Binary Coded Decimal Interchange 
Code, an obsolete IBM data format. A bizarre application of the conv=ebcdic option of dd is as a 
quick 'n easy, but not very secure text file encoder. 


cat $file | dd conv=swab,ebcdic > S$file encrypted 
# Encode (looks like gibberish). 
# Might as well switch bytes (swab), too, for a little extra obscurity. 


(om de (9) [R3 [—5 


cat $file encrypted | dd conv=swab,ascii > $file plaintext 
6 4 Decode. 


[6] A macro is a symbolic constant that expands into a command string or a set of operations on 
parameters. Simply put, it's a shortcut or abbreviation. 


Prev Home Next 
Math Commands Up System and Administrative 
Commands 


Advanced Bash-Scripting Guide: An in-depth exploration of the art of shell scripting 
Prev Next 


Chapter 17. System and Administrative Commands 


The startup and shutdown scripts in /etc/rc.d illustrate the uses (and usefulness) of many of these 
comands. These are usually invoked by root and used for system maintenance or emergency filesystem 
repairs. Use with caution, as some of these commands may damage your system if misused. 


Users and Groups 


users 
Show all logged on users. This is the approximate equivalent of who -q. 

groups 
Lists the current user and the groups she belongs to. This corresponds to the SGROUPS internal 
variable, but gives the group names, rather than the numbers. 


bash$ groups 
bozita cdrom cdwriter audio xgrp 


bash$ echo $GROUPS 
SOL 


chown, chgrp 
The chown command changes the ownership of a file or files. This command is a useful method that 
root can use to shift file ownership from one user to another. An ordinary user may not change the 
ownership of files, not even her own files. [1] 


root# chown bozo *.txt 


The chgrp command changes the group ownership of a file or files. You must be owner of the 
file(s) as well as a member of the destination group (or root) to use this operation. 


L Ghee recursive dunderheads *.data 
2 # The "dunderheads" group will now own all the "*.data" files 
3 #+ all the way down the SEND directory tree (that's what "recursive" means). 
useradd, userdel 
The useradd administrative command adds a user account to the system and creates a home directory 
for that particular user, if so specified. The corresponding userdel command removes a user account 
from the system [2] and deletes associated files. 


8^; The adduser command is a synonym for useradd and is usually a symbolic link to it. 


usermod 
Modify a user account. Changes may be made to the password, group membership, expiration date, 
and other attributes of a given user's account. With this command, a user's password may be locked, 
which has the effect of disabling the account. 

groupmod 
Modify a given group. The group name and/or ID number may be changed using this command. 

id 
The id command lists the real and effective user IDs and the group IDs of the user associated with the 
current process. This is the counterpart to the SUID, SEUID, and $GROUPS internal Bash variables. 


bash$ id 
uid=501 (bozo) gid=501 (bozo) groups=501 (bozo) ,22 (cdrom) , 80 (cdwriter) , 81 (audio) 


bash$ echo SUID 
501 


8^) The id command shows the effective IDs only when they differ from the real ones. 


Also see Example 9-5. 


lid 
The lid (list ID) command shows the group(s) that a given user belongs to, or alternately, the users 
belonging to a given group. May be invoked only by root. 
root# lid bozo 
bozo (gid=500) 
root# lid daemon 
bin (gid=1) 
daemon (gid=2) 
adm (gid=4) 
lp (gid=7) 
who 
Show all users logged on to the system. 
bash$ who 
bozo iis Noe 27 1789 $ 
bozo pts/0 Ape Al 17246 
bozo pts/1 Apr 27 17:47 
bozo pts/2 Aor 27 17:46 
The —m gives detailed information about only the current user. Passing any two arguments to who is 
the equivalent of who -m, as in who am i or who The Man. 
bash$ who -m 
localhost.localdomain!bozo  pts/2 Apr 27 17:49 
whoami is similar to who -m, but only lists the user name. 
bash$ whoami 
bozo 
w 
Show all logged on users and the processes belonging to them. This is an extended version of who. 
The output of w may be piped to grep to find a specific user and/or process. 
bash$ w | grep startx 
Dozo eyi = 4:22pm 6:41 4.47s 0.45s startx 
logname 


Show current user's login name (as found in /var/run/utmp). This is a near-equivalent to 
whoami, above. 


bash$ logname 
bozo 


bash$ whoami 
bozo 


However... 


bash$ su 
PASSO o5sessca 


bash# whoami 
FOOL 
bash# logname 


bozo 


2^) While logname prints the name of the logged in user, whoami gives the name of the 
user attached to the current process. As we have just seen, sometimes these are not the 


same. 

su 
Runs a program or script as a substitute user. su rjones starts a shell as user rjones. A naked su 
defaults to root. See Example A-14. 

sudo 


Runs a command as root (or another user). This may be used in a script, thus permitting a regular 
user to run the script. 


#!/bin/bash 


# Some commands. 
sudo cp /root/secretfile /home/bozo/secret 
5 # Some more commands. 
The file /et c/sudoers holds the names of users permitted to invoke sudo. 
passwd 
Sets, changes, or manages a user's password. 


dL 
2 
3 
4 


The passwd command can be used in a script, but probably should not be. 


Example 17-1. Setting a new password 


! /bin/bash 
setnew-password.sh: For demonstration purposes only. 
Not a good idea to actually run this script. 
UNG SUG must boe runa cus. IE. 


ROOT_UID=0 # Root has SUID O0. 
E WRONG USER-65 # Not root? 


E NOSUCHUSER-70 


SUCCESS=0 
dae | VSI —» TSROOT UTDI] 
then 
echo; echo "Only root can run this script."; echo 
exit $E WRONG USER 
else 
echo 
echo "You should know better than to run this script, root." 


echo "Even root users get the blues... " 


RS IS [RS [RS [S p qp iS [1 ae ie es 
W VBA c9» (er (Ger — ey (b dES GS [em Ae O (Wer es) c3 (ex; (C OS (93. [eS [5 


echo 

Ed 
24 
25 username-bozo 
26 NEWPASSWORD-security violation 
2 
Pas) aie Cige aise Dozo dLabwaexs. Iere, 
29 grep -q "Susername" /etc/passwd 
3 at [ $7 ee SSUCOCCHSS | 
31 then 
32 echo "User Susername does not exist." 


echo "No password changed." 
exit $E NOSUCHUSER 
EL 


w CO ww 
OY CO! Fs C) 


ac 


last 


newgrp 


Termin 


tty 


stty 


37 echo "SNEWPASSWORD" | passwd --stdin "Susername" 


38 # The '--stdin' option to 'passwd' permits 

39 #+ getting a new password from stdin (or a pipe). 

40 

41 echo; echo "User $username's password changed!" 

42 

43 # Using the 'passwd' command in a script is dangerous. 
44 

45 exit 0 


The passwd command's -1, —u, and —d options permit locking, unlocking, and deleting a user's 
password. Only root may use these options. 


Show users' logged in time, as read from /var/log/wtmp. This is one of the GNU accounting 
utilities. 


bash$ ac 
total Gis. OS 


List last logged in users, as read from /var/10og/wtmp. This command can also show remote 
logins. 


For example, to show the last few times the system rebooted: 


bash$ last reboot 


reboot system Door 246, RGE ied deo 4 18818 (OW 2 OZ)) 
reboot system boot 2.6.9-1.667 mex weal 4 i532 (Oil 8272/9 
reboot system boot 2.6.9-1.667 Fri Feb 4 12:56 (00:49) 
reboot syecem boot — 25659-15607 Mow els 3 218019 (O22 E 7/9 


wtmp begins Tue Feb 1 12:50:09 2005 


Change user's group ID without logging out. This permits access to the new group's files. Since users 
may be members of multiple groups simultaneously, this command finds only limited use. 


~) Kurt Glaesemann points out that the newgrp command could prove helpful in setting 
the default group permissions for files a user writes. However, the chgrp command 
might be more convenient for this purpose. 


als 
Echoes the name (filename) of the current user's terminal. Note that each separate xterm window 
counts as a different terminal. 


bash$ tty 
/dev/pts/1 


Shows and/or changes terminal settings. This complex command, used in a script, can control 
terminal behavior and the way output displays. See the info page, and study it carefully. 


Example 17-2. Setting an erase character 


1 #!/bin/bash 
2 4 erase.sh: Using "stty" to set an erase character when reading input. 


(cor sa] Tony Grt GSS (03v IS) [=P «e» we «esr | (ex; (Ont ges Gy) 


echo -n "What is your name? " 
read name Try to backspace 


Problems? 
echo "Your name is $name." 


+ to erase characters of input. 


stty erase '#' Set "hashmark" (#) as erase character. 


echo -n "What is your name? " 


read name Use 4$ to erase last character typed. 


echo "Your name is $name." 


exec d) 


# Even after the script exits, the new key value remains set. 
# Exercise: How would you reset th rase character to the default value? 


Example 17-3. secret password: Turning off terminal echoing 


(cei =a) Tox. (Onl de (69 [Noh |=) Ty wo) Xeer | (xy (nt des (9X IS) d 


28 
2 


#!/bin/bash 
# secret-pw.sh: secret password 


echo 
echo -n "Enter password " 

read passwd 

echo "password is Spasswd" 

echo -n "If someone had been looking over your shoulder, 
echo "your password would have been compromised." 


echo && echo # Two line-feeds in an "and list." 


stty -echo # Turns off screen echo. 
# May also be done with 
# read -sp passwd 


# A big Thank You to Leigh James for pointing this out. 


echo -n "Enter password again " 
read passwd 


echo 

echo "password is Spasswd" 

echo 

stty echo # Restores screen echo. 

exit 0 

# Do an ‘info stty' for more on this useful-but-tricky command. 


A creative use of stty is detecting a user keypress (without hitting ENTER). 


Example 17-4. Keypress detection 


#!/bin/bash 
# keypress.sh: Detect a user keypress ("hot keys"). 


echo 


old_tty_settings=$(stty -g) # Save old settings (why?). 


GEI = CAnon 
Keypress=S (head -c1) 5 oiu S(clel besl coume=i 2» J/elew/mll) 
# on non-GNU systems 


echo 

cho "Key pressed was \""SKeypress"\"." 

echo 

exer, “Solel rey Seicic sings! # Restore old settings. 


# Thanks, Stephane Chazelas. 


(oy (95: | feny (Gn) (dex (es) 8S) [* GS) Wey (eer aI 


esac O 


Also see Example 9-3 and Example A-43. 


terminals and modes 


Normally, a terminal works in the canonical mode. When a user hits a key, the resulting character does 
not immediately go to the program actually running in this terminal. A buffer local to the terminal stores 
keystrokes. When the user hits the ENTER key, this sends all the stored keystrokes to the program 
running. There is even a basic line editor inside the terminal. 


bash$ stty -a 
speed 9600 baud; rows 36; columns 96; line = 0; 
intr = ^C; quit = ^N; erase = ^H; kill = ^U; eof = ^D; eol = <undef>; eol2 = «undef»; 
start = “Oo srog = “Sp Susp = ^M Tes = RE werase = We losse = We milueli = “Os 


isig icanon iexten echo echo chok chonl -noflsh -xcase -tostop -echoprt 
Using canonical mode, it is possible to redefine the special keys for the local terminal line editor. 


bash$ cat » filexxx 

wha«ctl-W»I«ctl-H»foo bar«ctl-U»hello world<ENTER> 
«ctl-D» 

bash$ cat filexxx 

hello world 

bash$ wc -c « filexxx 

152 


The process controlling the terminal receives only 12 characters (11 alphabetic ones, plus a newline), 
although the user hit 26 keys. 


In non-canonical ("raw") mode, every key hit (including special editing keys such as ctl-H) sends a 
character immediately to the controlling process. 


The Bash prompt disables both icanon and echo, since it replaces the basic terminal line editor with its 
own more elaborate one. For example, when you hit ctl-A at the Bash prompt, there's no “A echoed by 
the terminal, but Bash gets a M character, interprets it, and moves the cursor to the begining of the line. 


Stéphane Chazelas 


setterm 
Set certain terminal attributes. This command writes to its terminal's stdout a string that changes 
the behavior of that terminal. 


bash$ setterm -cursor off 
bash$ 


The setterm command can be used within a script to change the appearance of text written to 
stdout, although there are certainly better tools available for this purpose. 


setterm -bold on 
echo bold hello 


setterm -bold off 
echo normal hello 


(ni ges (9 ISS) [S 


tset 
Show or initialize terminal settings. This is a less capable version of stty. 


bash$ tset -r 
Terminal type is xterm-xfree86. 
aLL als Come roli (Ui) . 
intercupt Us) COMEROLSIC (9€) . 


setserial 
Set or display serial port parameters. This command must be run by root and is usually found in a 
system setup script. 


1 # From /etc/pcmcia/serial script: 
2 
3 RO= Sercsemial des/SimEwiCmS | eed -e "s/.-XmNOS //"^ 
4 setserial /dev/SDEVICE irg 0 ; setserial /dev/SDEVICE irq S$IRQ 
getty, agetty 
The initialization process for a terminal uses getty or agetty to set it up for login by a user. These 
commands are not used within user shell scripts. Their scripting counterpart is stty. 


mesg 
Enables or disables write access to the current user's terminal. Disabling access would prevent another 
user on the network to write to the terminal. 
į ) It can be quite annoying to have a message about ordering pizza suddenly appear in 
the middle of the text file you are editing. On a multi-user network, you might 
therefore wish to disable write access to your terminal when you need to avoid 
interruptions. 
wall 


This is an acronym for "write all," i.e., sending a message to all users at every terminal logged into the 
network. It is primarily a system administrator's tool, useful, for example, when warning everyone 
that the system will shortly go down due to a problem (see Example 19-1). 


bash$ wall System going down for maintenance in 5 minutes! 
Broadcast MESSAGE trom bozo (jos/1) Sum Jui E 1355:27 2001525. 


System going down for maintenance in 5 minutes! 


$^) If write access to a particular terminal has been disabled with mesg, then wall cannot 
send a message to that terminal. 


Information and Statistics 


uname 
Output system specifications (OS, kernel version, etc.) to stdout. Invoked with the -a option, gives 
verbose system info (see Example 16-5). The —s option shows only the OS type. 


bash$ uname 
Linux 


bash$ uname -s 
Linux 


bash$ uname -a 
Jsibowbse slicoin lowe 2,6,15=-1,2054 reS sil Uwe Mar 14 1546335 ms 2006 
i686 i686 1386 GNU/Linux 


arch 
Show system architecture. Equivalent to uname -m. See Example 11-27. 
bash$ arch 
i686 
bash$ uname -m 
i686 
lastcomm 
Gives information about previous commands, as stored in the /var/account/pacct file. 
Command name and user name can be specified by options. This is one of the GNU accounting 
utilities. 
lastlog 
List the last login time of all system users. This references the /var/log/lastlog file. 
bash$ lastlog 
root (gy ll mri Dee 7 195422221 -0700 2001 
bin **Never logged in** 
daemon **Never logged in** 
bozo weyd Sac Dee iG Zilgildse29 -Q700 Z0 
bash$ lastlog | grep root 
root (ETE ML mi Dee T 195492221 -0700 2001 
® This command will fail if the user invoking it does not have read permission for the 
/var/log/lastlog file. 
Isof 


List open files. This command outputs a detailed table of all currently open files and gives 
information about their owner, size, the processes associated with them, and more. Of course, Isof 
may be piped to grep and/or awk to parse and analyze its results. 


bash$ lsof 

COMMAND PID USER FD TYPE DEVICE SIZE NODE NAME 

ama Hi root mem REG Sin 9) 30748 3003039 Jslsium/am3i 

IDEAE i root mem REG Sp ESTE) S069 /JJ 39/192 1.3286 
ESTE iL root mem REG 37,8 S310 BOIS 3E 3119) ioe 2) o 1.3.56 
cardmgr BAS root mem REG 35 36956 30357 /sbin/cardmgr 


The Isof command is a useful, if complex administrative tool. If you are unable to dismount a 
filesystem and get an error message that it is still in use, then running /sof helps determine which files 
are still open on that filesystem. The -i option lists open network socket files, and this can help trace 
intrusion or hack attempts. 


bash$ lsof -an -i tcp 
COMMAND PID USER FD TYPE DEVICE SIZE NODE NAME 
iP5redRoes 25330) lee SZ Inez 9956 Me? $6.05341319.157857596-—2061 ;1.12/ 5 7 OEREO 


strace 


Itrace 


nc 


firefox 2330 bozo 38u IPv4 10535 Te 650, iis OIE VOSS 216, 0913 218 ARETE 


See Example 30-2 for an effective use of Isof. 


System trace: diagnostic and debugging tool for tracing system calls and signals. This command and 
Itrace, following, are useful for diagnosing why a given program or package fails to run . . . perhaps 
due to missing libraries or related causes. 


bash$ strace df 

areca (eife. Wew]; I/S 45 wars */]) e 0 

uname ({sys="Linux", node="bozo.localdomain", ...}) = 0 
brk (0) = 0x804f5e4 


This is the Linux equivalent of the Solaris truss command. 
Library trace: diagnostic and debugging tool that traces library calls invoked by a given command. 


bash$ ltrace df 
__ libe Sita main (Os304a9i1O, db. (QUedoxlee Sel. Mao (Soto) <biaéslinaSlaeyel 55 428 


setlocale(6, "") = "en DUS,UTE-S" 
Silincleerxcclem~asin (YoomeuiciileY, Uie esse locale!) = “ /usie/sinaice/ locale! 
textdomain ("coreutils") = "coreutils" 
__cxa_atexit (0x804b650, 0, 0, 0x8052bf0, Oxbfb58908) = 0 
getenv ("DF_BLOCK_SIZE") = NULL 


The nc (netcat) utility is a complete toolkit for connecting to and listening to TCP and UDP ports. It is 
useful as a diagnostic and testing tool and as a component in simple script-based HTTP clients and 
servers. 


bash$ nc localhost.localdomain 25 
220 localhost.localdomain ESMTP Sendmail 8.13.1/8.13.1; 
tau, Sil Mar ZOOS 15:41:95 (0) 7/00) 


A real-life usage example. 


Example 17-5. Checking a remote server for identd 


Ipin Sila 

Duplicate DaveG's ident-scan thingie using netcat. Oooh, he'll be p*ssed. 
Argss target pore [peri port Bore oaol 

Hose stdout _and_ stderr together. 


Advantages: runs slower than ident-scan, giving remote inetd less cause 
+ for alarm, and only hits the few known daemon ports you specify. 
Disadvantages: requires numeric-only port args, the output sleazitude, 
+ and won't work for r-services when coming from high source ports. 
Script author: Hobbit <hobbit@avian.org> 
Used in ABS Guide with permission. 


H PPP PPE 
O0 -1 OY Ui 4 CQ). 9. IB. O (0 00 -1 O Or iS (IN BS 


E BADARGS-65 # Need at least two args. 
TWO WINKS-2 # How long to sleep. 

B THREE WINKS-3 

17 IDPORT-113 # Authentication "tap ident" port. 
RAND1=999 


19 RAND2=31337 
20 TIMEOUTO=9 
21 TIMEOUT1=8 
22 TIMEOUT2=4 


23 # 

24 

25. Gase USES im 

26 wil X echo “Nieecl TOST and ac least one ION. p esac SE BADARCS Dp 
27 esac 

28 

29 Ping 'em once and s if they *are* running identd. 
30 ne —z -w STIMROUTO "$1" SIDPORT ||| \ 

Si 1$ echo "Ojos, Sil asin sewininsling sbolexweol. " A eae @ p } 
32 -z scans for listening daemons. 

ES -w STIMEOUT = How long to try to connect. 

34 

35) Generate a randomish base port. 

36 RP= expr $$ $ SRAND1 + SRAND2~ 

37 

38 TRG-"$1" 

39 gii 

40 


41 while test "$1" ; do 


42 mc =v <i SHDIWEBOUHUIL - Stine} "Usa" SIT. < /elew/iwull > /etwwiomll & 
43 PROC-S! 

44 Sleep STHREE WINKS 

45 echo "S(1),S$(RP)" | nc -w STIMEOUT2 -r "STRG" SIDPORT 2»&1 

46 Sleep S$TWO WINKS 

47 

48 # Does this look like a lamer script or what . . . ? 

49 # ABS Guide author comments: "Ain't really all that bad 

50 #+ kinda clever, actually." 

5 


52 kill -HUP SPROC 
53 RP= expr S{RP} + 1° 


54 shift 

55 done 

56 

57 emeub Se 

58 

ES Notes: 

60 up ^ ————— 

61 

62 Try commenting out line 30 and running this script 
63 #+ with "localhost.localdomain 25" as arguments. 
64 

65 For more of Hobbit's 'nc' example scripts, 

66 #+ look in the documentation: 

67 #+ the /usr/share/doc/nc-X.XX/scripts directory. 


And, of course, there's Dr. Andrew Tridgell's notorious one-line script in the BitKeeper Affair: 


1 echo clone | nc thunk.org 5000 > e2fsprogs.dat 
free 
Shows memory and cache usage in tabular form. The output of this command lends itself to parsing, 
using grep, awk or Perl. The procinfo command shows all the information that free does, and much 


more. 
bash$ free 
total used free shared buffers cached 
Mem: 30504 28624 1880 15820 1608 16376 
-/* buffers/cache: 10640 19864 


Swap: 68540 3128 65412 


To show unused RAM memory: 


bash$ free | grep Mem | awk '( print $4 )' 
1880 


procinfo 


Extract and list information and statistics from the /proc pseudo-filesystem. This gives a very 
extensive and detailed listing. 


bash$ procinfo | grep Bootup 
iEoxowewgpgg Mec Mew Al 15:15:50 Aloo Load average: 0.04 0.21 0.34 3/47 6829 


Isdev 
List devices, that is, show installed hardware. 
bash$ lsdev 
Device DMA IRO 1/0 Portes 
cascade 4 2 
dma 0080-008£f 
dmal 0000-001f 
dma2 00c0-00df 
fpu 00£0-00ff 
ideO LA OLEOLE WSieS—OSie'S 
du 
Show (disk) file usage, recursively. Defaults to current working directory, unless otherwise specified. 
bash$ du -ach 
1.0k ./wi.sh 
1L 5 Olks o EIE. c e 
1.0k ./random.file 
6.0k ; 
6.0k total 
df 
Shows filesystem usage in tabular form. 
bash$ df 
Filesystem 1k-blocks Used Available Use% Mounted on 
/ dev/hda5 EUSA 91290) 7/ 166547 36$ / 
/ dev/hda8 22/25/25 LASS AL 87085 59% /home 
/dev/hda7 1408796 1075744 261488 80% /usr 
dmesg 
Lists all system bootup messages to st dout. Handy for debugging and ascertaining which device 
drivers were installed and which system interrupts in use. The output of dmesg may, of course, be 
parsed with grep, sed, or awk from within a script. 
bash$ dmesg | grep hda 
Kernel command line: ro root-/dev/hda2 
hda: IBM-DLGA-23080, ATA DISK drive 
hda: 6015744 sectors (3080 MB) w/96KiB Cache, CHS-746/128/63 
hda: hdal hda2 hda3 < molas hda6 meer > hda4 
stat 


Gives detailed and verbose statistics on a given file (even a directory or device file) or set of files. 


bash$ stat test.cru 
wales Wrest esu 
Size: 49970 Allocated Blocks: 100 Filetype: Regular File 
Mode: (0664/-rw-rw-r--) ick (  501/ bozo Gids ( 501/ bozo) 


Device: 
ACCESS 
Modify: 
Change: 


378 
Sat Jun 
Sat Jun 
Sar oun 


Inode: 18185 Thae. iL 
Z2 X6s40224 24007. 
2. WGSAOS ZA BOO aL 
2 GJA ZA ZOOL 


If the target file does not exist, stat returns an error message. 


bash$ stat nonexistent-file 
nonexistent-file: No such file or directory 


In a script, you can use stat to extract information about files (and filesystems) and set variables 
accordingly. 


Mop pop ppppmpogÀ: 
O io 0» -1 O Oi i (). MN P O x 0 -1 O O1 4 CQ I E 


[9p TSS) TROY TS [SSF SD EIS 
Sy] (px Gal dE (69 Is [5 


C9 CO ho N 
I=) Ne) (99) 


w 
N 


33 
34 


vmstat 


uid (19) 


in/bash 


# fileinfo2.sh 


# Per suggestion of Joël Bourquard and ZA 
# http://www. linuxquestions.org/questions/showthread.php?t=410766 


FILENAME-te 


SEEI SREE 


file name=$ (stat -c%n "SFILENAME") # Same as "SFILENAME" of course. 
file_owner=$ (stat -c$U "SFILENAME") 
file size=S$ (stat -c%s "SFILENAME") 
# Certainly easier than using "ls -1 SFILENAME" 


#+ and then parsing with sed. 


file_inode=$ (stat -c%i "SFILENAME") 
file_type=$ (stat -c$F "SFILENAME") 
file_access_rights=$(stat -c$A "SFILENAME") 


echo 
echo 
echo 
echo 
echo 
echo 


exit 


"File 
"File 
"File 
"File 
"File 
"Pile 


name: Sfile_name" 
owner: Sfile_owner" 
size: Sfile_size" 
inode: Sue le mocat 
type: $file type" 


access rights: $file access rights" 


sh fileinfo2.sh 


File 
File 
File 
File 
File 
File 


name: 
owner: 
size: 
inode: 
T988 
access 


testfile.txt 

bozo 

418 

IEF SHO S) 1/16) 

regular file 
WiAGiMESs cde TAS e 


Display virtual memory statistics. 


bash$ vmstat 


ie 
0 


uptime 


procs 
b w 
© © 


swpd 
0 


memory swap io system 
free lomWtit Coche et SO bi bo aum es 
11040 2636 38952 0 0 33 7 ZW 88 


Shows how long the system has been running, along with associated statistics. 


bash$ uptime 


1b 9) c 


28pm 


wo ds 


UP 3 users, load average: 0.17, 0.34, 0.27 


£^) A load average of 1 or less indicates that the system handles processes 
immediately. A load average greater than 1 means that processes are being 


us 


cpu 
Siva ele! 
3 Bg 


queued. When the load average gets above 3 (on a single-core processor), then 
system performance is significantly degraded. 


hostname 


hostid 


sar 


Lists the system's host name. This command sets the host name in an /etc/rc.d setup script 
(/etc/rc.d/rc.sysinit or similar). It is equivalent to uname -n, and a counterpart to the 
SHOSTNAME internal variable. 


bash$ hostname 
localhost.localdomain 


bash$ echo $HOSTNAME 
localhost.localdomain 


Similar to the hostname command are the domainname, dnsdomainname, nisdomainname, and 
ypdomainname commands. Use these to display or set the system DNS or NIS/YP domain name. 
Various options to hostname also perform these functions. 


Echo a 32-bit hexadecimal numerical identifier for the host machine. 


bash$ hostid 
7£0100 
8^; This command allegedly fetches a "unique" serial number for a particular system. 
Certain product registration procedures use this number to brand a particular user 
license. Unfortunately, hostid only returns the machine network address in 
hexadecimal, with pairs of bytes transposed. 


The network address of a typical non-networked Linux machine, is found in 
/etc/hosts. 


bash$ cat /etc/hosts 
122 7/ 5 (0)... (0 11 localhost.localdomain localhost 


As it happens, transposing the bytes of 127.0.0.1, we get 0.127.1.0, which 
translates in hex to 007£0100, the exact equivalent of what hostid returns, above. 
There exist only a few million other Linux machines with this identical hostid. 


Invoking sar (System Activity Reporter) gives a very detailed rundown on system statistics. The 
Santa Cruz Operation ("Old" SCO) released sar as Open Source in June, 1999. 


This command is not part of the base Linux distribution, but may be obtained as part of the sysstat 
utilities package, written by Sebastien Godard. 


bash$ sar 


Linux 2.4.9 (brooks.seringas.fr) 09/26/03 

JL(9) 8.50) 8 OO CHU Suser Snice Ssystem $iowait Sidle 
10:40:00 all 2. DAL 10, 90 65.48 0.00 27,4 
10:50:00 all 3438 0.00 72.5.56 0.00 24.28 
1.11 8 (90) (Q0 all JL o3 0.00 99) 4 TT 0.00 18.4 Lil 
Average: all 2.23 S553) WZ c ST 0.00 2127 
Al 287912: 8. S30) LINUX RESTART 

15300300 CRU Suser Snice Ssystem $iowait Sidle 
15310200 all 8.59 2.40 Ly dg 0.00 71.54 
15:20:00 all 4.07 1,00 1, 95) 0.00 BOPOS 
15:8 30200 all 0.79 2.94 Jl.a 8S 0.00 9g. 711 
Average: all Gress Le VO 14.71 0.00 Hs BO 


readelf 


Show information and statistics about a designated e/f binary. This is part of the binutils package. 


bash$ readelf -h /bin/bash 
ELF Header: 


Magic: jig AS 4e As Ol OL OL 00 (0/0) OW HO OW UM OO HO (QUO) 
Class g ELF32 
Data: 2's complement, little endian 
Version: JL (@msereeiaie )) 
OS/ABI: UNIX - System V 
ABI Version: 0 
Type: EXEC (Executable file) 
size 
The size [/path/to/binary] command gives the segment sizes of a binary executable or archive file. 
This is mainly of use to programmers. 
bash$ size /bin/bash 
text data bss dee hex filename 
495971 22496 17392 53595% 82d33 /bin/bash 
System Logs 
logger 
Appends a user-generated message to the system log (/var/log/messages). You do not have to 
be root to invoke logger. 
1 logger Experiencing instability in network connection at 23:10, 05/21. 
2 # Now, do a “tail /var/log/messages'. 
By embedding a logger command in a script, it is possible to write debugging information to 
/var/log/messages. 
1 logger =e SO -i togging eue lime "SDLIUNSN(QU . 
2 4 The "-t" option specifies the tag for the logger entry. 
3 # The "-i" option records the process ID. 
4 
5 # tail /var/log/message 
© a sos 
7 a ool 7 202482568) localhost ./ieesice Sin[ L712] 3 ligu meg line 3. 
logrotate 
This utility manages the system log files, rotating, compressing, deleting, and/or e-mailing them, as 
appropriate. This keeps the /var/1log from getting cluttered with old log files. Usually cron runs 
logrotate on a daily basis. 
Adding an appropriate entry to /etc/logrotate.conf makes it possible to manage personal log 
files, as well as system-wide ones. 
° Stefano Falsetto has created rottlog, which he considers to be an improved version of 
logrotate. 
Job Control 
ps 


Process Statistics: lists currently executing processe 
invoked with ax or aux options, and may be piped 


Example 15-14 and Example 29-3). 


s by owner and PID (process ID). This is usually 
to grep or sed to search for a specific process (see 


bash$ ps ax | grep sendmail 
295 T S 0:00 sendmail: accepting connections on port 25 


To display system processes in graphical "tree" format: ps afjx or ps ax --forest. 


pgrep, pkill 


pstree 


top 


nice 


nohup 


pidof 


Combining the ps command with grep or kill. 


bash$ ps a | grep mingetty 
2212 EV Sst 0:00 /sbin/mingetty tty2 


22.3. 11373 Sis 0:00 /sbin/mingetty tty3 
2214 tty4 Sst 0:00 /sbin/mingetty tty4 
2215 iiy» Ss* 0:00 /sbin/mingetty tty5 
2216 tty6 Sst 0:00 /sbin/mingetty tty6 
4849 pts/2 St 0:00 grep mingetty 


bash$ pgrep mingetty 
2212 mingetty 
2213 mingetty 
2214 mingetty 
2215 mingetty 
2216 mingetty 


Compare the action of pkill with killall. 


Lists currently executing processes in "tree" format. The —p option shows the PIDs, as well as the 
process names. 


Continuously updated display of most cpu-intensive processes. The -b option displays in text mode, 
so that the output may be parsed or accessed from a script. 


bash$ top -b 
GsSüsu ws > mam, 39 users, loacl averages 0,429, 0.92, (0,139 
45 processes: 44 sleeping, 1 running, 0 zombie, 0 stopped 
CPU states: 13.6$ user, 7.3% system, 0.0% nice, 78.9% idle 


Mem: 78396K av, 65468K used, 12928K free, OK shrd, 2352K buff 
Swap:  157208K av, OK used, 157208K free 37244K cached 
PID USER PRI INI SIZE RSS SHARE STAT $CPU $MEM TIME COMMAND 
848 bozo i7 0 996 996 800 R Sue 52 0:00 top 
L roor 8 0 Biz 512 444 S Q9 W.6 Os@4 uit 
Z ICCC E 0 0 0 0 SW 0.0 0.0 0:00 keventd 


Run a background job with an altered priority. Priorities run from 19 (lowest) to -20 (highest). Only 
root may set the negative (higher) priorities. Related commands are renice and snice, which change 
the priority of a running process or processes, and skill, which sends a kill signal to a process or 
processes. 


Keeps a command running even after user logs off. The command will run as a foreground process 
unless followed by &. If you use nohup within a script, consider coupling it with a wait to avoid 
creating an orphan or zombie process. 


Identifies process ID (PID) of a running job. Since job control commands, such as kill and renice act 
on the PID of a process (not its name), it is sometimes necessary to identify that PID. The pidof 


command is the approximate counterpart to the $PPID internal variable. 


bash$ pidof xclock 


fuser 


880 


Example 17-6. pidof helps kill a process 


#!/bin/bash 
# kill-process.sh 


NOPROCESS=2 


process=xxxyyyzzz # Use nonexistent process. 
For demo purposes only... 
don't want to actually kill any actual process with this script. 


If, for example, you wanted to use this script to logoff the Internet, 
process-pppd 


t= pidof S$process' # Find pid (process id) of S$process. 
The pid is needed by 'kill' (can't 'kill' by program name). 


ase || =“ Viste || # If process not present, 'pidof' returns null. 
then 

echo "Process $process was not running." 

echo "Nothing killed." 

exit SNOPROCESS 


NPRPRPP RPP PP PY 
COMIDTDHRWNHHFOWOMIRDUBRWNHE 


21 Eal 

22 

2S kil Sie # May need 'kill -9' for stubborn process. 
24 

25 Need a check here to s if process allowed itself to be killed. 
26 Perhaps another " t-'pidof S$process' " or 

2. 

28 

29 This entire script could be replaced by 

30 kill $(pidof -x process name) 

Sal or 

32 killall process name 

33 but it would not be as instructive. 

34 

35 exit 0 


Identifies the processes (by PID) that are accessing a given file, set of files, or directory. May also be 
invoked with the -k option, which kills those processes. This has interesting implications for system 
security, especially in scripts preventing unauthorized users from accessing system services. 


bash$ fuser -u /usr/bin/vim 
/usr/bin/vim: 3207e (bozo) 


bash$ fuser -u /dev/null 
den aii iL e 3009 (boz0) S010 (bozo) S19 i (bozo) 31990 (bozo) 


One important application for fuser is when physically inserting or removing storage media, such as 
CD ROM disks or USB flash drives. Sometimes trying a umount fails with a device is busy error 
message. This means that some user(s) and/or process(es) are accessing the device. An fuser -um 
/dev/device_name will clear up the mystery, so you can kill any relevant processes. 


bash$ umount /mnt/usbdrive 
umount: /mnt/usbdrive: device is busy 


bash$ fuser -um /dev/usbdrive 
/mnt/usbdrive: LT 72e: (KOZ) 


bash$ kill -9 1772 
bash$ umount /mnt/usbdrive 


The fuser command, invoked with the -n option identifies the processes accessing a port. This is 
especially useful in combination with nmap. 


root# nmap localhost.localdomain 
PORT STATE SERVICE 
25e open smtp 


root# fuser -un tcp 25 
25 ECO S 2095 (root) 


root# ps ax | grep 2095 | grep -v grep 
2095 P Ss 0:00 sendmail: accepting connections 


cron 
Administrative program scheduler, performing such duties as cleaning up and deleting system log 
files and updating the slocate database. This is the superuser version of at (although each user may 
have their own crontab file which can be changed with the crontab command). It runs as a daemon 
and executes scheduled entries from /etc/crontab. 


£j Some flavors of Linux run crond, Matthew Dillon's version of cron. 


Process Control and Booting 
init 


The init command is the parent of all processes. Called in the final step of a bootup, init determines 
the runlevel of the system from /etc/inittab. Invoked by its alias telinit, and by root only. 
telinit 
Symlinked to init, this is a means of changing the system runlevel, usually done for system 
maintenance or emergency filesystem repairs. Invoked only by root. This command can be dangerous 
-- be certain you understand it well before using! 
runlevel 
Shows the current and last runlevel, that is, whether the system is halted (runlevel 0), in single-user 
mode (1), in multi-user mode (2 or 3), in X Windows (5), or rebooting (6). This command accesses 
the /var/run/utmp file. 
halt, shutdown, reboot 
Command set to shut the system down, usually just prior to a power down. 


On some Linux distros, the halt command has 755 permissions, so it can be invoked 
by a non-root user. A careless halt in a terminal or a script may shut down the system! 
service 
Starts or stops a system service. The startup scripts in /etc/init.dand /etc/rc.duse this 
command to start services at bootup. 


root# /sbin/service iptables stop 


Flushing firewall rules: [ Ox l 
Setting chains to policy ACCEPT: filter |l OX J] 
Unloading iptables modules: [ de ] 
Network 
nmap 
Network mapper and port scanner. This command scans a server to locate open ports and the services 
associated with those ports. It can also report information about packet filters and firewalls. This is an 
important security tool for locking down a network against hacking attempts. 
1 #!/bin/bash 
2 
3 SERVER=SHOST 5r dioxoxeulioxoysnc o Ikorerallickovmrsiatin — (127/50), 04 il) - 
4 PORT NUMBER-25 # SMTP port. 
5 
6 nmap SSERVER | grep -w "SPORT_NUMBER" # Is that particular port open? 
3i grep -w matches whole words only, 
8 #+ so this wouldn't match port 1025, for example. 
9 
10) eee 0 
Lil 
A12 « 25i open smtp 
ifconfig 


Network interface configuration and tuning utility. 


bash$ ifconfig -a 


lo 


Link encap:Local Loopback 

MASE cxeloueadi27.5(05(53L — eese 259.5951) (0 

UP LOOPBACK RUNNING MTU:16436 Metric:1 

RX packets:10 errors:0 dropped:0 overruns:0 frame:0 
TX packets:10 errors:0 dropped:0 overruns:0 carrier:0 
collisions:0 txqueuelen:0 

RX bytes:700 (700.0 b) TX bytes:700 (700.0 b) 


The ifconfig command is most often used at bootup to set up the interfaces, or to shut them down 
when rebooting. 


NPRPRPPRP PPP PY 
O io 00 -1 O Oi i (). NM PS. O xo 0 -1 O O1 4 CQ I EO 


NNN 
w N ES 


Code snippets from /etc/rc.d/init.d/network 


Check that networking is up. 


S{NETWORKING} = "no" ] && exit 0 
=x J'syouaw/sLitexoxeurauer | || || exit © 
it(oue 3k sal Salimieeuctaces. p clo 
aie TeCO mew; Sa, Zecley/mwikil || gras er VU S/fclen/imuili Zl p eheu 
aicie alicia Stem ges Coum imecerrace Sis Y EI ECIOW Si DOGE 
dE 3L 


# The GNU-specific "-q" option to "grep" means "quiet", i.e., 
#+ producing no output. 
# Redirecting output to /dev/null is therefore not strictly necessary. 


echo "Currently active devices:" 
echo. 7ebin/ireconrig | greo ^la-zl] || awk "dmgusee Sa} ~ 


24 # ^^^^^ should be quoted to prevent globbing. 
25 # The following also work. 
26 # echo S(/sloim/shiecomenc || awk ya la- 1 prime Si P” 
27 t echo $(/sbin/ifconfig | sed -e 's/ .*//') 
Oe s panker Go, COF abhi elomna l Conese ss . 
See also Example 32-6. 


netstat 
Show current network statistics and information, such as routing tables and active connections. This 
utility accesses information in /proc/net (Chapter 29). See Example 29-4. 


netstat -r is equivalent to route. 


bash$ netstat 
Active Internet connections (w/o servers) 


Proto Recv-Q Send-Q Local Address Foreign Address State 
Active UNIX domain sockets (w/o servers) 

Proto RefCnt Flags Type State I-Node Path 

wma Li [ ] DGRAM 906 /dev/log 

quas 3 E d STREAM CONNECTED 4514 /tmp/.X11-unix/XO0 
unix 3 i] STREAM CONNECTED ASS} 


8^) A netstat -Iptu shows sockets that are listening to ports, and the associated processes. 
This can be useful for determining whether a computer has been hacked or 


compromised. 
iwconfig 
This is the command set for configuring a wireless network. It is the wireless equivalent of ifconfig, 
above. 
ip 


General purpose utility for setting up, changing, and analyzing /P (Internet Protocol) networks and 
attached devices. This command is part of the iproute2 package. 


bash$ ip link show 
1: lo: <LOOPBACK,UP> mtu 16436 qdisc noqueue 
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00 
2: eth0: <BROADCAST,MULTICAST> mtu 1500 qdisc pfifo fast qlen 1000 
mke rner OONscleSOseecaiegcle: lowel ii diee Et Bw Bede parie 
3: sit0: <NOARP> mtu 1480 qdisc noop 
Jide mid (05050150 lore 0.0.0.0 


bash$ ip route list 
169.254.0.0/16 dev lo scope link 


Or, in a script: 
!/bin/bash 


Serio by heus Nicolas Ruiz 
Used with his kind permission. 


Setting up (and stopping) a GRE tunnel. 


start-tunnel.sh 


OCA ipo" 912 GE) o 1L o La 
MeMO Is Jew OMORO OR 

OMS MONCH =" LO” - LOE. 0. Low” 
REMOTE _NET="192.168.3.0/24" 


PRPrPRP eR 
OBRWNFPOWOMAIDDOBAWNE 


/sbin/ip tunnel add netb mode gre remote SREMOTE_IP \ 


16 local SLOGNL_T2 well 255 
17 /sbin/ip addr add $OTHER IFACE dev neto 
18 /sbin/ip link set netb up 


19 /sbin/ip route add S$REMOTE NET dev netb 

20 

21 exit O 44A HEHE dE E E H UE ERE H E ERE HE HE E HE HE HE HE E FE FE HE HE FE FE FE FE FE EEE EEE HEH 
22 

23 # stop-tunnel.sh 

24 

25 REMOTE_NET="192.168.3.0/24" 

26 


27 /sbin/ip route del SREMOTE_NET dev netb 
28 /sbin/ip link set netb down 
29 /sbin/ip tunnel del netb 


30 
31 exit 0 
route 
Show info about or make changes to the kernel routing table. 
bash$ route 
Destination Gateway Genmask Flags MSS Window  irtt Iface 
jeung-(6 .Jleomesiso = BAD), 255 52555255 Wh 40 0 0 pppO 
127 5050.0 a 2/55. (0 5 (0). (0) U 40 0 Q le 
default jMis—67 lsozosusia 0.0.0.0 UG 40 0 0 pppO 
iptables 


The iptables command set is a packet filtering tool used mainly for such security purposes as setting 
up network firewalls. This is a complex tool, and a detailed explanation of its use is beyond the scope 
of this document. Oskar Andreasson's tutorial is a reasonable starting point. 


See also shutting down iptables and Example 30-2. 
chkconfig 


Check network and system configuration. This command lists and manages the network and system 
services started at bootup in the /et c/rc?.d directory. 


Originally a port from IRIX to Red Hat Linux, chkconfig may not be part of the core installation of 
some Linux flavors. 


bash$ chkconfig --1list 
atd ORO ll Be ie 28 OME IE S18 Oial 4:on 5 8o (6g ub dE 
rwhod OLOTE LAORE 2O 5) 8 (JE 1E 4:off SPORE ($8 OI Ie 


tcpdump 
Network packet "sniffer." This is a tool for analyzing and troubleshooting traffic on a network by 
dumping packet headers that match specified criteria. 


Dump ip packet traffic between hosts bozoville and caduceus: 
bash$ tcpdump ip host bozoville and caduceus 


Of course, the output of tepdump can be parsed with certain of the previously discussed text 
processing utilities. 


Filesystem 


mount 
Mount a filesystem, usually on an external device, such as a floppy or CDROM. The file 


/etc/fstab provides a handy listing of available filesystems, partitions, and devices, including 
options, that may be automatically or manually mounted. The file /etc/mtab shows the currently 
mounted filesystems and partitions (including the virtual ones, such as /proc). 


mount -a mounts all filesystems and partitions listed in /et c/ fstab, except those with a noauto 
option. At bootup, a startup script in /etc/rc.d(rc.sysinit or something similar) invokes this 
to get everything mounted. 


1 mount -t iso9660 /dev/cdrom /mnt/cdrom 

2 # Mounts CD ROM. ISO 9660 is a standard CD ROM filesystem. 
3 mount /mnt/cdrom 

4| zs Shortcut, wie Jeanie /ecieorm lisca! ain (Sire /iesicala 


The versatile mount command can even mount an ordinary file on a block device, and the file will act 
as if it were a filesystem. Mount accomplishes that by associating the file with a loopback device. One 
application of this is to mount and examine an ISO9660 filesystem image before burning it onto a 
CDR. [3] 


Example 17-7. Checking a CD image 


F AS rOOCe.: 


mkdir /mnt/cdtest # Prepare a mount point, if not already there. 


# "-o loop" option equivalent to "losetup /dev/loopO0" 
cd /mnt/cdtest # Now, check the image. 
lg meds # List the files in the directory tree there. 


di 
2 
3 
4 
5 moup -r i 1609660 -© loop cchinage- iso /ininic/ecleSesic # Mount the image. 
6 
7 
8 
9 # And so forth. 


umount 


Unmount a currently mounted filesystem. Before physically removing a previously mounted floppy or 
CDROM disk, the device must be umounted, else filesystem corruption may result. 


1 umount /mnt/cdrom 
2 # You may now press the eject button and safely remove the disk. 


8^; The automount utility, if properly installed, can mount and unmount floppies or 
CDROM disks as they are accessed or removed. On "multispindle" laptops with 
swappable floppy and optical drives, this can cause problems, however. 


gnome-mount 


sync 


The newer Linux distros have deprecated mount and umount. The successor, for command-line 
mounting of removable storage devices, is gnome-mount. It can take the -d option to mount a device 
file by its listing in /dev. 


For example, to mount a USB flash drive: 


bash$ gnome-mount -d /dev/sdal 
gnome-mount 0.4 


bash$ df 


/ dev/sdal 63584 12034 51550 19$ /media/disk 


Forces an immediate write of all updated data from buffers to hard drive (synchronize drive with 
buffers). While not strictly necessary, a sync assures the sys admin or user that the data just changed 
will survive a sudden power failure. In the olden days, a sync; sync (twice, just to make 
absolutely sure) was a useful precautionary measure before a system reboot. 


At times, you may wish to force an immediate buffer flush, as when securely deleting a file (see 
Example 16-61) or when the lights begin to flicker. 

losetup 
Sets up and configures loopback devices. 


Example 17-8. Creating a filesystem in a file 


1 SIZE-1000000 # 1 meg 

2 

3 head -c SSIZE < /dev/zero > file # Set up file of designated siz 
4 losetup /dev/loopO file # Set it up as loopback device. 
5 mke2fs /dev/loopO # Create filesystem. 

6 mount -o loop /dev/loopO0 /mnt # Mount it. 

7 

S qe Hoaiake. SC. 


mkswap 

Creates a swap partition or file. The swap area must subsequently be enabled with swapon. 
swapon, swapoff 

Enable / disable swap partitition or file. These commands usually take effect at bootup and shutdown. 
mke2fs 

Create a Linux ext2 filesystem. This command must be invoked as root. 


Example 17-9. Adding a new hard drive 


!/bin/bash 


Adding a second hard drive to system. 

Software configuration. Assumes hardware already mounted. 
From an article by the author of the ABS Guide. 

In issue #38 of Linux Gazette_, http://www. linuxgazette.com. 


ROOT_UID=0 # This script must be run as root. 
E_NOTROOT=67 # Non-root exit error. 


Le SUIS nem ns ROOMS I 

then 
eeno WMUSIE be roor ito cum TELS. Seino. Y 
exit SE_NOTROOT 

ical 


# Use with extreme caution! 
# If something goes wrong, you may wipe out your current filesystem. 


Mop pop opp PPP PY 
O io 00 -1 O O1 i& (0. M. I. O xo 0 -1 O O1 i& CQ) IO ES 


21 NEWDISK-/dev/hdb # Assumes /dev/hdb vacant. Check! 
22 MOUNTPOINT-/mnt/newdisk 4 Or choose another mount point. 
23 

24 

25 fdisk SNEWDISK 


mke2fs -cv SNEWDISK1 # Check for bad blocks (verbose output). 
# Note: R /dev/hdb1, *not* /dev/hdb! 
mkdir SMOUNTPOINT 


Ny Nb 
-1 O0 


N 
[99] 


29 chmod 777 $MOUNTPOINT # Makes new drive accessible to all users. 
30 

Sil 

32 Now, test 

33 mount -t ext2 /dev/hdbl /mnt/newdisk 


34 Try creating a directory. 
35 If it works, umount it, and proceed. 
36 


37 Final step: 

38 Add the following line to /etc/fstab. 

39 /dev/hdbl  /mnt/newdisk ext2 defaults 1 1 
40 

Al gait 


See also Example 17-8 and Example 31-3. 
mkdosfs 


Create a DOS FAT filesystem. 

tune2fs 
Tune ext2 filesystem. May be used to change filesystem parameters, such as maximum mount count. 
This must be invoked as root. 


This is an extremely dangerous command. Use it at your own risk, as you may 
inadvertently destroy your filesystem. 
dumpe2fs 
Dump (list to st dout) very verbose filesystem info. This must be invoked as root. 


root# dumpe2fs /dev/hda7 | grep 'ount count' 
ghupe2fs 1.19, i3-gwl-2000 for mxr2 1S 0.5, 95/08/09 


Mount count: 6 
Maximum mount count: 20 
hdparm 
List or change hard disk parameters. This command must be invoked as root, and it may be dangerous 
if misused. 
fdisk 


Create or change a partition table on a storage device, usually a hard drive. This command must be 
invoked as root. 


Use this command with extreme caution. If something goes wrong, you may destroy 
an existing filesystem. 
fsck, e2fsck, debugfs 
Filesystem check, repair, and debug command set. 


fsck: a front end for checking a UNIX filesystem (may invoke other utilities). The actual filesystem 
type generally defaults to ext2. 


e2fsck: ext2 filesystem checker. 


debugfs: ext2 filesystem debugger. One of the uses of this versatile, but dangerous command is to 
(attempt to) recover deleted files. For advanced users only! 


All of these should be invoked as root, and they can damage or destroy a filesystem if 
misused. 
badblocks 
Checks for bad blocks (physical media flaws) on a storage device. This command finds use when 
formatting a newly installed hard drive or testing the integrity of backup media. [4] As an example, 
badblocks /dev/fd0 tests a floppy disk. 


The badblocks command may be invoked destructively (overwrite all data) or in non-destructive 
read-only mode. If root user owns the device to be tested, as is generally the case, then root must 
invoke this command. 


Isusb, usbmodules 


The Isusb command lists all USB (Universal Serial Bus) buses and the devices hooked up to them. 
The usbmodules command outputs information about the driver modules for connected USB devices. 


bash$ lsusb 
Bus 001 Device 001: ID 0000:0000 
Device Descriptor: 


bLength LS 
bDescriptorType Jl 
bcdUSB 1.00 
bDeviceClass 9 Hub 
bDeviceSubClass 0 
bDeviceProtocol 0 
bMaxPacketSize0 8 
idVendor 0x0000 
1dProduct 0x0000 


Ispci 
Lists pci busses present. 
bash$ lspci 
00:00.0 Host bridge: Intel Corporation 82845 845 
(Brookdale) Chipset Host Bridge (rev 04) 
00:01.0 PCI bridge: Intel Corporation 82845 845 
(Brookdale) Chipset AGP Bridge (rev 04) 
00:1d.0 USB Controller: Intel Corporation 82801CA/CAM USB (Hub #1) (rev 02) 
00:1d.1 USB Controller: Intel Corporation 82801CA/CAM USB (Hub #2) (rev 02) 
00:1d.2 USB Controller: Intel Corporation 82801CA/CAM USB (Hub #3) (rev 02) 
00:1e.0 PCI bridge: Intel Corporation 82801 Mobile PCI Bridge (rev 42) 
mkbootdisk 
Creates a boot floppy which can be used to bring up the system if, for example, the MBR (master boot 
record) becomes corrupted. Of special interest is the -—iso option, which uses mkisofs to create a 
bootable /$09660 filesystem image suitable for burning a bootable CDR. 
The mkbootdisk command is actually a Bash script, written by Erik Troan, in the / sbin directory. 
mkisofs 
Creates an [SO9660 filesystem suitable for a CDR image. 
chroot 


CHange ROOT directory. Normally commands are fetched from $PATH, relative to /, the default 
root directory. 'This changes the root directory to a different one (and also changes the working 
directory to there). This is useful for security purposes, for instance when the system administrator 
wishes to restrict certain users, such as those telnetting in, to a secured portion of the filesystem (this 
is sometimes referred to as confining a guest user to a "chroot jail"). Note that after a chroot, the 
execution path for system binaries is no longer valid. 


A chroot /opt would cause references to /usr/bin to be translated to /opt /usr/bin. 
Likewise, chroot /aaa/bbb /bin/1s would redirect future instances of Is to /aaa/bbb as 
the base directory, rather than / as is normally the case. An alias XX 'chroot /aaa/bbb Is' in a user's 
~/.bashrc effectively restricts which portion of the filesystem she may run command "XX" on. 


The chroot command is also handy when running from an emergency boot floppy (chroot to 
/dev/£d0), or as an option to lilo when recovering from a system crash. Other uses include 
installation from a different filesystem (an rpm option) or running a readonly filesystem from a CD 
ROM. Invoke only as root, and use with care. 


It might be necessary to copy certain system files to a chrooted directory, since the 
normal $PATH can no longer be relied upon. 
lockfile 
This utility is part of the procmail package (www.procmail.org). It creates a lock file, a semaphore 
that controls access to a file, device, or resource. 


Definition: A semaphore is a flag or signal. (The usage originated in railroading, where a 


colored flag, lantern, or striped movable arm semaphore indicated whether a particular track was in 
use and therefore unavailable for another train.) A UNIX process can check the appropriate 
semaphore to determine whether a particular resource is available/accessible. 


The lock file serves as a flag that this particular file, device, or resource is in use by a process (and is 
therefore "busy"). The presence of a lock file permits only restricted access (or no access) to other 
processes. 


lockfile /home/bozo/lockfiles/$0.lock 
# Creates a write-protected lockfile prefixed with the name of the script. 


lockfile /home/bozo/lockfiles/${0##*/}.lock 
5 # A safer version of the above, as pointed out by E. Choroba. 


Lock files are used in such applications as protecting system mail folders from simultaneously being 
changed by multiple users, indicating that a modem port is being accessed, and showing that an 
instance of Firefox is using its cache. Scripts may check for the existence of a lock file created by a 
certain process to check if that process is running. Note that if a script attempts to create a lock file 
that already exists, the script will likely hang. 


Normally, applications create and check for lock files in the /var/1ock directory. [5] A script can 
test for the presence of a lock file by something like the following. 


1 appname-xyzip 
2 q Application "Usi" created lock file V/waie/ lk Sys. lockt, 
3 
4 if [ -e "/var/lock/Sappname.lock" ] 
5 then #+ Prevent other programs & scripts 
6 # from accessing files/resources used by xyzip. 
3 
flock 
Much less useful than the lockfile command is flock. It sets an "advisory" lock on a file and then 
executes a command while the lock is on. This is to prevent any other process from setting a lock on 
that file until completion of the specified command. 
i clock SO eat $0 > loshktile 90 
2 4$ Set a lock on the script the above line appears in, 
3 qae Mne Jess cine Serle (EO! SELON s 
$^) Unlike lockfile, flock does not automatically create a lock file. 
mknod 


Creates block or character device files (may be necessary when installing new hardware on the 
system). The MAKEDEYV utility has virtually all of the functionality of mknod, and is easier to use. 
MAKEDEV 


Utility for creating device files. It must be run as root, and in the /dev directory. It is a sort of 
advanced version of mknod. 

tmpwatch 
Automatically deletes files which have not been accessed within a specified period of time. Usually 
invoked by cron to remove stale log files. 


Backup 


dump, restore 
The dump command is an elaborate filesystem backup utility, generally used on larger installations 
and networks. [6] It reads raw disk partitions and writes a backup file in a binary format. Files to be 
backed up may be saved to a variety of storage media, including disks and tape drives. The restore 
command restores backups made with dump. 

fdformat 
Perform a low-level format on a floppy disk (/dev/£d0*). 


System Resources 


ulimit 
Sets an upper limit on use of system resources. Usually invoked with the —£ option, which sets a limit 
on file size (ulimit -f 1000 limits files to 1 meg maximum). [7] The -t option limits the coredump 
size (ulimit -c 0 eliminates coredumps). Normally, the value of ulimit would be set in 
/etc/profile and/or -/.bash profile (see Appendix H). 


(D Judicious use of ulimit can protect a system against the dreaded fork bomb. 


1 #!/bin/bash 


2 4 This script is for illustrative purposes only. 

3 # Run it at your own peril -- it WILL freeze your system. 

4 

5 while true Endless loop. 

6 do 

7 $0 & This script invokes itself . 

8 + forks an infinite number of times 

9 + until the system freezes up because all resources exhausted. 
10 done This is the notorious "sorcerer's appentice" scenario. 
Lil 
12 exit 0 Will not exit here, because this script will never terminat 


A ulimit -Hu XX (where XX is the user process limit) in /et c/profile would abort this script 
when it exceeded the preset limit. 
quota 
Display user or group disk quotas. 
setquota 
Set user or group disk quotas from the command-line. 
umask 
User file creation permissions mask. Limit the default file attributes for a particular user. All files 
created by that user take on the attributes specified by umask. The (octal) value passed to umask 
defines the file permissions disabled. For example, umask 022 ensures that new files will have at 
most 755 permissions (777 NAND 022). [8] Of course, the user may later change the attributes of 
particular files with chmod. The usual practice is to set the value of umask in /etc/profile 
and/or ~/ .bash_profile (see Appendix H). 


Example 17-10. Using umask to hide an output file from prying eyes 


1 #!/bin/bash 
2 4 rotli3a.sh: Same as "rotl3.sh" script, but writes output to "secure" file. 
3 
4 # Usage: ./roti3a.sh filename 
GO «p Toe ./rotl3a.sh «filename 
© we ue ./rotl3a.sh and supply keyboard input (stdin) 
3 
8 umask 177 # File creation mask. 
9 # Files created by this script 
10 #+ will have 600 permissions. 
it 
12 OUTFILE-decrypted.txt # Results output to file "decrypted.txt" 
13 #+ which can only be read/written 
14 # by invoker of script (or root). 
LS 
16 cat "$Q" | tr 'a-zA-Z' 'n-za-mN-ZA-M' > SOUTFILE 
dips SS JLejoxbHE. trom stota Qu m ftue A atas S^ AOWAC TONNE, TESXOLLIESXSNESIC!, xO) SE SL ALS, 
ALS) 
IO exe 0) 
rdev 
Get info about or make changes to root device, swap space, or video mode. The functionality of rdev 
has generally been taken over by lilo, but rdev remains useful for setting up a ram disk. This is a 
dangerous command, if misused. 
Modules 
Ismod 
List installed kernel modules. 
bash$ lsmod 
Module Size Used by 
autofs 9456 2 (autoclean) 
op13 11376 0 
serial_cs 5456 0 (unused) 
sb 34752 0 
uart401 6384 QU [Slo] 
sound 58368 © [Looks slo weed] 
soundlow 464 0 [sound] 
soundcore 2800 6 [sb sound] 
ds 6448 2. leere Gs] 
182365 22928 2 
pcmcia core 45984 © lestiel ES els 3:52:35] 
2^) Doing a cat /proc/modules gives the same information. 
insmod 
Force installation of a kernel module (use modprobe instead, when possible). Must be invoked as 
root. 
rmmod 
Force unloading of a kernel module. Must be invoked as root. 
modprobe 
Module loader that is normally invoked automatically in a startup script. Must be invoked as root. 
depmod 
Creates module dependency file. Usually invoked from a startup script. 
modinfo 


Output information about a loadable module. 


bash$ modinfo hid 


filename: /lib/modules/2.4.20-6/kernel/drivers/usb/hid.o 


description: "USB HID support drivers" 
epe lakes 6 "Andreas Gal, Vojtech Pavlik <vojtech@suse.cz>" 
license: "GPL" 


Miscellaneous 


env 


Idd 


watch 


strip 


nm 


xrandr 


Runs a program or script with certain environmental variables set or changed (without changing the 
overall system environment). The [varname-xxx] permits changing the environmental variable 
varname for the duration of the script. With no options specified, this command lists all the 
environmental variable settings. [9] 


$^; The first line of a script (the "sha-bang" line) may use env when the path to the shell or 
interpreter is unknown. 


#! /usr/bin/env perl 


joueation, This Perl Seredjore, wali Tin, Vin" p 
print "even when I don't know where to find Perl.\n"; 


# Good for portable cross-platform scripts, 
# where the Perl binaries may not be in th xpected plac 
3 ss Thanks SoC. 


Or even ... 


So gf WN Ee 


#!/bin/env bash 

# Queries the $PATH enviromental variable for the location of bash. 

# Therefore 

# This script will run where Bash is not in its usual place, in /bin. 


(Ani Ey 163) N fe 


Show shared lib dependencies for an executable file. 


bash$ ldd /bin/ls 
libc.so.6 => /lib/libc.so.6 (0x4000c000) 
Alio lelin. S052 => Maio eiim SO, 2 OCCO 


Run a command repeatedly, at specified time intervals. 
The default is two-second intervals, but this may be changed with the -n option. 


1 watch -n 5 tail /var/log/messages 
2 # Shows tail end of system log, /var/log/messages, every five seconds. 


$^) Unfortunately, piping the output of watch command to grep does not work. 


Remove the debugging symbolic references from an executable binary. This decreases its size, but 
makes debugging it impossible. 


This command often occurs in a Makefile, but rarely in a shell script. 
List symbols in an unstripped compiled binary. 


Command-line tool for manipulating the root window of the screen. 


Example 17-11. Backlight: changes the brightness of the (laptop) screen backlight 


#!/bin/bash 
# backlight.sh 
# reldate 02dec2011 


# A bug in Fedora Core 16/17 messes up the keyboard backlight controls. 
# This script is a quick-n-dirty workaround, essentially a shell wrapper 
#+ for xrandr. It gives more control than on-screen sliders and widgets. 


NPRPRPPRP PPP EY 
O (o 0» -1 O Oi i (). NM P. O «(o 0 -1 O O1 4 CQ I E 


OUTPUT=S(xrandr | grep LV | awk '{print $1)') # Get display name! 
INCR=.05 nr WOE NNE gronnecdi control Sei JUNCI io 309 or 502. 
old brightness-$ (xrandr WEISS || Gras ieicincmess || awk YY ortae $2 P4) 
aae p sal WSL 7] 
then 
bright=1 # If no command-line arg, set brightness to 1.0 (default). 
else 
apes eei Ss ene mas] 
24 then 
22 bright=$ (echo "scale-2; $old brightness + SINCERE | bc) # 05 
23 
24 else 
2215) quf SEE caen ma] 
26 then 
27 bright=$ (echo "scale-2; $old brightness - S$INCR" | bc) i? =o OS 
28 
29 else 
30 NE [Mins S E e # Echoes current brightness; does not change it. 
Sal then 
S bright-$old brightness 
33 
34 else 
35 e E WEdLU — Uis |) AS WR qq 
36 then 
37 echo 
38 echo "Usage:" 
39 echo "$0 [No args] Sets/resets brightness to default (1.0)." 
40 exclave) VSO) ap Increments brightness by 0.5." 
41 echo "S0' — Decrements brightness by 0.5." 
42 echo "SO # Echoes current brightness without changing it." 
43 echo "SO N (number) SSCS loseigianiexews. ico IN (Woerd meme s7 — 352). 
44 scho VSO) in Mei Echoes this help message." 
45 echo "SO any-other Gives xrandr usage message." 
46 
47 bright=Sold_brightness 
48 
49 else 
50 bright="$1" 
5i 
52 ita 
53 EL 
54 3E 3L 
59 Eal 
5G fi 
57 
58 
59 sxieginche ——ovtout "SQUID! saoeneinicimess  "Sloncilgant ^ # See xrandr manpage. 
60 # As root! 


61 E_CHANGE0=$? 

62 echo "Current brightness = S$bright" 
63 

64 exit SE_CHANGEO 


=========== Or, alternately... # 


!/bin/bash 
backlight2.sh 
reldate 20jun2012 


A bug in Fedora Core 16/17 messes up the keyboard backlight controls. 
This is a quick-n-dirty workaround, an alternate to backlight.sh. 


target dir-N 
/sys/devices/pci0000:00/0000:00:01.0/0000:01:00.0/backlight/acpi_video0d 
# Hardware directory. 


actual brightness-$(cat S$target_dir/actual_brightness) 
max brightness-$(cat $target dir/max brightness) 
Brightness-$target dir/brightness 


let "req brightness - actual brightness" # Requested brightness. 
LF [ MIA = mom ] 
then # Decrement brightness 1 notch. 
let "req_brightness = Sactual_brightness - 1" 
else 
EE [ SARN = wow ] 
then # Increment brightness 1 notch. 
let "req_brightness = Sactual_brightness + 1" 
ig at 
1E 3l 
if [ $req brightness -gt $max brightness ] 


then 
req brightness-$max brightness 
Ea # Do not exceed max. hardware design brightness. 
echo 
echo "Old brightness = Sactual_brightness" 


echo "Max brightness = Smax_brightness" 
cho "Requested brightness = $req brightness" 
echo 


echo $req brightness > S$Brightness 
ust be root for this to take effect. 
E CHANGE1-$? # Successful? 


aue [ "Sw see © I 


then 

echo "Changed brightness!" 
else 

echo "Failed to change brightness!" 
fra 


act brightness-S$(cat S$Brightness) 
echo "Actual brightness = $act brightness" 


scale0=2 
sf=100 # Scale factor. 


pct-$(echo "scale-$scale0; Sact_brightness / Smax_brightness * S$sf" | bc) 


cho "Percentage brightness = Spct%" 


exit $E CHANGEl 


rdist 
Remote distribution client: synchronizes, clones, or backs up a file system on a remote server. 


17.1. Analyzing a System Script 


Using our knowledge of administrative commands, let us examine a system script. One of the shortest and 
simplest to understand scripts is "killall," [10] used to suspend running processes at system shutdown. 


Example 17-12. killall, from /etc/rc.d/init.d 


! /bin/sh 
--» Comments added by the author of this document marked by "# --»". 


==> lis 1S pare oit tle "re" eoriptE package 
--» by Miquel van Smoorenburg, <miquels@drinkel.nl.mugnet.org>. 


==> Iais particular seript scene Co be Weel het / FC SjoScuicne 
--» (may not be present in other distributions). 


Bring down all unneeded services that are still running 
* (there shouldn't be any, so this is just a sanity check) 


for i in /var/lock/subsys/*; do 


NPRPPPP PPP PY 
O (o 0» 1 O Oi i (). M. IB. O xo 0 -1 O OI i QI 


--» Standard for/in loop, but since "do" is on same line, 
==> iit 3 necessary i9 gel Vp. 
Check if the script is there. 
! -f Si | && continue 
--» This is a clever use of an "and list", equivalent to: 
==> ni [ | es VS" Jp chan Col ime 
AL 
22 Get the subsystem name. 
23 subsys=$ {i#/var/lock/subsys/} 
24 --> Match variable name, which, in this case, is the file name. 
25 ==> This 3e ila xact equivalent of subsys= basename $i'. 
26 
2 --» It gets it from the lock file name 
28 c4 (if there is e lock tulle, 
29 —->+ that's proof the process has been running). 
30 --» See the "lockfile" entry, above. 
Sil 
32 
919 Bring the subsystem down. 
34 ai | c /etc/:ie.eu isi. SsulosysamuE |p then 
35 d Che 2S o C imie ool SSO VS oie SECO 
35 else 
37 PREC) BE (UJ dione .C/Ssussys SEOD 
38 # --» Suspend running jobs and daemons. 
3$ # --» Note that "stop" is a positional parameter, 
40 i^ B mou dm shell Igei ie ais. 
41 iE at 
42 done 


That wasn't so bad. Aside from a little fancy footwork with variable matching, there is no new material there. 


Exercise 1. In /etc/rc.d/init.d, analyze the halt script. It is a bit longer than killall, but similar in 
concept. Make a copy of this script somewhere in your home directory and experiment with it (do nof run it as 
root). Do a simulated run with the -vn flags (sh -vn scriptname). Add extensive comments. Change 
the commands to echos. 


Exercise 2. Look at some of the more complex scripts in /etc/rc.d/init.d. Try to understand at least 


portions of them. Follow the above procedure to analyze them. For some additional insight, you might also 
examine the file sysvinitfiles in /usr/share/doc/initscripts-?.??, which is part of the 
"initscripts" documentation. 


Notes 


[1] Thisis the case on a Linux machine or a UNIX system with disk quotas. 
[2] The userdel command will fail if the particular user being deleted is still logged on. 
3 


[3] For more detail on burning CDRs, see Alex Withers' article, Creating CDs, in the October, 1999 issue 
of Linux Journal. 


[4] The -c option to mke2fs also invokes a check for bad blocks. 


[5] Since only root has write permission in the /var/ lock directory, a user script cannot set a lock file 
there. 


[6] Operators of single-user Linux systems generally prefer something simpler for backups, such as tar. 


[7] As ofthe version 4 update of Bash, the -f and -c options take a block size of 512 when in POSIX 
mode. Additionally, there are two new options: —b for socket buffer size, and —T for the limit on the 
number of threads. 


NAND is the logical not-and operator. Its effect is somewhat similar to subtraction. 


[8] 
[9] In Bash and other Bourne shell derivatives, it is possible to set variables in a single command's 
environment. 


1 varl-valuel var2-value2 commandXXX 
2 4 Svarl and $var2 set in the environment of 'commandXXX' only. 


[10] The killall system script should not be confused with the killall command in /usr/bin. 
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Part 5. Advanced Topics 


At this point, we are ready to delve into certain of the difficult and unusual aspects of scripting. Along the 
way, we will attempt to "push the envelope" in various ways and examine boundary conditions (what happens 


when we move into uncharted territory?). 
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Chapter 18. Regular Expressions 


... the intellectual activity associated with 
software development is largely one of gaining 
insight. 


--Stowe Boyd 
To fully utilize the power of shell scripting, you need to master Regular Expressions. Certain commands and 


utilities commonly used in scripts, such as grep, expr, sed and awk, interpret and use REs. As of version 3, 
Bash has acquired its own RE-match operator: =~. 


18.1. A Brief Introduction to Regular Expressions 


An expression is a string of characters. Those characters having an interpretation above and beyond their 
literal meaning are called metacharacters. A quote symbol, for example, may denote speech by a person, 
ditto, or a meta-meaning [1] for the symbols that follow. Regular Expressions are sets of characters and/or 
metacharacters that match (or specify) patterns. 


A Regular Expression contains one or more of the following: 


* A character set. These are the characters retaining their literal meaning. The simplest type of Regular 
Expression consists only of a character set, with no metacharacters. 

e. 
An anchor. These designate (anchor) the position in the line of text that the RE is to match. For 


example, ^, and $ are anchors. 
* Modifiers. These expand or narrow (modify) the range of text the RE is to match. Modifiers include 
the asterisk, brackets, and the backslash. 


The main uses for Regular Expressions (REs) are text searches and string manipulation. An RE matches a 
single character or a set of characters -- a string or a part of a string. 


* The asterisk -- * -- matches any number of repeats of the character string or RE preceding it, 
including zero instances. 


"1133*" matches 11 + one or more 3's: 113, 1133, 1133333, and so forth. 
The dot -- . -- matches any one character, except a newline. [2] 


"13." matches 13 + at least one of any character (including a space): 
1133, 11333, but not 13 (additional character missing). 


See Example 16-18 for a demonstration of dot single-character matching. 
The caret -- ^ -- matches the beginning of a line, but sometimes, depending on context, negates the 
meaning of a set of characters in an RE. 


The dollar sign -- $ -- at the end of an RE matches the end of a line. 

"XXX$" matches XXX at the end of a line. 

"^$" matches blank lines. 

Brackets -- [...] -- enclose a set of characters to match in a single RE. 

"[xyz]" matches any one of the characters x, y, or z. 

"[c-n]" matches any one of the characters in the range c to n. 

"[B-Pk-y]" matches any one of the characters in the ranges B to P and k to y. 
"[a-z0-9]" matches any single lowercase letter or any digit. 


"[^b-d]" matches any character except those in the range b to d. This is an instance of ^ negating or 
inverting the meaning of the following RE (taking on a role similar to ! in a different context). 


Combined sequences of bracketed characters match common word patterns. "[Yy][Ee][Ss]" matches 
yes, Yes, YES, yEs, and so forth. "[0-9][0-9][0-9]-[0-9][0-9]-[0-9][0-9][0-9][0-9]" matches any 
Social Security number. 

e. 
The backslash -- \ -- escapes a special character, which means that character gets interpreted literally 
(and is therefore no longer special). 


A "\$" reverts back to its literal meaning of "$", rather than its RE meaning of end-of-line. Likewise a 
"^W" has the literal meaning of "V". 
e. 


Escaped "angle brackets" -- \<...\> -- mark word boundaries. 
The angle brackets must be escaped, since otherwise they have only their literal character meaning. 
"\<the\>" matches the word "the," but not the words "them," "there," "other," etc. 


bash$ cat textfile 
This is line 1, of which there is only one instance. 
This is the only instance of line 2. 
dme as line 3, euo done 
This is line 4. 


bash$ grep 'the' textfile 

This is line 1, of which there is only one instance. 
This is the only instance of line 2. 

Mase le lite S5 reweYowElexewe iNe. 


bash$ grep '\<the\>' textfile 
This is the only instance of line 2. 


The only way to be certain that a particular RE works is to test it. 


WWIII? je Sie a LS 


grep Yililsiss this file. 


his line contains the number 113. 

his line contains the number 13. 

his line contains the number 133. 

his line contains the number 1133. 

has lane Contains the number 1133127 
his line contains the number 1112. 

Ins line comceanns icles manosi Wil SSeS 12 - 
LS Tihs lame contains no numberms ewt all, 


bash$ grep "1133*" tstfile 
Run greo ViilsseY om ills Lle, 
This line contains the number 113. 
This line contains the number 1133. 
Thais lanewecontarns the number LISSI, 
Tass dling Gomeasing rre jubere  1L1 9153302: 112 ., 
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e Extended REs. Additional metacharacters added to the basic set. Used in egrep, awk, and Perl. 


* The question mark -- ? -- matches zero or one of the previous RE. It is generally used for matching 
single characters. 

e 
The plus -- + -- matches one or more of the previous RE. It serves a role similar to the *, but does not 
match zero occurrences. 


# GNU versions of sed and awk can use "+", 
# but it needs to be escaped. 


d 

2 

E 

4 echo alilia | sed -ne '/al\+b/p' 
5 eno allla || greo Valya’ 

6 echo alllb | gawk '/al+b/' 

7 # All of above ar quivalent. 
8 
9 


i Uineinkes, SoC. 
e Escaped "curly brackets" -- \{ \} -- indicate the number of occurrences of a preceding RE to match. 


It is necessary to escape the curly brackets since they have only their literal character meaning 
otherwise. This usage is technically not part of the basic RE set. 


"[0-0N 5X)" matches exactly five digits (characters in the range of 0 to 9). 


$^; Curly brackets are not available as an RE in the "classic" (non-POSIX compliant) 
version of awk. However, the GNU extended version of awk, gawk, has the 
--re-interval option that permits them (without being escaped). 


bash$ echo 2222 | gawk --re-interval '/2(3)/' 
2222 


Perl and some egrep versions do not require escaping the curly brackets. 
e. 


Parentheses -- ( ) -- enclose a group of REs. They are useful with the following 


substring extraction using expr. 
e The -- | -- "or" RE operator matches any of a set of alternate characters. 


operator and in 


bash$ egrep 're(ale)d' misc.txt 
People who read seem to be better informed than those who do not. 
The clarinet produces sound by the vibration of its reed. 


Some versions of sed, ed, and ex support escaped versions of the extended Regular Expressions 
described above, as do the GNU utilities. 


e POSIX Character Classes. [:class:] 


This is an alternate method of specifying a range of characters to match. 

: alnum:] matches alphabetic or numeric characters. This is equivalent to ACZa-z0-9. 

:alpha:] matches alphabetic characters. This is equivalent to A-Za-z. 

:blank:] matches a space or a tab. 

:entrl:] matches control characters. 

:digit:] matches (decimal) digits. This is equivalent to 0—9. 

[:graph:] (graphic printable characters). Matches characters in the range of ASCII 33 - 126. This 

is the same as [:print:], below, but excluding the space character. 

e [: lower: ] matches lowercase alphabetic characters. This is equivalent to a-z. 

e [:print:] (printable characters). Matches characters in the range of ASCII 32 - 126. This is the 
same as [: graph: ], above, but adding the space character. 


Ce Oe ee 03 


e [: space: ] matches whitespace characters (space and horizontal tab). 
e [: upper: ] matches uppercase alphabetic characters. This is equivalent to A-Z. 
e [:xdigit:] matches hexadecimal digits. This is equivalent to 0-9A-Fa-f. 


(D POSIX character classes generally require quoting or double brackets ([[ ]]). 


bash$ grep [[:digit:]] test.file 


abc=723 
eG xm 
2, ase [I Sxessow; == | | eckieates |) Jl # Numerical input? 
3 then # POSIX char class 
4 if [I $acol =~ [[:alpha:]] ]] # Number followed by a letter? Illegal! 
5 d 
6 # From ktour.sh example script. 


These character classes may even be used with globbing, to a limited extent. 


bash$ ls -1 ?[[:digit:]][[:digit:]]? 
STASI iL loose loeo 


0 Aug 21 14:47 a33b 


POSIX character classes are used in Example 16-21 and Example 16-22. 


Sed, awk, and Perl, used as filters in scripts, take REs as arguments when "sifting" or transforming files or I/O 
streams. See Example A-12 and Example A-16 for illustrations of this. 


The standard reference on this complex topic is Friedl's Mastering Regular Expressions. Sed & Awk, by 
Dougherty and Robbins, also gives a very lucid treatment of REs. See the Bibliography for more information 
on these books. 


Notes 


[1] A meta-meaning is the meaning of a term or expression on a higher level of abstraction. For example, 
the literal meaning of regular expression is an ordinary expression that conforms to accepted usage. 
The meta-meaning is drastically different, as discussed at length in this chapter. 


[2] Since sed, awk, and grep process single lines, there will usually not be a newline to match. In those 
cases where there is a newline in a multiple line expression, the dot will match the newline. 
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!/bin/bash 


sacl e ike oe / Telly! «<< 
linel 

line2 

EOF 

OUTPUT; 

[linel 

line2] 


echo 


awk "4 SWSSi UN S252 sr 
line 1 

imc? 

EOF 

# OUTPUT: 

# line 


(/line.1/) 


EOF # Here Document 


(jor sine} PY << 


EOF 


Dal i Wosinkes, SoCo 
25) 
26 exit 0 
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18.2. Globbing 


Bash itself cannot recognize Regular Expressions. Inside scripts, it is commands and utilities -- such as sed 
and awk -- that interpret RE's. 


Bash does carry out filename expansion [1] -- a process known as globbing -- but this does not use the 
standard RE set. Instead, globbing recognizes and expands wild cards. Globbing interprets the standard wild 
card characters [2] -- * and ?, character lists in square brackets, and certain other special characters (such as ^ 
for negating the sense of a match). There are important limitations on wild card characters in globbing, 
however. Strings containing * will not match filenames that start with a dot, as, for example, .bashrc. [3] 
Likewise, the ? has a different meaning in globbing than as part of an RE. 


bash$ Is -I 
cotel 2 
—rW—rw-rf-- 
—EW-—rW-f-- 
—rw—rw-r-- 
—EW-EW-f--— 
—rW—fw-f-- 


bash$ 1s -1 
-rw-rw-r-- 


bash$ 1s -1 
-rw-rw-r-- 
-rw-rw-r-- 


bash$ 1s -1 
-rw-rw-r-- 
-rw-rw-r-- 
-rw-rw-r-- 


bash$ 1s -1 
-rw-rw-r-- 
-rw-rw-r-- 
-rw-rw-r-- 


bash$ 1s -1 
-rw-rw-r-- 
-rw-rw-r-- 
-rw-rw-r-- 


bozo 
bozo 
bozo 
bozo 
bozo 


PREP PP 


t?.sh 
iL bozo 


[ab]* 
iL lex 
iL oza 


[a-c]* 
iL lee) 
iL ToXoXAe) 
iL exo) 


[^ab]* 
iL oza 
iL loxeyzAco) 
iL bozo 


bozo 
bozo 
bozo 
bozo 
bozo 


bozo 


bozo 
bozo 


bozo 
bozo 
bozo 


bozo 
bozo 
bozo 


(b*,c*,*est*) 


iL lexee) 
IN bozo 
IDOA 


bozo 
bozo 
bozo 


466 


TSR 


Aug 6 
Aug 6 
Aug 6 
Aug 6 
Jul S9 
Aug 6 
Aug 6 
Aug 6 
Aug 6 
Aug 6 
Aug 6 
Aug 6 
Aug 6 
Jeu si) 
Aug 6 
Aug 6 
Jul 30 


ili} 8 
iL 8 
iioi: 
eS 
(DIOS 


ie 


ALIS B 
ILI S 


JL e 
Leg 
Wok 


LEE 
ys 
ODE 


LEE 
Ileje 
09E 


42 
42 
42 
48 
02 


48 


42 
42 


42 
42 
42 


42 
48 
02 


42 
42 
02 


(QV ter w 
PPR 


152 c slm 
testl.txt 


i2) c ilm 


a 
A 


Cra 
15:24 Sila 
testi CXE 


Dol 
(indi 
testi o ESTE, 


Bash performs filename expansion on unquoted command-line arguments. The echo command demonstrates 


this. 


bash$ echo * 


Bind deo dL. sdb A edm. eese s Tode 


bash$ echo t* 


t2.sh testi. 


EXE 


bash$ echo t?.sh 


1622 c (elm 


$^) It is possible to modify the way Bash interprets special characters in globbing. A set -f command 
disables globbing, and the nocaseglob and nullglob options to shopt change globbing behavior. 


See also Example 11-5. 


D Filenames with embedded whitespace can cause globbing to choke. David Wheeler shows how to avoid 
many such pitfalls. 


L SS" S Goines VANEY VW # Remove space. 
2 
3 # Correct glob use: 
4 # Always use for-loop, prefix glob, check if exists file. 
5 for Eila iim 4/7 P? Clo # Usa of oss NEVER bare = 
6 mae || ey tsfilet | om then # Check whether fil SSL GIES, 
7 COMMAND ... "Sfile" 
8 ia 
9 done 
10 
11 # This example taken from David Wheeler's site, with permission. 
Notes 


[1] Filename expansion means expanding filename patterns or templates containing special characters. For 
example, example.??? might expand to example.001 and/or example.txt. 


[2] A wild card character, analogous to a wild card in poker, can represent (almost) any other character. 


[3] Filename expansion can match dotfiles, but only if the pattern explicitly includes the dot as a literal 


character. 
i cy |. |loaginiee Will not expand to -/.bashrc 
2 ~/?bashre Neither will this. 
S Wild cards and metacharacters will NOT 
4 + expand to a dot in globbing. 
5 
6 c s [Dex] asince Will expand to -/.bashrc 
T =f lose elouce Likewise. 
8 ~/.bashr* Likewise. 
E 


10 i Serting che "eese!" oor om. iiS CLS (urit. 


12 s7 aema SiG. 
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Chapter 19. Here Documents 
Here and now, boys. 
--Aldous Huxley, Island 


A here document is a special-purpose code block. It uses a form of I/O redirection to feed a command list to 
an interactive program or a command, such as ftp, cat, or the ex text editor. 


COMMAND <<InputComesF romHERE 


il 
2 
3 
4 
5 


InputComesF romHERE 


A limit string delineates (frames) the command list. The special symbol << precedes the limit string. This has 
the effect of redirecting the output of a command block into the st din of the program or command. It is 
similar to interactive-program < command-file, where command-file contains 


1 command #1 
2 command #2 
3 


The here document equivalent looks like this: 


1 interactive-program ««LimitString 
2 command #1 

3 command #2 
4 


5 lígismatiE SIE reu] 
Choose a limit string sufficiently unusual that it will not occur anywhere in the command list and confuse 
matters. 


Note that here documents may sometimes be used to good effect with non-interactive utilities and commands, 
such as, for example, wall. 


Example 19-1. broadcast: Sends message to everyone logged in 


1 #!/bin/bash 

2 

3 wall ««zzz23EndOfMessagezzz23 

4 E-mail your noontime orders for pizza to the system administrator. 
5 (Add an extra dollar for anchovy or mushroom topping.) 
6 Additional message text goes her 

7 Note: 'wall' prints comment lines. 

8 zzz23EndOfMessagezzz23 

9 
10 Could have been done mor fficiently by 
dil wall «message-file 
1.2 However, embedding the message template in a script 
13 sv» is mb cpeGlele-cwwel-gubibs (Qguie-oii EXON. 
14 
15 exit 


Even such unlikely candidates as the vi text editor lend themselves to here documents. 


Example 19-2. dummyfile: Creates a 2-line dummy file 


!/bin/bash 


Nonimteractiive WISE toe Vaya’) ee edie ~, seal Ile, 
Emulates 'sed'. 


E BADARGS-85 


ste. [pov WeLw 

then 
echo "Usage: ~basename $0! filename" 
exit $E BADARGS 

3E dL 


TARGETFILE-$1 


# Insert 2 lines in file, then save. 

# - Begin here document - # 
vi STARGETFILE <<x23LimitStringx23 

i 

Haks ays Lines db (exe Ca xample fil 


NPRPRPPRP PPP PY 
O (o 0» -1 OY Oi i$ (). NM PS. O xo 0 -1 O O1 iS CQ Io E 


Zit "sce ales lleve 2 Oi iem xample fil 

22 IS | 

2:987 7 

24 x23LimitStringx23 

25 = End here document d 
26 

27 4 Note that ^[ above is a literal escape 


28 #+ typed by Control-V «Esc». 

29 

30 # Bram Moolenaar points out that this may not work with 'vim' 
31 #+ because of possible problems with terminal interaction. 

82 


33 exit 


The above script could just as effectively have been implemented with ex, rather than vi. Here documents 
containing a list of ex commands are common enough to form their own category, known as ex scripts. 


1 #!/bin/bash 

2 # Replace all instances of "Smith" with "Jones" 
SL sper aber Seales qyalicia @ “exe drablheusvewe: Wie lox. 
4 

5 ORIGINAL-Smith 

6 REPLACEMENT=Jones 

7 

8 for word in $(fgrep -L SORIGINAL *.txt) 

3 clo 

10 # 

Til ex $word <<EOF 

12 :$s/SORIGINAL/SREPLACEMENT/g 

ILS :Wq 

14 EOF 

LS # :$s is the "ex" substitution command. 
16 # :wq is write-and-quit. 

Ly # 

18 done 


Analogous to "ex scripts" are cat scripts. 


Example 19-3. Multi-line message using cat 


#!/bin/bash 


# ‘echo' is fine for printing single line messages, 
#+ but somewhat problematic for for message blocks. 
# A 'cat' here document overcomes this limitation. 


cat ««End-of-message 


This is line 1 of the message. 
This is line 2 of the message. 
This is line 3 of the message. 
This is line 4 of the message. 
This is the last line of the messag 


End-of-message 


Replacing line 7, above, with 
dE cat > SNewfile ««End-of-messag 


A^A^A^A^A^AAA^AA 


+ writes the output to the file $Newfile, rather than to stdout. 


Mop pop pop PPP PY 
O (o 0» -1 O Oi iS (). N I2. O xo 0 -1 O O1 iS CQ I 


N N 
N he 


Essie (0) 


N N 
ds W 


N 
[91] 


# 
# Code below disabled, due to "exit 0" above. 


ISS) ISS} 
1D 


N 
[99] 


# S.C. points out that the following also works. 
emo "" 

This is line 1 of the message. 

This is line 2 of the message. 

This is line 3 of the message. 

This is line 4 of the message. 

This is the last line of the messag 


CO CO CO CO CO CO NO 
(On. dex. (63) IN) f S&S) We) 


36 4 However, text may not include double quotes unless they ar scaped. 


The - option to mark a here document limit string (<<-LimitString) suppresses leading tabs (but not 
spaces) in the output. This may be useful in making a script more readable. 


Example 19-4. Multi-line message, with tabs suppressed 


#!/bin/bash 
# Same as previous example, but... 


# The - option to a here document << 
#+ Suppresses leading tabs in the body of the document, 
#+ but *not* spaces. 


cat ««-ENDOFMESSAGE 
This is line 1 of the message. 

This is line 2 of the message. 

This is line 3 of the message. 

This is line 4 of the message. 

This is the last line of the messag 

ENDOFMESSAGE 

The output of the script will be flush left. 

Leading tab in each line will not show. 


Above 5 lines of "message" prefaced by a tab, not spaces. 
Spaces) noL aErecued by <<- 


©) Wer (es. «| (ex, (On dex. GIS) [SS ke (es SI] @) (a des E S du» (3 


(S 


21 # Note that this option has no effect on *embedded* tabs. 
22 
23 exit 0 


A here document supports parameter and command substitution. It is therefore possible to pass different 
parameters to the body of the here document, changing its output accordingly. 


Example 19-5. Here document with replaceable parameters 


1 #!/bin/bash 

2 4 Another 'cat' here document, using parameter substitution. 
E 

4 4$ Try it with no command-line parameters, ./scriptname 

5 # Try it with one command-line parameter, ./scriptname Mortimer 
6 # Try it with one two-word quoted command-line parameter, 

7 d ./scriptname "Mortimer Jones" 

8 

9 CMDLINEPARAM=1 # Expect at least command-line parameter. 
10 
11 if [ $4 -ge SCMDLINEPARAM ] 
12 then 
d NAME-$1 # If more than one command-line param, 
14 #+ then just take the first. 
15 else 
16 NAME="John Doe" # Default, if no command-line parameter. 
dL) dea 

18 

19 RESPONDENT-"the author of this fine script" 
20 
2 
22 cat ««Endofmessage 
23 
24 Hello, there, $NAME. 
25 Greetings to you, $NAME, from SRESPONDENT. 
26 
2,1] This comment shows up in the output (why?). 
28 
29 Endofmessage 
30 
Sil Note that the blank lines show up in the output. 
32 So does the comment. 
33 
34 exit 


This is a useful script containing a here document with parameter substitution. 


Example 19-6. Upload a file pair to Sunsite incoming directory 


!/bin/bash 
upload.sh 


Upload file pair (Filename.lsm, Filename.tar.gz) 
* to incoming directory at Sunsite/UNC (ibiblio.org). 
Filename.tar.gz is the tarball itself. 
Filename.lsm is the descriptor file. 
Sunsite requires "lsm" file, otherwise will bounce contributions. 


or o9) «p (xj Gal de» (e» [R9 [5 


E ARGERROR-85 


if [ -z "$q" ] 


K} H H H H H H H = 
(S) We) (ey =] fp) (Ont des (ed) fe f 2» 
[0] 

a 
[Sr 
o 


"Usage: ~basename $0" 
exit $E ARGERROR 


$3 


Filename-'basenam 

2a 

22 Server="ibiblio.org" 

23 Directory="/incoming/Linux" 
24 

25 

26 

27 


N 
[99] 


binary 
bell 
cd SsDirectory 


CO CO CO CO CO CO CO CO CO CO Dd 
We) (ex cp (exp Gy des (3) ho [3 9» ve 


bye 
40 End-Of-Session 
ar 

42 exe 0 


Password="your.e-mail.address" 


iro in Serrar <Aadinvel—Oie—SSs) sii 
# -n option disables auto-logon 


user anonymous "SPassword" 


put "SFilename.lsm" 
put "SFilename.tar.gz" 


Filename-to-upload" 


# Strips pathname out of file name. 


# These need not be hard-coded into script, 
#+ but may instead be changed to command-line argument. 


# Change above to suit. 


# If 


this doesn't work, then try: 


# quote user anonymous "SPassword" 


# Ring 'bell' after each file transfer. 


Quoting or escaping the "limit string" at the head of a here document disables parameter substitution within its 
body. The reason for this is that quoting/escaping the limit string effectively escapes the $, `, and V special 
characters, and causes them to be interpreted literally. (Thank you, Allen Halsey, for pointing this out.) 


Example 19-7. Parameter substitution turned off 


#!/bin/bash 


NAME="John Doe" 


Greetings to you, 


Endofmessage 


(= 5 We) Cer — (ex, (ab dE GS [eo [— c5» wer Csr c ep rl gES (93. de» (3 


WN 


# A 'cat' here-document, 


cat <<'Endofmessage' 


Hello, there, $NAME. 


SNAME, from SR 


but with parameter substitution disabled. 


RESPONDENT="the author of this fine script" 


ESPOND 


ENT. 


No parameter substitution when the "limit string" is quoted or escaped. 
Either of the following at the head of the here document would have 
+ the same effect. 
cat ««"Endofmessage" 
cat <<\Endofmessage 


22 # And, likewise: 

24 cat <<"SpecialCharTest" 

26 Directory listing would follow 

27 if limit string were not quoted. 

25 ~ Tis). I 

30 Arithmetic expansion would take place 
31 if limit string were not quoted. 

32 &((B5 ae 3) 

34 A a single backslash would echo 

35 if limit string were not quoted. 


86 y 


38 SpecialCharTest 


41 exit 


Disabling parameter substitution permits outputting literal text. Generating scripts or even program code is 
one use for this. 


Example 19-8. A script that generates another script 


#!/bin/bash 
# generate-script.sh 
# Based on an idea by Albert Reiner. 


OUTFILE=generated.sh # Name of the file to generat 


"Here document containing the body of the generated script. 
( 
Ceu «e UIS V 
! /bin/bash 


echo "This is a generated shell script." 
Note that since we are inside a subshell, 
+ we can't access variables in the "outside" script. 


cho "Generated file will be named: S$OUTFILE" 
Above line will not work as normally expected 
+ because parameter expansion has been disabled. 


NPRPRPPRP PPP PY 
O (o 0» -1 O Oi i5 (). NM. I. O xo 0 -1 O O1 4 C I ES 


Zak Instead, the result is literal output. 

22 

23 a=7 

24 b=3 

25 

26 let "g = Se S" 

27 Cine "e = Sov 

28 

29) exei @ 

30 EOF 

Si) > SOUE 

32 

33 

34 Quoting the 'limit string' prevents variable expansion 
35 #+ within the body of the above "here document.' 

36 This permits outputting literal strings in the output file. 


37 

398 ae | = VOXOUMUEIILE 
39 then 

40 chmod 755 SOUTFIL!I 
41 # Make the genera 
42 else 

43 echo "Problem in creating file: \"SOUTFILE\"" 

44 fi 

45 

46 # This method also works for generating 

47 #+ C programs, Perl programs, Python programs, Makefiles, 
48 #+ and the like. 

49 

50 exit O0 


iude tn 


ql sé ad) xecutabl 


It is possible to set a variable from the output of a here document. This is actually a devious form of command 
substitution. 


variable=S$ (cat ««SETVAR 
This variable 

runs over multiple lines. 
SETVAR 
) 


zu cep) (Onl PSS (93. [sy [5 


echo "Svariable" 


A here document can supply input to a function in the same script. 


Example 19-9. Here documents and functions 


#!/bin/bash 
# here-function.sh 


GetPersonalData () 
{ 
read firstname 
read lastname 
read address 
read city 
read state 
read zipcode 
} # This certainly appears to be an interactive function, but 


# Supply input to the above function. 
GetPersonalData <<RECORDOO1 


NPRPRPPRP PPP PY 
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Bozo 
Bozeman 
2726 Nondescript Dr. 
Bozeman 
2L Tar 
22 21226 
23 RECORDO001 
24 
25 
26 echo 
27 echo "Sfirstname $lastname" 


N 
[99] 


echo "Saddress" 
echo "$city, Sstate $zipcode" 
echo 


WwW CO NO 
i c» Wo 


SEL e» 


sug (d 


It is possible to use : as a dummy command accepting output from a here document. This, in effect, creates an 
"anonymous" here document. 


Example 19-10. "Anonymous" Here Document 


#! 


TE 


1 

2 

a 8 
4 $t 
5 

6 

7 


ex 


/bin/bash 


<<TESTVARIABLES 


HOSTNAME? }S{USER?}S{MAIL?} # Print error message if one of th 
STVARIABLES 


ate G? 


variables not set. 


į ) A variation of the above technique permits "commenting out" blocks of code. 


Example 19-11. Commenting out a block of code 


if 
# 


ee 
Th 
Th 


al 

2 

3 

4 

E 

6 

a 

8 

9) &* 
JL) im: 

1 be 

2. CO) 

3 

4 

5 

6 

7 

8 


ec 
# 
ec 


29 «exe. 


29 ito 
30 clo 
Sp qe 
SZ Clo 
319. IDE 
34 # 

35 ec 


37 ex 


/bin/bash 

commentblock.sh 

<<COMMENTBLOCK 

imo “atlases Miaa will moi exco." 

is is a comment line missing the "4" prefix. 

is is another comment line missing the "£" prefix. 
Q!!rr-— 

e above line will cause no error message, 

cause the Bash interpreter will ignore it. 
MENTBLOCK 

ho "Exit value of above \"COMMENTBLOCK\" is $?." # 0 
No error shown. 

ho 


The above technique also comes in useful for commenting out 
a block of working code for debugging purposes. 

This saves having to put a "#" at the beginning of each line, 
then having to go back and delete each "#" later. 

Note that the use of of colon, above, is optional. 


ho "Just before commented-out code block." 


The lines of code between the double-dashed lines will not execute. 


<<DEBUGXXX 
ve acalJbey aligh xw 


at "Sfile"™ 
ne 
BUGXXX 


ho "Just after commented-out code block." 


ate. (0) 


40 

a usristsffitsgpfitscfitsgprtgsgprtrsgprstgpfrtrgpfrtcprsprtfrkpprtrtppftctgsptttsfrtcsrcfrttfttl 
42 Note, however, that if a bracketed variable is contained within 
43 #+ the commented-out code block, 

44 #+ then this could cause problems. 

45 for example: 

46 

47 

48 #/!/bin/bash 

49 

50 : ««COMMENTBLOCK 

DL echo "This line will not echo." 

52 &* R! !++= 

53} $(foo bar bazz?) 

54 S (rm -rf /tmp/foobar/) 

55 S (touch my build directory/cups/Makefile) 

56 COMMENTBLOCK 


59 $ sh commented-bad.sh 
60 commented-bad.sh: line 3: foo bar bazz: parameter null or not set 


62 # The remedy for this is to strong-quote the 'COMMENTBLOCK' in line 49, above. 


64 : ««'COMMENTBLOCK' 


66 a Macias wo, MUNA ikSTiIla, rue TexodiiwESUAXS] elas OMe. 


į ) Yet another twist of this nifty trick makes "self-documenting" scripts possible. 


Example 19-12. A self-documenting script 


#!/bin/bash 
# self-document.sh: self-documenting script 
# Modification of "colm.sh". 


DOC_REQUEST=70 


if [ "$1" = "-h" -o "$1" = "—-help" ] # Request help. 
then 
echo; echo "Usage: $0 [directory-name]"; echo 
sed --silent ' /DOCUMENTATIONXX$/, /*DOCUMENTATIONXX$/p' "SO" | 
sed -e '/DOCUMENTATIONXX$/d'; exit $DOC REQUEST; fi 


<<DOCUMENTATIONXX 
List the statistics of a specified directory in tabular format. 


The command-line parameter gives the directory to be listed. 
If no directory specified or directory specified cannot be read, 
then list the current working directory. 


NPRPRPP RPP PPP 
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21 DOCUMENTATIONXX 

22 

Ze ase [ — USI se | o USLW I 
24 then 

25) directory-. 

26 else 

2:3 directory="$1" 

Ze. arak 


29 

30 echo “Ligiime qut "Sguneectgouy"s"r echo 

31 (printf "PERMISSIONS LINKS OWNER GROUP SIZE MONTH DAY HH:MM PROG-NAMENn" \ 
392 p Is =l VSeabeeetory" | sec de) | celu =i 

33 

34 exit 0 


Using a cat script is an alternate way of accomplishing this. 


DOC REQUEST-70 


i 

2 

3 sum [ IY e wem -o WS = wocecmedi ] # Request help. 

4 then # Use a "cat script" 
5 cat <<DOCUMENTATIONXX 
6 
y 
8 


List the statistics of a specified directory in tabular format. 


The command-line parameter gives the directory to be listed. 
9 If no directory specified or directory specified cannot be read, 
10 then list the current working directory. 


12 DOCUMENTATIONXX 
13 exit $DOC. REQUEST 
l4 iu 


See also Example A-28, Example A-40, Example A-41, and Example A-42 for more examples of 
self-documenting scripts. 


$^; Here documents create temporary files, but these files are deleted after opening and are not accessible to 
any other process. 


bash$ bash -c 'lsof -a -p $$ -d0' << EOF 
» EOF 
lsof 1213 BOZO Or REG 3.5 0 30386 /tmp/t1213-0-sh (deleted) 


« Some utilities will not work inside a here document. 


The closing limit string, on the final line of a here document, must start in the first character position. 
There can be no leading whitespace. Trailing whitespace after the limit string likewise causes 
unexpected behavior. The whitespace prevents the limit string from being recognized. [1] 


1 #!/bin/bash 

2 

3 echo " " 
4 

5 eeu Seirm SEI mg 

6 echo "This is line 1 of the message inside the here document." 

" echo "This is line 2 of the message inside the here document." 

8 echo "This is the final line of the message inside the here document." 

9 LimitString 

10 4^^^^Indented limit string. Error! This script will not behave as expected. 
JL. 

Recho i 
13 


14 # These comments are outside the 'here document', 
15 #+ and should not echo. 


II echo VWOmesicls icine bers clocwimeine ; Y 


i9. exit 0 


21 echo "This line had better not echo." # Follows an 'exit' command. 


d Some people very cleverly use a single ! as a limit string. But, that's not necessarily a good idea. 


1 $ This works. 
2 cat <<! 
S kellot 
4 ! Three more exclamations !!! 
5 
6 
7 
8 # But 
9 qe <<! 
10 Hello! 
11 Single exclamation point follows! 
iz. d 
dsm! 
14 # Crashes with an error message. 
15) 
16 
17 # However, the following will work. 


[Es 
co 


Cat ««EOE 

Hello! 

Single exclamation point follows! 
! 
EOF 

23 4 It's safer to use a multi-character limit string. 


V DEO [SOY H 
RO OO 


For those tasks too complex for a here document, consider using the expect scripting language, which was 
specifically designed for feeding input into interactive programs. 


19.1. Here Strings 


A here string can be considered as a stripped-down form of a here document. 
It consists of nothing more than COMMAND <<< $WORD, 
where SWORD is expanded and fed to the stdin of COMMAND. 


As a simple example, consider this alternative to the echo-grep construction. 


1 # Instead of: 

Z a£ echo USWARV | grep =e SE s; ale Dp SVAR = cx I 
3 # etc. 

4 

S ap eye 

© zt grap =e; "sg" <<< VS WAR” 

7 then LÀ ed 

8 echo "SVAR contains the substring sequence \"txt\"" 
9) stab 
10 # Thank you, Sebastian Kaminski, for the suggestion. 


Or, in combination with read: 


SHELIA la a Seine; Oe wordas” 


reacli =r -a Words <<< UGG 
# The -a option to "read" 
#+ assigns the resulting values to successive members of an array. 


echo "esce word im Srii 1S 5 ${Words[0]}" This 

exeo “Secomel wore ium Strime lss ${Words[1]}" Le 

echo Vise! vacuo! aim Greine 1S8 ${Words[2]}" a 

echo Vinoumicin vuol am (Sursum; Les $(Words[3])" Steeg 
echo "habituel wore im Sremo LSE $(Words[4])" ui 

exeo “VSasxitin vorc! ain Sriime Leg ${Words[5]}" words. 
echo "Seventh word in String is: $(Words[6])" (nul) 

Past end of $String. 


|Oobombpmpmomna 
O40 NP O10 -J1o0 0 5&0 N DÀ 


16 4 Thank you, Francisco Lobo, for the suggestion. 


It is, of course, possible to feed the output of a here string into the st din of a loop. 


# As Seamus points out 


ArrayVar-( elementO0 elementl1 element2 {A..D} ) 


echo "Selement" 1>&2 


1 
2 
3 
4 
5 while read element ; do 
6 
7 done <<< $(echo $(ArrayVar[*])) 
8 
g 


# element0 elementi element2 A B C D 


Example 19-13. Prepending a line to a file 


#!/bin/bash 

# prepend.sh: Add text at beginning of file. 
# 

# Example contributed by Kenny Stauffer, 

#+ and slightly modified by document author. 


(ni ges (69. ISS) ps 


E NOSUCHFILE-85 


reada jo Wielka W seals 4 -p arg to 'read' displays prompt. 
sg dp Po Visizalile | 
then iy Benl Out ILI moy Sue ile 


Scha Wakile Sr IS noL COUme Y 
exit SE_NOSUCHFILE 


(99). —| (ox) Gr) HS (G3) IS [—- «E» We) (89) sa] o»; 


iE 31 
nead =o oriee Wo EXE 
Ger = Srile <<K<Gtemiclks > Sri le new 
19 
20 echo "Modified file is Sfile.new" 
all 
22 exit # Ends script execution. 
23 
24 from 'man bash': 
25 Here Strings 
26 A variant of here documents, the format is: 
27 
28 <<<word 
29 
30) The word is expanded and supplied to the command on its standard input. 
Sil 
SZ 
33 Of course, the following also works: 
34 Sael =e db 
35 Title: ' $file 


Example 19-14. Parsing a mailbox 


!/bin/bash 

Script by Francisco Lobo, 

+ and slightly modified and commented by ABS Guide author. 
Used in ABS Guide with permission. (Thank you!) 


This script will not run under Bash versions -lt 3.0. 


E_MISSING_ARG=87 
if [ -z "$q" ] 


echo "Usage: $0 mailbox-file" 
exit SE_MISSING_ARG 


mbox_grep() # Parse mailbox file. 


{ 


declar i body=0 match=0 
declar a date sender 
declare mail header value 


Mop pop opp PPP PY 
O (o 0» -1 O O1 i (). NM P. O xo 0 -1 O O1 i CQ I E 
ct 
DF 
0) 

i) 


Zl 

22 

AS while IFS= read -r mail 

24 # Quer Reset SIFS. 

25 # Otherwise "read" will strip leading & trailing space from its input. 
26 

2 do 

28 xt [| Sunazd —— Awiesm |] # Match "From" field in message. 

29) then 


30 
3 
22 
33 
34 
39 
36 
3 
38 
39 
40 
41 
42 
43 
44 
45 
46 
47 
48 
49 
50 
54 
52 
53 
54 
55 
56 
57 
58 
59 
60 
61 
62 
63 
64 
65 
66 
67 
68 
69 
70 
qa 
72 
WS 
74 
Va 
76 
Tg 
78 
HE 
80 
81 
82 
83 
84 
85 


Exercise: Find other uses for here strings, such as, for example, feeding input to dc. 


mbo 


exi 


# E 


T 
T 2 


S im 
M 
F 


Notes 


ul 


(( body 
(( match 
unset date 


# "Zero out" variables. 


= @ )) 
9 )) 


elif (( body )) 


then 
({ match ) 
# echo "Smail" 
# Uncomment above line if you want entire body 
#+ of message to display. 
elif [[ $mail ]]; then 
IipS—s reed -r header value << “imali” 


^^^ 


"here string" 


case "Sheader" in 

ig] [mee] (Oe) su] )) [i Swedws =~ "S2" J && (( matem J) 
Naren Virion” Je. 

Dd] [Aa] [Tt] [Ee] ) read -r -a date <<< "$value" ;; 


AAA 


Match "Date" line. 
Rr] [Ee] [Cc] [Ee] [Ii] [Vv] [Ee] [Dd] ) read -r -a sender <<< 


AAA 


Match IP Address (may be spoofed). 


esac 

else 
(( body++ )) 
(( aierecia }))) && 
echo "MESSAGE S{date:tof: S{date|[*]} }" 

d Entire $date array i 
echo "IP address of sender: ${sender[1]}" 

d Second field of "Received" line i 

ít 


done < "USD sx Recirect stdout of rile into loop. 


x grep "S1" # Send mailbox file to function. 

t SP 

xercises: 

qo single function, above, into multiple functions, 


for the sake of readability. 


[2 


"Svalue" 


, 


) Add additional parsing to the script, checking for various keywords. 


ailbox grep.sh scam mail 
ESSAGE of Thu, 5 Jan 2006 08:00:56 -0500 (EST) 
P address of sender: 196.3.62.4 


Except, as Dennis Benzinger points out, if using ««- to suppress tabs. 


, 
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Chapter 20. I/O Redirection 


There are always three default files [1] open, st din (the keyboard), st dout (the screen), and stderr 
(error messages output to the screen). These, and any other open files, can be redirected. Redirection simply 
means capturing output from a file, command, program, script, or even code block within a script (see 
Example 3-1 and Example 3-2) and sending it as input to another file, command, program, or script. 


Each open file gets assigned a file descriptor. [2] The file descriptors for stdin, stdout, and stderr are 
0, 1, and 2, respectively. For opening additional files, there remain descriptors 3 to 9. It is sometimes useful to 
assign one of these additional file descriptors to stdin, stdout, or stderr as a temporary duplicate link. 
[3] This simplifies restoration to normal after complex redirection and reshuffling (see Example 20-1). 


iL COMMAND OUTPUT > 

2 Redirect stdout to a file. 

3 Creates the file if not present, otherwise overwrites it. 

4 

E ig =I & e reer libet 

6 Creates a file containing a listing of the directory tree. 

7 

8 > filename 

9 The > truncates file "filename" to zero length. 

10 If file not present, creates zero-length file (same effect as 'touch'). 
LI The : serves as a dummy placeholder, producing no output. 

12 

3 > filename 

4 The > truncates file "filename" to zero length. 

5 If file not present, creates zero-length file (same effect as 'touch'). 
6 (Same result as ": »", above, but this does not work with some shells.) 
7 

18 COMMAND_OUTPUT >> 

18 Redirect stdout to a file. 
20 Creates the file if not present, otherwise appends to it. 
Bilt 
22 
23 Single-line redirection commands (affect only the line they are on): 
24 
25 
26 1>filename 
27 Redirect stdout to file "filename." 
28 1>>filename 
29 Redirect and append stdout to file "filename." 
30) 2>filename 
Si Redirect stderr to file "filename." 
32 2>>filename 
33 Redirect and append stderr to file "filename." 
34 &>filename 
35) Redirect both stdout and stderr to file "filename." 
36 This operator is now functional, as of Bash 4, final release. 
37 
38 M>N 
E 4 "M" is a file descriptor, which defaults to 1, if not explicitly set. 
40 # "N" is a filename. 

AT # File descriptor "M" is redirect to file "N." 

42 M>&N 

43 go UMA die zi dalle glescuijEox, Wnion Gees io li. Wiz mt GE 

44 # "N" is another file descriptor. 

45 

46 # 

47 


48 # Redirecting stdout, one line at a time. 


49 
50 
5l 
52 
59 
54 
55 
56 
S7 
58 
59 
60 
61 
62 
63 
64 
65 
66 
67 


(gor | yoo, (nb GSS (69 [NS [9 Gp We) (or. =a) foxy Gal dE (93) IS) dE 


Mop p opp ppppÀ|GÀG: 
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ory (n fe. Gs. hey [5 


LOGFILE-script.log 


echo "This statement is sent to the log file, \"SLOGFILE\"." 1>SLOGFILE 
echo "This statement is appended to \"SLOGFILE\"." 1>>$LOGFILE 
echo "This statement is also appended to \"SLOGFILE\"." 1>>SLOGFILE 


echo "This statement is echoed to stdout, and will not appear in \"SLOGFIL 


# These redirection commands automatically "reset" after each line. 


Redirecting stderr, one line at a time. 
ERRORFILE-script.errors 


bad commandl1 2>SERRORFILE # Error message sent to SERRORFILE. 
bad command2 2>>SERRORFILE # Error message appended to SERRORFILE. 
bad_command3 # Error message echoed to stderr, 

#+ and does not appear in SERRORFILE. 


# These redirection commands also automatically "reset" after each line. 


2>6&1 
# Redirects stderr to stdout. 
# Error messages get sent to same place as standard output. 
>>filename 2>&1 
bad_command >>filename 2>&1 
# Appends both stdout and stderr to the file "filename" 
2>&1 | [command(s) ] 
bad command 2>&1 | awk '{print $5)' # found 
# Sends stderr through a pipe. 
# |& was added to Bash 4 as an abbreviation for 2»&1 |. 


i»&j 
# Redirects file descriptor i to j. 
# All output of file pointed to by i gets sent to file pointed to by j. 


2&j 
# Redirects, by default, file descriptor 1 (stdout) to j. 
# All stdout gets sent to file pointed to by j. 


0< FILENAME 
« FILENAME 
# Accept input from a file. 
# Companion command to ">", and often used in combination with it. 
# 
# grep search-word <filename 


[j3]<>filename 
# Open file "filename" for reading and writing, 
#+ and assign file descriptor "j" to it. 
# If "filename" does not exist, create it. 
# If file descriptor "j" is not specified, default to fd 0, stdin. 
# 
# An application of this is writing at a specified place in a file. 
echo 1234567890 > File # Write string to "File". 


exec 3<> File # Open "File" and assign fd 3 to it. 
read -n 4 <&3 # Read only 4 characters. 

echo -n . >&3 # Write a decimal point there. 

exec 3>&- # Close fd 3. 

cat File # ==> 1234.67890 


# Random access, by golly. 


EA 


27 # Pipe. 

28 # General purpose process and command chaining tool. 

29) # Similar to ">", but more general in effect. 

30 # Useful for chaining commands, scripts, files, and programs together. 
Su Ge “jis | sore | umie > result—iile 

32 # Sorts the output of all the .txt files and deletes duplicate lines, 
33) # finally saves results to "result-file". 


Multiple instances of input and output redirection and/or pipes can be combined in a single command line. 


1 command « input-file > output-file 

2 4 Or the equivalent: 

3 « input-file command » output-file # Although this is non-standard. 
4 


5 commandl | command2 | command3 > output-file 


See Example 16-31 and Example A-14. 


Multiple output streams may be redirected to one file. 


[es 
[7] 


—wm 2 commemel, lho 2&1 

Capture resule Gi segue epigu "Uv" im tile Veoumimeuinel. loc. 
Because stderr is redirected to the file, 

+ any error messages will also be there. 


Note, however, that the following does *not* give the same result. 
-yz 2>&1 >> command.log 

Outputs an error message, but does not write to file. 

More precisely, the command output (in this case, null) 

+ writes to the file, but th rror message goes only to stdout. 


= 
n 


PRR 
NP OWUOMIADHOBWNE 


If redirecting both stdout and stderr, 
13 #+ the order of the commands makes a difference. 


Closing File Descriptors 


n<&- 

Close input file descriptor n. 
O<&-, <&- 

Close stdin. 
n>&- 

Close output file descriptor n. 
1>&-, >&- 

Close stdout. 


Child processes inherit open file descriptors. This is why pipes work. To prevent an fd from being inherited, 
close it. 


1 # Redirecting only stderr to a pipe. 

2 

3 exec 3»5&1 # Save current "value" of stdout. 

4 ls -1 2>&1 >&3 3>&- | grep bad 3>&- i Close io 9 tor eraon (ew moe Pils"). 

5 # aua onus 

6 exec 3>&- # Now close it for the remainder of the script. 
7 


Gz hanks SoC. 
For a more detailed introduction to I/O redirection see Appendix F. 


20.1. Using exec 


An exec «filename command redirects st din to a file. From that point on, all st din comes from that file, 
rather than its normal source (usually keyboard input). This provides a method of reading a file line by line 
and possibly parsing each line of input using sed and/or awk. 


Example 20-1. Redirecting stdin using exec 


#!/bin/bash 
# Redirecting stdin using 'exec'. 


+ 


exec 6<&0 Link file descriptor #6 with stdin. 


# Saves stdin. 


exec < data-file # stdin replaced by file "data-file" 


+ 


read a2 a o Recle second line of file Wcarca-t dila, m 


echo 

echo "Following lines read from file." 
cho " " 
echo Şal 

echo $a2 


Ji 
2 
3 
4 
5 
6 
y 
8 
9 
10 read al Reads itisic lime (ue ile Moarta ieni 
J 
2 
3 
4 
5 
6 
7 
8 


19 echo; echo; echo 


21 exec 0<&6 6«&- 
22 # Now restore stdin from fd #6, where it had been saved, 


23 #+ and close fd #6 ( 6«&- ) to free it for other processes to use. 
24 # 

25 4 «&6 6«&- also works. 

26 


27 echo -n "Enter data " 

28 read b1 # Now "read" functions as expected, reading from normal stdin. 
29 echo "Input read from stdin." 

30 echo " ul 

31 echo "bi = pglu 


33 echo 


35 eri ( 


Similarly, an exec >filename command redirects stdout to a designated file. This sends all command 
output that would normally go to stdout to that file. 


exec N » filename affects the entire script or current shell. Redirection in the PID of the script or shell 
from that point on has changed. However... 


N > filename affects only the newly-forked process, not the entire script or shell. 


Thank you, Ahmed Darwish, for pointing this out. 


Example 20-2. Redirecting stdout using exec 


#!/bin/bash 
# reassign-stdout.sh 


LOGFILE=logfile.txt 


exec 6>&1 # Link file descriptor #6 with stdout. 
# Saves stdout. 


7] 


exec > SLOGFILE # stdout replaced with file "logfile.txt". 


# aoa 2 ui pts # 
# All output from commands in this block sent to file SLOGFILE. 


Seino n tror eniin 
date 

Glave) H 

echo 


Scao VOutoue (uc \Wils -al\Y Croriivetayell! 
echo 

iog ani 

echo; echo 

echo "Output of \"df\" command" 
echo 

df 
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exec 1>&6 6>&- # Restore stdout and close file descriptor #6. 


echo 

echo "== stdout now restored to default == 
echo 

le. ced 

echo 


CO CO CO CO CO CO CO CO DNO 
mdp on (sp ge ©) [Sos qp «€» 9 


eve (0) 


Example 20-3. Redirecting both stdin and stdout in the same script with exec 


1 #!/bin/bash 

2 upperconv.sh 

3 Converts a specified input file to uppercase. 

4 

5 E FILE ACCESS-70 

6 E WRONG ARGS-71 

7 

Ba qp EE E I] # Is specified input file readable? 
9 then 
10 echo "Can't read from input file!" 
all echo "Usage: $0 input-file output-file" 

12 esit ug MUH JNCICINSS 

PRF # Will exit with same error 
14 #+ even if input file ($1) not specified (why?). 
15 

JG. aie [| — WSZ i] 

17 then 

18 echo "Need to specify output file." 

Lg echo "Usage: $0 input-file output-file" 
20 exit $E WRONG ARGS 
Zl seal 


N 
N 


23 
24 
2/5 
26 
Zi) 
28 
29 
30 
Su 
32 
33 
34 
35 
36 
37 
38 
3 
40 
41 
42 
43 
44 
45 


exec 4«&0 
exec « $1 # Will read from input file. 


exec 7>&1 
exec » $2 # Will write to output file. 


# Assumes output file writable (add check?). 

# 

Ga — | itr sx AE # Uppercase conversion. 
# NEES # Reads from stdin. 
# QC # Writes to stdout. 
# However, both stdin and stdout were redirected. 
# Note that the 'cat' can be omitted. 
# 
exec 1>&7 7>&- # Restore stout. 
exec 0<&4 4<&- # Restore stdin. 
# After restoration, the following line prints to stdout as expected. 


echo "File \"S1\" written to \"$2\" as uppercase conversion." 


exe O 


I/O redirection is a clever way of avoiding the dreaded inaccessible variables within a subshell problem. 


Example 20-4. Avoiding a subshell 


NPRPRPP PPP PP 
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N 
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#!/bin/bash 
# avoid-subshell.sh 
# Suggested by Matthew Walker. 


Lines=0 
echo 
cat myfile.txt | while read line; 
ao. T 
echo $line 
(( Lines++ )); 4$ Incremented values of this variable 
#+ inaccessible outside loop. 
# Subshell problem. 
} 
done 
echo "Number of lines read = $Lines" # 0 
# Wrong! 
Chg W n 
exec 3«» myfile.txt 
while read line <&3 
do 4 
echo "Sline" 
(I mme E #  Incremented values of this variable 
#+ accessible outside loop. 
# No subshell, no problem. 
} 
done 
exec 3>&- 


echo "Number of lines read = $Lines" # 8 


37 echo 

39 exit 0 

41 # Lines below not seen by script. 
AS f cat myEile TxE 


45 Line 
46 Line 
47 Line 
48 Line 
49 Line 
50 Line 
51 Line 
(5:21 alias 


GO. = oy, Ole G IND CES 


Notes 


[1] By convention in UNIX and Linux, data streams and peripherals (device files) are treated as files, in a 
fashion analogous to ordinary files. 


[2] A file descriptor is simply a number that the operating system assigns to an open file to keep track of it. 
Consider it a simplified type of file pointer. It is analogous to a file handle in C. 


[3] Using file descriptor 5 might cause problems. When Bash creates a child process, as with 
exec, the child inherits fd 5 (see Chet Ramey's archived e-mail, SUBJECT: RE: File descriptor 5 is held 
open). Best leave this particular fd alone. 
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20.2. Redirecting Code Blocks 


Blocks of code, such as while, until, and for loops, even if/then test blocks can also incorporate redirection of 
stdin. Even a function may use this form of redirection (see Example 24-11). The < operator at the end of 
the code block accomplishes this. 


Example 20-5. Redirected while loop 


#!/bin/bash 
# redir2.sh 


T 
2 
3 
“aie [| See US i] 
5 then 
6 Filename=names.data # Default, if no filename specified. 
7 else 
8 Filename-$1 
9 fi 
10 #+ Filename=${1:-names.data} 
11 # can replace the above test (parameter substitution). 
12 
13 count=0 
14 
15 echo 
16 
17 while [ "$name" != Smith ] # Why is variable $name in quotes? 
18 do 
19 read name # Reads from $Filename, rather than stdin. 
20 


echo $name 


Al ler Sooitine m I4 

22 done <"$Filename" # Redirects stdin to file $Filename. 
23 # OE quae 

24 

25 echo; echo "Scount names read"; echo 

26 

27 exit 0 

28 


Note that in some older shell scripting languages, 
+ the redirected loop would run as a subshell. 
Therefore, Scount would return 0, the initialized value outside the loop. 
Bash and ksh avoid starting a subshell *whenever possible*, 
+ so that this script, for example, runs correctly. 
(Thanks to Heiner Steven for pointing this out.) 


However 
Bash *can* sometimes start a subshell in a PIPED "while-read" loop, 
+ as distinct from a REDIRECTED "while" loop. 


C9 CO CO CO CO CO CO CO CO CO DN 
© co Soy ce Ww ES COL CO, 


A 
e 


abc-hi 
echo -e "1\n2\n3" | while read 1 
do abc="S$1" 
echo $abc 
done 
echo $abc 


oe 
ps 


2 Pb LS a ue 
sj ey (Ga) dex ($9. Je») 


# Thanks, Bruno de Oliveira Schneider, for demonstrating this 
48 #+ with the above snippet of code. 
49 # And, thanks, Brian Onn, for correcting an annotation error. 


Example 20-6. Alternate form of redirected while loop 


Mop pop opp PPP PY 
O (o 00 -1 O Oi i (). NN PS. O xo 0 -1 O O1 i8 CQ) I9 ES 


NNNNNN LPS 
=) copy Gal Ss (69) [sy qS 


CO CO CO CO CO CO CO CO CO CO DO DN 
We) reor e| (ox (n HS (69 Wy [| e» we» eo 


A e 
|. «€» 
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!/bin/bash 


This is an alternate form of the preceding script. 


Suggested by Heiner Steven 
+ as a workaround in those situations when a redirect loop 
+ runs as a subshell, and therefore variables inside the loop 
+do not keep their values upon loop termination. 


stie dp mw. WSL ] 
then 
Filename-names.data # Default, if no filename specified. 
else 
Filename-$1 
ít 


exec 3<&0 # Save stdin to file descriptor 3. 
exec 0<"SFilename" # Redirect standard input. 


count=0 
echo 


while [ "Sname" != Smith ] 
do 
read name # Reads from redirected stdin ($Filename). 
echo $name 
ies. “Wicveiblinte. sr LU 
done # Loop reads from file $Filename 
#+ because of line 20. 


# The original version of this script terminated the "while" loop with 
#+ done <"SFilename" 

# Exercise: 

# Why is this unnecessary? 


exec 0<&3 # Restore old stdin. 
exec 3«&- # Close temporary fd 3. 
ceho acing “"Se@owinc memes cece ecko 

aie (0) 


Example 20-7. Redirected until loop 


(E a <a) (ox web HES Ger [9 [5 


PRR 
M | Oo o 


#!/bin/bash 
# Same as previous example, but with "until" loop. 


aie [ =2 “Si! ] 
then 
Filename=names.data # Default, if no filename specified. 
else 
Filename=$1 
Tan 


# while [ "$name" != Smith ] 
mmcal | Vemana” = Simaeley ] # Change != to =. 


19. Clo) 

14 read name # Reads from $Filename, rather than stdin. 
15 echo $name 

16 done <"SFilename" # Redirects stdin to file $Filename. 

17 # SS RS SARIS E 

18 

19 # Same results as with "while" loop in previous exampl 

20 

Ail «eae. O 


Example 20-8. Redirected for loop 


#!/bin/bash 


lett eae t. SEEN] 
then 
Filename=names.data # Default, if no filename specified. 
else 
Filename=$1 
i3 
line count-' wc $Filename | awk '{ print $1 jJ" 
# Number of lines in target file. 
# 


# Very contrived and kludgy, nevertheless shows that 
#+ it's possible to redirect stdin within a "for" loop... 
#+ if you're clever enough. 


NPRPRPPRP PPP PY 
O io 00 -1 O Oi i (). NM IS. O xo 0 -1 O O1 4 CQ I E 


# 
# More concise is line _count=$ (we -1 < "SFilename") 
for name in 'seq $line count' Recall that "seq" prints sequence of numbers. 
21 # while [ "$name" != Smith ] == more complicated than a "while" loop == 
22. CO 
ei read name Reads from $Filename, rather than stdin. 
24 echo $name 
25 ane dp Snemma = Smich ] Need all this extra baggage here. 
26 then 
21 break 
28 ira 
29 done <"SFilename" # Redirects stdin to file $Filename. 
30 # (S DRIN QN ONG ATO 
31 
32 exit 0 


We can modify the previous example to also redirect the output of the loop. 


Example 20-9. Redirected for loop (both stdin and stdout redirected) 


#!/bin/bash 


aie [ —z Visi || 
then 
Filename=names.data # Default, if no filename specified. 
else 
Filename=$1 
Ea 


«c Wer (ec. 3] fex, E A (x5 [| 


[zs 


Savefile-$Filename.new # Filename to save results in. 


(cor ss] roy, (n des (93) AS) a 


FinalName-Jonah 


line count-2'wc SFilename | awk 


for name in seq $line count' 


do 

read name 

echo "Sname" 

xs [p "Sumwewae"s = USissingllNenine! ] 

then 

break 

Tu 
Clone < "ees dew > WS be 
# KRAKRAKRAKRAKRAKAAKAAKAAKRAAAAAKRAAAARASN 
ese d) 


Example 20-10. Redirected if/then test 


(9) sal (oxi (ub de Go IS I= Gr Wo» (G9) «4| (x) (On gem Go) IS) IS 


NN DN + 
IS) {= (9. Wo 


#!/bin/bash 


we f a CUR] 
then 
Filename=names.data # Default, 
else 
Filename=S1 
ft 
TRUE-1 
xar [| UST | # if true 
then 


read name 
echo $name 
FLORe nane 


# AKKKKRAKRAKRAAA 


# Reads only first line of file. 


# Nam 


to terminat 


"read" on. 


"dE qoxeauanE. Sil QU 


# Number of lines in target file. 


# Redirects stdin to file S$Filename, 
and saves it to backup file. 


if no filenam 


and 


abit 


specified. 


also work. 


# An "if/then" test has no way of iterating unless embedded in a loop. 


exit 0 


Example 20-11. Data file names.data for above examples 


(cer wap (ony (ap nen (93) IS) dE 


Aristotle 
Arrhenius 
Belisarius 
Capablanca 
Dickens 
Euler 
Goethe 
Hegel 
Jonah 
Laplace 
aroczy 
Purcell 
Schmidt 
Schopenhauer 


15 Semmelweiss 

LG Sienen 

17 Steinmetz 

18 Tukhashevsky 

ILS) Tuine 

20 Venn 

21 Warshawski 

22 Znosko-Borowski 

23 

24 4$ This is a data file for 
25 xr redir sles, mredi r r cin Wieeyelalic4! sin, Wieeyelatiedla tem". WaereyelitieS) la 


Redirecting the st dout of a code block has the effect of saving its output to a file. See Example 3-2. 


Here documents are a special case of redirected code blocks. That being the case, it should be possible to feed 
the output of a here document into the stdin for a while loop. 


# This example by Albert Siersema 
4 Used with permission (thanks!). 


function doesOutput () 

# Could be an external command too, of course. 
# Here we show you can use a function as well. 
{ 

ls -al *.jpg | awk '(print $5,$9}' 


nr=0 # We want the while loop to be able to manipulate these and 
totalSize=0 #+ to be able to s the changes after the 'while' finished. 


while read fileSize fileName ; do 
echo "SfileName is $fileSize bytes" 
let nr++ 
EOCALSLwe=S ( (totalsizesr rti Ie Ste) ) # Or: "let totalSizet=fileSize" 
19 done<<EOF 
20 $(doesOutput) 
21 EOF 


23 acho “Sine files totaling StorcalSize bytes” 


— 
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20.3. Applications 


Clever use of I/O redirection permits parsing and stitching together snippets of command output (see Example 
15-7). This permits generating report and log files. 


Example 20-12. Logging events 


!/bin/bash 

logevents.sh 

Author: Stephane Chazelas. 

Used in ABS Guide with permission. 


Event logging to a file. 
ust be run as root (for write access in /var/log). 


ROOT_UID=0 # Only users with SUID 0 have root privileges. 
. NOTROOT-67 # Non-root exit error. 


t1 


ae | Seno ce UISENOQOHE DODUD T 

then 
echo VMUSIE be HOGI TO mim thors SX." 
exit SE_NOTROOT 


NPRPRPPRP PPP PY 
O (o 0» -1 O Oi i& (0. NM. I. O xo O0 -1 O O1 i8 CQ) IO ES 


if aL 
FD_DEBUG1=3 
21 FD_DEBUG2=4 
22 FD_DEBUG3=5 
23 
24 # === Uncomment one of the two lines below to activate script. === 
25 # LOG_EVENTS=1 
26 # LOG_VARS=1 
2 
28 
29 log() # Writes time and date to log file. 
30 ( 
31 echo "$(date)  $*" >&7 # This *appends* the date to the fil 
32 # 4905 à— eoummermol elo CUTE LOM 
33) # See below. 
34 } 
35 
36 
37 
38 case $LOG LEVEL in 
39 1) exec S»&2 AS Jeu 5> / cles mudil; 
2) exec 3>&2 4>&2 5» /dev/null;; 
3) exec 3>&2 4>&2 DR os 
"| ceo 3» eal A> elu 5> elk 
esac 


FD. LOGVARS-6 

if [[ $LOG VARS l] 

then exec 6>> /var/log/vars.log 

else exec 6» /dev/null # Bury output. 
Eal 


Or £A A434 445 4 D 
D Wer (ee) =) fex (ar des te) [ees f SS 


Oo 
[E 


FD. LOGEVENTS-7 

xr [| Sue lwaSSRUS 3] 

then 

54 # exec 7 >(exec gawk '(print strftime(), $0}' >> /var/log/event.log) 
55 # Above line fails in versions of Bash more recent than 2.04. Why? 


[91 
N 


U1 
w 


56 exec 7>> /var/log/event.log # Append to "event.log". 
57 log Write time and date. 
58 else exec 7> /dev/null # Bury output. 

59 i 


+ 


61 echo "DEBUG3: beginning" >&${FD_DEBUG3} 
63 ls -1 >&5 2>&4 # commandl >&5 2>&4 


65 echo "Done" # command2 


67 echo "sending mail" >&${FD_LOGEVENTS } 
68 # Writes "sending mail" to file descriptor #7. 


69 

70 

71 exit 0 
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Chapter 21. Subshells 


Running a shell script launches a new process, a subshell. 


Definition: A subshell is a child process launched by a shell (or shell script). 


A subshell is a separate instance of the command processor -- the shell that gives you the prompt at the 
console or in an xterm window. Just as your commands are interpreted at the command-line prompt, similarly 
does a script batch-process a list of commands. Each shell script running is, in effect, a subprocess (child 
process) of the parent shell. 


A shell script can itself launch subprocesses. These subshells let the script do parallel processing, in effect 
executing multiple subtasks simultaneously. 


1 #!/bin/bash 
2 # subshell-test.sh 
3 
A ( 
5 # Inside parentheses, and therefore a subshell 
6 wide [ i Jj # Endless loop. 
T ele 
8 exeo VSivlosingiil wu 5 a ^ 
9 done 
X9 )) 
iil 
12 # Script will run forever, 
13 #+ or at least until terminated by a Ctl-C. 
14 
15 exit $? 4 End of script (but will never get here). 
16 
47 
18 
iS) New, zua the Scripts 
20 sh subshell-test.sh 
Z3 
22 And, while the script is running, from a different xterm: 
23 ps -ef | grep subshell-test.sh 
24 
25) WULD 12 IJ) PPID G SIUM iy TIME CMD 
26 500 2096 2502  ( 1426 jsirs/a 00:00:00 sh subshell-test.sh 
al S500 2699 2696 21 14:26 jore/4 00:00:24 sh subshell-test.sh 
28 
29 iE 
30 
31 Analysis: 
32 PID 2698, the script, launched PID 2699, the subshell. 
33 
34 Note: The "UID ..." line would be filtered out by the "grep" command, 


35 but is shown here for illustrative purposes. 
In general, an external command in a script forks off a subprocess, [1] whereas a Bash builtin does not. For 
this reason, builtins execute more quickly and use fewer system resources than their external command 
equivalents. 


Command List within Parentheses 


( command1; command2; command3; ... ) 
A command list embedded between parentheses runs as a subshell. 


Variables in a subshell are not visible outside the block of code in the subshell. They are not accessible to the 
parent process, to the shell that launched the subshell. These are, in effect, variables local to the child process. 


Example 21-1. Variable scope in a subshell 


NPRPPPRP PPP PY 
O (o 00 1 O Ui i& (Q). M I. O «(o 0 «1 O O1 i Q I E 


UON KERNEK UNEDEK 
j— €x» Wer (Ge) =a) jm ial des Gel fas) qp 


WWWWW CO CO CO 
ey (ger c x) Gal des (eu Iss) 


op 
= €» 


OP PF PF a SP SS us 
© Wey (ey SS) fy Gal des (er fe» 


oul 
N He 


"oni e (On) emos): Tn 
oo- rexy yl des (63) 


59 


#!/bin/bash 
# subshell.sh 


echo 


echo "We are outside the subshell." 

echo "Subshell level OUTSIDE subshell = S$BASH SUBSHELL" 

# Bash, version 3, adds the new SBASH SUBSHELL variable. 
echo; echo 


TJ 


outer variable-Outer 

global variable- 

# Define global variable for "storage" of 
#+ value of subshell variable. 


( 

cho "We are inside the subshell." 

echo "Subshell level INSIDE subshell = SBASH_SUBSHELL" 
inner variable-Inner 


echo "ese amsaicle Sulosineilil, Winner variable Y = Sinner wasuededole 
ceho VWriacin ineice subshell, \Yobleee\ = orter wairalole” 
global_variable="$inner_variable" # Will this allow "exporting" 


#+ a subshell variable? 


echo; echo 


echo "We are outside the subshell." 
echo "Subshell level OUTSIDE subshell = $BASH SUBSHELL" 
echo 
if [| -z "Sinner variabile" ] 
then 

echo "inner variable undefined in main body of shell" 
else 

echo "inner variable defined in main body of shell" 
£1 
echo “Erom maim body Of shell, Winner variable = Sinner variciole” 
# Sinner variable will show as blank (uninitialized) 


#+ because variables defined in a subshell are "local variables". 
# Is there a remedy for this? 
echo "global variable = "$global variable"" # Why doesn't this work? 


echo 


# Additionally 


cho " ie cho 
var=41 # Global variable. 
( let "var+=1"; echo "\Svar INSIDE subshell = $var" ) # 42 
echo "\Svar OUTSIDE subshell = Svar" # 41 
# Variable operations inside a subshell, even to a GLOBAL variable 


60 #+ do not affect the value of the variable outside the subshell! 
61 

62 

63 exit 0 

64 

65 # Question: 

CON MEL SSS 

67 # Once having exited a subshell, 

68 #+ is there any way to reenter that very same subshell 

69 #+ to modify or access the subshell variables? 


See also SBASHPID and Example 34-2. 


Definition: The scope of a variable is the context in which it has meaning, in which it has a value that 
can be referenced. For example, the scope of a local variable lies only within the function, block of code, or 
subshell within which it is defined, while the scope of a global variable is the entire script in which it 
appears. 


c While the $SBASH SUBSHELL internal variable indicates the nesting level of a subshell, the $SSHLVL 
variable shows no change within a subshell. 


1 echo " \SBASH SUBSHELL outside subshell = SBASH SUBSHELL" # 0 
2 ( echo " \SBASH SUBSHELL inside subshell = SBASH SUBSHELL" ) # 1 
3 ( ( echo " NSBASH, SUBSHELL inside nested subshell = $BASH SUBSHELL" ) ) # 2 
4$4*^^ pane Sc CSS OS 

5 

6 echo 

7 

8 echo " \SSHLVL outside subshell = $SHLVL" # 3 

9 ( echo V" \SSRILNWG ameiacls stiskal = SSEIENIEM ) # 3 (No change!) 


Directory changes made in a subshell do not carry over to the parent shell. 


Example 21-2. List User Profiles 


#!/bin/bash 
# allprofs.sh: Print all user profiles. 


# This script written by Heiner Steven, and modified by the document author. 


FILE-.bashrc # File containing user profile, 
Ww wae W o prorilet aua. yieaeplievsl SECTIE. 


for home in ‘awk -F: '{print $6}' /etc/passwd' 
do 
[ -d "$home" ] continue # If no home directory, go to next. 
[ -r "Shome™ ] continue # If not readable, go to next. 
(cd Shome; [ -e SFILE ] && less SFILE) 
done 


# When script terminates, there is no need to 'cd' back to original directory, 
#+ because 'cd Shome' takes place in a subshell. 


Ger (om. <3] O (at dex (93) hs) [5 ce) We (ex c3 yy (nl gES (93. IS) (S 


exu O 


A subshell may be used to set up a "dedicated environment" for a command group. 


1 COMMAND1 
2 COMMAND2 
3 COMMAND3 
& ( 

5) IFS=: 

6 PATH=/bin 
Ji unset TERMINFO 
8 


set -C 
9 Sibsitfst- 5 
10 COMMAND 4 
Jal COMMAND5 
12 exit 3 # Only exits the subshell! 
13 ) 
14 # The parent shell has not been affected, and the environment is preserved. 


15 COMMAND6 
16 COMMAND7 


As seen here, the exit command only terminates the subshell in which it is running, not the parent shell or 
script. 


One application of such a "dedicated environment" is testing whether a variable is defined. 


1 if (set -u; Svariable) 2» /dev/null 

2 then 

3 echo "Variable is set." 

à i3 # Variable has been set in current script, 
5 #+ or is an an internal Bash variable, 
6 
7 
8 


#+ or is present in environment (has been exported). 


# Could also be written [[ S{variable-x} != x || ${variable-y} !- y ]] 
9 4 or [[ ${variable-x} != x$variable Ji 
10 # or [ll Sdpweusssusdlolessx) = cx jj] 
11 Æ or [[ ${variable-x} != x ]] 
Another application is checking for a lock file: 


ie leet Ca 25> foler mrad 


then 


1 > loek C Ia) 

2 

E # lock file didn't exist: no user running the script 
4 else 

5 echo "Another user is already running that script." 
6 exit 65 
Jf Ea 

8 

9 

0 


# Code snippet by Stéphane Chazelas, 
#+ with modifications by Paulo Marcel Coelho Aragao. 


Processes may execute in parallel within different subshells. This permits breaking a complex task into 
subcomponents processed concurrently. 


Example 21-3. Running parallel processes in subshells 


ge ilieici bier? lists | sore | 
cune de daisies lists | some | 


wie > iisitil23)) & 
wine, > Wasco) € 


Merges and sorts both sets of 
Running in background ensures 


Same effect as 
Gaw lierik ilisie2 lises | 
Gere listä dine list | 


(&x Wey 0O ~-i «ex; Gal dex (9 ISS) | 


en 


# Don't execute the next 


Sort 
Sort 


lists simultaneously. 
parallel execution. 


| vaie > dGuesEl293 & 
| uniq » list456 & 


command until subshells finish. 


al 
12 Glitz dangu123 lisa ac 


Redirecting I/O to a subshell uses the "|" pipe operator, asin 1s -al | (command). 


&") A code block between curly brackets does not launch a subshell. 


{ command]; command2; command3; . . . commandN; } 
1 vari1-23 
2 eho "Seul # 23 
3 
4 4 varl-7b6; ) 
5 echo "Seul # 76 
Notes 


[1] An external command invoked with an exec does not (usually) fork off a subprocess / subshell. 
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Chapter 22. Restricted Shells 


Disabled commands in restricted shells 
. Running a script or portion of a script in restricted mode disables certain commands that would 
otherwise be available. This is a security measure intended to limit the privileges of the script user and 
to minimize possible damage from running the script. 


The following commands and actions are disabled: 


* Using cd to change the working directory. 

* Changing the values of the SPATH, SSHELL, SBASH_ENV, or SENV environmental variables. 

e Reading or changing the $SHELLOPTS, shell environmental options. 

* Output redirection. 

e Invoking commands containing one or more /'s. 

* [nvoking exec to substitute a different process for the shell. 

* Various other commands that would enable monkeying with or attempting to subvert the script for an 
unintended purpose. 

e Getting out of restricted mode within the script. 


Example 22-1. Running a script in restricted mode 


#!/bin/bash 


i? Scarcing che serip wien Wye ll Mostio/lovisial 24 
#+ runs entire script in restricted mod 


echo 


echo "Changing directory." 
cd /usr/local 

echo "Now in 'pwd'" 

echo "Coming back home." 
cd 

echo "Now in 'pwd'" 

echo 


# Everything up to here in normal, unrestricted mod 


set -r 
# set restricted has same effect. 
echo "==> Now in restricted mode. <==" 


NPRPRPP PPP PP 
O (o 0» -1 O Ui i (). M PS. O xo 0 -1 O O1 i Q I E 


NO ON 
N e 


echo 
echo 


N N 
B W 


N 
[91] 


echo "Attempting directory change in restricted mode." 
GO os 
exciso) Weill alia ~ joel” Y 


N N 
SRy 


N 
[99] 


echo 
echo 


exeo "SEL = SS tei” 

echo "Attempting to change shell in restricted mode." 
SHELL="/bin/ash" 

echo 

echo "\SSHELL= SSHELL" 


CO CO CO CO CO WWW Dd 
sup cx Ga) des GS [S [5 d» Wo 


38 echo 
3S) echo 


41 echo "Attempting to redirect output in restricted mode." 
412 le ~L /vuer/ormn > bim. ia leg 
43 ls -1 bin.files # Try to list attempted file creation effort. 


45 echo 


AT ex d 
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Chapter 23. Process Substitution 


Piping the stdout of a command into the stdin of another is a powerful technique. But, what if you need 
to pipe the stdout of multiple commands? This is where process substitution comes in. 


Process substitution feeds the output of a process (or processes) into the st din of another process. 
Template 


Command list enclosed within parentheses 
»(command list) 


«(command list) 


Process substitution uses / dev / £d/ «n» files to send the results of the process(es) within 
parentheses to another process. [1] 


There is no space between the the "<" or ">" and the parentheses. Space there 
would give an error message. 


bash$ echo > (true) 
/ dev/£td/63 


bash$ echo «(true) 
/ dev/ £d/ 63 


bash$ echo »(true) «(true) 
/dev/fd/63 /dev/td/62 


bash$ we «(cat /usr/share/dict/linux.words) 
4msszsg dieses aes Jes ioW Gs 


bash$ grep script /usr/share/dict/linux.words | wc 
262 262 3601 


bash$ wc «(grep script /usr/share/dict/linux.words) 
262 262 3601 /dev/fd/63 


$^) Bash creates a pipe with two file descriptors, --f In and fOut--. The stdin of true connects to 
£Out (dup2(fOut, 0)), then Bash passes a /dev/fd/fIn argument to echo. On systems lacking 
/ dev/£d/«n» files, Bash may use temporary files. (Thanks, S.C.) 
Process substitution can compare the output of two different commands, or even the output of different 
options to the same command. 


bash$ comm «(ls -1) «(1s -al) 


coal 12 

eu WE JL DOZO DOZO TS Wer 10 12756 a de) 

EN EN E l bezo loyoweo 4/2. Mer 10 12556 bilez 

EN EW E JL boza DO Zo LOS war O 12858 2.6m 
total 20 
drwxrwxrwx 2 9020 DOZO 4095 Ns 10) Lego 
Clee 12 looro bozo A096 isse O 1 7829 os 
=i eye JL bozo bozo 78 Weve 10 12356 i'n eo) 
—Y*w-tw-r-- iL bozo BEZO 4/2 wer 10 12356 alex 
EEN EN = 1 bozo bozo LOS Were 10) 1,2859 2. sila 


Process substitution can compare the contents of two directories -- to see which filenames are in one, but not 
the other. 


JL eite «(Le Sitiesic_chimeccony) «(1s Ssecomel_climaccory) 
Some other usages and uses of process substitution: 


l read -a list < «( od -Ad -w24 -t u2 /dev/urandom ) 
2 Read a list of random numbers from /dev/urandom, 
3 #+ process with "od" 

4 #+ and feed into stdin of "read" 

E 

6 

T 


From "insertion-sort.bash" example script. 
Courtesy of JuanJo Ciarlante. 


PORT=6881 # bittorrent 


Scan the port to make sure nothing nefarious is going on. 
netcat -L SPORT | tee>(md5sum -»mydata-orig.md5) | 
gzip | tee» (md5sum - | sed 's/-$/mydata.1z2/'>mydata-gz.md5) >mydata.gz 


Check the decompression: 
gzip -d«mydata.gz | md5sum -c mydata-orig.md5) 
The MD5sum of the original checks stdin and detects compression issues. 


Bill Davidsen contributed this example 
* (with light edits by the ABS Guide author). 


PRR 
NPOWUOMIDHOBRWNE 


Cee «be =N 
Same as Le = | «at 


sort -k 9 <(ls -1 /bin) «(ls -1 /usr/bin) «(1s -1 /usr/X11R6/bin) 
Lists all the files in the 3 main 'bin' directories, and sorts by filename. 
Note that three (count 'em) distinct commands are fed to 'sort'. 


diff <(commandl) «(command2) # Gives difference in command output. 


= 


tar CHE > lbzipA -e > iile tar. Oz2) Cei rectory meus 
Calla "ieu ci /olew/ig4/ T? Soiractory nana, anci Vozio eg > Pila. tar bz2", 


Because of the /dev/fd/<n> system feature, 
the pipe between both commands does not need to be named. 


PPP PPE 
YDOBRWNPFPOOMIDUBRWNHE 


# 
# 
# 
# 
# 
# 


This can be emulated. 


# 

bzip2 -c < pipe > file.tar.bz2& 

tar Gt pipe Sdirectory name 

rm pipe 

# or 

exec 3>&1 

tar cf /dev/fd/4 $directory_name 4>&1 >&3 3>&- | bzip2 -c > file.tar.bz2 3>6- 
exec 3>&- 


[Sr dE 
C Xo oo 


NO NO BO PO NO PO P2 
sai) cxy (Gal dE (53 [ES [3 


28 4 Thanks, Stéphane Chazelas 
Here is a method of circumventing the problem of an echo piped to a while-read loop running in a subshell. 


Example 23-1. Code block redirection without forking 


1 #!/bin/bash 


# wr-ps.bash: while-read loop with process substitution. 


# This example contributed by Tomas Pospisek. 


# (Heavily edited by the ABS Guide author.) 
echo 


echo "random input" | while read i 
do 


because it runs in a subshell. 


global=3D": Not available outside the loop." 


done 
echo "\Sglobal (from outside the subprocess) = $global" 
# Sglobal (from outside the subprocess) = 
eno; Shas cho 
while read i 
do 
echo $i 
global=3D": Available outside the loop." 
# ... because it does NOT run in a subshell. 
done < «( echo "random input" ) 
# Pee es, 
echo "\Sglobal (using process substitution) = $global" 
# Random input 
# Sglobal (using process substitution) = 3D: Available 
echo; echo "########FE"; echo 


# And likewise 


declare -a inloop 
index=0 
cat $0 | while read line 
do 
inloop[$index]="$line" 
( (index--)) 
i? Ie eum) aun a cublorelclblb. So) 
done 
echo "OUTPUT = " 


echo S${inloop[*] } # ... nothing echoes. 


chos ENORMES GO 


declare -a outloop 


index=0 
while read line 
do 
outloop[$index]="S$line" 
( (index--)) 
# It does NOT run in a subshell, so 
cene < <( meg SO ) 


echo "OUTPUT = " 


outside the loop. 


echo $(outloop[*]) # ... the entire script echoes. 


Seale eg 


This is a similar example. 


Example 23-2. Redirecting the output of process substitution into a loop. 


1 #!/bin/bash 
2 # psub.bash 
3 
4 # As inspired by Diego Molina (thanks!). 
5 
6 declare -a array0 
7 while read 
8 do 
9 array0[S{#array0[@]}]="SREPLY" 
10 done < <( sed -e 's/bash/CRASH-BANG!/' $0 | grep bin | awk '{print $1}' ) 
11 # Sets the default 'read' variable, SREPLY, by process substitution, 
12 #+ then copies it into an array. 
13 
14 echo "S{array0[@]}" 
15 
16 xb Se 
17 
18 4 # 
9 


20 bash psub.bash 
23 
22 #!/bin/CRASH-BANG! done #!/bin/CRASH-BANG! 


A reader sent in the following interesting example of process substitution. 


1 Script fragment taken from SuSE distribution: 

2 

3 # 
4 while read des what mask iface; do 

5 Some commands 

6 done « «(route -n) 

7 ^ ^ First < is redirection, second is process substitution. 
8 

g To test it, let's make it do something. 
10 while read des what mask iface; do 
11 echo $des $what $mask Siface 
12 done « «(route -n) 
13 
14 (OwbrEjSIbnE 8 
JUS Kernel IP routing table 
16 Destination Gateway Genmask Flags Metric Ref Use Ifac 

17 1277 59.5 OA O ONN 2Sa O 1 (9 9 (9 lle 

18 # 
19 
20 As Stéphane Chazelas points out, 
21 #+ an easier-to-understand equivalent is: 
22. TOMES =i | 
23 while read des what mask iface; do # Variables set from output of pipe. 
24 echo $des Swhat $mask Siface 
2215) done # This yields the same output as above. 
26 # However, as Ulrich Gayer points out 3 
27 #+ this simplified equivalent uses a subshell for the while loop, 
28 #+ and therefore the variables disappear when the pipe terminates. 
29 
30 # # 
Sil 


32 # However, Filip Moritz comments that there is a subtle difference 
33 #+ between the above two examples, as the following shows. 
34 


35 ( 


36 route -n | while read x; do ((y++)); done 
SI eho Sy i Shy sus SELL vasest 
38 


39 while read x; do ((y++)); done « «(route -n) 
40 echo Sy # Sy has the number of lines of output of route -n 


4 }) 

42 

43 More generally spoken 

44 ( 

45 : | x=x 

46 seems to start a subshell like 
47 : | ( x=x ) 

48 while 


49 x=x < < (2) 
50 does not 


Si ) 

52 

53 This is useful, when parsing csv and the like. 

54 That is, in effect, what the original SuSE code fragment does. 
Notes 


[1] This has the same effect as a named pipe (temp file), and, in fact, named pipes were at one time used in 
process substitution. 
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Chapter 24. Functions 


Like "real" programming languages, Bash has functions, though in a somewhat limited implementation. A 
function is a subroutine, a code block that implements a set of operations, a "black box" that performs a 
specified task. Wherever there is repetitive code, when a task repeats with only slight variations in procedure, 
then consider using a function. 


function function_name { 
command... 


) 


or 


function_name () { 
command... 


} 

This second form will cheer the hearts of C programmers (and is more portable). 
As in C, the function's opening bracket may optionally appear on the second line. 
function_name () 


{ 


command... 


8^; A function may be "compacted" into a single line. 
JL eca O { Geno “Has is a deuwoweunibovg 9 Schop } 


E # ^ ^ 
In this case, however, a semicolon must follow the final command in the function. 


JL ccm ©) Jd eeno “Wars is a degweweunatow 9 echo } sp meroni 

2 # a 

3 

4 fun2 () { echo "Even a single-command function? Yes!"; } 
5 # i 


Functions are called, triggered, simply by invoking their names. A function call is equivalent to a command. 


Example 24-1. Simple functions 


#!/bin/bash 
# ex59.sh: Exercising functions (simple). 


JUST_A_SECOND=1 


funky () 

( # This is about as simple as functions get. 
Scho buses aM DEEP 

9 echo "Now exiting funky function." 

10 } # Function declaration must precede call. 


LS win (() 


14 
15 
16 
JUI 
18 
1$ 
20 
ZH 
De 
23 
24 
25) 
26 
2,1) 
28 
29 
30 
Sil 
92 
33 
34 
35 
36 
S 
38 


( # A somewhat more complex function. 


i-0 
REPEATS-30 
echo 
echo "And now the fun really begins." 
echo 
Sleep $JUST A SECOND # Hey, wait a second! 
while Į $i -lt SREPEATS ] 
do 
chg V PUNCTIONS=—-=—===== Eu 
bey e ARE x 
Cho Pa FU Sw 
echo 
let "i«-1" 
done 
} 
# Now, call the functions. 
funky 
fun 
exc 9 


The function definition must precede the first call to it. There is no method of "declaring" the function, as, for 
example, in C. 


NPRPRPP PPP PP 
O (o 0» -1 O Oi i (). M P O xo 0 -1 O O1 4 CQ I9 E 


NN PN 
ges (X fe» 3 


BS) 


ie Al 
# Will give an error message, since function "fl" not yet defined. 


declare -f f1 # This doesn't help either. 
fal # Still an error message. 


# However... 


echo VCalliliine uincicsom \Wue2\" Erom wacan TUME LOM NAEL e) 


ceko “imvunieiealom Wier \ m 


steal TACE Om Wit? a6 moe aerva (xeublexel wine clas OMe, 
+ although it is referenced before its definition. 
This is permissible. 


Thanks, SC. 


$^) Functions may not be empty! 


#!/bin/bash 
# empty-function.sh 


empty () 
{ 
} 


JOY OT ATAN 


8 exit 0 # Will not exit here! 


9 
10 
dE 
12 
18 
14 
15 
16 
13 
18 
19 
20 
2L 
22 
23 
24 
25 
26 
2t 
28 
29 
30 
S 
32 
33 
34 
35 
36 
37 
38 
39 
40 
41 
42 
43 


iri 


no 


no 


{ 


$ sh empty-function.sh 
empty-function.sh: line 6: syntax error near unexpected token 'J' 
cwn i mese sfme Jiu (Gs "qu 


$ echo $>? 
2 


Note that a function containing only comments is empty. 
nc () 


Comment 1. 

Comment 2. 

This is still an empty function. 

[Thank you, Mark Bova, for pointing this out. 


dE Se db d 


Results in sam rror message as above. 


However 

t quite empty () 

illegal command 

A script containing this function will *not* bomb 


+ as long as the function is not called. 


t empty () 


Comranns a 8. (mull Gomme!) cuol Elis 16 okar 


44 # Thank you, Dominick Geyer and Thiemo Kellner. 


It is even possible to nest a function within another function, although this is not very useful. 


(ge) «| (ox, Gl PS (3. M3» [9 (69 wk) Co | (x Gl de GO [R3 45 


«o 


20 


( 


ec 


# 


) # nested 


ig. inomin WUGEZU XUL. auingsuele: XU ELM SU 


Gives an error messag 
Even a preceding "declare -f f2" wouldn't help. 


DOSS armine Satiaecy eatis celsi coes mor iso casis calil MEZU, 
Nowy aie" ss chii se3tgiow dE. Calli TA 
since its definition has been made visible by calling "fl". 


Thanksc S20. 


Function declarations can appear in unlikely places, even where a command would otherwise go. 


iE der — 
2 
3 


JL 


| foo() ( echo "foo"; ) # Permissible, but useless. 


ait [p "SuSE = loe | 
then 
bozo_greet () # Function definition embedded in an if/then construct. 
{ 
echo "Hello, Bozo." 


} 


H = 
- e G e (Q) M P O «o 0 -1 O > 


Wa dean 
dL 
13 bozo greet # Works only for Bozo, and other users get an error. 
1 
B 
# Something like this might be useful in some contexts. 
18 NO EXIT-1 # Will enable function definition below. 
1g 
20 [|| SNO Exit ee d gy] ce exw 4 truez } # Function definition dm an Mand M EA: 
2L Ge TFE SNOT EXIT rs il, declares Vexi OT. 
2:2. 5 ibne Cigaoles cas Ves" Iswibliiue low; alliagiime 3d te Vertet 
253 
ZA epee 47 invokes Pesos (0) ieuimcicscin, NOE Werke oroita, 
25 
26 
27 
Z9 c» Que. Savimalilereilys 
29 filename-filel 
30 
31 [ -f "Sfilename" ] && 
32 foo () { rm -f "Sfilename"; echo "File "Sfilename" deleted."; j || 


foo Q ( echo "File "Sfilename" not found."; touch bar; } 


foo 


WWW CO 
Nos C) 


37 # Thanks, S.C. and Christopher Head 
Function names can take strange forms. 


1 —()4 ieu a soa fil .ilO}p clo exeo Sa VSIEQUN(CIBNS P cone? echon | 
2 QUSS No space between function name and parentheses. 
3 This doesn't always work. Why not? 

4 

5) Now, let's invoke the function. 

6 € # 

7 opc E 10 underscores (10 x function name)! 
8 A "naked" underscore is an acceptable function name. 

9 

10 

11 In fact, a colon is likewise an acceptable function name. 

12 

Ls g(t emo Weve p 

14 


15 # Of what use is this? 
16 4$ It's a devious way to obfuscate the code in a script. 


See also Example A-56 
8^; What happens when different versions of the same function appear in a script? 


As Yan Chen points out, 

when a function is defined multiple times, 
the final version is what is invoked. 

This is not, however, particularly useful. 


EURE K) 


echo Ysirge yvyersiom (xr, CoG (0) s V 


wO 0 =] 0y Ol e w NS 


24.1. Complex Functions and Function 
Complexities 


Functions may process arguments passed to them and return an exit status to the script for further processing. 


í 


function name Sargl Sarg2 


The function refers to the passed arguments by position (as if they were positional parameters), that is, $1, 
$2, and so forth. 


Example 24-2. Function Taking Parameters 


#!/bin/bash 
# Functions and parameters 
DEFAULT=default # Default param value. 
rue? O 4 
abaco cq # Is parameter #1 zero length? 
then 
cho "-Parameter 41 is zero length.-" # Or no parameter passed. 
else 
cho “Parameter pil ig WUSINU S LU 
ica 
variable=S {1-SDEFAULT} # What does 
echo "variable = $variable" #+ parameter substitution show? 
# 
# It distinguishes between 
#+ no param and a null param. 
IF [ WS) i ] 
then 
(leg) YSPeiceimnsiceie 7,2 ac NUS NU LSU 
E 
return 0 
} 
echo 
echo "Nothing passed." 


PUNCA # Called 
echo 
echo "Zero-length parameter passed." 


PUNCA UU # Called 


echo 


echo "Null parameter passed." 


func2 "Suninitialized_param" # Called 
echo 
echo "One parameter passed." 


fime itx # Called with one 
echo 
echo "Two parameters passed." 


func2 first second # Called with two 


with no params 


with zero-length param 


with uninitialized param 


param 


params 


49 echo 


50 

SL echo VAIAU \sccond Wapassedum 

BZ, runc Second # Called with zero-length first parameter 
53 echo # and ASCII string as a second one. 

54 

55 exit 0 


(D The shift command works on arguments passed to functions (see Example 36-18). 


But, what about command-line arguments passed to the script? Does a function see them? Well, let's clear up 
the confusion. 


Example 24-3. Functions and command-line args passed to the script 


1 #!/bin/bash 

2 4 func-cmdlinearg.sh 

3 # Call this script with a command-line argument, 

4 #+ something like $0 argl. 

5 

6 

EUNERO) 

8 

9 4 

1@ exelexo; noin # Echoes first arg passed to the function. 
a} # Does a command-line arg qualify? 

12 

13 echo Vixit gel tO iumcetigmas mo eu usse." 

14 echo "See if command-line arg is seen." 

JLS. TURE 

16 # No! Command-line arg not seen. 

L7 

le echo V " 
19 echo 

20 echo "Second call to function: command-line arg passed explicitly." 
21 Euine Si 

22 # Now it's seen! 

23 

24 exit 0 


In contrast to certain other programming languages, shell scripts normally pass only value parameters to 
functions. Variable names (which are actually pointers), if passed as parameters to functions, will be treated 
as string literals. Functions interpret their arguments literally. 


Indirect variable references (see Example 37-2) provide a clumsy sort of mechanism for passing variable 
pointers to functions. 


Example 24-4. Passing an indirect reference to a function 


f!/bin/bash 
# ind-func.sh: Passing an indirect reference to a function. 


de (ES) [m$ qp 


echo var () 
$3 4 

($ echo velu 

79 jj 


message=Hello 
Hello=Goodbye 


echo_var "Smessage" # Hello 

# Now, let's pass an indirect reference to the function. 
echo_var "S{!message}" # Goodbye 

cho LL m P m "n 


# What happens if we change the contents of "hello" variable? 
Hello="Hello, again!" 


io H H H H H H H Eg 
(t3 ior (es. zs] (ex; Ga dev Go o [SS] Wer. (o9) 


echo var "$message" # Hello 
21 echo var "S{!message}" # Hello, again! 
22 
23 exi (0) 


The next logical question is whether parameters can be dereferenced after being passed to a function. 


Example 24-5. Dereferencing a parameter passed to a function 


1 #!/bin/bash 

2 4 dereference.sh 

3 # Dereferencing parameter passed to a function. 
4 4 Script by Bruce W. Clare. 

5 

6 dereference () 

"9 4 

8 Y=NS VSIA # Name of variable (not value!). 
9 echo $y # SJunk 
10 
iil x= eval "expr \"Sy\" "^ 

12 echo $1=Sx 

ILS) eval "S1=\"Some Different Text \"" # Assign new value. 
“lke: 

15 

16 Junk="Some Text" 

17 echo $Junk "before" # Some Text before 

18 

19 dereference Junk 
20 echo SJunk "after" # Some Different Text after 
2s 
22. ae. O 


Example 24-6. Again, dereferencing a parameter passed to a function 


#!/bin/bash 
# ref-params.sh: Dereferencing a parameter passed to a function. 
# (Complex Example) 


ik 
2 
3 
4 
5 ITERATIONS-3 # How many times to get input. 
6 icount=1 
7 
8 my_read () { 

E # Called with my read varname, 
WO #+ outputs the previous value between brackets as the default value, 
Lil #+ then asks for a new value. 


15 Tocai leoga var 


14 
L5 
16 
17 
18 
19 
2 
2 
22 
AS 
24 
25 
26 
2 
28 
29 
30 
Su 
32 
33 
34 
35 
36 
37 
38 


echo -n "Enter a value " 
eval "echo m VIS"SIV] VV i: Previews. velie. 
#? eval echo =m “P\SSi] # Easier to understand, 
#+ but loses trailing space in user prompt. 
read local_var 
[ =a "Siocal_war! | dm eval. Sil=\Silloecall_ seus 
+ TAnd lice: af “ocalivar”’ then set "Si" to aes) value. 
} 
echo 
wale | YWSieoeune! =le VSI RATTONS” J 
do 
my_read var 
echo "Entry #S$icount = Svar" 
let "icount += 1" 
echo 
done 
# Thanks to Stephane Chazelas for providing this instructive example. 


exalic d) 


Exit and Return 


exit status 


Functions return a value, called an exit status. This is analogous to the exit status returned by a 
command. The exit status may be explicitly specified by a return statement, otherwise it is the exit 
status of the last command in the function (0 if successful, and a non-zero error code if not). This exit 
status may be used in the script by referencing it as $?. This mechanism effectively permits script 
functions to have a "return value" similar to C functions. 


return 


Terminates a function. A return command [1] optionally takes an integer argument, which is returned 
to the calling script as the "exit status" of the function, and this exit status is assigned to the variable 


$2. 


Example 24-7. Maximum of two numbers 


1 #!/bin/bash 
2 max.sh: Maximum of two integers. 
3 
4 E PARAM ERR-250 4 If less than 2 params passed to function. 
5 EQUAL-251 # Return value if both params equal. 
6 Error values out of range of any 
7 #+ params that might be fed to the function. 
8 
9 max2 () # Returns larger of two numbers. 
TOR # Note: numbers compared must be less than 250. 
i age (p -A Vee | 
2 then 
S return $E PARAM ERR 
á Ea 
5 
@ mie [ "SL" -eg "S2" ] 
7 then 
8 return SEQUAL 


19 else 
2/0 Shae [ pelle Gis Oat ] 


2s then 

22 Terura Sil 
29 else 

24 return SZ 
25 iB ak 

BS seat 

293 } 

28 


AY) web 33 34 

30 return_val=$? 

3 

32 dae [ "Sssbuce valt -eg $1 
33 then 

34 echo "Need to pass two parameters to the function." 

35 Sli | "Sieeiemicin wail? EG SiON, T 

36 then 

37 echo "The two numbers are equal." 

38 else 

3g echo "The larger of the two numbers is $return val." 
4O ita 

41 

42 

43 exit 0 

44 
45 
46 
47 
48 


UM 


|. PARAM ERR ] 


Exercise (easy): 


Convert this to an interactive script, 
+ that is, have the script ask for input (two numbers). 


n 


į ) For a function to return a string or array, use a dedicated variable. 


count_lines_in_etc_passwd() 


[ -r /etc/passwd ]] && REPLY=$ (echo $(wc -1 < /etc/passwd)) 
If /etc/passwd is readable, set REPLY to line count. 
Returns both a parameter value and status information. 

T 'echo' seems unnecessary, but 
+ it removes excess whitespace from the output. 


de db db db — 


10 if count lines in etc passwd 

11 then 

12 echo "There are $REPLY lines in /etc/passwd." 
13 else 

14 echo "Cannot count lines in /etc/passwd." 

Jy sk 


LY sp aanse oio 


Example 24-8. Converting numbers to Roman numerals 


!/bin/bash 
Arabic number to Roman numeral conversion 
Range: 0 - 200 


Jag" Cxcuels, low sic yess. 


Extending the range and otherwise improving the script is left as an exercise. 


We) Xoer | fopy (Gal des (G2) [5r [3 


Usage: roman number-to-convert 


N H H H H H H H H I T 
(S) Wer (6s) s (ex; (Oa! Wes 1&5 IS) f» 9 


CTR GOR NO ASSESSED E SS RUSO MIND M ESO MES 
i=! (&» We) (es c] (ex; Gal dee GS) [de [5 


C0 CO CO CO CO CO CO CO 
Wer (os c] lx. Gal dev (e9 du» 


op 
i-e» 


LIMIT=200 
E ARG ERR=65 
E OUT OF RANGE-66 
se [| eva US jJ 
then 
echo "Usage: 'basename $0' number-to-convert" 
exit $E ARG ERR 
3E dL 
num-$1 
if [ "$num" -gt SLIMIT ] 
then 
echo "Out of range!" 
exit $E OUT OF. RANGE 
i3 
to roman () # Must declare function before first call to it. 


{ 


number=$1 
factor-$2 


rchar-$3 


let "remainder - number 


whil l 
do 


"Sremainder" 


echo -n $rchar 


let "number -- factor" 


r — number 


let "remaind 


done 


return $number 


# Exercises: 


# So Soe 

# 1) Explain how this function works. 

# Hint: division by successive subtraction. 

# 2) Extend to range of the function. 

# Hint: use "echo" and command-substitution capture. 


U 4A fF Pb SP SP PS aum 
ae Wer oo) —] (ex; Gal dex. (or [n5 


U U1 
N e 


PIT (nb GE (On) G (Oni 
«oO 00 —1 O) oO iS CO 


(Op) Xen» 193» (6m. LORY Ten)» KO) 
(x, (nb dex (63) [n9 [9 SS) 


=| c3] fen X9 £29) 
j— «m We) (ee c3] 


~~ 
w N 


to_roman 
num=$? 
to roman 
num-$? 
to roman 
num-$? 
to roman 
num-$? 
to roman 
num-$? 
to roman 
num-$? 
to roman 
num=$ ? 
to_roman 
num=$ ? 
to_roman 


# Successive calls to conversion function! 
# Is this really necessary??? Can it be simplified? 
echo 


exit 


Snum 


$num 


$num 


$num 


$num 


$num 


$num 


$num 


$num 


100 C 


90 LXXXX 


ay al 


See also Example 11-29. 


The largest positive integer a function can return is 255. The return command is closely tied to 
the concept of exit status, which accounts for this particular limitation. Fortunately, there are 
various workarounds for those situations requiring a large integer return value from a function. 


Example 24-9. Testing large return values in a function 


PRPRPPPRPRPRPHE EB 
ODINDOBWNHFOWODANDOABAWNE 


NO NO PRO INS 
d [RS p «e» 


N N 
ow 


WWWNN DN P2 
VA O We) 60) = top} 


!/bin/bash 
return-test.sh 


The largest positive value a function can return is 255. 
return test () # Returns whatever passed to it. 


return $1 


return test 27 Osk. 
echo $? Returne 27 
return test 255 GuESLIDIL ahs. 
echo $? Returns 255. 
return test 257 lduerevoue I 
echo Ss? Returns 1 (return code for miscellaneous error). 
d 
return test -151896 Do large negative numbers work? 
echo $? Will this return —151896? 
No! It returns 168. 


# Version of Bash before 2.05b permitted 

#+ large negative integer return values. 

# It happened to be a useful featur 

# Newer versions of Bash unfortunately plug this loophole. 
# This may break older scripts. 

# Caution! 

# 

exit 0 


A workaround for obtaining large integer "return values" is to simply assign the "return value" to 
a global variable. 


1 
D 
3 
4 
5 
6 
7 
8 


Return_Val= # Global variable to hold oversize return value of function. 


alt_return_test () 


{ 


wars iL 
Return_Val=Sfvar 
return # Returns 0 (success). 


alt return test 1 
echo $? 
echo "return value = $Return Val" 


alt return test 256 
echo "ieu values = SETS val” # 256 


alt return test 257 


18 echo "return value = $Return Val" # 257 


19 
20 alt_return_test 25701 
Ai eho "inue. valua = Sisiewicin val” #25701 


A more elegant method is to have the function echo its "return value to stdout," and then 
capture it by command substitution. See the discussion of this in Section 36.7. 


Example 24-10. Comparing two large integers 


#!/bin/bash 
# max2.sh: Maximum of two LARGE integers. 


# This is the previous "max.sh" example, 
#+ modified to permit comparing large integers. 


QUAL=0 # Return value if both params equal. 
.PARAM ERR--99999 # Not enough params passed to function. 
Qua DN Out of range of any params that might be passed. 


"Mop pd 


max2 () # "Returns" larger of two numbers. 
{ 
alae P -z eee 
then 
echo $E PARAM ERR 
return 
ít 


PRPPPPRPRPRPHE EB 
XO 00 —1 OY O1 45 (0. [I9 IB. O io 0 1 O O1 4 CQ) I9 H2 


AGE [ uS u -eq moo ] 


20 then 

21 echo SEQUAL 

22 return 

23 else 

24 ar [| Visi xu WOW | 

25 then 

26 eae el lS 

AY else 

28 wae we LS 

29) fa 

3O Ea 

Sl 

32 echo Sretval # Echoes (to stdout), rather than returning value. 
33 # Why? 

34 } 

35 

36 

37 return val-$(max2 33001 33997) 

38 doen Function name 

39) Gumesdsew ANAS JESUS JAS sed 

40 This is actually a form of command substitution: 

41 #+ treating a function as if it were a command, 

42 #+ and assigning the stdout of the function to the variable "return_val." 
43 

44 

45 OUTPUT 

ANG sit [D Yerertion valt Sexe; US, DARYANI RRS | 

47 then 

48 echo "Error in parameters passed to comparison function!" 
49 elif [ "S$return val" -eq "SEQUAL" ] 

50 then 

SL echo "The two numbers are equal." 

52 else 

53 echo "The larger of the two numbers is Sreturn_val." 


54 
55 
56 
5 
58 
59 
60 
61 
62 
63 
64 


iu 
# 


exit 0 


# Exercises: 


# €—M RM m 

# 1) Find a more elegant way of testing 

#+ the parameters passed to the function. 

# 2) Simplify the if/then structure at "OUTPUT." 


# 3) Rewrite the script to take input from command-line parameters. 


Here is another example of capturing a function "return value." Understanding it requires some 
knowledge of awk. 


22 
23 
24 
25 
26 


month length () # Takes month number as an argument. 
# Returns number of days in month. 
mega Sil 26 Si SO Si. 930 Sl Sl 30 Bi S9 SI" | Declare as loei? 


echo V'fjWnowewcie D | wis "XL print SUMS ya wy pu qa Ibreslreliewr 
Parameter passed to function (S1 —-— month number), then to awk. 
Awk sees this as "print $1 . . . print $12" (depending on month number) 


Template for passing a parameter to embedded awk script: 
SUWS (sicriptmpacrancter huk 


Here's a slightly simpler awk construct: 

echo $monthD | awk -v month=$1 '{print $(month) i" 

Uses the -v awk option, which assigns a variable value 
+ prior to execution of the awk program block. 

Thank you, Rich. 


Needs error checking for correct parameter range (1-12) 
+ and for February in leap year. 


Usage example: 

month=4 # April, for example (4th month). 
days, in-$ (month length $month) 

echo $days in # 30 

d 


See also Example A-7 and Example A-37. 


Exercise: Using what we have just learned, extend the previous Roman numerals example to 
accept arbitrarily large input. 


Redirection 


Redirecting the stdin of a function 
A function is essentially a code block, which means its st din can be redirected (as in Example 3-1). 


Example 24-11. Real name from username 


sj ny (Gal dex (Gs) |esy p 


#!/bin/bash 
# realname.sh 


# 


# From username, gets "real name" from /etc/passwd. 


ARGCOUNT=1 # Expect one arg. 


NO +t H H H H H H H Eg 
«t3 Wo) (os. xS] (x; (On. dev (Gr IS) [SS] er (o9 


(Cy TE [Er (or. [5r ISS) [Sx [S9 TSOP IS) M59) 
i= (€» We) (os SS) ey (a des IS (5 


w 
N 


WWWW CO CO 
OANA Bf CQ) 


E_WRONGARGS=85 


file=/etc/passwd 


pattern-$1 
if [ $4 -ne "SARGCOUNT" ] 
then 


USERNAME" 


echo "Usage: 'basename $0" 
exit SE WRONGARGS 
ital 


file_excerpt () # Scan file for pattern, 


ie EUAS, 
need [ condition ] 


"dp ortae S5 pU 


# real name from username 


( #+ then print relevant portion 
while read line # "while" does not necessarily 
do 

Scha "se" | seg Si | awk =e" VY prime $5 JU 
# Have awk use ":" delimiter. 
done 

} <Sfile # Redirect into function's stdin. 

file_excerpt Spattern 

# Yes, this entire script could be reduced to 

# grep PATTERN /etc/passwd | awk -F":" 

# or 

# awk -F: '/PATTERN/ {print $5)' 

# or 

# awk PS "(Sil == Vuseianenme)) 1 prine S5 pU 

# However, it might not be as instructive. 

exit 0 


There is an alternate, and perhaps less confusing method of redirecting a function's stdin. This 
involves redirecting the st din to an embedded bracketed code block within the function. 


# Instead of: 
Function () 
{ 
rasta 
# Try this: 


Function () 


{ 
F< file 


# Similarly, 


Function () # This works. 
( 
( 
echo $* 
TO dE sa TE 
} 
Function () # This doesn't work. 
( 
echo $* 
o $m 2 e # A nested code block is mandatory here. 


iz nsinkee, Soles 


$^; Emmanuel Rouat's sample bashrc file contains some instructive examples of 
functions. 


Notes 


[1] The return command is a Bash builtin. 


Prev Home Next 
Process Substitution Up Local Variables 
Advanced Bash-Scripting Guide: An in-depth exploration of the art of shell scripting 
Prev Chapter 24. Functions Next 


24.2. Local Variables 


What makes a variable local? 


local variables 
A variable declared as local is one that is visible only within the block of code in which it appears. It 
has local scope. In a function, a /ocal variable has meaning only within that function block. [1] 


Example 24-12. Local variable visibility 


#!/bin/bash 
# ex62.sh: Global and local variables inside a function. 


Tunc {) 

( 
local loc var-23 # Declared as local variable. 
echo # Uses the 'local' builtin. 
Senne "WU he: vart ala atuincicsom = Sloe vart 
global_var=999 # Not declared as local. 

# Therefore, defaults to global. 

echo V'xUrenlelevedl Seu NU bs. iribueYedmaifoue = Eolea vers 

} 

func 


# Now, to see if local variable "loc_var" exists outside the function. 


echo 
exco Uwe wea WU ouesics unecciom = Sloe var” 
# Sloc_var outside function = 


NPRPRPPRP PPP PY 
O (o 0» -1 O Ui i (). M HIS. O (o 0 -1 O O1 i CQ I E 


2E # No, Sloc var not visible globally. 
22 echo "W'"ebelsyul vary! OUESICS fumnetion = Sglolbal vart 

23 # Sglobal_var outside function = 999 
24 # Sglobal_var is visible globally. 
25 echo 

26 

27 exile Q 

28 # In contrast to C, a Bash variable declared inside a function 


N 
«o 


#+ is local ONLY if declared as such. 


Before a function is called, all variables declared within the function are invisible outside the body 
of the function, not just those explicitly declared as /ocal. 


#!/bin/bash 


cUm (()) 

{ 

global_var=37 # Visible only within the function block 
#+ before the function has been called. 

} # END OF FUNCTION 


echo "global_var = Sglobal_var" # global_var = 
# Function "func" has not yet been called, 
#+ so $global var is not visible here. 


func 
echo "global var = $global var" # global var = 37 
# Has been set by function call. 


Éínbmnbmbmmpwnun 
Cn w N P O o 0 - Oo OI 4 C) N B 


As Evgeniy Ivanov points out, when declaring and setting a local variable in a single 
command, apparently the order of operations is to first set the variable, and only 
afterwards restrict it to local scope. This is reflected in the return value. 


#!/bin/bash 


echo "==OUTSIDE Function (global) ==" 
t=$ (exit 1) 
echo $? # 1 
# As expected. 
echo 
functionO () 
{ 
echo "==INSIDE Function==" 


echo "Global" 
t0=$ (exit 1) 
echo $? 1 

As expected. 


echo 
echo "Local declared & assigned in same command." 


PRPPRPPRPRPRPHE EB 
XO 00 1 OY O1 4 (Q0 I) LPS. O (o0 O0 -1 OY O1 4 CQ) I2 HS 


20 local t1=$ (exite 1) 

Zl echo $9 # 0 

22 # Unexpected! 

23 # Apparently, the variable assignment takes place befor 
24 #+ the local declaration. 

25 #+ The return value is for the latter. 

26 

27 echo 

28 echo "Local declared, then assigned (separate commands) ." 
29 local 2 

30 t2-$(exit 1) 

SL echo $? # 1 

32 # As expected. 

99 

Qu 

25 

36 function0 


24.2.1. Local variables and recursion. 


Recursion is an interesting and sometimes useful form of self-reference. Herbert Mayer defines it as"... 
expressing an algorithm by using a simpler version of that same algorithm . . ." 


Consider a definition defined in terms of itself, [2] an expression implicit in its own expression, [3] a snake 
swallowing its own tail, [4] or . . . a function that calls itself. [5] 


Example 24-13. Demonstration of a simple recursive function 


1 #!/bin/bash 
2 # recursion-demo.sh 
3 4 Demonstration of recursion. 


4 
5 RECURSIONS=9 # How many times to recurse. 
6 r_count=0 # Must be global. Why? 
7 
8 recurse () 
9 1 
10 var="$1" 
iat 
12 while [ "Svar" -ge 0 ] 
13 do 
14 echo “Recursion count = "Sr count" +-+ \Svar = "Svar" 
T5 (i ver —— his C oe eonen i 
16 recurse "Svar" # Function calls itself (recurses) 
13 done #+ until what condition is met? 
ig }} 
19 
20 recurse SRECURSIONS 
A 
22 excu SF 


Example 24-14. Another simple demonstration 


#!/bin/bash 
# recursion-def.sh 
# A script that defines "recursion" in a rather graphic way. 


RECURS IONS=10 
r_count=0 
ep " 


define_recursion () 
{ 
(ii COTE) i) 
eje eU U 
echo -n "Ssp" 
cecho W\ Wiles aet OIE ieee; G55 WY # Per 1913 Webster's dictionary. 


while [ $r_count -le $RECURSIONS ] 
do 

define recursion 
i9 done 


(69; cp fy (ap odes Gs) RS) j= GS Wey (eh | cx Gl de Ge RS) I 


22 echo 

AS «imo Winecuresioing V 
24 define_recursion 
25 echo 


29] exu SF 


Local variables are a useful tool for writing recursive code, but this practice generally involves a great deal of 
computational overhead and is definitely not recommended in a shell script. [6] 


Example 24-15. Recursion, using a local variable 


1 #!/bin/bash 
2 


# factorial 


# Does bash permit recursion? 
# Well, yes, but... 
# It's so slow that you gotta have rocks in your head to try it. 


[AX ARG-5 
E WRONG ARGS-85 
E RANGE ERR-86 


ses [p o» WILY] 

then 
echo "Usage: 'basename $0' number" 
exit $E WRONG ARGS 

iral 


NO +t H H H H H H H = B 
© We} (per x3 yy Gil des Go IS) |^ (ex Wey (ey c ex) Cal des CO 


No NO PO 
w N e 


if [ "$1" -gt SMAX_ARG ] 
then 
echo "Out of range ($MAX ARG is maximum)." 
# Let's get real now. 
# If you want greater range than this, 
#+ rewrite it in a Real Programming Language. 
exit $E RANGE ERR 
ita 


NO NO NO NY 
=) cxy (Gn) dux 


N 
[99] 


CO CO ND 
|— e Wer 


w 
N 


fact () 
{ 
local number=$1 
# Variable "number" must be declared as local, 
#+ otherwise this doesn't work. 
su [p VSmumbeser” ee 0 | 
then 
factorial=1 # Weleicoestell one 0 = il, 
else 
let "decrnum = number ay 
fact $decrnum # Recursive function call (the function calls itself). 
let Witacicorestell = fxegyobuloreuc. < Sel 
fd 


C0 CO CO CO CO CO CO 
$00 TAH BW 


A A 
= €» 


mewn Sirene 


faci Sil 
echo Vracrorial gi 91 is SP, 


OF PF FP aS SP SS us 
© Wey (ey 3 ey (Gal des CS fe» 


C1 O1 
Nhe 


esie O 


Also see Example A-15 for an example of recursion in a script. Be aware that recursion is resource-intensive 
and executes slowly, and is therefore generally not appropriate in a script. 


Notes 


[1] However, as Thomas Braunberger points out, a local variable declared in a function is also visible to 
functions called by the parent function. 


#!/bin/bash 


uncis onmi K) 


{ 


Ww G) BÀ [p 


local funclvar=20 

echo "Within functionl, \$funclvar = $funclvar." 
9 PUIMNGIE LOMZ 

12 ive Loi (() 

13 4 

14 echo WVMsielnsin TUMcGcLemMZ, \SiEunelyar = Sicwimeilyeue, " 
Iy seeioveic ein 


1G sabe 10) 


22 4 Output of the script: 


20: 
20n 


ZA s EAEn GEUliNCIeaLeall, SE omele 
25 a Moemin ibbaVelealfeilA, SECME yen 


This is documented in the Bash manual: 


"Local can only be used within a function; it makes the variable name have a visible scope restricted to 
that function and its children." [emphasis added] The ABS Guide author considers this behavior to be a 


bug. 
[2] Otherwise known as redundancy. 
[3] Otherwise known as tautology. 
[4] Otherwise known as a metaphor. 
[5] Otherwise known as a recursive function. 
[6] Too many levels of recursion may crash a script with a segfault. 
1 #!/bin/bash 
2 
3 Warning: Running this script could possibly lock up your system! 
4 If you're lucky, it will segfault before using up all available memory. 
5) 
6 recursive_function () 
7 
GF echo US # Makes the function do something, and hastens the segfault. 
9 (( Sil « S2 )) && recursiva iwi S(( Sl + 35» SZp 
10 As long as lst parameter is less than 2nd, 
11 #+ increment lst and recurse. 
12 
13 
14 recursive_function 1 50000 # Recurse 50,000 levels! 
115) Most likely segfaults (depending on stack size, set by ulimit -m). 
16 
iy Recursion this deep might cause even a C program to segfault, 
18 #+ by using up all the memory allotted to the stack. 
Ly) 
20 
Ail echo "unma: wili probaosly not or imes” 
22 exit O # This script will not exit normally. 
29 
24 # Thanks, Stéphane Chazelas. 
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24.3. Recursion Without Local Variables 


A function may recursively call itself even without use of local variables. 


Example 24-16. The Fibonacci Sequence 


NPRPRPPRP PPP PY 
SCOMIDTDHWNHFPOWOMAIDGURWNE 


INSP TS) IS) RY Ror [sS hs) 
SS) cexy a) des eS) je» (5 


CO CO CO CO CO CO CO CO CO CO h2 P2 
We) (eer (ex. Gr ES. Go (MS) [> S&S wo (99 


A A 
ji m 


DA A A A 
(exy (On! Wes eS) fs) 


!/bin/bash 

EDORA Fibonacci sequenc 
Author: M. Cooper 

License: GPL3 


(recursive) 


Bc te ee algorithm--- xc 
Fibo(0) = 0 
Fibo(1) = 1 
else 
madegi(3) = Woe (JIL) s iu99(3-2) 
MAXTERM=15 # Number of terms (+1) to generate. 
MINIDX=2 # If idx is less than 2, then Fibo (idx) 
Fibonacci () 
{ 
idx-$1 # Doesn't need to be local. Why not? 
iit | VSaiebe ake WSN ID | 
then 
Seiho Steht First two terms are 0 1 
else 
(E =e ») g d 
ceSmmMl=S ( Milgomecek Such ) # Fibo(j-1) 
(( —-idx )) 3-2 
term2-$( Fibonacci $idx ) # Fibo(j-2) 
echo $(( terml + term2 )) 
4E 3L 


# An ugly, ugly kludge. 


see above. 


= idx. 


# The more elegant implementation of recursive fibo in C 
#+ is a straightforward translation of the algorithm in lines 7 - 10. 


for i in $(seq 0 SMAXTERM) 

do # Calculate SMAXTERM+1 terms. 
igneo (IP aeyesavevereal j$3L) 
Scho =m Wisi aiexo) Ui 


done 

7? OT 23 5 8 is 21 34 55 G9 Ld4 2232 377 Q1 

# Takes a while, doesn't it? Recursion in a script is slow. 
echo 

exit 0 


Example 24-17. The Towers of Hanoi 


1 
2 


#! /bin/bash 
# 


3 The Towers Of Hanoi 
4 Bash script 
5 Copyright (C) 2000 Amit Singh. All Rights Reserved. 
6 http://hanoi.kernelthread.com 
7 
8 Tested under Bash version 2.05b.0(13)-release. 
9 Also works under Bash version 3.x. 
10 
Lal Used in "Advanced Bash Scripting Guide" 
12 #+ with permission of script author. 
13 Slightly modified and commented by ABS author. 
14 
15 # 
16 The Tower of Hanoi is a mathematical puzzle attributed to 
17 #+ Edouard Lucas, a nineteenth-century French mathematician. 
18 
ig There are thr vertical posts set in a base. 
20 The first post has a set of annular rings stacked on it. 
2l These rings are disks with a hole drilled out of the center, 
22 #+ so they can slip over the posts and rest flat. 
ZS) The rings have different diameters, and they stack in ascending 
24 #+ order, according to size. 
255 The smallest ring is on top, and the largest on the bottom. 
26 
2:3) The task is to transfer the stack of rings 
28 #+ to one of the other posts. 
29) You can move only one ring at a time to another post. 
30 You are permitted to move rings back to the original post. 
Sil You may place a smaller ring atop a larger one, 
32 #+ but *not* vice versa. 
319 Again, it is forbidden to place a larger ring atop a smaller one. 
34 
35 For a small number of rings, only a few moves are required. 
36 #+ For each additional ring, 
37 #+ the required number of moves approximately doubles, 
38 #+ and the "strategy" becomes increasingly complicated. 
39 
40 For more information, see http://hanoi.kernelthread.com 
41 #+ or pp. 186-92 of _The Armchair Universe_ by A.K. Dewdney. 
42 
43 
44 TE eer 
45 Lan] | | 
46 py ePi | | 
Am a | | d 
48 | | | | 
49 | | | | ll 
50 | | | | || 
Sl | | | | d 
52 i 
53 | ck ck ck ck ck Ck ck ck ck ck Ck ck KKK KK KKK KKK KKK KK KK KKK KKK KKK ck ck KKK ck ck kk ck ko ck ko Sk ck Mk Sk kv kx ko ok 
54 #1 2 #3 
55 
56 # 
57 
58 
59 E NOPARAM-66 # No parameter passed to script. 
60 E BADPARAM-67 4 Illegal number of disks passed to script. 
61 Moves- # Global variable holding number of moves. 
62 # Modification to original script. 
63 
64 dohanoi() { # Recursive function. 
65 case $1 in 
66 0) 
67 ii 


68 p 


69 domamoi "S((91—1))v S2 S4 $3 

70 echo move $2 "--»" $3 

Til ( (Moves++) ) iy MOCHIELEGEELOM Co Original see c 
12 Gleis. YS((Sil=i1))Y $4 S3 Sz 


74 esac 


77 case $$ in 

78 1) case S(((SiS0)) )) im # Must have at least one disk. 

78) 1) # Nested case statement. 

80 Giolmeuwos Si 1 3 2 

81 echo "Total moves - $Moves" üt Aol 1, where n = # of disks. 
82 exit 0; 

83 P 


85 echo "$0: illegal value for number of disks"; 
86 exit $E BADPARAM; 


91 echo "usage: $0 N" 
92 echo Y Where \"N\" is the number of disks." 
93 exit $E NOPARAM; 


95 esac 


97 4 Exercises: 


1) Would commands beyond this point ever b xecuted? 
Why not? (Easy) 

2) Explain the workings of the workings of the "dohanoi" function. 
(Dak 3E e eUi S the Dewdney reference, above.) 


Se och ch ok 
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Chapter 25. Aliases 


A Bash alias is essentially nothing more than a keyboard shortcut, an abbreviation, a means of avoiding 
typing a long command sequence. If, for example, we include alias Im="'Is -1 | more" in the ~/.bashrc 
file, then each 1m [1] typed at the command-line will automatically be replaced by a Is -1 | more. This can 
save a great deal of typing at the command-line and avoid having to remember complex combinations of 
commands and options. Setting alias rm="'rm -i" (interactive mode delete) may save a good deal of grief, 
since it can prevent inadvertently deleting important files. 


In a script, aliases have very limited usefulness. It would be nice if aliases could assume some of the 
functionality of the C preprocessor, such as macro expansion, but unfortunately Bash does not expand 
arguments within the alias body. [2] Moreover, a script fails to expand an alias itself within "compound 
constructs," such as if/then statements, loops, and functions. An added limitation is that an alias will not 
expand recursively. Almost invariably, whatever we would like an alias to do could be accomplished much 
more effectively with a function. 


Example 25-1. Aliases within a script 


!/bin/bash 
alias.sh 


shopt -s expand aliases 
Must set this option, else script will not expand aliases. 


Lest, Sona Eemo 
alias Jesse James-'echo "\"Alias Jesse James\" was a 1959 comedy starring Bob Hope."' 
Jesse James 


echo; echo; echo; 


alias Mvis iL 
# May use either single (') or double (") quotes to define an alias. 


ache Wwayaing ailiasecd VULNUS 
11 /usr/X11R6/bin/mk* #* Alias works. 


NPRPRPPRP PPP PY 
SCOMIKDTHRWNHFPOWCMIDGUARWNE 


echo 


N N 
[sy [= 


directory=/usr/X11R6/bin/ 

prefix=mk* # See if wild card causes problems. 

echo "Variables \"directory\" + \"prefix\" = S$directory$prefix" 
echo 


NO PN 
Ae w 


WDT 
-1 O0) wo 


alias lll-"ls -1 Sdirectory$prefix" 


N 
[99] 


echo aree wys eilaleyseye] \ eal S UU 
LLI # Long listing of all files in /usr/X11R6/bin stating with mk. 
# An alias can handle concatenated variables -- including wild card -- o.k. 


CO CO CO CO CO CO CO CO CO CO Dd 
We) (geh | (xy (np dE (3) [SO [5 9» ve 


od 
o 
rey 

Fh 
fs 
E 
iS 
E 


then 
gulag. rire Ie. Sil 
echo "Trying aliased \"rr\" within if/then statement:" 
rr /usr/X11R6/bin/mk* #* Error message results! 
# Aliases not expanded within compound statements. 
echo "However, previously expanded alias still recognized:" 
11 /usr/X11R6/bin/mk* 
3E ab 
echo 
count=0 
while T Scount —lt 3 ] 
do 
alira S rrr ES il 
echo "Trying aliased \"rrr\" within \"while\" loop:" 
rrr /usr/X11R6/bin/mk* #* Alias will not expand here either. 
“7 cues Jülme Hyg sexe Command mere ito wisrel 
let count-t-1 
done 
echo; echo 


alias xyz-'cat $0' 4" Serene IGES miese@ulic . 
# Note strong quotes. 
XYZ 
This seems to work, 
F although the Bash documentation suggests that it shouldn't. 


However, as Steve Jacobson points out, 


# 
#4 
# 
# 
#+ the "SO" parameter expands immediately upon declaration of the alias. 


Siw (0) 


The unalias command removes a previously set alias. 


Example 25-2. unalias: Setting and unsetting an alias 


1 #!/bin/bash 
2 # unalias.sh 
3 
4 shopt -s expand aliases # Enables alias expansion. 
5 
6 allies) Jd der db || noray 
3H ibm 
8 
9 echo 
10 
dil wmalias Lim # Unset alias. 
12. IE a 
13 # Error message results, since 'llm' no longer recognized. 
14 
15 exit 0 
bash$ ./unalias.sh 
TOt MEG 
drwxrwxr-x 2 BOZO bozo 3072 Feb 6 14:04 
drwxr-xr-x 40 bozo bozo 2048 Feb 6 14:04 
EWR WIE TR EOZ bozo 199 Feb 6 14:04 unalias.sh 


./unalias.sh: llm: command not found 


Notes 


[1] ..asthe first word of a command string. Obviously, an alias is only meaningful at the beginning of a 
command. 


[21] However, aliases do seem to expand positional parameters. 
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Chapter 26. List Constructs 


The and list and or list constructs provide a means of processing a number of commands consecutively. These 
can effectively replace complex nested if/then or even case statements. 


Chaining together commands 
and list 


1 command-1 && command-2 && command-3 && ... command-n 
Each command executes in turn, provided that the previous command has given a return value of 
true (zero). At the first false (non-zero) return, the command chain terminates (the first command 
returning false is the last one to execute). 


An interesting use of a two-condition and list from an early version of YongYe's Tetris game script: 


equation() 


( # core algorithm used for doubling and halving the coordinates 
[i ${cdx} 1] && ((y-cy* (ccy-cdy) ${2}2)) 
eval ${1}+=\"S{x} S(y) \" 


fm (Gal de (9 [soy I 


Example 26-1. Using an and list to test for command-line arguments 


#!/bin/bash 


# and list 
wie [| gd em Weil && echo "Argument #1 = $1" && [ ! -z "$2" ] && \ 
# AN ^^ ^^ 


echo "Argument 42 - $2" 

then 
echo "At least 2 arguments passed to script." 
# All the chained commands return true. 

else 
echo "Fewer than 2 arguments passed to script." 
# At least one of the chained commands returns false. 


Ed 
Note that "if [ ! -z $1 ]" works, but its alleged equivalent, 
Wate || =a Sil TW close moe. 
However, quoting fixes this. 
aie UD soy Wis qUUA lS 
eo XS Careful! 


It is always best to QUOTE the variables being tested. 


E 


NPRPRPP PPP PP 
COMIDTHRWNHHFOWOMBIDGUBRWNE 


2 

22 This accomplishes the same thing, using "pure" if/then statements. 
AS ase [| E m Visi’ T 

24 then 

25 echo "Argument #1 = $1" 

2G t3 

Ag ae || 4 —— US2W ] 

28 then 


echo "Argument 42 - $2" 

echo "At least 2 arguments passed to script." 
else 

echo "Fewer than 2 arguments passed to script." 
fi 


C9 CO CO WN 
WN EX c» © 


34 # It's longer and more ponderous than using an "and list". 
35 

36 

37 gexcuE Gm 


Example 26-2. Another command-line arg test using an and list 


!/bin/bash 


ARGS-1 # Number of arguments expected. 
E BADARGS-85 # Exit value if incorrect number of args passed. 


test $4 -ne SARGS && \ 
RAKAKRAKRAKANKRAA condition #1 
echo "Usage: ~basename $0` SARGS argument (s)" && exit $E BADARGS 


^^ 


If condition #1 tests true (wrong number of args passed to script), 
+ then the rest of the lin xecutes, and script terminates. 


Line below executes only if the above test fails. 
echo "Correct number of arguments passed to this script." 


exc dj 


O p fex; (ub dex CY) [3s f (03 9) (eer cb (ex) (ab des (3) WS) [E 


ur Ite) eheck exit value, clo a "exei SPW arten SCC CSrmi natron, 


Of course, an and list can also set variables to a default value. 


1 argl-$0 && [ -z "Sargl" ] && argl- DEFAULT 

2 

E # Set Sargl to command-line arguments, if any. 

4 # But . . . set to DEFAULT if not specified on command-line. 
or list 

1 command-1 || command-2 || command-3 || ... command-n 


Each command executes in turn for as long as the previous command returns false. At the first true 
return, the command chain terminates (the first command returning true is the last one to execute). 
This is obviously the inverse of the "and list". 


Example 26-3. Using or lists in combination with an and list 


1 #!/bin/bash 

2 

3 delete.sh, a not-so-cunning file deletion utility. 
4 Usage: delete filenam 

5 

6 E_BADARGS=85 

7 

Bae [| ew Wisi] 

9 then 
10 echo "Usage: 'basename $0` filename" 
Li exit SE_BADARGS # No arg? Bail out. 
12 else 
T3 file-$1 # Set filename. 
14 fi 
15 


16 

417] [ ec "grille" ] && echo "Pile XUSiileW" more couneche \ 
18 Cowardly refusing to delete a nonexistent file." 

Le AND LIST, to giv rror message if file not present. 


20 Not cho message continuing on to a second line after an escap 
All 

22 ! -£ "Sfile" ] || (rm -f $file; echo "File \"Sfile\" deleted.) 
23 OR LIST, to delete file if present. 

24 


25 Note logic inversion above. 

26 AND LIST executes on true, OR LIST on false. 
2:7) 

28 exit $? 


d If the first command in an or list returns true, it wi 11 execute. 


1 4 ==> The following snippets from the /etc/rc.d/init.d/single 
2 #+==> script by Miquel van Smoorenburg 

3 #+==> illustrate use of "and" and "or" lists. 

4 # ==> "Arrowed" comments added by document author. 

5 

6 [ -x /usr/bin/clear ] && /usr/bin/clear 

3) i ee gd Jusus/lowieelsees exists, then invoka ii. 

8 # ==> Checking for the existence of a command before calling it 
9 #+==> avoids error messages and other awkward consequences. 
10 

ia. # ==> 

1,2 

13 # If they want to run something in single user mode, might as well run it... 
14 ror i sum /ewo/relje/Slg-9(|l0-9]* 2 clo 

1.5 # Check if the script is there. 

16 [| =x Ysa j] || Seine inns 

17 # ==> If corresponding file in S$PWD *not* found, 

18 #+==> then "continue" by jumping to the top of the loop. 

1g 

20 # Reject backup files and files generated by rpm. 

2L cage "SI" im 

22 *.rpmsave|*.rpmorig|*.rpmnew|*-|*.orig) 

23 continue;; 

24 esac 

25 | "Si" = "Wiece/rel cl/SOUsimgle” | && continue 

26 # ==> Set script name, but don't execute it yet. 

27 Sal grtart 

28 done 

2 

30 # ==> 


(D The exit status of anand list oranor list is the exit status of the last command executed. 


Clever combinations of and and or lists are possible, but the logic may easily become convoluted and require 
close attention to operator precedence rules, and possibly extensive debugging. 


1 false && true || echo false # false 

2 

3 Same result as 

4 ( false && true ) || echo false # false 

5 But NOT 

6 false && ( true || echo false ) # (nothing echoed) 
7 

8 Note left-to-right grouping and evaluation of statements. 
9 
10 It's usually best to avoid such complexities. 
L1 


12 Thanks, S.C. 


See Example A-7 and Example 7-4 for illustrations of using and / or list constructs to test variables. 
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Chapter 27. Arrays 


Newer versions of Bash support one-dimensional arrays. Array elements may be initialized with the 
variable [xx] notation. Alternatively, a script may introduce the entire array by an explicit declare -a 
variable statement. To dereference (retrieve the contents of) an array element, use curly bracket notation, 
that is, $ (element [xx] }. 


Example 27-1. Simple array usage 


#!/bin/bash 


area[11]=23 
area[13]=37 
area[51]=UFOs 


# Array members need not be consecutive or contiguous. 


il 
2 
3 
4 
9 
6 
j 
8 
9 
10 
i 
2 
3 
4 
9 
6 
j 
8 


# Some members of the array can be left uninitialized. 
# Gaps in the array are okay. 
# In fact, arrays with sparse data ("sparse arrays") 
#+ are useful in spreadsheet-processing software. 
Ghor n iuar zw 
echo ${area[11]} # {curly brackets} needed. 

ILS) elec) nanea keli = w 

20 echo $[(area[13]) 

2l 

22 echo "Contents of area[51] are $[(area[51])." 

23 


24 # Contents of uninitialized array variable print blank (null variable). 
25 echo -n "area[43] = " 

26 echo $(area[43]) 

27 echo "(area[43] unassigned)" 


29 echo 


31 4 Sum of two array variables assigned to third 
32 areal o= esr Sieuesei il} ss Starsa lsi 

33 echo "area[5] = area[11] + area[13]" 

34 echo -n "area[5] = " 

35 echo S{area[5]} 


36 
37 area[6]= expr S{area[11]} + ${area[51]}~ 
38 echo "area[6] = area[11] + area[51]" 


39 echo -n "area[6] = " 
40 echo S$(area[6]) 
41 # This fails because adding an integer to a string is not permitted. 


43 echo; echo; echo 


45 d 
46 # Another array, "area2". 

47 4$ Another way of assigning array variables... 
48 # array name-( XXX YYY ZZZ ... ) 


50 area2-( zero one two three four ) 


Sil 

52 echo -n "area2[0] = " 

53 echo S${area2[0]} 

54 # Aha, zero-based indexing (first element of array is [0], not [1]). 
55 

56 echo -n "area2[1] = " 

57 echo ${area2[1]} # [1] is second element of array. 

58 # 
59) 
60 echo; echo; echo 
61 
62 # 
63 4 Yet another array, "area3". 

64 4 Yet another way of assigning array variables... 
65 4 array name-([xx]-XXX [yy]=YYY ...) 

66 

67 area3=([17]=seventeen [24]-twenty-four) 

68 

69 echo -n "area3[17] 
70 echo S{area3[17] } 
ya 

72 echo -n "area3[24] 
T> eha Silareas [24] } 
74 d 
73 
WG exit 0 


As we have seen, a convenient way of initializing an entire array is the array=( element1 element2 
... elementN ) notation. 


1 base64 charset-( {A..Z} {a..z} (0..9) + / = ) 

2 # Using extended brac xpansion 

3 #+ to initialize the elements of the array. 
4 
5 


# Excerpted from vladz's "base64.sh" script 
#+ in the "Contributed Scripts" appendix. 


Bash permits array operations on variables, even if the variables are not explicitly declared as arrays. 


string=abcABC123ABCabc 

echo S${string[@] } abcABC123ABCabc 

echo ${string[*] } abcABC123ABCabc 

echo $(string[0]) abcABC123ABCabc 

echo ${string[1]} No output! 

Why? 

echo S${#string[@] } i 

One element in the array. 
The string itself. 


Hi 
2 
3 
4 
5 
6 
7 
8 


# Thank you, Michael Zick, for pointing this out. 
Once again this demonstrates that Bash variables are untyped. 


Example 27-2. Formatting a poem 


#!/bin/bash 
# poem.sh: Pretty-prints one of the ABS Guide author's favorite poems. 


# Lines of the poem (single stanza). 
Line[1]="I do not know which to prefer," 


(Gri dE (es) ISS) [S 


6 Line[2]="The beauty of inflections" 

7 Line[3]="Or the beauty of innuendoes," 

8 Line[4]="The blackbird whistling" 

9 Line[5J="Or just after." 

10 Note that quoting permits embedding whitespace. 
iL il 

12 Attribution. 

13 Attrib[1]=" Wallace Stevens" 

14 Attrib[2]="\"Thirteen Ways of Looking at a Blackbird\"" 
15 This poem is in the Public Domain (copyright expired). 
16 

17 echo 

18 

ILS) iw lol # Bold print. 
20 
Ail ste sunclese aum I 2 S 4 5 # Five lines. 
22 do 
23 prime Y s\n" "S{Line[index] }" 
24 done 
25 
29 store slincles< 35m di 2 # Two attribution lines. 
227] (oko) 
28 jousueqpie Ww Sue We "US (Acero taces] 1} 10 

done 


tput sgr0 # Reset terminal. 
# See 'tput' docs. 


echo 
exit 0 


# Exercise: 


CO CO CO CO CO CO CO CO CO CO Dd 
or (Ge) cU] (ox (On US too IS) [5 «e» We 


Bs 
(e) 
-H- 


odify this script to pretty-print a poem from a text 


data file. 


Array variables have a syntax all their own, and even standard Bash commands and operators have special 


options adapted for array use. 


Example 27-3. Various array operations 


#!/bin/bash 
# array-ops.sh: More fun with arrays. 


array=( zero one two three four five ) 
# Element O0 ji 2 3 4 5 


echo S{array[0]} 
echo S${array:0} 


Zero 
ZGrTO 


echo S{array:1} 


# 
# 
# 
#+ starting at position 4 0 (1st 
# ero 
# 

# 


cho " " 


echo ${#array[0]} 4 


echo ${#array} 4 


[— «3 No) (ee Sal (ex (On. de. v5 PS) [2 (€» o (ve) Sa) (ony (Oa dem. eh [9 d 


de de db dk 


NO ON EF 


Parameter expansion of first element, 


character). 


Parameter expansion of first element, 
7 TeEGEueiE3UG; atipo tIon dL (Ziel Glaeucercieeuc)) - 


Length of first element of array. 


Length of first element of array. 


22 (Alternate notation) 

23 

24 echo ${#array[1]} 3 

25 Length of second element of array. 

26 Arrays in Bash have zero-based indexing. 

27 

28 echo ${#array[*]} 6 

28) Number of elements in array. 

30 echo ${#array[@]} 6 

Bik Number of elements in array. 

32 

33 echor! 4 

34 

35 array2=( [0]="first element" [1]="second element" [3]="fourth element" ) 
36 # d Mh ^ £ 2 as ^ £ B 


37 4 Quoting permits embedding whitespace within individual array elements. 


39 echo S{array2[0]} o iue element 

40 echo ${array2[1]} # second element 

41 echo S${array2[2]} # 

42 # Skipped in initialization, and therefore null. 
43 echo S${array2[3]} # fourth element 

44 echo ${#array2[0] } s 3 (length of first element) 

45 echo S${#array2[*] } # 3 (number of elements in array) 

46 

47 exec 


Many of the standard string operations work on arrays. 


Example 27-4. String operations on arrays 


1 #!/bin/bash 
2 array-strops.sh: String operations on arrays. 
3 
4 Script by Michael Zick. 
3 Used in ABS Guide with permission. 
6 Fixups: 05 May 08, 04 Aug 08. 
7 
8 In general, any string operation using the ${name ... } notation 
9) qj Can be applied to all string Sllamsmcs ain an arrer, 
JL) Gab icm Cis Smene l@l sso | Or Sqmwwae[ ^] soo] mOTCaCioNa 
i 
12 
13 arrayZ=( one two three four five five ) 
14 
15 echo 
LG 
17 Trailing Substring Extraction 
18 echo S${arrayZ[@]:0} # one two three four five five 
i$ 2 All elements. 
20 
21 echo S{arrayZ[@]:1} # two three four five five 
22 ie All elements following element[0]. 
2:9 
24 echo S{arrayZ[@]:1:2} # two three 
25 È Only the two elements after element [0]. 
26 
27 echo ™ m 
28 
29 


30 # Substring Removal 


32 
ES 
34 
39 
36 
37 
38 
39 
40 
41 
42 
43 
44 
45 
46 
47 
48 
49 
50 
51 
52 
5S 
54 
55 
56 
57 
58 
9 
60 
61 
62 
63 
64 
65 
66 
67 
68 
69 
70 
T3 
72 
353 
74 
US 
76 
V7 
78 
UE, 
80 
81 
82 
83 
84 
85 
86 
87 
88 
89 
90 
gi 
92 
93 
94 
95) 
96 


echo S{arrayZ[@]#f*r} 


echo S{arrayZ[@]##t*e} 


echo S{arrayZ[@] %h*e} 


A 


Longest match from back 
echo S${arrayZ[@]%%t*e} 


^^ 


chodu 


Removes shortest match from front of string(s 


) s 


one two three five five 
Applied to all elements of the 
Matches "four" and removes it. 


array. 


Longest match from front of string(s) 


one two four five five 
Applied to all elements of the 
Matches "three" and removes it. 


array. 


Shortest match from back of string(s) 


one two t four five five 
Applied to all elements of the 
Matches "hree" and removes it. 


array. 


OW Sernac (9) 

one two four five five 

Applied to all elements of the 
Matches "three" and removes it. 


array. 


# Substring Replacement 


# Replace first occurrence of substring with replacement. 
echo S${arrayZ[@]/fiv/XYZ} # one two three four XYZe XYZe 
# € # Applied to all elements of the array. 
# Replace all occurrences of substring. 
echo S${arrayZ[@]//iv/YY} s (CoS two tares Tour IIS iS 
# Applied to all elements of the array. 
Delete all occurrences of substring. 
Not specifing a replacement defaults to 'delete' 
echo ${arrayZ[@]//fi/} one two three four ve ve 
QS Applied to all elements of the array. 
Replace front-end occurrences of substring. 
echo S{arrayZ[@]/#fi/XY} one two three four XYve XYve 
$n Applied to all elements of the array. 
Replace back-end occurrences of substring. 
echo $(arrayZ[G]/$ve/Z2Z) one two three four fiZZ £122 
i Applied to all elements of the array. 
echo $(arrayZ[8]/$0o/XX) one twXX three four five five 
^ Why? 
cho "n LL 
replacement() { 
Gelato, San Wee 
} 
echo S${arrayZ[@]/%e/$ (replacement) } 
# ^ IAN KRAKRAKRAKAKRARKRA 
yr (ue D sere elses] EEO sem D ces EDU 
# The stdout of replacement() is the replacement string. 
# Q.E.D: The replacement action is, in effect, an 'assignment.' 
cho Ww " 


97 # Accessing the "for-each": 


98 echo ${arrayZ[@]//*/S (replacement optional_arguments) } 


99 # HAE NAAR OLA NDS 
jg se UL gyro tet Deo Ue ag 
LOL 
102 # Now, if Bash would only pass the matched string 
103 #+ to the function being called 
104 
105 echo 
106 
OW exe 0) 
108 
109 Before reaching for a Big Hammer -- Perl, Python, or all the rest -- 
110 recall: 
ial al S( cso ) 28 Commence! SISE ewe 3L c 
itz A function runs as a sub-process. 
iL} A function writes its output (if echo-ed) to stdout. 
114 Assignment, in conjunction with "echo" and command substitution, 
ALS) wee can read a function's stdout. 
116 The name[@] notation specifies (th quivalent of) a "for-each" 
117 #+ operation. 
118 Bash is more powerful than you think! 


Command substitution can construct the individual elements of an array. 


Example 27-5. Loading the contents of a script into an array 


1 #!/bin/bash 

2 $^ SCRUGGS SING IWOGCIS thls serie mco Gia array o 

3 # Inspired by an e-mail from Chris Martin (thanks!). 

4 

S) Sele contents: (a (Cat VSO") ) # Stores contents of this script ($0) 
6 #+ in an array. 

7 

8 for element in $(seq 0 $((S{#script_contents[@]} - 1))) 

9 do S{#script_contents[@] } 

10 + gives number of elements in the array. 

i3. 

12 Question: 

13 Why is seq 0 necessary? 

14 tey (eleweusiepruexs; aid CO see dba 

LS echo -n "S{script_contents[$element] }" 

EG List each field of this script on a single line. 
Aq s» echo =a "S serene contant |[elemeine | iY also works  loeecwsie (Gu SÍ soa fe 
18 Stele) in Woe Y Use Yo == V gm dude sejocisicoe . 

19 done 

20 

21 echo 

22 

23 exit 0 

24 

25 # Exercise: 

AG qp oc——————— 


2) a Mochy ius Serer me We ligte eset 
Z8) vou ilm iE) Original Torme; 
29 #+ complete with whitespace, line breaks, etc. 


In an array context, some Bash builtins have a slightly altered meaning. For example, unset deletes array 
elements, or even an entire array. 


Example 27-6. Some special properties of arrays 


#!/bin/bash 


declare -a colors 
# All subsequent commands in this script will treat 
#+ the variable "colors" as an array. 


echo "Enter your favorite colors (separated from each other by a space) ." 


read -a colors # Enter at least 3 colors to demonstrate features below. 
# Special option to 'read' command, 
#+ allowing assignment of elements in an array. 


echo 
element_count=$ {#colors[@] } 


Special syntax to extract number of elements in array. 
element count-$(4colors[*]) works also. 


The "@" variable allows word splitting within quotes 


Mop pop opp PPP PY 
O (o 0» -1 O Oi i$ (). M P. O xo 0 -1 O O1 4 CQ Io E 


+ (extracts variables separated by whitespace). 
2i 
2/2 This corresponds to the behavior of "S@" and "S$*" 
23 #+ in positional parameters. 
24 
25 index=0 
26 
2! wards I WSsuacles" ihe "Seleuesue couine! ] 
28 do # List all the elements in the array. 
29 echo ${colors[$index] } 
30) ${colors[index]} also works because it's within $( ... } brackets. 
Sal Fet Walseyelevic = Ondex qe IL 
S2 (Ores 
33 ( (index--*)) 
34 done 
35 Each array element listed on a separate line. 
36 Ie Cloaks: aS ino destred ws cho -n "$(colors[$index]) " 
31 
38 Doing it with a "for" loop instead: 
39 oie al iia UIS celeste v 
40 do 
41 echo msi 
42 done 
43 (UhAeMESS Satay 
44 
45 echo 
46 
47 # Again, list all the elements in the array, but using a more elegant method. 
48 echo S{colors[@] } # echo $(colors[*]) also works. 
49 
50 echo 
Sil 
52 # The "unset" command deletes elements of an array, or entire array. 
55 unser Colors [11 Remove 2nd element of array. 
54 Same effect as colors[1]= 
55 echo ${colors[@]} List array again, missing 2nd element. 
56 
57 unset colors Delete entire array. 
58 unset colors[*] and 
59 + unset colors[@] also work. 
60 echo; echo -n "Colors gone." 
61 echo ${colors[@] } List array again, now empty. 
62 


Oo 
Co 


exi O 


As seen in the previous example, either ${array_name[@]} or ${array_name[*]} refers to all the elements 
of the array. Similarly, to get a count of the number of elements in an array, use either ${#array_name[@]} 
or ${#array_name[*]}. ${#array_name} is the length (number of characters) of $(array. name[0]], the first 
element of the array. 


Example 27-7. Of empty arrays and empty elements 


ec 


{ 
ec 
Qe 
ec 
ec 
ec 
ec 
ec 
ec 
oe 
Ie 
ec 
ex 


Mop pop opp PPP PY 
O (o 00 -1 O Oi i (). NM PS. O xo 0 -1 O O1 i CQ Io E 


(es) (eek [Sr [Sk IS) dS TRS) [RSs TR) [eS dE» 
i «e» Mie) (er ep ony (Gal ode ah Ny TS 


WWWW WW CO C2 
OMAIAH i$ (C0. IND 
[0] 
Q 


op 
|. €» 


Q Pf Wm am SP um um aum 
(Sy We) n a 3) ony Cal des Cd) r$) 


[91] 
JEn 


# 


UI 
N 


!/bin/bash 


empty-array.sh 


Thanks to Stephane Chazelas for the original example, 


+ and to Michael Zick and Omair 


Eshkenazi, 


for extending it. 


Anc ca Werclaysia (CkoxellliEvewe ror Clari icat tong (bool COTTET eins. 


array0=( 

arrayl=( 

array2=( ) 
( 


array3= 


NO 


no 
no 
no 
NO 
NO 
NO 
no 
NO 
NO 
NO 
NO 
NO 
NO 
NO 
NO 


ListArray () 


) 


) 


"Elements 
"Elements 
"Elements 
"Elements 


"Length 
"Length 
"Length 
"Length 


"Number 
"Number 
"Number 
"Number 


of 
of 
of 
of 


of 
of 
(OE, 
of 


esiesie. xexe(o)exol ithra 


) 


An empty array is not the same as an array with empty elements. 


# "arrayl" consists of one empty element. 


# No elements 
# What about this array? 


in arrayO0: 
im uec ls 
aa eucan 2 E 
in array3: 


first element 
first element 
first element 
first element 


elements 
elements 
elements 
elements 


S{array0 
S{arrayl 
S{array2 
S{array3 


in 
in 
iL ial 
in 


arrayO = 


in arrayO = 
in arrayl = 
in array2 = 
in array3 = 


Weleiceny2 3er EMO EYA 


S{#array0 
${#arrayl 
${#array2 
S{#array3 


S{#array0}" 
arrayl = S${#arrayl}" 
array2 = S{#array2}" 
array3 = S${#array3}" 


Se E db HE 


© (e» | (os) 


(Surprise!) 


# Adding 
array0=( 
arrayl= 


array3= 


or 


ListArray 


ListArray 


# Try extending 


those arrays. 


j m 


"newl" 
"newl" 
"hewl" 
"newl" 


array0[S{#array0[*]}]="new2" 


an element to an array. 
"S{arrayO[@]}" 
( "S{arrayl1[@] 
array2=( "S{array2[@]}" 
( "S{array3[@] 


) 
) 
) 
) 


ererererrrr rrr 


Or b Or (ab pem 453) TS) [= 


arrayl[S{#arrayl[*]}]="new2" 
array2[S{#array2[*]}]="new2" 
array3[S{#array3[*]}]="new2" 

ListArray 

# When extended as above, arrays are 'stacks' 


# Above is the 'push' 

# The stack 'height' is: 

height=S$ {#array2[@] } 

echo 

echo "Stack height for array2 = Sheight" 


# The 'pop' is: 


unset array2[S{#array2[@]}-1] # Arrays are zero-based, 

height=$ {#array2[@] } #+ which means first element has index 
echo 

echo "POP" 

echo "New stack height for array2 = S$height" 

ListArray 

# List only 2nd and 3rd elements of arrayO0. 


from-1 # Zero-based numbering. 
to-2 

array3-( S{array0[@]:1:2} ) 

echo 

echo "Elements in array3: S{array3[@]}" 


# Works like a string (array of characters). 
# Try some other "string" forms. 


# Replacement: 

array4-( S{array0[@]/second/2nd} ) 
echo 
echo 


'Elements in array4: S{array4[@]}" 


# Replace all matching wildcarded string. 
array5-( S{array0[@]//new?/old} ) 


echo 
echo "Elements in array5: S{array5[@]}" 
# Just when you are getting the feel for this 


array6-( S{array0[@]#*new} ) 
echo # This one might surprise you. 
echo "Elements in array6: S${array6[@]}" 


array7-( S{array0[@]#newl} ) 
echo # After array6 this should not be a surprise. 
echo "Elements in array7: S{array7[@]}" 


# Which looks a lot like 

array8-( S${array0[@]/newl/} ) 
echo 
echo "Elements in array8: S${array8[@]}" 


So what can one say about this? 
The string operations are performed on 

+ each of the elements in var[@] in succession. 
Therefore : Bash supports string vector operations. 
If the result is a zero length string, 

+ that element disappears in the resulting assignment. 


However, if the expansion is in quotes, the null elements remain. 


Michael Zick: Question, are those strings hard or soft quotes? 


119 # Nathan Coulter: There is no such thing as "soft quotes." 
120 #! What's really happening is that 

JUL else the pattern matching happens after 

122 #!+ all the other expansions of [word] 

123) FLF in cases like ${parameter#word}. 

124 

125) 

126 zap="new*' 

127 array9-( S${array0[@]/$zap/} ) 


128 echo 

129 echo "Number of elements in array9: S{#array9[@]}" 
130 array9-( "$(arrayO[8]/$zap/)" ) 

ISl geko Winilenneires in eucrxeny S Slarreyo [re] JEU 

132 4 This time the null elements remain. 

133 echo "Number of elements in array9: S${#array9[@]}" 
134 

135 


136 # Just when you thought you were still in Kansas 

137 arrayl0=( ${array0[@]#$zap} ) 

138 echo 

IBS) ceho Winilemneioics in arraylOs Sites (ej) JU 

140 # But, the asterisk in zap won't be interpreted if quoted. 
141 arrayl0=( $(arrayO[G]4"$zap") ) 


142 echo 

143 echo "Elements in arrayl0: S{array10[@]}" 

144 Well, maybe we are still in Kansas ; 

145 (Revisions to above code block by Nathan Coulter.) 

146 

147 

148 Compare array7 with arrayl0. 

149 Compare array8 with array9. 

150 

Sal Reiterating: No such thing as soft quotes! 

IL, Nathan Coulter explains: 

1153 Pattern matching of 'word' in S${parameter#word} is done after 
154 #+ parameter expansion and *before* quote removal. 

15/5) In the normal case, pattern matching is done *after* quote removal. 
156 

157 exit 


The relationship of ${array_name[@]} and ${array_name[*]} is analogous to that between $@ and $*. This 
powerful array notation has a number of uses. 


Copying an array. 
array2-( "S{arrayl[@]}" ) 
Or 
array2="S{arrayl[@]}" 


However, this fails with "sparse" arrays, 
+ arrays with holes (missing elements) in them, 
+ as Jochen DeSmet points out. 


arrayl[0]- 

aera dE || IL || iE assigned 

arrayl[2]= 

array2-( poe mo ) # Copy it? 


echo ${array2[0] 
echon arcay2 2] 
# 


} # 
} a? {Goelil)) , shouldbe? 


HO Wey Cs) «| (ex, Gal des TS [m$ [—) (e We (s) =a) wn Gal dE (9 [Soy [ 


N N + 


# Adding an element to an array. 


22 array=( "S{array[@]}" "new element" ) 
29 wp (ue 

24 array[S{#array[*]}]="new element" 

25 

29 a Thank S SoC. 


į ) The array=( element1 element2 ... elementN ) initialization operation, with the help of command 
substitution, makes it possible to load the contents of a text file into an array. 


#!/bin/bash 


filename=sample_fil 


change linefeeds in file to spaces. 
Not necessary because Bash does word splitting, 
+ changing linefeeds to spaces. 


1 

2 

3 

4 

5 # cat sample_file 

6 # 

3h xg l alg 

8 4 2 d e fg 

9 

10 

11 declare -a arrayl 

L2 

13 arrayl-( ‘cat "$filename"') # Loads contents 
14 Liste, Elle de EGO #+ of $filename into arrayl. 
1.5 

16 eucicenyl=( eaw Uursodhewnewnes" | is Ama Y UT 

Jm 

18 

19 


20 

Zi echo Slarrayi rg) # List the array. 
E lab @ 2 e i 
23 

24 Each whitespace-separated "word" in the file 
25 #+ has been assigned to an element of the array. 
26 

27 element count-S$S(farrayl[*]) 

28 echo S$element, count # 8 


Clever scripting makes it possible to add array operations. 


Example 27-8. Initializing arrays 


! /bin/bash 
array-assign.bash 


Array operations are Bash-specific, 
+ hence the ".bash" in the script name. 


Copyright (c) Michael S. Zick, 2003, All rights reserved. 
License: Unrestricted reuse in any form, for any purpose. 
Version: SIDS 


Clarification and additional comments by William Park. 


Based on an example provided by Stephane Chazelas 
+ which appeared in an earlier version of the 
* Advanced Bash Scripting Guide. 


I 


Output format of the 'times' command: 
User CPU «space» System CPU 
User CPU of dead children «space» System CPU of dead children 


O Wer (es) -— fex, Cl ges eS Ie (A 9» We (09s ——] ep) (Gr ges (93 fe» [3 


ISS) 4; 


21 
22 
29 
24 
25 
26 
ZT 
28 
219 
30 
Sal 
32 
33 
34 
E 
36 
37 
38 
39 
40 
41 
42 
43 
44 
45 
46 
47 
48 
49 
50 
Sl 
52 
53 
54 
95 
56 
5 
58 
59 
60 
61 
62 
63 
64 
65 
66 
67 
68 
69 
70 
qi 
12 
His 
74 
iS 
76 
T3 
78 
T) 
80 
81 
82 
83 
84 
85 
86 


Bash has two versions of assigning all elements of an array 
+ to a new array variable. 
Both drop 'null reference" elements 
+ in Bash versions 2.04 and later. 
An additional array assignment that maintains the relationship of 
+ [subscript]=value for arrays may be added to newer versions. 


Constructs a large array using an internal command, 
+ but anything creating an array of several thousand elements 
+ will do just fine. 


declare -a bigOne=( /dev/* ) # All the files in /dev 
echo 

echo 'Conditions: Unquoted, default IFS, All-Elements-Of' 
echo "Number of elements in array is S${#bigOne[@]}" 


# set -vx 


echo 

Seia Uc = Tee —( Sese] ) = =) 
times 

declare -a bigTwo-( ${bigOne[@]} ) 

# Note parens: i S 
times 

echo 

Seiho "= = tesiciees S esser (Cj = =! 
times 

declare -a bigThree=${bigOne[@] } 


No parentheses this time. 
times 


Comparing the numbers shows that the second form, pointed out 
+ by Stephane Chazelas, is faster. 


As William Park explains: 
+ The bigTwo array assigned element by element (because of parentheses), 
+ whereas bigThree assigned as a single string. 
So, in essence, you have: 
foal hwo =< (Eee EO Se e send ce cae a RE E Se c p 
doigts cc XM ONT Me Se e HIM) 


Verify this by: echo S${bigTwo[0] } 
echo $(bigThree[0]) 


I will continue to use the first form in my example descriptions 
+ because I think it is a better illustration of what is happening. 


The reusable portions of my examples will actual contain 
+ the second form where appropriate because of the speedup. 


MSZ: Sorry about that earlier oversight folks. 


The "declare -a" statements in lines 32 and 44 

* are not strictly necessary, since it is implicit 

+ in the Array-( ... ) assignment form. 

However, eliminating these declarations slows down 

+ the execution of the following sections of the script. 
Try it, and see. 


87 
88 exit 0 


£^; Adding a superfluous declare -a statement to an array declaration may speed up execution of subsequent 
operations on the array. 


Example 27-9. Copying and concatenating arrays 


! /bin/bash 
CopyArray.sh 


This script written by Michael Zick. 
Used here with permission. 


How-To "Pass by Name & Return by Name" 
+ or "Building your own assignment statement". 


CpArray Mac() { 
# Assignment Command Statement Builder 


echo -n 'eval ' 


Senao =m US # Destination name 
eceimg -m "-( SU 

aco =a WE # Source name 

Geno aoe! (LE PY 


NPRPRPPRP PPP PY 
O (o 00 -1 O Oi i (). M. IB. O xo 0 -1 O O1 iS CQ) I0 2 


21 # That could all be a single command. 

22 4 Matter of style only. 

23 Jy 

24 

25 declare -f CopyArray # Function "Pointer" 
26 CopyArray-CpArray. Mac # Statement Builder 
2» 

28 Hype() 


{ 


# Hype the array named $1. 
(Splice it together with array containing "Really Rocks".) 
# Return in array named $2. 


+ 


local =e MVZ 
local -a hype=( Really Rocks ) 


$($CopyArray $1 TMP) 
TMP-( S{TMP[@]} ${hype[@]} ) 


CO CO CO CO CO CO CO CO CO CO Dd 
We) (ee) Sat ES (Ont SS: Gy) TS) E (e. Keo) 


40 $(S$CopyArray TMP $2) 

41 } 

42 

43 declar a before=( Advanced Bash Scripting ) 
44 declar a after 

45 

46 echo "Array Before = S${before[@]}" 
47 

48 Hype before after 

49 

50 echo "Array After = S{after[@]}" 


# Too much hype? 


echo "What S{after[@]:3:2}?" 


(nh Crh Gn Gah Gai 
Gri gx. (93 IS) ds 


declar a deles SiawicereE] o2ci} Steuticsic(E] sse2h )) 
# == SUOSEeLNG ent raction ==== 


echo "Array Modest = ${modest[@]}" 
# What happened to 'before' ? 


echo "Array Before = S{before[@]}" 


exe (0) 


Example 27-10. More on concatenating arrays 


Mop p op opp PPP PY 
O (o 0» -1 O Oi i (). MN PS. O xo 0 -1 O O1 iS CQ Io E 


NNNNNN LPS 
=) (exp (Gal de (69) [Sy fS 


CO CO CO CO CO CO CO CO CO CO PhO DN 
We) Tesh e| (ex. Gil ges (69 WS) [= «cx (We eo) 


D e 
i € 


Pb bP bP um Ss 
«000-1001 FWD 


! /bin/bash 
array-append.bash 


Copyright (c) Michael S. Zick, 2003, All rights reserved. 
License: Unrestricted reuse in any form, for any purpose. 
Version: SIDS 


Slightly modified in formatting by M.C. 


Array operations are Bash-specific. 
Legacy UNIX /bin/sh lacks equivalents. 


IPOS ehas OQUIEMDUIE (Ot ranis (extus co. "pie" 
+ so it doesn't scroll off the terminal. 
Or, redirect output to a file. 


declare -a arrayl-( zerol onel twol ) 
# Subscript packed. 
declare -a array2-( [0]=zero2 [2]=two2 [3]=three2 ) 
# Subscript sparse -- [1] is not defined. 
echo 
echo '- Confirm that the array is really subscript sparse. -' 
echo "Number of elements: 4" # Hard-coded for illustration. 
One (C ab =O) m al << Zp alae 3) 
do 
Scho Wilemeine Pils Sec rest] pW 
done 


# See also the more general code example in basics-reviewed.bash. 


declare -a dest 


# Combine (append) two arrays into a third array. 


echo 
echo 'Conditions: Unquoted, default IFS, All-Elements-Of operator' 
cho '- Undefined elements not present, subscripts not maintained. -' 


# # The undefined elements do not exist; they are not being dropped. 


y 


dest-( ${arrayl[@]} S{array2[@] 
]) # Strange results, possibly a bug. 


# dest=S{arrayl[@]}${array2[@ 

# Now, list the result. 

echo 

echo '- - Testing Array Append - -' 


cnt=S$ {#dest [@] } 


50 
Sil eche VWiNuinlesie or elensancss Senir” 


Saone A al m0 8 o ENE qx abe ))) 

53 do 

54 echo "Element [$i]: S${dest[$i]}" 
55 done 

56 


57 4 Assign an array to a single array element (twice). 
58 dest[0]-$(array1[GQ]) 

59 dest [1]=S{array2[@] } 

60 

61 # List the result. 

62 echo 

63 echo = = "eig nocha iee aiceay = =! 
64 cnt=${#dest [@] } 

65 

66 echo "Number of elements: S$cnt" 

67 sue (( ab =] © p aS que p alc DN) 

68 do 

69 echo "Element [$i]: ${dest[$i]}" 
70 done 

TAL 

72 # Examine the modified second element. 
73 echo 

74 echo '- - Reassign and list second element J 
73 

76 declare -a subArray=${dest [1] } 

77 cnt=${#subArray[@] } 


78 

79 echo "Number of elements: $cnt" 

80) xou (d sb = © 9 cL sS xeu BO xa 2) 

GL glo 

82 echo "Element [$i]: ${subArray[$i]}" 

83 done 

84 

85 The assignment of an entire array to a single element 

86 #+ of another array using the '-$( ... )' array assignment 
87 #+ has converted the array being assigned into a string, 

88 #+ with th lements separated by a space (the first character of IFS). 
89 

90 If the original elements didn't contain whitespace 

9i If the original array isn't subscript sparse 

p Then we could get the original array structure back again. 
93 

94 Restore from the modified second element. 

95 echo 

96 echo '- - Listing restored element y 

97 


98 declare -a subArray-( ${dest[1]} ) 
99 cnt=${#subArray[@] } 


100 

101 echo "Number of elements: $cnt" 

40/2. sore (C a =O g 3 < Cite S daa 2) 

103 do 

104 echo Vmilenmeme Poils Sisuvbnrrcay [Sa |) 3E V 

105 done 

106 eco "-— > Do mote Cepero om telnis behavior, = =! 
OV eche "— = Aas losingwalor 1S Slojeci i9 clues = =! 
108 echo ' in versions of Bash newer than version 2.05b - -' 
109 

110 # MSZ: Sorry about any earlier confusion folks. 
CLI 


13,2 «xg 0 


Arrays permit deploying old familiar algorithms as shell scripts. Whether this is necessarily a good idea is left 
for the reader to decide. 


Example 27-11. The Bubble Sort 


!/bin/bash 
bubble.;sh: Bubble. Sort, Of sorts. 


Recall the algorithm for a bubble sort. In this particular version... 


With each successive pass through the array to be sorted, 
* compare two adjacent elements, and swap them if out of order. 
At the end of the first pass, the "heaviest" element has sunk to bottom. 
At the end of the second pass, the next "heaviest" one has sunk next to bottom. 
NaCl S0 tO. 
This means that each successive pass needs to traverse less of the array. 
You will therefore notice a speeding up in the printing of the later passes. 


exchange () 
{ 
# Swaps two members of the array. 
local temp=${Countries[$1]} # Temporary storage 
#+ for element getting swapped out. 
Coumerce ls l= Corme rise lsz] 


Mop pop opp PPP PY 
O (o 00 -1 O Oi i (). MN HIS. O xo 0 -1 O O1 iS CQ I9 ES 


2L Countries[$2]-$temp 

252 

DS) return 

24 } 

2S) 

26 declare -a Countries # Declare array, 

27 #+ optional here since it's initialized below. 
28 

29 # Is it permissable to split an array variable over multiple lines 
30 #+ using an escape (\)? 

Sie Mes 

32 

33 Countries- (Netherlands Ukraine Zaire Turkey Russia Yemen Syria \ 
34 Brazil Argentina Nicaragua Japan Mexico Venezuela Greece England \ 
35 Israel Peru Canada Oman Denmark Wales France Kenya \ 

36 Xanadu Qatar Liechtenstein Hungary) 

ST 

38 # "Xanadu" is the mythical place where, according to Coleridge, 
39 #+ Kubla Khan did a pleasure dome decr 

40 

41 

42 clear # Clear the screen to start with. 

43 

44 echo "0: S${Countries[*]}" # List entire array at pass 0. 

45 

46 number_of_elements=${#Countries[@] } 

47 let "comparisons = $number of elements gui 

48 

49 count-1 # Pass number. 

50 

Sil winiike || WeewupsuedLsxows" ee O | # Beginning of outer loop 
52 Glo 

59 

54 index-0 4 Reset index to start of array after each pass. 

55 

56 while [ "Sindex" -It "$comparisons" ] # Beginning of inner loop 


C 
-1 


do 


58 if [ ${Countries[Sindex]} M» $(Countries['expr $index + 1°]} ] 
39 Ww dU Y9UNE Our (ueglsue oo c 

60 # Recalling that \> is ASCII comparison operator 

61 #+ within single brackets. 

62 
63 # if [[ ${Countries[Sindex]} > $(Countries['expr S$index + 1°]} ]] 
64 #+ also works. 

65 then 

66 xchange $index “expr Sindex + 1° # Swap. 

67 fai 
68 let Wineisz 4p IW — X Que. index+=1 on Bash, ver. 3.1 or newer. 
69 done # End of inner loop 

70 
VAL 
12 Paulo Marcel Coelho Aragao suggests for-loops as a simpler altenative. 
WS 
74 ror (( last = Sntumosr or elenrente Ikast SS OaE 3) 
75 di maux lex (Me, HEINE 2 (Thanks!) 
76 do 

VA iege dU aL exo noch «S. dew RO bee Jh) 

78 do 
p Lt YSiComincreres (Si }Y x VS (Comncicies [LS (Gs) yi! yy 5 
80 && exchange $i $((it1)) 

81 done 

82 done 

83 
84 
85 
86 let "comparisons -- 1" # Since "heaviest" element bubbles to bottom, 

87 #+ we need do one less comparison each pass. 

88 

89 echo 

90 echo "Scount: ${Countries[@]}" # Print resultant array at end of each pass. 
91 echo 

92 lier. Micon ar IL! # Increment pass count. 

93 

94 done # End of outer loop 

95 # All done. 

96 

97 exit 0 


Is it possible to nest arrays within arrays? 


SubArray=( ${AnArray[@]:11:1} S${AnArray[@]:6:5} ) 
This array has six elements: 
+ SubArray-( [0]=${AnArray[11]} [1]=${AnArray[6]} [2]=${AnArray[7] } 
[3]=S{AnArray[8]} [4]=${AnArray[9]} [5]=S{AnArray[10]} ) 


1 #!/bin/bash 

2 # "Nested" array. 

3 

4 # Michael Zick provided this example, 

5 #+ with corrections and clarifications by William Park. 
6 

7 AnArray-( $(1s inod ignore-backups --almost-all \ 
8 directory feq dl ie aim color-non time-status V 
9 --sort-time -l1 ${PWD} ) ) # Commands and options. 
4.) 

iil Spaces are significant . . . and don't quote anything in the above. 
12 

13 

14 

4.5 

16 

47) 

1.) 


Arrays in Bash are (circularly) linked lists 


19 #+ of type string (char *). 

20 # So, this isn't actually a nested array, 

Al Fir owe deta ifuevetE3bpuedlls emilen, 

27 

23 echo "Current directory and date of last status change:" 
24 echo "$(SubArray[G])" 

25 

AG erat O 


Embedded arrays in combination with indirect references create some fascinating possibilities 


Example 27-12. Embedded arrays and indirect references 


1 #!/bin/bash 
2 # embedded-arrays.sh 
3 # Embedded arrays and indirect references. 
4 
5 # This script by Dennis Leeuw. 
6 # Used with permission. 
7 # Modified by document author. 
8 
9 
10 ARRAY1= ( 
SIT VAR1, 1-valuel11 
12 VAR1, 2-value12 
TS VAR1_3=value13 
ia) 
15 
16 ARRAY2=( 
BRE) VARIABLE-"test" 
18 STRING="VAR1=valuel VAR2-value2 VAR3-value3" 
19 ARRAY21-S$(ARRAY1[*]) 
20 ) # Embed ARRAY1 within this second array. 
21. 
22 IMME LOI orione ()) i 
23 OUND) drm SY MESA 
24 ITS SY Vin! # To print each array element 
25 #+ on a separate line. 
26 TEST1="ARRAY2[*]" 
29 local ${!TEST1} 4 See what happens if you delete this line. 
28 # Indirect reference. 
29 # This makes the components of STESTI 
30) #+ accessible to this function. 
Sil 
32 
33 # Let's see what we've got so far. 
34 echo 
35) acing UwNSnSSTI = Sissi! # Just the name of the variable. 
36 echo; echo 
37 exco V"IWSESTII = Sues? s Comcemes of tns variables, 
3i # That's what an indirect 
39 #+ reference does. 
40 echo 
41 chom "; echo 
42 echo 
43 
44 
45 # Print variable 
46 echo "Variable VARIABLE: VARIABLE" 
47 
48 # Print a string element 


49 IFS-"SOLD IFS" 


50) TEST2="STRING[*]" 

Sal lee S bu) # Indirect reference (as above). 
52 echo "String element VAR2: SVAR2 from STRING" 

53 

54 # Print an array element 

55 TEST2="ARRAY21[*]" 

56 Ihoeeul S4 Wins} # Indirect reference (as above). 
577] echo "Array element VAR1 1: $VAR1_1 from ARRAY21" 

59 }} 

59 

GO jexeaiaie 

61 echo 

62 

63 exit 0 

64 


65 # As the author of the script notes, 
66 #+ "you can easily expand it to create named-hashes in bash." 
67 # (Difficult) exercise for the reader: implement this. 


Arrays enable implementing a shell script version of the Sieve of Eratosthenes. Of course, a resource-intensive 
application of this nature should really be written in a compiled language, such as C. It runs excruciatingly 
slowly as a script. 


Example 27-13. The Sieve of Eratosthenes 


!/bin/bash 
sieve.sh (ex68.sh) 


Sieve of Eratosthenes 
Ancient algorithm for finding prime numbers. 


This runs a couple of orders of magnitude slower 


+ than the equivalent program written in C. 
jOWER. LIMIT-1 # Starting with 1. 
UPPER LIMIT-1000 jr Ugo 1 100. 
(You may set this higher . . . if you have time on your hands.) 
PRIME-1 
NON PRIME-0 


let SPLIT-UPPER LIMIT/2 
# Optimization: 
# Need to test numbers only halfway to upper limit. Why? 


NPRPRPPRP PPP PY 
O (o 00 -1 O O1 i (0. NM IS. O x0 0 -1 O O1 4 CQ I E 


21 

22 declar a Primes 

23 4 Primes[] is an array. 
24 

25 

2$ sua eote Aa (()) 

Zu 3 

28 # Initialize the array. 
29 

30 i-$LOWER LIMIT 

Si vme [| ViN ge MSU MO T 
32 do 


33 Primes [i]=S$PRIME 


34 
35 
36 
Stil 
38 
3g 
40 
41 
42 
43 
44 
45 
46 
47 
48 
49 
50 
Sil 
52 
55 
54 
59 
56 
ET, 
58 
59 
60 
61 
62 
63 
64 
65 
66 
67 
68 
69 
70 
pit 
72 
13 
74 
US 
76 
p 
78 
US 
80 
81 
82 
83 
84 
85 
86 
87 
88 
89 
90 
91 
92 
DS 
94 
93 
96 
2 
98 
99 


let "i 4e 1" 
done 
# Assume all array members guilty 
#+ until proven innocent. 


) 


print primes () 


{ 


# Print out the members of the Primes[] 


i=SLOWER_LIMIT 


(prime) 


array tagged as prime. 


ven columns. 


until [ "$i" -gt "SUPPER_LIMIT" ] 
do 
ase | VS Prinesi Y see, "SEES 
then 
jovealioieié WGCU Sab 
# 8 spaces per number gives nice, 
i3 
let "i += 1" 
done 
} 
sift () # Sift out the non-primes. 
{ 
let i=SLOWER_LIMIT+1 


i BOGUS eus Walla c 


Mat Jp VERY Seis VSG LULA T 
do 
se [p VS(eseimas [al ||} een "SEEDS | 
# Don't bother sieving numbers already sieved (tagged as non-prime). 
then 
t=Si 
while [ "$t" -le "SUPPER LIMIT" ] 
do 
leg YE AS gi" 
Primes[t]-$NON PRIME 
# Tag as non-prime all multiples. 
done 
fai 
let "i += 1" 
done 
} 
# 
# main () 
# Invoke the functions sequentially. 
initialize 
aliti 
print primes 


# This is what they call structured programming. 


# 


eH 
= o 
(Sy Ae} 


PRPRPPrPrPP PR 


T (Coe belon lias will moe execuce, lecewime ox "eur." 


# This improved version of the Sieve, by Stephane Chazelas, 
#+ executes somewhat faster. 


# Must invoke with command-line argument (limit of primes). 


UPPER LIMIT-$1 


# From command-line. 


let SPLIT=UPPER_LIMIT/2 # Halfway to max number. 
Primes-( '' $(seq SUPPER_LIMIT) ) 
i=1 
Tiyen. ere YC ah pS, ps Share 30) # Need check only halfway. 
do 
ze [| =a SEuawesedoxgi I] 
then 
t=Si 
wacil (Q ( woe i ) > VEPER manu )) 
do 
Primes[t]= 
done 
i3 
done 


echo $(Primes[*]) 


ev SP 


Example 27-14. The Sieve of Eratosthenes, Optimized 


(ge) «p (ox, Gl Hem COIS) [A (9 ke) Co ss] @) Gl den (63) RS 45 


!/bin/bash 


Check results 


Necessary but 
(($ (sieve 


http://www.cs. 


UPPER LIMIT-$(1: 


Optimized Sieve of Eratosthenes 
Script by Jared Martin, with very minor changes by ABS Guide author. 
Used in ABS Guide with permission (thanks!). 


Based on script in Advanced Bash Scripting Guide. 
http://tldp.org/LDP/abs/html/arrays.html#PRIMESO (ex68.sh). 


hmc.edu/~oneill/papers/Sieve-JFP.pdf (reference) 
against http://primes.utm.edu/lists/small/1000.txt 


not sufficient would be, e.g., 
7919 | we -w) == 1000)) && echo "7919 is the 1000th prime" 


?"Need an upper limit of primes to search.") 


Primes-( '' $(seq ${UPPER_LIMIT}) ) 


typeset i I t 


Primes[i=1]='' # 1 is not a prime. 
taci (C ( a a= db o» c» (Seque NT 3 ae Weel (eloxeXcUs only Een- wey. 
do # Why? 
xe WC Sdps9scabnese-i (abd) ad d» 


# Obscure, 


b 


ut instructive, use of arithmetic expansion in subscript. 


25 
26 
2] 
28 
29 
30 
Sill 
32 
33 
34 
39 
36 


then 
Uii (( ( e t= a ) > SUPER Lg] )) 
do Primes[t]=; done 
if aL 
done 


# echo $(Primes[*]) 

echo iv Chemgas EOQ Olde Mel seriou ite: pretty- orined (Bc. chepe) . 
pores "wee" SiEseumes 1» 

echo; echo 


exit S? 


Compare these array-based prime number generators with alternatives that do not use arrays, Example A-15, 
and Example 16-46. 


Arrays lend themselves, to some extent, to emulating data structures for which Bash has no native support. 


Example 27-15. Emulating a push-down stack 


Mop pop ppppmÉogÀ: 
O (o 0» -1 O Oi i$ (0. NM HIS. O xo 0 -1 O O1 i8 CQ) I 5 


CONGO SINS INO SO NOMS SS MOIS 
i= € We) (Ge =] cx Gi de (3 [m5 (5 


Ww 
N 


WWWWW CO CO 
CON COPS Oye CaS Go 


#!/bin/bash 
# stack.sh: push-down stack simulation 


# Similar to the CPU stack, a push-down stack stores data items 
#+ sequentially, but releases them in reverse order, last-in first-out. 


BP-100 Base Pointer of stack array. 
Begin at element 100. 


SP-SBP Stack Pointer. 
ImMaveielliwe aie tio "locus" (loxouiowQ) (i Sek. 


Data- Contents of stack location. 
Must use global variable, 
+ because of limitation on function return range. 


100 Base pointer « Base Pointer 
99 First data item 
98 Second data item 
More data 
Last data item < Stack pointer 
declare -a stack 
push () # Push item on stack. 
( 
ade [p 2 Wee ] # Nothing to push? 
then 
return 
T 
Ies Wem — Ly # Bump stack pointer. 


stack[$SP]-$1 


return 


40 
41 
42 
43 
44 
45 
46 
47 
48 
49 
50 
Sl 
52 
SS 
54 
55 
56 
57 
58 
59 
60 
61 
62 
63 
64 
65 
66 
67 
68 
69 
70 
T3 
72 
mo 
74 
US 
76 
TE 
78 
18, 
80 
81 
82 
83 
84 
85 
86 
87 
88 
89 
99 
EE 
92 
29 
94 
95 
96 
2 
98 
99 
100 
O 
102 
103 
104 
105 


pop () 
{ 
Date= 


ai [ VSSB see USBI | 
then 

return 
E 3L 


Data-$(stack[$SP]) 
lei. "sm fs 1t 
return 


) 


status report () 


Pop item off stack. 


Empty out data item. 


Stack empty? 


This also keeps SP from getting past 
+ i.e., prevents a runaway stack. 


Bump stack pointer. 


# Find out what's happening. 


(aig. w 

echo "REPORT" 

Glo, WSs Pointer = 9P" 
echo "Just popped \""SData 


WNW SRE doloe heeiohe, A 


chaos " 
echo 
} 
# 
# Now, for some fun. 
echo 
# See if you can pop anything off empty stack. 


pop 
SUHLDUISGPOLOLIL 


ecno 


push garbage 
pop 


SECS report. # Garbag 
valuel=23; push Sva 
value2=skidoo; push Sva 
value3=LAST; push Sva 
pop # LAST 
svstus report 

pop # skidoo 
Seals reper’ 

pop # 23 
status_report # Last-i 


# Notice how the stack pointer decrements with each push, 


#+ and increments with eac 


echo 


exalt (0) 


e in, garbage out. 


luel 
lue2 
lue3 


je deseen. 


lj T9XOXolo 


# Exercises: 


1010 


107 1) Modify the "push()" function to permit pushing 

108 + multiple element on the stack with a single function call. 
109 

LLO 2) Modify the "pop()" function to permit popping 

iit + multiple element from the stack with a single function call. 
ASZ 

1L 3,3 3) Add error checking to the critical functions. 

114 That is, return an error code, depending on 

113.5) + successful or unsuccessful completion of the operation, 
LLG + and take appropriate action. 

i37 

ILL 2) USGUAEG) carg BSW aS A STAEN IUNE 

LLS + write a stack-based 4-function calculator. 


Fancy manipulation of array "subscripts" may require intermediate variables. For projects involving this, 
again consider using a more powerful programming language, such as Perl or C. 


Example 27-16. Complex array application: Exploring a weird mathematical series 


!/bin/bash 
Douglas Hofstadter's notorious "Q-series": 


Qiu) = @() = 1 
Qu) = Oia = Q(m-1») ar Oia = Qm-2)), HOw mez 
This is a "chaotic" integer series with strange 
+ and unpredictable behavior. 
The first 20 terms of the series are: 
i 2 3 344505110 s e iO 2 io) Wil 13 12 


See Hofstadter's book,  |Goedel, Escher, Bach: An Eternal Golden Braid , 
ue Oot TSI REES 


LIMIT-100 # Number of terms to calculate. 
INEWIDTH-20 4 Number of terms printed per line. 


Mop pop opp PPP PY 
O (o 00 -1 O Oi i (0. M P2. O xo 0 -1 O O1 iS CQ I 


Of est # First two terms of series are 1. 
241. (Q2 ] ed 
22 
23 echo 
24 echo "Q-series [SLIMIT terms]:" 
25. Seino. =o USIO L w # Output first two terms. 
26 eeime =m "SIOSB w 
2:7 
Ais) mone. (a= io ex StA detras) ) p C-like LOO (e9uceysrsaoo o 
29) (olo) # Q[n] Q[n Oia} se Olin Q[n-21] it(oWe 102: 
30 # Need to break the expression into intermediate terms, 
31 #+ since Bash doesn't handle complex array arithmetic very well. 
B2 
33 Tet Waals = Snn db ml 
E Tete na sme i2" n-2 
35 
36 t0= expr $n — ${Q[nl1]}~ in = © [aii] 
37 tl= expr $n - ${Q[n2]}~ i <= Omz] 
38 
29 TO=${Q[t0O] } Qm. = © |=) | 
40 TIS OE) Qa = QG[pa-2]1 


41 
42 
43 
44 
45 
46 
47 
48 
49 
50 
Syl 
52 
53 
54 
55) 
56 
5 
58 
59 


Q[n]-' expr $TO + $Tl' s Qa = Ol-i] se Ola — Qia-2]] 
ceio =a Wedeo[mip w 
if [ “expr $n $ SLINEWIDIH' -eq 0 ] # Format output. 
then d ^ modulo 
echo # Break lines into neat chunks. 
if al 
done 
echo 
exit 0 
# This is an iterative implementation of the Q-series. 
# The more intuitive recursive implementation is left as an exercise. 
# Warning: calculating this series recursively takes a VERY long time 
#+ via a script. C/C++ would be orders of magnitude faster. 


Bash supports only one-dimensional arrays, though a little trickery permits simulating multi-dimensional 


ones. 


Example 27-17. Simulating a two-dimensional array, then tilting it 


NPRPRPPRP PPP PY 
O (o 00 -1 O Oi i$ (). NM P. O xo 0 -1 O O1 4 CQ I E 


[xx ISO) TSS) SSP SS) TSP IS) 
=| (ex Gab dex (n [Sy TY 


C9 CO ho N 
[> «3». Ke) (eel 


WW CO 
JB C90 ND 


!/bin/bash 
twodim.sh: Simulating a two-dimensional array. 


A one-dimensional array consists of a single row. 
A two-dimensional array stores rows sequentially. 


Rows-5 
Columns-5 
B OX 5 jue. 


declare -a alpha # char alpha [Rows] [Columns]; 
# Unnecessary declaration. Why? 


load alpha () 
( 

local rc=0 
local index 


ROn 3L dog. JN deb (CD) Jp a (€; ]8b IE Jj X 356; IME p ©) 12 GO) Jet (S. ae y WY OX Y 
do # Use different symbols if you like. 

local row-'expr $rc / $Columns' 

local column- expr Src $ S$Rows' 

let "index = $row * SRows + $column" 

alpha[$index]-$i 
# alpha[$row] [$column] 


ake cL all 
done 
# Simpler would be 
#+ Glocileics =e aliolia=( A (C d Jm WP Eu IEK Ju MW (0) 1 OR S Ww Ww WD ox x) 
#+ but this somehow lacks the "flavor" of a two-dimensional array. 


} 


oeae ehoas (()) 
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36 
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49 
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Syl 
52 
6 
54 
59 
56 
57 
58 
EI 
60 
61 
62 
63 
64 
65 
66 
67 
68 
69 
70 
qil 
WZ 
vs 
74 
75 
76 
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81 
82 
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92 
9S 
94 
95 
96 
23 
98 
99 
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{ 
local row=0 
local index 


echo 
while [ "Srow" —lt "SRows" ] # Print out in "row major" order: 
do #+ columns vary, 
#+ while row (outer loop) remains the same. 
local column=0 
exelmg =m w " # Lines up "square" array with rotated one. 
while [| "Scolumn" -it "Scolumns" | 
do 
let "index = $row * $Rows + $column" 
echo -n "S{alpha[index]} " # alpha[$row][$column] 
let "column += 1" 
done 
let "row += 1" 
echo 
done 
# The simpler equivalent is 


# echo $(alpha[*]) | xargs -n $Columns 
echo 
} 
filter () # Filter out negative array indices. 
{ 
echo -n " " 4 Provides the tilt. 
# Explain how. 

aie [| wS1" ee O te "S1" -le WwWSHougs" ge VS2Y -ge © se "S2" ole "SCodlwunos" 
then 

let "index = $1 * SRows + $2" 

# Now, print it rotated. 

echo =i Y Seed frades] hY 

# alpha[$row] [$column] 
Ta 
} 
rotate () # Rotate the array 45 degrees -- 
{ #+ "balance" it on its lower lefthand corner. 
local row 


local column 


for Ol Low = Rows? row c -ROWS Cow- My 
do # Step through the array backwards. Why? 
tos (6 elumi = 0s columu Columns: Soldner? ) 
do 
xi [ Yeron” -ge O | 
then 
let "t1 = $column - $row" 
lie "2 = Seeds 
else 


101 let "tl = $column" 

102 lec "EZ = Seolimnin = roni” 

103 iral 

104 

105 iiliver Sieil SeA # Filter out negative array indices. 
106 # What happens if you don't do this? 
107 done 

108 

109 echo; echo 

110 

111 done 

iL12 

113 4$ Array rotation inspired by examples (pp. 143-146) in 

114 #+ "Advanced C Programming on the IBM PC," by Herbert Mayer 
115 #+ (see bibliography). 

116 # This just goes to show that much of what can be done in C 
117 #+ can also be done in shell scripting. 

ALG} 

119 } 

120 

tal 

122 # Now, let the show begin. d 

123 load alpha # Load the array. 

124 print alpha s; eraot Le OuRES 

125 rotate # Rotate it 45 degrees counterclockwise. 

126 # # 

12:7) 

128 exit O0 

129 

130 This is a rather contrived, not to mention inelegant simulation. 
iL Sil 

1132 Exercises: 

133 gj ————————— 

134 1) Rewrite the array loading and printing functions 

1135 in a more intuitive and less kludgy fashion. 

136 

137 2) Figure out how the array rotation functions work. 

138 Hint: think about the implications of backwards-indexing an array. 
15$ 

140 3) Rewrite this script to handle a non-square array, 

141 such as a 6 X 4 one. 

142 Try to minimize "distortion" when the array is rotated. 


A two-dimensional array is essentially equivalent to a one-dimensional one, but with additional addressing 
modes for referencing and manipulating the individual elements by row and column position. 


For an even more elaborate example of simulating a two-dimensional array, see Example A-10. 


For more interesting scripts using arrays, see: 


* Example 12-3 
* Example 16-46 
* Example A-22 
e Example A-44 
* Example A-41 
* Example A-42 
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Home 
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Chapter 28. Indirect References 


We have seen that referencing a variable, Svar, fetches its value. But, what about the value of a value? What 
about $$var? 


The actual notation is | $5var, usually preceded by an eval (and sometimes an echo). This is called an 
indirect reference. 


Example 28-1. Indirect Variable References 


#!/bin/bash 
# ind-ref.sh: Indirect variable referencing. 
# Accessing the contents of the contents of a variable. 


s; Buceo letts tool. around a lale. 
var=23 


il 

2 

3 

4 

5 

6 

7 

8 

9 echo "\Svar = Svar" # Svar = 23 
10 So far, everything as expected. But 

il 

2 

2 

4 

5 

6 

3) 

8 


Echo UMS WSEHe = povai T SSwar = 45 70weie 
Not useful 
NS \owexpanded to PID of the Seriot 
== reker tO tbe entry om the SS variabla == 
+ and "var" is echoed as plain text. 
(Thank you, Jakob Bohm, for pointing this out.) 


19 echo "\\\$\S$var = N$$var" # \SSvar = $23 


20 As expected. The first $ is escaped and pasted on to 
21 #+ the value of var ($var = 23 ). 

22 Meaningful, but still not useful. 

23 

24 Now, let's start over and do it the right way. 

25 

26 # 

27] 

28 


29 a-letter of alphabet 4 Variable "a" holds the name of another variable. 
30 letter of alphabet-z 


EN 

32 echo 

33 

34 Direct reference. 

35 echo Ya = Sav # a = letter_of_alphabet 

36 

ST Indirect reference. 

38 eval a=\$Sa 

39 OE Forcing an eval(uation), and 

40 2. Escaping the first $ 

41 

42 The 'eval' forces an update of $a, sets it to the updated value of \S$Sa. 
43 So, we see why 'eval' so often shows up in indirect reference notation. 
44 

45 echo "Now a = $a" # Now a = Zz 

46 

47 echo 

48 

49 


50 # Now, let's try changing the second-order referenc 


Syl 
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3$ 
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63 
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70 
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T3 
78 
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t=table_cell_3 
table cell 3-224 


echo "\"table_cell_3\" = $table cell 3" $ rable gell 39" e 24 
cho -n "dereferenced \"t\" = "; eval echo \$$t $t glewetesemced "p" = 24 
# In this simple case, the following also works (why?). 

# vall qose echo TATEN = Sic 

echo 

t-table cell 3 


NEW VAL-387 
table cell 3-$NEW VAL 
echo "Changing value of NV"table cell 3N" to $NEW VAL." 
acho VwWUEale cell 33V mew Stabla cell 3 
cho =n Ydearefarenced WEN now "n eval echo \SSic 
# "eval" takes the two arguments "echo" and "\$St" (set equal to Stable_cell_3) 


echo 

# (Thanks, Stephane Chazelas, for clearing up the above behavior.) 

# A more straightforward method is the ${!t} notation, discussed in the 
sdb Usach, version 2 mex 


# See also ex78.sh. 


eae (0) 


Indirect referencing in Bash is a multi-step process. First, take the name of a variable: varname. Then, 
reference it: $varname. Then, reference the reference: $$varname. Then, escape the first $: 
\$Svarname. Finally, force a reevaluation of the expression and assign it: eval newvar=\$$varname. 


Of what practical use is indirect referencing of variables? It gives Bash a little of the functionality of pointers 
in C, for instance, in table lookup. And, it also has some other very interesting applications. . . . 


Nils Radtke shows how to build "dynamic" variable names and evaluate their contents. This can be useful 
when sourcing configuration files. 


#!/bin/bash 


# 
# This could be "sourced" from a separate file. 
isdnMyProviderRemoteNet=172.16.0.100 
isdnYourProviderRemoteNet=10.0.0.10 
isdnOnlineService="MyProvider" 


# 

remoteNet=$ (eval "echo \S$(echo isdn${isdnOnlineService}RemoteNet) ") 
remoteNet=$ (eval "echo \$$ (echo isdnMyProviderRemoteNet)") 
remoteNet=S (eval "echo \S$isdnMyProviderRemoteNet") 

remoteNet=S (eval "echo $isdnMyProviderRemoteNet") 

echo "SremoteNet" 5 LIZ LOO. LOO 

# 


# And, it gets even better. 
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ec 


(lai 
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Consider the following snippet given a variable named getSparc, 
but no such variable getIa64: 
kMirrorArchs () { 
alee ln er urs 
aie [p YSleval Peeing Ye Stacie Gres (Sele, ne Sess | 
sel Uc \ (a Wat Wie || ite Yaad Yan Ie Celie fessi. | 
SEC "gus (os NOI WIE 3) grade )w = sue] 
then 
return 0; 
else 
Cerura iy 
T1 


tSparc-"true" 
set getIa64 


kMirrorArchs sparc 
ho $? # 0 

# True 
kMirrorArchs Ia64 
ho $? # 1 

# False 
NOCES 


Even the to-be-substituted variable name part is built explicitly. 
The parameters to the chkMirrorArchs calls are all lower case. 
The variable name is composed of two parts: "get" and "Sparc" 


Example 28-2. Passing an indirect reference to awk 


NPRPRPPRP PPP PY 
SCOMIDTDHKRWNHHFPOWOAIDRGUBRWNE 


[SOULS TROY TSS) [SSF oR BIS 
Sy] (px Gal dE (63. de» (5 


N 
[99] 


WN 
C We) 


j 


di. 


/bin/bash 


Another version of the "column totaler" script 
that adds up a specified column (of numbers) in the target file. 
This one uses indirect references. 


ARGS-2 
E WRONGARGS-85 


3LiE 


th 


fta 


ica 
co 


[ $4 -ne "SARGS" ] 4 Check for proper number of command-line args. 
en 

echo "Usage: 'basename $0' filename column-number" 

exit $E WRONGARGS 


lename-$1 # Name of file to operate on. 
lumn number-$2 # Which column to total up. 


==== Same as original script, up to this point =====# 


A multi-line awk script is invoked by 
awk " 


Begin awk script. 


31 # 
32 ugs U 

38 

34 { total += N$$(column number) # Indirect reference 
235 } 

SG END) i 

37 prine tored 

38 } 

39 

40 " "$filename" 

41 # Note that awk doesn't need an eval preceding oes 
42 # 
43 # End awk script. 

44 

45 # Indirect variable reference avoids the hassles 

46 #+ of referencing a shell variable within the embedded awk script. 
47 # Thanks, Stephane Chazelas. 

48 

49 

50 exit $? 


This method of indirect referencing is a bit tricky. If the second order variable changes its value, then the 
first order variable must be properly dereferenced (as in the above example). Fortunately, the 
S{!variable} notation introduced with version 2 of Bash (see Example 37-2 and Example A-22) 
makes indirect referencing more intuitive. 


Bash does not support pointer arithmetic, and this severely limits the usefulness of indirect referencing. In 


fact, indirect referencing in a scripting language is, at best, something of an afterthought. 
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Chapter 29. /dev and /proc 


A Linux or UNIX filesystem typically has the /dev and /proc special-purpose directories. 


29.1. /dev 


The /dev directory contains entries for the physical devices that may or may not be present in the hardware. 
[1] Appropriately enough, these are called device files. As an example, the hard drive partitions containing the 
mounted filesystem(s) have entries in /dev, as df shows. 


bashs df 
Filesystem Liz—5 LOCIES Used Available Use$ 
Mounted on 
/ dev/hda6 495876 222748 247527 48% / 
/dev/hdal 507/55 StS 7) 44248 9% /boot 
/ dev/hda8 367013 13262 334803 4% /home 
/dev/hda5 1714416 LIZS 624 503704 70% /usr 


Among other things, the / dev directory contains loopback devices, such as /dev/1loop0. A loopback 
device is a gimmick that allows an ordinary file to be accessed as if it were a block device. [2] This permits 
mounting an entire filesystem within a single large file. See Example 17-8 and Example 17-7. 


A few of the pseudo-devices in / dev have other specialized uses, such as /dev/null, /dev/zero, 
/ dev /urandom, /dev/sda1 (hard drive partition), /dev/udp (User Datagram Packet port), and 
/ dev/tcp. 


For instance: 
To manually mount a USB flash drive, append the following line to /etc/fstab. [3] 


iL dew ele /mnt/flashdrive auto noauto,user,noatime 0 0 


(See also Example A-23.) 


Checking whether a disk is in the CD-burner (soft-linked to / dev / hdc): 


1 head -1 /dev/hdc 

2 

3 

4 head: cannot open '/dev/hdc' for reading: No medium found 

5) (No disc in the drive.) 

6 

7 head: error reading '/dev/hdc': Input/output error 

8 (There is a disk in the drive, but it can't be read; 

9 #+ possibly it's an unrecorded CDR blank.) 
10 
ial Stream of characters and assorted gibberish 
12 (There is a pre-recorded disk in the drive, 
13 #+ and this is raw output -- a stream of ASCII and binary data.) 
14 Here we s the wisdom of using 'head' to limit the output 
15 #+ to manageable proportions, rather than 'cat' or something similar. 
16 
allay 


18 Now, it's just a matter of checking/parsing the output and taking 
19 #+ appropriate action. 


When executing a command ona /dev/tcp/Shost/Sport pseudo-device file, Bash opens a TCP 
connection to the associated socket. 


A socket is a communications node associated with a specific I/O port. (This is analogous to a hardware 
socket, or receptacle, for a connecting cable.) It permits data transfer between hardware devices on the same 


machine, between machines on the same network, between machines across different networks, and, of 
course, between machines at different locations on the Internet. 


The following examples assume an active Internet connection. 


Getting the time from nist. gov: 


bash$ cat «/dev/tcp/time.nist.gov/13 
530682 (a 9—15 WO4e26354 68 0 ( 150245. UIC(NIS) 9 


[Mark contributed this example.] 
Generalizing the above into a script: 


#!/bin/bash 
# This script must run with root permissions. 


URL="time.nist.gov/13" 
Time=$ (cat </dev/tcp/"SURL") 


UTC=$ (echo "S$Time" | awk '{print$3}') # Third field is UTC (GMT) time. 
# Exercise: modify this for different time zones. 


10 Seino Wwe Times = VSiguicwy 
Downloading a URL: 


bash$ exec 5<>/dev/tcp/www.net.cn/80 
bash$ echo -e "GET / HTTP/1.0\n" >&5 
bash$ cat «&5 


[Thanks, Mark and Mihai Maties.] 


Example 29-1. Using /dev/tcp for troubleshooting 


#!/bin/bash 
# dev-tcp.sh: /dev/tcp redirection to check Internet connection. 


# Script by Troy Engel. 


# Used with permission. 

TCP HOST-news-15.net # A known spam-friendly ISP. 

TCP PORT-80 # Port 90 is http. 

# Try to connect. (Somewhat similar to a 'ping' . . .) 

eChO MARAD PETTEE iLO! den Cp Sf mem T8 oet J /S {wee IPO |} 

MYEXIT=S? 

: <<EXPLANATION 

If bash was compiled with nable-net-redirections, it has the capability of 


using a special character device for both TCP and UDP redirections. These 
redirections are used identically as STDIN/STDOUT/STDERR. The devic ntries 
are 30,36 do /clew/itcos 


NPRPRPP PPP PP 
O (o 0» -1 O Oi i (). M P. O xo 0 -1 O O1 4 CQ I E 


mknod /dev/tcp c 30 36 


23 

22 »From the bash reference: 

23 /dev/tcp/host/port 

24 If host is a valid hostname or Internet address, and port is an integer 
25 port number or service name, Bash attempts to open a TCP connection to the 


corresponding socket. 
EXPLANATION 


N N 
-1 Oo 


28 

29 

SO ar | “XSMYEXIT™ = "XO" je then 

3d echo "Connection successful. Exit code: SMYEXIT" 
32 else 
33) echo "Connection unsuccessful. Exit code: SMYEXIT" 
Sd 13 

35) 

36 exit SMYEXIT 


Example 29-2. Playing music 


!/bin/bash 
music.sh 


Music without external files 


Author: Antonio Macchi 
Used in ABS Guide with permission. 


NPRPRPRPRP PPP PY 
O io 00 -1 Ov Oi iS (0. M. I. O xo 0 -1 O) O1 i8 CQ) IO ES 


/dev/dsp default = 8000 frames per second, 8 bits per frame (1 byte), 
* 1 channel (mono) 
duration-2000 # If 8000 bytes = 1 second, then 2000 = 1/4 second. 
wo Lume eae sr Wes volume = \sxitic (Ore \sx(0)(0)) 4 
mute=$'\x8s0' # No volume = \x80 (the middle). 
function mknote () # $1=Note Hz in bytes (e.g. A = 440Hz 
{ #+ 8000 fps / 440 = 16 :: A = 16 bytes per second) 
for t in "seq 0 $duration' 
do 
21 test $(( $t $ $1 )) = 0 && echo -n $volume || echo -n Smut 
22 done 
29 J; 
24 
25 e=mknote 49 
26 g=mknote 41 
27 a-'mknote 36 
28 b-'mknote 32 
c-' mknote 30 


n-'mknote 32767' 
European notation. 


echo n "$g$e2$d$c$d$c$a$g$nS$gS$e$n$g$e2$d$c$cS$b$c$cis$n$cis$d \ 
$n$gS$e2$dS$cS$d$cS$aS$g$n$gSeS$n$gS$aSd$c$bS$aSbS$c" > /dev/dsp 
# dsp = Digital Signal Processor 


WWWW CO CO CO CO CO CO Dd 
Ger (e. -— (es, (at PS (93 ho [5 65» wel 
+ 


S 
=] 


exit # A "bonny" example of an elegant shell script! 


Notes 


[1] The entries in /dev provide mount points for physical and virtual devices. These entries use very little 
drive space. 


Some devices, such as /dev/null, /dev/zero, and /dev/urandom are virtual. They are not 
actual physical devices and exist only in software. 


[2] A block device reads and/or writes data in chunks, or blocks, in contrast to a character device, which 
acesses data in character units. Examples of block devices are hard drives, CDROM drives, and flash 
drives. Examples of character devices are keyboards, modems, sound cards. 


[3] Of course, the mount point /mnt /flashdrive must exist. If not, then, as root, mkdir 
/mnt/flashdrive. 


To actually mount the drive, use the following command: mount /mnt/flashdrive 


Newer Linux distros automount flash drives in the /media directory without user intervention. 
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29.2. /proc 


The /proc directory is actually a pseudo-filesystem. The files in /proc mirror currently running system and 
kernel processes and contain information and statistics about them. 


bash$ cat /proc/devices 
Character devices: 
1 mem 
pty 
ttyp 
Bays 
cua 
7 vcs 
10 misc 
14 sound 
ZG fb 
36 netlink 
128 ptm 
136 PES 
162 raw 
254 pcmcia 


Ow WN 


Block devices: 
1 ramdisk 

2 wel 

3 ide0 

9 md 


bash$ cat /proc/interrupts 


CPUO 
0 84505 XT-PIC timer 
I: SS 75 XT-PIC keyboard 
DR 0 XT-PIC cascade 
5s ib XT-PIC  soundblaster 
8 il XOP-IUHNO PEE 
128 4231 XT-PIC PS/2 Mouse 
14: 199375 XT-PIC ideO 
NMI: 0 
ERR: 0 


bash$ cat /proc/partitions 


major minor #blocks name rio rmerge rsect ruse wio wmerge wsect wuse running use aveq 
3 0 3007872 hda 4472 22260 114520 94240 3551 18703 50384 549710 0 111550 644030 
3 il 52416 hdal 27 395 844 960 4 2 14 180 0 800 1140 
9 2 lick? 0000000000 0 
3 4 165230 hcas 10 © 20 210 0 0 0 0 O 210 210 


bash$ cat /proc/loadavg 
(39 de 0,27 2/44 wis) 


bash$ cat /proc/apm 
lale 3.2. (zx S 00L Oxi 0x30 —J5 = 2 


bash$ cat /proc/acpi/battery/BATO/info 


joue exse, § yes 

design capacity: 43200 mWh 
last dull Capacity: 36640 mWh 
battery technology: rechargeable 
design voltage: 10800 mV 
design capacity warning: 1832 mWh 
design capacity low: 200 mWh 


(exea cuecinillaicniny ie il sum 
capacity granularity 2: 1 mWh 


model number: IBM-02K6897 
serial number: Liss 
battery type: LION 

OEM info: Panasonic 


bash$ fgrep Mem /proc/meminfo 
MemTotal: 505218 lg 
MemFree: 266248 kB 


Shell scripts may extract data from certain of the files in /proc. [1] 


1 FS-iso # ISO filesystem support in kernel? 


3 grep SFS /proc/filesystems # iso9660 


1 kernel version-$( awk '( print $3 }' /proc/version ) 


1 CPU=$( awk '/model name/ {print $5}' « /proc/cpuinfo ) 

2 

3 aie | UBXOENUU = USES S | 

4 then 

5 run_some_commands 

6 ws 

7 else 

8 run_other_commands 

9 eae 

MORF 

LL 

12 

13 

l4 cpuemspeed-s(tgrep “cpu MHz" /proc/cpuinto | awk “{fprint S4) j 
15 Current operating speed (in MHz) of the cpu on your machine. 
16 On a laptop this may vary, depending on use of battery 
17 #+ or AC power. 

1 #!/bin/bash 

2 get-commandline.sh 

3 Get the command-line parameters of a process. 

4 

5 OPTION=cmdline 

6 

7 4 Identify PID. 

8 pid=$( echo $(pidof "$1") | awk '{ print $1 }' ) 

9 # Get only first DOS SSS SS OO arn T E SEO PICS Cauet elige sto 
10 
11 echo 
12 echo Process ID OF (HELMS Instanes gi) YALU = Soich 
13 echo -n "Command-line arguments: " 
14 cat /proc/"Spid"/"SOPTION" | xargs -0 echo 
15 # Formats output: SPE EAST AE a Teas 


16 # (Thanks, Han Holl, for the fixup!) 


Ly 


18 echo; echo 

19 

20 

21 # For example: 


22 # sh get-commandline.sh xterm 
+ 

1 devfile="/proc/bus/usb/devices" 

2 text-"Spd" 

3 USB1="Spd=12" 

4 USB2="Spd=480" 

5 

6 

7 bus speed-$(fgrep -m 1 "Stext" Sdevfile | awk '(print $9}") 
8 4 ^^ SEO edtices iuge ub 
E 

10 if [ "$bus speed" - "SUSBI" ] 

11 then 

12 Geno "USE i. joie Toe 

i3 # Do something appropriate for USB 1.1. 

Jd du 


8^; It is even possible to control certain peripherals with commands sent to the /proc directory. 


root# echo on > /proc/acpi/ibm/light 


This turns on the Thinklight in certain models of IBM/Lenovo Thinkpads. (May not work on all Linux 


distros.) 


Of course, caution is advised when writing to /proc. 


The /proc directory contains subdirectories with unusual numerical names. Every one of these names maps 
to the process ID of a currently running process. Within each of these subdirectories, there are a number of 
files that hold useful information about the corresponding process. The stat and status files keep running 
statistics on the process, the cmdline file holds the command-line arguments the process was invoked with, 
and the exe file is a symbolic link to the complete path name of the invoking process. There are a few more 
such files, but these seem to be the most interesting from a scripting standpoint. 


Example 29-3. Finding the process associated with a PID 


! /bin/bash 
pid-identifier.sh: 
Gives complete path name to process associated with pid. 


ARGNO-1 # Number of arguments the script expects. 
WRONGARGS=65 

PID=66 

E_NOSUCHPROCESS=67 

E NOPERMISSION-68 

PROCFILE-exe 


E p pH 
Ww 
D 
©] 


if [ $# -ne SARGNO ] 

then 
echo "Usage: `basename $0` PID-number" >&2 # Error message >stderr. 
exit SE_WRONGARGS 

ftii 


jostieheve- S ( pe ax || greo Sil || amk "X peime Sil Jj" || pas Sil ) 
up Checka ioe oie aim Wie Iagsiesine, Prelec il. 
# Then makes sure it is the actual process, not the process invoked by this script. 


21 
22 
29 
24 
25 
26 
ZI 
28 
219 
20 
Sal 
32 
39 
34 
35 
36 
37 
38 
39 
40 
41 
42 
43 
44 
45 
46 
47 
48 
49 
50 
Sil 
52 
53 
54 
95 
56 
5 
58 
59 
60 
61 
62 
63 
64 
65 
66 
67 
68 
69 
70 
qi 
U2 
vis 
74 
1S 
76 
77 
78 
79 
80 
81 
82 
83 
84 
85 


The last "grep $1" filters out this possibility. 


# 
# 
# pidno=$( ps ax eue "X arime Sil X || erreg Sl) 
# also works, as Teemu Huovila, points out. 
nie || =z VSioacine'! ] If, after all the filtering, the result is a zero-length string, 
then + no running process corresponds to the pid given. 

echo "No such process running." 

exit SE_NOSUCHPROCESS 


Alternatively: 
mie | js Sil = /clew/mull 25d 
then no running process corresponds to the pid given. 
echo "No such process running." 
exit SE NOSUCHPROCESS 
Fi 


To Ssumpelstiy Cia ntire process, use "pidof". 


me [ | se Vpro SL /SEPROCE TUEN ] # Check for read permission. 


Scho Widiocess Sil ibiousaliove,, lowie . co 
echo "Can't get read permission on /proc/$1/$PROCFILE." 
exit $E NOPERMISSION # Ordinary user can't access some files in /proc. 


# The last two tests may be replaced by: 
d ai | kiril —0 Si = /scew/fmullil 2l s: VO" as mor a Sicjinel, lowe 


# this will test whether it is possible 
# to send a signal to the process. 

# then echo "PID doesn't exist or you're not its owner" >&2 

# exit $E BADPID 

# fa 

Aa eiS ( iss Sl Zexsexe/ dL || reges Vesa wwe Yi raine isalal gu 5 

# Or ME eile=S( is = /oroc/Sil/exe || eis T fjeienimie Salil}? }) 

# 

#  /proc/pid-number/exe is a symbolic link 


#+ to the complete path name of the invoking process. 


if [ -e "Sexe file" ] # If /proc/pid-number/exe exists, 

then #+ then the corresponding process exists. 
echo "Process #$1 invoked by $exe file." 

else 
echo "No such process running." 

fai 


This elaborate script can *almost* be replaced by 
joe: cbx || xguesyo Sul || we V4 Tewesbewe uS gU 
However, this will not work... 
* because the fifth field of 'ps' is argv[0] of the process, 
ar aor elm xecutable file path. 


However, either of the following would work. 
minds Aore ol/exes prints! s\n" 
legt -arm -9 Sil =C we | Secl -mne "ms ^. p" 


Additional commentary by Stephane Chazelas. 


e» (0) 


Example 29-4. On-line connect status 


Mop p op opp PPP PY 
O (o 0» -1 O Oi i (). NM P. O xo 0 -1 O O1 4 CQ Io E 


NNNNN DN DN 
=} or) Gal HES (9 Je» [5 


GE 00 C0 C0 WWW CO CO CO CO hM) Dd 
O (Mo) Co sey Gl de Co (53 [3 & ke (eo 


[i 
hb 


QO fF £& Pb Sf SB PS aum 
(Sy We) (or =) (ox (On. de Co [n5 


(Gn (Ont (Om (Ont Gah (nb (Ox (On Gai 
Wey M o e | (ey (nl dec. (a) le» dr53 


Oo 
e) 


!/bin/bash 

connect-stat.sh 

Note that this script may need modification 
+ to work with a wireless connection. 


PROCNAME-pppd # ppp daemon 
PROCFILENAME-status # Where to look. 
NOTCONNECTED-85 

INTERVAL-2 # Update every 2 seconds. 


Du 


pidno=$( ps ax | grep -v "ps ax" | grep -v grep | grep SPROCNAM 
eu 94 quei Sil gv 


Finding the process number of 'pppd', the 'ppp daemon'. 
Have to filter out the process lines generated by the search itself. 


However, as Oleg Philon points out, 
* this could have been considerably simplified by using "pidof". 
pidno-$( pidof $PROCNAME ) 


Moral of the story: 

* When a command sequence gets too complex, look for a shortcut. 
sie [| — "Saee" | # If no pid, then process is not running. 
then 

echo "Not connected." 
# exit SNOTCONNECTED 


else 


echo "Connected."; echo 
ie aL 
while [ true ] # Endless loop, script can be improved here. 
do 

if [ ! -e "/proc/Spidno/SPROCFILENAME" ] 

# While process running, then "status" file exists. 

then 


echo "Disconnected." 


T exit SNOTCONNECTED 
itx 
netstat -s | grep "packets received" # Get some connect statistics. 
netstat -s | grep "packets delivered" 
Sleep SINTERVAL 
echo; echo 
done 
exit 0 
# As it stands, this script must be terminated with a Control-C. 
# Exercises: 
d cr dia ag e De ta 
# Improve the script so it exits on a "q" keystroke. 
# Make the script more user-friendly in other ways. 
# Fix the script to work with wireless/DSL connections. 


In general, it is dangerous to write to the files in /proc, as this can corrupt the filesystem or crash the 
machine. 


Notes 
[1] Certain system commands, such as procinfo, free, vmstat, Isdev, and uptime do this as well. 
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Chapter 30. Network Programming 


The Net's a cross between an elephant and a 
white elephant sale: it never forgets, and it's 
always crap. 


--Nemo 
A Linux system has quite a number of tools for accessing, manipulating, and troubleshooting network 
connections. We can incorporate some of these tools into scripts -- scripts that expand our knowledge of 
networking, useful scripts that can facilitate the administration of a network. 


Here is a simple CGI script that demonstrates connecting to a remote server. 


Example 30-1. Print the server environment 


!/bin/bash 
test-cgi.sh 

by Michael Zick 

Used with permission 


ay have to change the location for your site. 

(At the ISP's servers, Bash may not be in the usual place.) 
Other places: /usr/bin or /usr/local/bin 

ight even try it without any path in sha-bang. 


Disable filename globbing. 
set -f 


Header tells browser what to expect. 
echo Content-type: text/plain 
echo 


Giclee) CEIL O trest Seriot ieljoroucic 8 
echo 


i H H H j H H H ER 
NO (es. =] (ex; On. S eo O EO (o9. s ce»; (On des (65 Is) (3 


21 echo environment settings: 

22 set 

23 echo 

24 

25 echo whereis bash? 

26 whereis bash 

27 echo 

28 

2 

30 echo who are we? 

31 echo $(BASH VERSINFO[*]) 

32 echo 

2:9 

34 echo arge is S#. com i3 omm 

35 echo 

36 

37 # CGI/1.0 expected environment variables. 
38 

39 echo SERVER_SOFTWARE = SSERVER_SOFTWARE 
40 echo SERVER_NAME = SSERVER_NAME 

41 echo GATEWAY INTERFACE = $GATEWAY INTERFACE 
42 echo SERVER PROTOCOL = S$SERVER, PROTOCOL 
43 echo SERVER PORT = S$SERVER, PORT 

44 echo REQUEST METHOD = $REQUEST. METHOD 
45 echo HTTP ACCEPT = "SHTTP ACCEPT" 


46 echo PATH_INFO = "SPATH_INFO" 

47 echo PATH_TRANSLATED = "SPATH TRANSLATED" 
48 echo SCRIPT_NAME = "SSCRIPT NAME" 

49 echo QUERY STRING = "$QUERY_STRING" 

50 echo REMOTE HOST - SREMOTE HOST 

51 echo REMOTE_ADDR = SREMOTE ADDR 

52 echo REMOTE USER - SREMOTE USER 

53 echo AUTH TYPE = $AUTH TYPE 

54 echo CONTENT TYPE = $CONTENT TYPF 

55 echo CONTENT LENGTH = $CONTENT LENGTH 


56 

57 exit O0 

58 

59 # Here document to give short instructions. 

GO ee [USSG Lt 

61 

62 1) Drop this in your http://domain.name/cgi-bin directory. 
63 2) Then, open http://domain.name/cgi-bin/test-cgi.sh. 

64 

65 test CGI. 


For security purposes, it may be helpful to identify the IP addresses a computer is accessing. 


Example 30-2. IP addresses 


! /bin/bash 
ip-addresses.sh 
List the IP addresses your computer is connected to. 


Inspired by Greg Bledsoe's ddos.sh script, 
Wawe Jovane a OS) Mareen 20)1L 1L 
URL: 
http://www. linuxjournal.com/content/back-dead-simple-bash-complex-ddos 
Greg licensed his script under the GPL2, 
+ and as a derivative, this script is likewise GPL2. 


connection_type=TCP # Also try UDP. 

field=2 Which field of the output we're interested in. 
no_match=LISTEN Filter out records containing this. Why? 

lsof args--ni -i lists Internet-associated files. 


n preserves numerical IP addresses. 
# What happens without the -n option? Try it. 


Mop pop pp PPP PY 
O (o 0» -1 O Oi i (). M PB. O «o 0 -1 O O1 4 CQ I 


Tourer- HO) IER) 9] E): 150) 9] [91 91] 7 
# Delete the router info. 
2L PSOE USLE ues grep $connection type | grep -v "$no match" | 
22 ewe "exi SOY || ewe =€ > =F Stiel | sore | umie | 
23 sed s/"^$router"// 
24 
2 Bledsoe's script assigns the output of a filtered IP list, 
26 (similar to lines 19-22, above) to a variable. 
2j He checks for multiple connections to a single IP address, 
28 then uses: 
29 
30 iptables =1 INPUT -5 Slp =o we —3 REJECT ——reject- with tCCp-reset 
Sil 
62 within a 60-second delay loop to bounce packets from DDOS attacks. 
33 
34 
35 Exercise: 
36. Gp ——e—————— 
37 Use the 'iptables' command to extend this script 


38 #+ to reject connection attempts from well-known spammer IP domains. 
More examples of network programming: 


. Getting the time from nist. gov 

. Downloading a URL 

A GRE tunnel 

. Checking if an Internet server is up 
Example 16-41 

. Example A-28 

. Example A-29 

. Example 29-1 


CAIADNAKRWNE 


See also the networking commands in the System and Administrative Commands chapter and the 
communications commands in the External Filters. Programs and Commands chapter. 
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Chapter 31. Of Zeros and Nulls 


Faultily faultless, icily regular, splendidly null 
Dead perfection; no more. 
--Alfred Lord Tennyson 

/dev/zero... /dev/null 


Uses of /dev/null 
Think of /dev/nu11 as a black hole. It is essentially the equivalent of a write-only file. Everything 
written to it disappears. Attempts to read or output from it result in nothing. All the same, 
/ dev/null can be quite useful from both the command-line and in scripts. 


Suppressing stdout. 


1 cat $filename >/dev/null 
2 ae Coments Cie che Pile mill poe list ico Sicckowic . 


Suppressing stderr (from Example 16-3). 


1 rm Sbadname 2>/dev/null 
2 t So error messages [stderr] deep-sixed. 


Suppressing output from both stdout and stderr. 


cat $filename 2>/dev/null »/dev/null 

If "Sfilename" does not exist, there will be no error message output. 

If "Sfilename" does exist, the contents of the file will not list to stdout. 
Therefore, no output at all will result from the above line of code. 


This can be useful in situations where the return code from a command 


Jd 
2 
3 
4 
5 
6 
7 #+ needs to be tested, but no output is desired. 
8 


E cat $filename &>/dev/null 
10 also works, as Baris Cicek points out. 


Deleting contents of a file, but preserving the file itself, with all attendant permissions (from Example 
2-1 and Example 2-3): 


1 cat /dev/null > /var/log/messages 
2 # : > /var/log/messages has same effect, but does not spawn a new process. 
3 


4 cat /dev/null » /var/log/wtmp 
Automatically emptying the contents of a logfile (especially good for dealing with those nasty 
"cookies" sent by commercial Web sites): 


Example 31-1. Hiding the cookie jar 


# Obsolete Netscape browser. 
# Same principle applies to newer browsers. 


l 

2 

3 

4 if [ -f ~/.netscape/cookies ] # Remove, if exists. 
5 then 
6 
7 
8 
9 


rm -f ~/.netscape/cookies 
iE aL 


In -s /dev/null ~/.netscape/cookies 


10 


# All cookies now get sent to a black hole, rather than saved to disk. 


Uses of /dev/zero 


Like /dev/null, /dev/zero is a pseudo-device file, but it actually produces a stream of nulls 
(binary zeros, not the ASCII kind). Output written to /dev/zero disappears, and it is fairly difficult 
to actually read the nulls emitted there, though it can be done with od or a hex editor. The chief use of 
/dev/zero is creating an initialized dummy file of predetermined length intended as a temporary 


swap file. 


Example 31-2. Setting up a swapfile using /dev/zero 


NPRPRPPRP PPP PY 
O io 0» -1 O Oi i$ (0. NM IB. O xo 0 -1 O) O1 i CQ) I E 


(RO) TSS) [sey (SS) [soy oy [se 
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CO CO CO CO CO CO CO CO CO CO Dd 
We) (e c op) (Da ges (63) he [S (9) (we 


OP fF Pb Pe PP SP a4 
(S) We) (eo) | fp) (ar des te) [n5 £3 S&S 


[91 
ES 


!/bin/bash 
Creating a swap file. 


A swap file provides a temporary storage cache 
+ which helps speed up certain filesystem operations. 


ROOT UID-0 # Root has SUID O0. 
E_WRONG_USER=85 # Not root? 


FILE=/swap 
BLOCKSIZE=1024 
MINBLOCKS=40 
SUCCESS=0 


# This script must be run as root. 

x I VUSIUJIID" -me VSIROOW GODU T 

then 
echo; echo "You must be root to run this script."; echo 
exit $E WRONG USER 

ie aL 


blocks-$(1:-$MINBLOCKS] # Set to default of 40 blocks, 


#+ if nothing specified on command-line. 
This is the equivalent of the command block below. 
ae [| =a VSL ] 
then 
blocks=$1 
else 
blocks-$MINBLOCKS 
E 
aie | “VSloloeks” -lr ENINELOCKS J 
then 
blocks=$MINBLOCKS # Must be at least 40 blocks long. 
fal 


FE HE TE FE TE FE HE FE FE FE HE TE FE HE FE HE FE E FE EEE HEHEHE EH HEHEHE FE FE HE FE HE EE HEE EEE EEE EE HEHEHE EE 
echo "Creating swap file of size $blocks blocks (KB)." 
dd if=/dev/zero of-S$FILE bs=SBLOCKSIZE count-$blocks # Zero out file. 


mkswap SFILE Sblocks Designate it a swap file. 
swapon SFILE Activate swap file. 
retcode=$? Everything worked? 


# Note that if one or more of these commands fails, 
#+ then it could cause nasty problems. 
HEHEHE EEE E E E E E E E EEE EERE EERE E ERE RE ERE ERE ERE E EE E EE ERE EEE HEH HE HHH HHH EHF 


59 
60 
61 
62 
63 


# Exercise: 

# Rewrite the above block of code so that if it does not execut 
#+ successfully, then: 

d 1) an error message is echoed to stderr, 

# 2) all temporary files are cleaned up, and 

# 3) the script exits in an orderly fashion with an 

#+ appropriate error code. 

echo "Swap file created and activated." 


exit Sretcode 


Another application of /dev/zero is to "zero out" a file of a designated size for a special purpose, 
such as mounting a filesystem on a loopback device (see Example 17-8) or "securely" deleting a file 


(see Example 16-61). 


Example 31-3. Creating a ramdisk 


nm 


PRP PRR 
O0 -1 OY O1 4 C). 9. EB. O (0 O0 -1 O OI dS (Q I9 ES 


NO NO) NO PS r 
(eS) [ry f O Wo) 


NNN NY 
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N 
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!/bin/bash 
ramdisk.sh 


A "ramdisk" is a segment of system RAM memory 
+ which acts as if it were a filesystem. 
Its advantage is very fast access (read/write time). 
Disadvantages: volatility, loss of data on reboot or powerdown, 
T less RAM available to system. 


Of what use is a ramdisk? 
Keeping a large dataset, such as a table or dictionary on ramdisk, 
+ speeds up data lookup, since memory access is much faster than disk access. 


E_NON_ROOT_USER=70 # Must run as root. 
ROOTUSER_NAME=root 


OUNTPT=/mnt/ramdisk # Create with mkdir /mnt/ramdisk. 
SIZE=2000 # 2K blocks (change as appropriate) 
BLOCKSIZE=1024 # 1K (1024 byte) block size 
DEVICE=/dev/ram0 # First ram device 


username= id -nu' 
if [ "$username" != "SROOTUSER NAME" ] 
then 

echo "Must be root to run \"` basename $0^N"." 
exit $E NON ROOT USER 


ial 
di [ | e SOUNS | Test whether mount point already there, 
then T SO) io errom ILE tuls SCL as deum 
mkdir SMOUNTPT + multiple times. 
ial 
Ha HE EEE E TE EE HE TE FE HE EEE FE HE EH FE HE ERE RE EE EE HE EE ERE EE E E E EE EEE 


dd if=/dev/zero of-$DEVICE count-$SIZE bs=SBLOCKSIZE # Zero out RAM device. 
# Why is this necessary? 


mke2fs SDEVICE Create an ext2 filesystem on it. 

mount SDEVICE SMOUNTPT Movie LEs 

chmod 777 SMOUNTPT Enables ordinary user to access ramdisk. 
However, must be root to unmount it. 


FEFE HE EE HE TE EE E TE HE EEE FE HE EEE FE E EE EE EE EE HE HE E EEE EE HE EE E TE EE ERE EE HE HE E E E E EH E E EE EE 
# Need to test whether above commands succeed. Could cause problems otherwis 
# Exercise: modify this script to make it safer. 


45 
46 echo "\"SMOUNTPT\" now available for use." 


47 The ramdisk is now accessible for storing files, even by an ordinary user. 
48 

49 Caution, the ramdisk is volatile, and its contents will disappear 

50 #+ on reboot or power loss. 

Bil Copy anything you want saved to a regular directory. 

52 

53 After reboot, run this script to again set up ramdisk. 

54 Remounting /mnt/ramdisk without the other steps will not work. 

55 

56 Suitably mocaikiecd, chais seripe Cain by invoked in J/GXECU IG soU re- local, 
57 #+ to set up ramdisk automatically at bootup. 

58 That may be appropriate on, for example, a database server. 

59 

60 exit 0 


In addition to all the above, /dev/ zero is needed by ELF (Executable and Linking Format) 
UNIX/Linux binaries. 
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Chapter 32. Debugging 


Debugging is twice as hard as writing the code in 
the first place. Therefore, if you write the code as 
cleverly as possible, you are, by definition, not 
smart enough to debug it. 


--Brian Kernighan 
The Bash shell contains no built-in debugger, and only bare-bones debugging-specific commands and 
constructs. Syntax errors or outright typos in the script generate cryptic error messages that are often of no 
help in debugging a non-functional script. 


Example 32-1. A buggy script 


1 #!/bin/bash 

2 # ex74.sh 

3 

4 # This is a buggy script. 
5 # Where, oh where is the error? 
6 

7 a=37 

8 

9 si [Sm ge 27 ! 

10 then 

Ail echo $a 

12 scu 

13 

14 exit $? # 0! Why? 


Output from script: 


./ex74.sh: [37: command not found 


What's wrong with the above script? Hint: after the if. 


Example 32-2. Missing keyword 


#!/bin/bash 
# missing-keyword.sh 
# What error message will this script generate? And why? 


il 
2 
3 
4 
5 fOr m sum 43 2 3 
6 
3 
8 


do 
echo "$a" 

# done # Required keyword 'done' commented out in line 8. 
9 
10 exit 0 # Will not exit here! 
JEN 
12 # === # 
13 
14 # From command line, after script terminates: 
15 echo $? # 2 


Output from script: 


missing-keyword.sh: line 10: syntax error: unexpected end of file 


Note that the error message does not necessarily reference the line in which the error occurs, but the line 
where the Bash interpreter finally becomes aware of the error. 


Error messages may disregard comment lines in a script when reporting the line number of a syntax error. 


What if the script executes, but does not work as expected? This is the all too familiar logic error. 


Example 32-3. test24: another buggy script 


1 #!/bin/bash 

2 

3 # This script is supposed to delete all filenames in current directory 
4 #+ containing embedded spaces. 
5 # It doesn't work. 

6 # Why not? 

7 

8 

9 badname-' 1s | grep ' '° 

10 

iil qe "nw eeg 

12 # echo "Sbadname" 

13 

14 rm "$badname" 

15 

16 exit 0 


Try to find out what's wrong with Example 32-3 by uncommenting the echo "$badname" line. Echo 
statements are useful for seeing whether what you expect is actually what you get. 


In this particular case, rm "S$badname" will not give the desired results because $badname should not be 
quoted. Placing it in quotes ensures that rm has only one argument (it will match only one filename). A partial 
fix is to remove to quotes from $badname and to reset SIF‘ to contain only a newline, IFS=$'\n'. 
However, there are simpler ways of going about it. 


1 # Correct methods of deleting filenames containing spaces. 
2 fen XN S 

3 rm *" x 

Ab sea Uo Wow 

5 a diem Wo, eos 


Summarizing the symptoms of a buggy script, 


1. It bombs with a "syntax error" message, or 
2. It runs, but does not work as expected (logic error). 
3. It runs, works as expected, but has nasty side effects (logic bomb). 


Tools for debugging non-working scripts include 


1. Inserting echo statements at critical points in the script to trace the variables, and otherwise give a 
snapshot of what is going on. 


į ) Even better is an echo that echoes only when debug is on. 


1 ### debecho (debug-echo), by Stefano Falsetto ### 

2 ### Will echo passed parameters only if DEBUG is set to a value. ### 
3 debecho () { 

4 a || | "SENSING T 5 rhen 


5 echo "S1" >&2 

6 # RAS Teo) Siecle 
7 

8 


10 DEBUG=on 

11 Whatever=whatnot 

12 debecho SWhatever # whatnot 

13 

14 DEBUG= 

15 Whatever=notwhat 

16 debecho $Whatever # (Will not echo.) 


2. Using the tee filter to check processes or data flows at critical points. 
3. Setting option flags -n -v -x 


sh -n scriptname checks for syntax errors without actually running the script. This is the 
equivalent of inserting set -n or set -o noexec into the script. Note that certain types of 


syntax errors can slip past this check. 


sh -v scriptname echoes each command before executing it. This is the equivalent of inserting 
set -vor set -o verbose in the script. 


The -n and -v flags work well together. sh -nv scriptname gives a verbose syntax check. 
sh -x scriptname echoes the result each command, but in an abbreviated manner. This is the 


equivalent of inserting set -x or set -o xtrace in the script. 


Inserting set -u or set -o nounset in the script runs it, but gives an unbound variable error 
message and aborts the script. 


1 set u # Or set -o nounset 

2 

3 4 Setting a variable to null will not trigger the error/abort. 
4 4$ unset var- 

5 

6 echo $unset var # Unset (and undeclared) variable. 

7 

8 echo "Should not echo!" 


Ko) 


10 i Sin t2.5m 
11 # t2.sh: line 6: unset_var: unbound variable 


4. Using an "assert" function to test a variable or condition at critical points in a script. (This is an idea 
borrowed from C.) 


Example 32-4. Testing a condition with an assert 


1 #!/bin/bash 
2 # assert.sh 
3 

4 FETE TE TE TE TE TE TE FE FE TE FE TE FE FE FE TE FE FE FE FE FE FE FE TE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE EEE HE EEE FE HE FE HE HE HEE H 
5 assert () # If condition false, 
6 4 #+ exit from script 
7 #+ with appropriat rror message. 
8 E_PARAM_ERR=98 
9 E ASSERT FAILED-99 
10 

Jd. 


12 1e qp =a "S2" ] # Not enough parameters passed 


43 
14 
LS) 
16 
17 
18 
19 
20 
2l 
22 
23 
24 
25 
26 
27 
28 
29 
30) 
Sl 
32 
33 
34 
25 
3G 
S 
38 
39 
40 
41 
42 
43 
44 
45 
46 
47 
48 


then #+ to assert() function. 
return $E PARAM ERR # No damage done. 
ai 
lineno=$2 
ai [ E eL] 
then 
ceho WAsserticom talec NASI yy 
echo Hile YSO, lins Subs" # Give name of file and line number. 
exit $SE_ASSERT_FAILED 
# else 
# return 
# and continue executing the script. 
ai 
} # Insert a similar assert() function into a script you need to debug. 
HHH EERE EH HE EE EE RE EE HH EE EEE RE EEE HE EE EEE EE EEE HE EE EE EE EEE HE EE EH HE EE H 
a=5 
b=4 
COmeliciem= "Sa -1t Slo") # Error message and exit from script. 
# Try setting "condition" to something else 
#+ and see what happens. 
assert "Scondition" SLINENO 
The remainder of the script executes only if the "assert" does not fail. 
Some commands. 
Some more commands 
echo "This statement echoes only if the \"assert\" does not fail." 
More commands 
exit $? 


5. Using the $LINENO variable and the caller builtin. 
6. Trapping at exit. 


The exit command in a script triggers a signal 0, terminating the process, that is, the script itself. [1] It 
is often useful to trap the exit, forcing a "printout" of variables, for example. The trap must be the first 
command in the script. 


Trapping signals 


trap 


Specifies an action on receipt of a signal; also useful for debugging. 


A signal is a message sent to a process, either by the kernel or another process, telling it to take 
some specified action (usually to terminate). For example, hitting a Control-C sends a user interrupt, 
an INT signal, to a running program. 


A simple instance: 


il 
2 
3 
4 


Ere "V 2 
# Ignore interrupt 2 (Control-C), with no action specified. 


tre Yecing "(Cemixol-C gcBlssleg."" 2 


5 # Message when Control-C pressed. 


Example 32-5. Trapping at exit 


1 #!/bin/bash 

2 Hunting variables with a trap. 

3 

4 trap 'echo Variable Listing --- a = $a b = $b' EXIT 

5 EXIT is the name of the signal generated upon exit from a script. 
6 

3i The command specified by the "trap" doesn't execute until 

8 #+ the appropriate signal is sent. 

9 

10) echo “This prints betore iie Verao ——U 

11 echo "even though the script sees the \"trap\" first." 

12 echo 

13 

14 a=39 

1,5) 

16 b-36 

JL) 

JS sx. 0) 

19 # Note that commenting out the 'exit' command makes no difference, 
20 #+ since the script exits in any case after running out of commands. 


Example 32-6. Cleaning up after Control-C 


#!/bin/bash 
# logon.sh: A quick 'n dirty script to check whether you are on-line yet. 


umask 177 # Make sure temp files are not world readable. 


,OGFILE=/var/log/messages 

ote that SLOGFILE must be readable 

+ (as root, chmod 644 /var/log/messages) . 

PFILE=temp.$$ 

Create a "unique" temp file name, using process id of the script. 
Using 'mktemp' is an alternative. 

For example: 

TEMPFILE= mktemp temp.XXXXXX' 

KE YWORD=address 
At logon, the line "remote IP address xxx.xxx.xxx.xxx" 
appended to /var/log/messages. 


NPRPRPPRP PPP PY 
O (o 00 -1 O Oi i (). NM IS. O xo 0 -1 O O1 4 CQ I0 E 
H 
E 
S 


HECK LINES-100 
How many lines in log file to check. 


O 
USER_INTERRUPT=13 
C 
# 


NNN 
w N e 


N 
A 


trap 'rm -f STEMPFILE; exit SUSER_INTERRUPT' TERM INT 


25 # Cleans up the temp file if script interrupted by control-c. 
26 

27 echo 

28 

29 while [ STRUE ] #Endless loop. 

30 do 

3n tail -n SCHECK_LINES SLOGFILE> S$TEMPPETDLE 


32 # Saves last 100 lines of system log file as temp fil 
33) # Necessary, since newer kernels generate many log messages at log on. 


ep $KEYWORD STEMPFILE' 
# Checks for presence of the 


"IP address" phrase, 


#+ indicating a successful logon. 


search= gr 
sug [ 4» — 
then 
echo "O 
jig 4 $m 
exit $O 
else 
echo -n 
iE aL 
sleep 1 
done 


# Note: if you change the K 


nons Elgar feoda 


# Exercise: 


exit (0) 


"$search" ] Quotes necessary because of possible spaces. 
n-line" 
TEMPFILE Clean up temp file. 
NLINE 
ARR The -n option to echo suppresses newline, 
+ so you get continuous rows of dots. 


EYWORD variable to "Exit", 


pt can be used w 


Change the script, 


and ORS diy aie . 


hil 
#+ to check for an unexpected logoff. 


Giaa 


per the above note, 


# Nick Drage suggests an alternate method: 


while true 
(gio LECOME at 
Selsey: iat Sy 
sleep 2 
done 


g ppp0 | grep UP 1» /dev/null && echo "connected" ce exit 0 


E # Prints dot 


S 


Meis ) until connected. 


# Problem: Hitting Control-C to terminate this process may be insufficient. 
#+ (Dots may keep on echoing.) 


# Exercise: 


iPass Elbe. 


# Stephane Chazelas has yet another alternativ 


CHECK_INTERVAL=1 


while ! tail 
do echo -n 


sleep $CH 
done 
echou Oy = len 


# Exercise: 


-am 3b VISIO tin 


ECK INTERVAL 


e" 


grep -q "SKEYWORD" 


Discuss the relativ 


strengths and weaknesses 


of each of these various approaches. 


Example 32-7. A Simple Implementation of a Progress Bar 


(Om, d& (69 [oy I 


#! /bin/bash 
# progress-b 
# Author: Gr 


eue scm 


aham Ewart (with reformatting by ABS Guide author). 
# Used in ABS Guide with permission (thanks!). 


6 # Invoke this script with bash. It doesn't work with sh. 

7 

8 interval=1 

9 long_interval=10 

0 

alae ef 

12 (Exo Veniti SOLCIUISIEUL 

3 sleep Sinterval; sleep Sinterval 

4 while true 

5 do 

6 Seley =a "VV Use dots. 

3i Sleep Sinterval 

18 done; } & Start a progress bar as a background process. 
ig 
20) iiem 
Al praa "exeo p Text -USRI Hancy mare Sjonicl? IWILL # To handle ^C. 
22 


23 echo -n 'Long-running process ' 
24 sleep $1long interval 
25 echo ' Finished!' 


ZT EE fe] Sakel 
28 wait Spid 4 Stop the progress bar. 
BS) SEED IX ILI 


Sil E SP 


ə The DEBUG argument to trap causes a specified action to execute after every command in a script. This 
permits tracing variables, for example. 


Example 32-8. Tracing a variable 


#!/bin/bash 


trap 'echo "VARIABLE-TRACE> \S$variable = \"Svariable\""' DEBUG 
# Echoes the value of $variable after every command. 


variable-29; line=SLINENO 


echo " Just initialized \Svariable to $variable in line number Slina, Y 


let "variable *= 3"; line=SLINENO 


echo " Just multiplied \Svariable by 3 in line number Sline." 
exit 0 
s" Mae Veraj "euam o s = Cuisines o = sg" IDENBUU(S (lows LE 


#+ more appropriate in the context of a complex script, 
#+ where inserting multiple "echo $variable" statements might be 
#+ awkward and time-consuming. 


PRPRPPPRPRPRPHE EB 
$0 0 10014 QI9 LP O i0 0 -1 0) O1 4 (O0 I9 ES 


20 4 Thanks, Stephane Chazelas for the pointer. 
21 

22 

23 OWIEOUIE Qi Serius 

24 

25 VARIABLE-TRACE» Svariable = "" 

26 VARIABLE-TRACE» Svariable = "29" 

27 guse sanete Ghweuesielole to 29), 
28 VARIABLE-TRACE> Svariable = "29" 

29 VARIABLE-TRACE> Svariable = "87" 

30 Just multiplied S$variable by 3. 
31 VARIABLE-TRACE> Svariable = "87" 


Of course, the trap command has other uses aside from debugging, such as disabling certain keystrokes 
within a script (see Example A-43). 


Example 32-9. Running multiple processes (on an SMP box) 


#!/bin/bash 

# parent.sh 

# Running multiple processes on an SMP box. 
# Author: Tedman Eng 


5 deg LS tle cirer oi Ewe Scripts, 
#+ both of which must be present in the current working directory. 


LIMIT-$1 # Total number of process to start 
NUMPROC=4 # Number of concurrent threads (forks?) 
PROCID=1 # Starting Process ID 


exo V PID ag Seu 


function start thread() { 
if [ SPROCID -le SLIMIT ] ; then 
./child.sh $PROCIDé 
let "PROCID++" 


NOB pop ppppHppDGÀ:! 
O (o 0» 1 O Ui i (). M HP O (o 0 - O UI i Q I E 


AN else 

22 echo "Limit reached." 
23 wait 

24 exit 

25 iral 

26 } 

27 

AS Walle | YSNUNMEROCH =eie 0 jp clo 
29 start thread; 

30 let "NUMPROC--" 

31 done 

32 

33 

34 while true 

35 elo 

36 

37 trap "start_thread" SIGRIMIN 

38 

39 done 

40 

41 exit 0 

42 

43 

44 

45 ======== Second script follows ======== 
46 

47 

48 #!/bin/bash 

49 Ghanie sla 

50 Running multiple processes on an SMP box. 
Sl Haws Seis 26 Callie! low penanta Sila . 
52 Author: Tedman Eng 

53 

54 temp=SRANDOM 

55 index=$1 

5G Snir 

57 let "temp $- 5" 


RR 
= o 
C Xo 


[x 


PRPRPPrPRPEP PR 
(09) s io», (Ox PES Ge WS) [3 


let "temp += 4" 

cho Verarcino S meles Wines Siva! We 
sleep ${temp} 

echo "Ending $index" 

kill -s SIGRTMIN S$PPID 


exit 0 
SCRIPT AUTHOR'S NOTES 
It's not completely bug free. 
I ran it with limit = 500 and after the first few hundred iterations, 
+ one of the concurrent threads disappeared! 
Not sure if this is collisions from trap signals or something else. 
Once the trap is received, there's a brief moment while executing the 

+ trap handler but before the next trap is set. During this time, 

+ be possible to miss a trap signal, thus miss spawning a child process. 

No doubt someone may spot the bug and will be writing 

3" 5 4. dbi dele. 3EUREUUEGS 
# 
# 

HEHEHE HE HE EEE EE EEE HE EE EEE EE EEE HE EE EEE EE EH HE HE ERE EE HE E E E HE EH HE E 

The following is the original script written by Vernia Damiano. 

Unfortunately, it doesn't work properly. 

HERE HEE HE EEE EE EEE HE EE EEE EE EE FE FE EE EEE EE EE HE EE EEE E E EE E E E HE HEHE EE 

!/bin/bash 

Must call script with at least one integer parameter 
+ (number of concurrent processes). 
All other parameters are passed through to the processes started. 

INDICE=8 # Total number of process to start 
TEMPO=5 # Maximum sleep time per process 
E_BADARGS=65 # No arg(s) passed to script. 
if [ S# -eq 0 ] # Check for at least one argument passed to script. 


echo "Usage: 'basename $0' number of processes [passed params]" 
exit $E BADARGS 


3E aL 

NUMPROC-$1 # Number of concurrent process 
Sima iti) 

PARAMETRI-( "$Q" ) # Parameters of each process 
function avvia() { 


local temp 

local index 

temp=$RANDOM 

index-$1 

malit ie 

let "temp %= $TEMPO" 

let "temp += 1" 

echo Wessling; Sinees IWiimseSicemye! Uu 


124 sleep ${temp} 

125) echo "Ending Sindex" 

126 kL =e ŞTERTMIN SS 

L2q p 

128 

129 iGinctlem garci) 14 

130 aie [| SOONIDICUS; -Ge (0 ] p ‘ela 
ILS avvia SINDICE "${PARAMETRI[@]}" & 
1S2 let  WODWID CCS —— 

USS else 
134 Ceap 8 SICRETI 

135) ic 

is j 

1S7] 

138 trap parti SIGRTMIN 

139 

140 while [ "SNUMPROC" -gt 0 ]; do 

141 parti; 

142 let "NUMPROC--" 

143 done 

144 

145 wait 

146 trap - SIGRTMIN 

147 

14g exit SP 

149 

150): <<SCRIPTSAULHORE COMMENTS: 

151 I had the need to run a program, with specified options, on a number of 
152 different files, using a SMP machine. So I thought [I'd] keep running 


153 a specified number of processes and start a new one each time . . . one 
154 of these terminates. 
155 


156 The "wait" instruction does not help, since it waits for a given process 
157 @ valls process Siraiicsecl aim backo So L wroce [enis] bashi Serlot 
158 that can do the job, using the "trap" instruction. 

1159) —-Vernia Damiano 

160 SCRIPT AUTHOR COMMENTS 


- trap '' SIGNAL (two adjacent apostrophes) disables SIGNAL for the remainder of the script. trap 
SIGNAL restores the functioning of SIGNAL once more. This is useful to protect a critical portion of a 
script from an undesirable interrupt. 


il trao "UU" 2 a Silcmel 2 is Comsrol—C, mow cheeses 
2 command 

3 command 

4 command 

5 ipie 2 # Reenables Control-C 

6 


Version 3 of Bash adds the following internal variables for use by the debugger. 


1. SBASH_ARGC 


Number of command-line arguments passed to script, similar to 
2. SBASH_ARGV 


Final command-line parameter passed to script, equivalent $ { ! 
3. SBASH_COMMAND 


Command currently executing. 


4. SBASH_EXECUTION_STRING 


he option string following the -c option to Bash. 
BASH LINENO 


vy 


In a function, indicates the line number of the function call. 
6. SBASH_ REMATCH 


Array variable associated with =~ conditional regex matching. 
7. 
SBASH_SOURCE 


This is the name of the script, usually the same as $0. 


8. SBASH SUBSHELL 


Notes 


[1] By convention, signal 0 is assigned to exit. 
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Chapter 33. Options 


Options are settings that change shell and/or script behavior. 


The set command enables options within a script. At the point in the script where you want the options to take 
effect, use set -o option-name or, in short form, set -option-abbrev. These two forms are equivalent. 


1 !/bin/bash 

2 

3 set -o verbose 

4 Echoes all commands before executing. 
5 

1 !/bin/bash 

2 

3 set -v 

4 Exact same effect as above. 

E 


# To disable an option within a script, use set +o option-name or set +option-abbrev. 


#!/bin/bash 


set -o verbose 
# Command echoing on. 
command 


command 
set +o verbose 
# Command echoing off. 


command 
# Not echoed. 


NPRPPRPRP PPP PY 
O (o 0» 1 O Ui i (). M. I. O (o 0 -1 O OI i CQ) Io e 


Set X 
# Command echoing on. 
command 
command 
Al set +v 
27 # Command echoing off. 
23 command 
24 
25 exit 0 
26 


An alternate method of enabling options in a script is to specify them immediately following the 7 ! script 
header. 


#!/bin/bash -x 
T 
# Body of script follows. 


fs (d$ [m» [25 


It is also possible to enable script options from the command line. Some options that will not work with set 
are available this way. Among these are —i, force script to run interactive. 


bash -v script-name 


bash -o verbose script-name 


The following is a listing of some useful options. They may be specified in either abbreviated form (preceded 
by a single dash) or by complete name (preceded by a double dash or by —-o). 


Table 33-1. Bash options 


Abbreviation Name Effect 
-B brace expansion Enable brace expansion (default setting = on) 


brace expansion Disable brace expansion 


+B 
by >l) 
(none) List double-quoted strings prefixed by $, but do not execute 
commands in script 


pa fallexpon_ Export all defined variables 


notify Notify when jobs running in background terminate (not of 
much use in a script) 


He... (noe) Read commands from .. 


checkjobs Informs user of any open jobs upon shell exit. Introduced in 
version 4 of Bash, and still "experimental." Usage: shopt -s 
checkjobs (Caution: may hang!) 


i Abort script at first error, when a command exits with 
non-zero status (except in until or while loops, if-tests, list 
constructs) 

noglob Filename expansion (globbing) disabled 

lobstar globbing star-match |Enables the ** globbing operator (version 4+ of Bash). Usage: 
shopt -s globstar 


Q 


Script runs in interactive mode 


Read commands in script, but do not execute them (syntax 
check) 


-0 Option-Name (none) Invoke the Option-Name option 


POSIX Change the behavior of Bash, or invoked script, to conform to 
POSIX standard. 


i Causes a pipeline to return the exit status of the last command 
in the pipe that returned a non-zero return value. 
Script runs in restricted mode (see Chapter 22). 


Read commands from stdin 
Exit after first command 


Attempt to use undefined variable outputs error message, and 
forces an exit 


Print each command to stdout before executing it 
Similar to -v, but expands commands 


End of options flag. All other arguments are positional 
parameters. 
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Unset positional parameters. If arguments given (-- argl 
arg2), positional parameters set to arguments. 
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Chapter 34. Gotchas 


Turandot: Gli enigmi sono tre, la morte una! 
Caleph: No, no! Gli enigmi sono tre, una la vita! 


--Puccini 


Here are some (non-recommended!) scripting practices that will bring excitement into an otherwise dull life. 


Assigning reserved words or characters to variable names. 


(8 c xy yl des (3) [3X p 


«o 


4.2 


case-valueO # Causes problems. 
23skidoo-valuel # Also problems. 


Variable names starting with a digit are reserved by the shell. 
Try | 23skidoo-valuel. Starting variables with an underscore is okay. 


However . . . using just an underscore will not work. 

225 

echo $ . # S is a special variable set to last arg of last command. 
IURE. a n 6 .. is a valid function name! 

xyz((!*-value2 # Causes severe problems. 


As of version 3 of Bash, periods are not allowed within variable names. 


* Using a hyphen or other reserved characters in a variable name (or function name). 


i 
2 
3 
4 
5 
6 
7 
8 


9 
10 


var-1=23 

USE Vwarus dL" suene 
function-whatever () # Error 

Use 'function whatever ()' instead. 

As of version 3 of Bash, periods are not allowed within function names. 
function.whatever () # Error 

Use 'functionWhatever ()' instead. 


* Using the same name for a variable and a function. This can make a script difficult to understand. 


(8) 3) cx) (rl des Ge) Jm» I 


«o 


LO 


do_something () 


{ 


echo "This function does something with \"S$1\"." 


do something-do something 


do something do something 


# 


ALL chwis als legal, louie Iniciniiy comrems ing . 


* Using whitespace inappropriately. In contrast to other programming languages, Bash can be quite 
finicky about whitespace. 


(S5) =] fy) (Gy dEs te) [X [5 


varl = 23 # 'varl-23' is correct. 

# On line above, Bash attempts to execute command "vari" 

# with the arguments "=" and "23". 

lec gG = Sa, SIS # Instead: let c-$a-$b or let Ye = $a = Sig 
if [ Sia -le 5] X if [ Sa -le 5 ] is correct. 

# oe a [ “Sal -la 5 ] is even better. 


9 # LL Sa -le 5 |] also works. 
e 


Not terminating with a semicolon the final command in a code block within curly brackets. 


{ iis; Sip cles echo "leues }} 
# bash: syntax error: unexpected end of file 


v ds aie “dis echo “Dona, Yo 4 
# 5 ### Final command needs semicolon. 


(Om: dE (8) SS) p 


Assuming uninitialized variables (variables before a value is assigned to them) are "zeroed out". An 
uninitialized variable has a value of null, not zero. 


1 #!/bin/bash 

2 

3 echo "uninitialized var = Suninitialized_var" 
4 # uninitialized_var = 

3 

6 # However : 

7 # if SBASH VERSION 2 4.2; then 

8 

9) sx Pi | ee Wnimiicielimecl sya ]] 
10 then 
ial uninitialized_var=0 i? duse: abe ico Zero! 
12 t3 
i3 
14 


Mixing up = and -eq in a test. Remember, = is for comparing literal variables and -eq for integers. 


jb mus [| Weg = e T # Is $a an integer or string? 
2 ase || WS eg 2s) T # If Sa is an integer. 

3 

4 # Sometimes you can interchang q and = without adverse consequences. 
5 # However 

6 

F 

Su ONE # Not an integer. 

9 

OMe Same cosa 

11 then 

112 echo "Comparison works." 

13 else 

14 echo "Comparison does not work." 

dis) deal # Comparison does not work. 

16 

17 # Same with ecu ES gue ers - 

18 

1$ 
20 4 Likewise, problems trying to use "-eq" with non-integer values. 
zu 
22 sir [ Sat ec 27950 | 
23 then 
24 echo "a = $a" 
25 fi # Aborts with an error message. 
26 4 test.sh: [: 273.0: integer expression expected 


Misusing string comparison operators. 


Example 34-1. Numerical and string comparison are not equivalent 


1 #!/bin/bash 
2 # bad-op.sh: Trying to use a string comparison on integers. 
3 
4 echo 
5 number=1 
6 
7 # The following while-loop has two errors: 
8 #+ one blatant, and the other subtle. 
9 
JL) wiles || "Sewuoe < 5 ] # Wrong! Should be: while [ "Snumber" -1t 5 ] 
LL clo 
L2 echo -n "Snumber " 
L3 let "number += 1" 
14 done 
15 # Attempt to run this bombs with th rror messag 
16 #+ bad-op.sh: line 10: 5: No such file or directory 
17 # Within single brackets, "<" must be escaped, 
18 #+ and even then, it's still wrong for comparing integers. 
9 
20 echo " d 
2 
22 Waele || "Silos" \< 5 | “7 jd 2 9 4 
29 Clo # 
24 echo -n "Snumber " # It *seems* to work, but 
25 let "number += 1" #+ it actually does an ASCII comparison, 
26 done #+ rather than a numerical one. 
AT 
28 echo; eno A " 
29 
30 # This can cause problems. For example: 
Sil 
32 lesser=5 
33 greater=105 
34 
SG) aie || “WSemeeieic’ \< M esserti] 
36 then 
37 echo "Sgreater is less than $lesser" 
38 i3 # 105 is less than 5 
SS) c» lm veer, Wilds” actua My as) less than UU 
40 #+ in a string comparison (ASCII sort order). 
41 
42 echo 
43 
44 exit 0 


Attempting to use let to set string variables. 


1 let "a = hello, you" 
2 echo "Sal # 0 


e 
Sometimes variables within "test" brackets ([ ]) need to be quoted (double quotes). Failure to do so 
may cause unexpected behavior. See Example 7-6, Example 20-5, and Example 9-6. 

LJ 


Quoting a variable containing whitespace prevents splitting. Sometimes this produces unintended 
consequences. 


e 
Commands issued from a script may fail to execute because the script owner lacks execute permission 
for them. If a user cannot invoke a command from the command-line, then putting it into a script will 
likewise fail. Try changing the attributes of the command in question, perhaps even setting the suid bit 


(as root, of course). 

e 
Attempting to use - as a redirection operator (which it is not) will usually result in an unpleasant 
surprise. 


1 commandl 2> - | command2 

2 4 Trying to redirect error output of commandl into a pipe 
3 W o e e WiLL mot works 

4 

5 commandl 2>& - | command2 # Also futile. 

6 

7 Vhenke, SC 


Using Bash version 2+ functionality may cause a bailout with error messages. Older Linux machines 
may have version 1.XX of Bash as the default installation. 


1 #!/bin/bash 
2 
3 minimum_version=2 
4 Since Chet Ramey is constantly adding features to Bash, 
5 you may set $minimum version to 2.XX, 3.XX, or whatever is appropriate. 
6 E BAD VERSION-80 
7 
8 if [ "SBASH VERSION" \< "$minimum version" ] 
9 then 
10 echo "This script works only with Bash, version Sminimum or greater." 
ial echo "Upgrade strongly recommended." 
12 exit $E BAD VERSION 
13 za 
14 
LS 


e Using Bash-specific functionality in a Bourne shell script (8 ! /bin/sh) on a non-Linux machine 
may cause unexpected behavior. A Linux system usually aliases sh to bash, but this does not 
necessarily hold true for a generic UNIX machine. 

e. 

Using undocumented features in Bash turns out to be a dangerous practice. In previous releases of this 
book there were several scripts that depended on the "feature" that, although the maximum value of 
an exit or return value was 255, that limit did not apply to negative integers. Unfortunately, in version 
2.05b and later, that loophole disappeared. See Example 24-9. 

e 
In certain contexts, a misleading exit status may be returned. This may occur when setting a local 
variable within a function or when assigning an arithmetic value to a variable. 

* The exit status of an arithmetic expression is not equivalent to an error code. 


1 var-1 && ((--var)) && echo $var 

2 # BKAASSASAS Here che anllis Carulnrates wle Eie sSicecus di. 
3 4 $var doesn't echo! 

4 echo $? # 1 


A script with DOS-type newlines ( Vz V2) will fail to execute, since #! /bin/bash\r\n is not 
recognized, not the same as the expected #! /bin/bash\n. The fix is to convert the script to 
UNIX-style newlines. 


#!/bin/bash 
echo "Here" 


unix2dos $0 # Script changes itself to DOS format. 
chmod 755 $0 # Change back to execute permission. 


(exy (Gal dE (S fs) [5 


7 # The 'unix2dos' command removes execute permission. 
8 

9 $0 # Script tries to run itself again. 
10 4 But it won't work as a DOS file. 
abt 
12 echo "There" 
13 
14 exit 0 


A shell script headed by #! /bin/sh will not run in full Bash-compatibility mode. Some 


Bash-specific functions might be disabled. Scripts that need complete access to all the Bash-specific 


extensions should start with 44 ! /bin/bash. 


e Putting whitespace in front of the terminating limit string of a here document will cause unexpected 


behavior in a script. 
* Putting more than one echo statement in a function whose output is captured. 


1 add2 () 
2 1 
3 eohoatWlais cv leer. # Delete this line! 
4 le "enel = Si 4 S2" 
5 echo $retval 
6 } 
7 
8 num1-12 
9 num2=43 
LO echo "Sum of Snuml and Snum2 = $(add2 $numl $num2)" 
a 
12 # Sum of 12 and 43 - Whatever 
13 # 55 
14 
15 # The "echoes" concatenate. 


This will not work. 
e 


A script may not export variables back to its parent process, the shell, or to the environment. Just as 


we learned in biology, a child process can inherit from a parent, but not vice versa. 


1 WHATEVER-/home/bozo 
2 export WHATEVER 
3 exit 0 


bash$ echo S$WHATEVER 


bash$ 
Sure enough, back at the command prompt, $WHATEVER remains unset. 


Setting and manipulating variables in a subshell, then attempting to use those same variables outside 


the scope of the subshell will result an unpleasant surprise. 


Example 34-2. Subshell Pitfalls 


1 #!/bin/bash 

2 # Pitfalls of variables in a subshell. 
3 

4 outer variable-outer 

5 echo 

6 echo "outer variable = $outer variable" 
7 echo 

8 

9 ( 

10 # Begin subshell 


echo "outer variable inside subshell = Souter variable" 
inner variable-inner # Set 

echo "inner variable inside subshell = Sinner variable" 
outer_variable=inner # Will value change globally? 
echo "outer variable inside subshell = Souter variable" 


# Will 'exporting' make a difference? 


[Sx pes qe Se PPE et 
© Wey o x rex; Gal des (9 [ES p 


# export inner_variable 
# export outer_variable 
21 # Try it and see. 
22 
23 # End subshell 
24 ) 
25 
26 echo 
Ay eeho Vinner variable oucsick loli = Sinner variable! 4 haee 
28 echo "outer variable outside subshell = $outer variable" # Unchanged. 
29 echo 
30 
Si grave O 
32 


33 # What happens if you uncomment lines 19 and 20? 
34 # Does it make a difference? 


Piping echo output to a read may produce unexpected results. In this scenario, the read acts as if it 
were running in a subshell. Instead, use the set command (as in Example 15-18). 


Example 34-3. Piping the output of echo to a read 


#!/bin/bash 

# badread.sh: 

# Attempting to use 'echo and 'read' 

#+ to assign variables non-interactively. 


# shopt -s lastpipe 


a-aaa 
b-bbb 
Ce 


echo "one two three" | read ab c 
" duy CO KSASSGiN Bp, lo, aincl Gu 


Mop pop pppppDGÀO: 
O io 00 -1 O Oi i$ (0. M IS. O xo 0 -1 O O1 i8 CQ) I ES 


echo 
echo "a = $a" # a= aaa 
echo "b = $b" # b = bbb 
echo "c = $c" # c = ccc 
Reassignment failed. 
21 ### However 
22 44  Uncommenting line 6: 
2:3) shopt -s lastpipe 
24 ##+ fixes the problem! 
25 ### This is a new feature in Bash, version 4.2. 
26 
2) 
28 
29 Try the following alternative. 
30 


31 var-' echo "one two three" 
set == $var 


w 
N 


33 a-$1; b-$2; c-$3 


34 

35 eo. V-————-—— y 

36 echo "a = $a" # a= one 
37 echo "b = Sb" # b = two 
Se) ilove, We e Sew gy fe) = imas 


39 # Reassignment succeeded. 
40 
41 # 
42 
43 # Note also that an echo to a 'read' works within a subshell. 

44 # However, the value of the variable changes *only* within the subshell. 
45 


46 a=aaa # Starting all over again. 
47 b=bbb 

48 c=ccc 

49 

50 echo; echo 

51 echo "one two three" | ( read a b c; 

52. excelso "meae Sulosineilile "s echo Ya = Sas echo "5 = Sls acho We = Sg" f 
53 # a = one 

54 # b = two 

55 # c = three 

BG «xelme: m » 

57 echo "Outside subshell: " 

58 echo "a = $a" 4 a= aaa 

59 Geke Wg = Slo ka Tor = Tololo) 

(GU. eeo We = So! i © = eee 

61 echo 

62 

63 exit 0 


In fact, as Anthony Richardson points out, piping to any loop can cause a similar problem. 


1 # Loop piping troubles. 

2 # This example by Anthony Richardson, 

3 #+ with addendum by Wilbert Berendsen. 

4 

5 

6 foundone-false 

7 find SHOME type f atine +30 -size 100k | 

8 while true 

9 clo 

10 read f 

i echo "Sf is over 100KB and has not been accessed in over 30 days" 
2 echo "Consider moving the file to archives." 
3 foundone-true 

4 # 

5) echo "Subshell level = SBASH SUBSHELL" 

6 # Subshell level = 1 

7 # Yes, we're inside a subshell. 

8 # 

19 done 


21 # foundone will always be false here since it is 
22 #+ set to true inside a subshell 

23 if [ Sfoundone = false ] 

24 then 

25 echo "No files need archiving." 

A) E 


28 # Now, here is the correct way: 


30 foundone=false 


31 for f in $(find SHOME -type f -atime +30 -size 100k) # No pipe here. 


92 Clo) 

33} echo "Sf is over 100KB and has not been accessed in over 30 days" 
34 echo "Consider moving the file to archives." 

33 foundone-true 

36 done 

37 

38 if [ Sfoundone = false ] 

39 then 

40 echo "No files need archiving." 

AL stu 

42 

43 And here is another alternativ 

44 

45 Places the part of the script that reads the variables 
46 #+ within a code block, so they share the same subshell. 
47 Thank you, W.B. 

48 

49 find SHOME -type f -atime +30 -size 100k | { 

50 foundone=false 

51 while read f 

52 do 

OS echo "Sf is over 100KB and has not been accessed in over 30 days" 
54 echo "Consider moving the file to archives." 

55 foundone=true 

56 done 

By 

58 if l $foundone 

59 then 

60 echo "No files need archiving." 

61 fea 

62 } 


A lookalike problem occurs when trying to write the stdout of a tail -f piped to grep. 


tail -f /var/log/messages | grep "SERROR_MSG" >> error.log 

# The "error.log" file will not have anything written to it. 
# As Samuli Kaipiainen points out, this results from grep 
#+ buffering its output. 

# The fix is to add the "--line-buffered" parameter to grep. 


Ol w= @ INDIES 


Using "suid" commands within scripts is risky, as it may compromise system security. [1] 

e 
Using shell scripts for CGI programming may be problematic. Shell script variables are not 
"typesafe," and this can cause undesirable behavior as far as CGI is concerned. Moreover, it is 
difficult to "cracker-proof" shell scripts. 

* Bash does not handle the double slash (//) string correctly. 

e. 
Bash scripts written for Linux or BSD systems may need fixups to run on a commercial UNIX 
machine. Such scripts often employ the GNU set of commands and filters, which have greater 
functionality than their generic UNIX counterparts. This is particularly true of such text processing 
utilites as tr. 

e. 


Sadly, updates to Bash itself have broken older scripts that used to work perfectly fine. Let us recall 
how risky it is to use undocumented Bash features. 


Danger is near thee -- 


Beware, beware, beware, beware. 


Many brave hearts are asleep in the deep. 
So beware -- 
Beware. 


--A.J. Lamb and H.W. Petrie 
Notes 


[1] Setting the suid permission on the script itself has no effect in Linux and most other UNIX flavors. 
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Chapter 35. Scripting With Style 


Get into the habit of writing shell scripts in a structured and systematic manner. Even on-the-fly and "written 
on the back of an envelope" scripts will benefit if you take a few minutes to plan and organize your thoughts 
before sitting down and coding. 


Herewith are a few stylistic guidelines. This is not (necessarily) intended as an Official Shell Scripting 
Stylesheet. 


35.1. Unofficial Shell Scripting Stylesheet 


* Comment your code. This makes it easier for others to understand (and appreciate), and easier for you 
to maintain. 


1 PASS-"SPASSS(MATRIX:$ ((SRANDOM$S$ { #MATRIX})):1}" 

2 # It made perfect sense when you wrote it last year, 
3 #+ but now it's a complete mystery. 

4 d (From Antek Sawicki's "pw.sh" script.) 


Add descriptive headers to your scripts and functions. 


1 #!/bin/bash 

2 

3 ck ck ck ck ck Ck ock ck cock ck ck ck ck ck ck ck ck ck ock ko ckock ck ok ck kock ko ck ck kock ck ck ck ko ck ko ko ck ko Sk ko ko koX 

4 xyz.sh 

5 written by Bozo Bozeman 

6 duly OF, 2001 

7 

8 Clean up project files. 

9 kkkxkxkxkxkxkxkxkxkxkkkkxkxkxkkkkxkxkkkkkxkxkxkkkkxkxkxkxkxkkkxkxkkkkkxkxx*k 

10 

11 E_BADDIR=85 # No such directory. 

12 projectdir=/home/bozo/projects # Directory to clean up. 

13 

14 # 
15 cleanup_pfiles () # 
TES Removes all files in designated directory. # 
17 Parameter: Starget_directory # 
JL) Returns: 0 on success, $E BADDIR if something went wrong. 4 
1$ # 
20 cleanup_pfiles () 
2 s 
22 se || | ed Wisi q 4p Nes ib tacet Telex Gb) 
29 then 
24 echo “Si sig moc a Ou:ectosy." 
25 return $E BADDIR 
26 iE a 
AT 
28 xp aE WS es 
29 return 0 # Success. 
30 j 
31 
32 cleanup pfiles $projectdir 
33 
34 exit S? 


e Avoid using "magic numbers," [1] that is, "hard-wired" literal constants. Use meaningful variable 
names instead. This makes the script easier to understand and permits making changes and updates 
without breaking the application. 


if [ -f /var/log/messages ] 
then 


iE 3L 

# A year later, you decide to change the script to check /var/log/syslog. 
# It is now necessary to manually change the script, instance by instance, 
#+ and hope nothing breaks. 


# A better way: 

LOGFILE=/var/log/messages # Only line that needs to be changed. 
ie | -2 VGrOCP uA | 

then 


PRR 
WNHROCOAIADABWNHE 


ia fi 
* Choose descriptive names for variables and functions. 


1 fl= 1s -al $dirname' He VOCs 

2 file_listing= ls -al S$dirname' # Better. 

3 

4 

5 MAXVAL-10 # All caps used for a script constant. 

6 while [ "Sindex" -le "SMAXVAL" ] 

7 

8 

9 

10 E NOTFOUND-95 # Uppercase for an errorcode, 
L1 #+ and name prefixed with E_ 
12 s || 4 ee Veille ] 

13 then 

14 echo "File $filename not found." 

LS exit SE_NOTFOUND 

UG su 

L7 

18 

19 MAIL DIRECTORY-/var/spool/mail/bozo # Uppercase for an environmental 
20 export MAIL DIRECTORY #+ variable. 
ait 
22 
23 GetAnswer () # Mixed case works well for a 
Z4 4 #+ function name, especially 
2:5) prompt-$1 #+ when it improves legibility. 
26 echo -n $prompt 
27 read answer 
28 return Sanswer 
29 Jp 
30 
31 GetAnswer "What is your favorite number? " 
32 favorite number-$? 
33 echo $favorite number 
34 
39 
36 _uservariable=23 # Permissible, but not recommended. 


37 # It's better for user-defined variables not to start with an underscore. 
38 # Leave that for system variables. 


* Use exit codes in a systematic and meaningful way. 


1 E WRONG ARGS-95 

2 

EE 

4 exit $E WRONG ARGS 
See also Appendix E. 


Ender suggests using the exit codes in /usr/include/sysexits.h in shell scripts, though these 
are primarily intended for C and C++ programming. 
* Use standardized parameter flags for script invocation. Ender proposes the following set of flags. 


1 -a All: Return all information (including hidden file info). 

2 l9 Brier: Short version, usually tom ouner scis 

3 =@ Copy, concatenate, etc. 

4 -d Daily: Use information from the whole day, and not merely 

5 information for a specific instance/user. 

6 -e Extended/Elaborate: (often does not include hidden file info). 
7 -h Help: Verbose usage w/descs, aux info, discussion, help. 

8 See also -V. 

$9 =l Log GQUESWE (ui SEWE c 

LO =a Manual: Launch man-page for base command. 


LL =m Numbers: Numerical data only. 


12 -r Recursive: All files in a directory (and/or all sub-dirs). 
I3 =e Setup & File Maintenance: Config files for this script. 

14 -u Usages Mise (Qut ilmyoOCatiom legs igu tle Scu. 

1s cw Verbose: Human readable output, more or less formatted. 

16 -V Version / License / Copy(right|left) / Contribs (email too). 


See also Section G.1. 
* Break complex scripts into simpler modules. Use functions where appropriate. See Example 37-4. 
* Don't use a complex construct where a simpler one will do. 


COMMAND 
ad [| SP eee @ | 


# Redundant and non-intuitive. 


if COMMAND 


(69) cp cx Wal des Ge RS) I 


# More concise (if perhaps not quite as legible). 


... reading the UNIX source code to the Bourne 
shell (/bin/sh). I was shocked at how much simple 
algorithms could be made cryptic, and therefore 
useless, by a poor choice of code style. I asked 
myself, "Could someone be proud of this code?" 


--Landon Noll 
Notes 


[1] In this context, "magic numbers" have an entirely different meaning than the magic numbers used to 
designate file types. 
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Chapter 36. Miscellany 


Nobody really knows what the Bourne shell's 
grammar is. Even examination of the source code 
is little help. 


--Tom Duff 


36.1. Interactive and non-interactive shells and 
scripts 


An interactive shell reads commands from user input on a tt y. Among other things, such a shell reads startup 
files on activation, displays a prompt, and enables job control by default. The user can interact with the shell. 


A shell running a script is always a non-interactive shell. All the same, the script can still access its tty. It is 
even possible to emulate an interactive shell in a script. 


1 #!/bin/bash 

2 MY_PROMPT='S ' 
3 while 

4 do 

5 eee =m WSIMA Pome! 
6 read line 

7 eval velina” 
8 done 

9 

10) cxie O 

dal 


12 # This example script, and much of the above explanation supplied by 
13 # Stéphane Chazelas (thanks again). 


Let us consider an interactive script to be one that requires input from the user, usually with read statements 
(see Example 15-3). "Real life" is actually a bit messier than that. For now, assume an interactive script is 
bound to a tty, a script that a user has invoked from the console or an xterm. 


Init and startup scripts are necessarily non-interactive, since they must run without human intervention. Many 
administrative and system maintenance scripts are likewise non-interactive. Unvarying repetitive tasks cry out 
for automation by non-interactive scripts. 


Non-interactive scripts can run in the background, but interactive ones hang, waiting for input that never 
comes. Handle that difficulty by having an expect script or embedded here document feed input to an 
interactive script running as a background job. In the simplest case, redirect a file to supply input to a read 
statement (read variable <file). These particular workarounds make possible general purpose scripts that run 
in either interactive or non-interactive modes. 


If a script needs to test whether it is running in an interactive shell, it is simply a matter of finding whether the 
prompt variable, $PS1 is set. (If the user is being prompted for input, then the script needs to display a 


prompt.) 


aie | -2 SESIL ] s; nO POMO? 
### if [ -v PS1 ] w Om Basn i24 ooo 
then 
# non-interactive 
else 
# interactive 


w =) wx) (Gap odes Ge IS) | 


its 
Alternatively, the script can test for the presence of option "i" in the $- flag. 


«o 


1l ease $= im 

BD capu) # interactive shell 

3 Bp 

dl sw) # non-interactive shell 
SEE 

© w (Coumrasy Gt Vp mu.Qu 1993) 


However, John Lange describes an alternative method, using the -t test operator. 


# Test for a terminal! 


1 

2 

3 fd=0 # stdin 

4 

5 # As we recall, the -t test option checks whether the stdin, [ -t 0 ], 
6 X GE siccloule, | =i i ], im A gaven geript 1S Kung wm a ESimilmall . 
q ase [poesie USES j 

8 then 

9 echo interactive 

10 else 

Lil echo non-interactive 

LZ au 

13 

L4 

l5 q Burt, ae Jowa pebnrs Oves 

16 d if [ -t 0 ] works ... when you're logged in locally 

L7 d but fails when you invoke the command remotely via ssh. 
18 # So for a true test you also have to test for a socket. 
19 
AQ si II =e Verts" | -e /dey/srcim J] 
21 then 
22 echo interactive 
23 else 
24 echo non-interactive 
AS) ie aL 


8^) Scripts may be forced to run in interactive mode with the -i option or with a #!/bin/bash -i header. 
Be aware that this can cause erratic script behavior or show error messages even when no error is 
present. 
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36.2. Shell Wrappers 


A wrapper is a shell script that embeds a system command or utility, that accepts and passes a set of 
parameters to that command. [1] Wrapping a script around a complex command-line simplifies invoking it. 
This is expecially useful with sed and awk. 


A sed or awk script would normally be invoked from the command-line by a sed -e 'commands' or 
awk ‘commands '. Embedding such a script in a Bash script permits calling it more simply, and makes it 
reusable. This also enables combining the functionality of sed and awk, for example piping the output of a set 
of sed commands to awk. As a saved executable file, you can then repeatedly invoke it in its original form or 
modified, without the inconvenience of retyping it on the command-line. 


Example 36-1. shell wrapper 


!/bin/bash 


This simple script removes blank lines from a file. 
No argument checking. 


You might wish to add something like: 


E_NOARGS=85 

ae [| em VS |] 

then 

echo "Usage: ^basename SO target-file" 
exit $E NOARGS 

PL 


sed e / S das 


NPRPRPPRP PPP PY 
O io 0» -1 O Oi i$ (0. NM. IB. O «o 0 -1 O O1 i CQ IO E 


Same as 
sed -e '/^$/d' filename 

invoked from the command-line. 
AL 
22 The '-e' means an "editing" command follows (optional here). 
23 VAY GACH CAESS cha lorxejauewscuew] or Line, "SV ime Gil: 
24 This matches lines with nothing between the beginning and the end -- 
25 #+ blank lines. 
26 The 'd' is the delete command. 
29) 
28 Quoting the command-line arg permits 
29 #+ whitespace and special characters in the filename. 
30 
li Note that this script doesn't actually change the target fil 
52 If you need to do that, redirect its output. 
33 
S exit 


Example 36-2. A slightly more complex shell wrapper 


#!/bin/bash 


# subst.sh: a script that substitutes one pattern for 
#+ another in a file, 
#+ i.e., "sh subst.sh Smith Jones letter.txt". 


(Om. gm 9 [R3 [25 


6 Jones replaces Smith. 

7 

8 ARGS=3 # Script requires 3 arguments. 

9 E_BADARGS=85 # Wrong number of arguments passed to script. 
10 

dil sie [D Se =e USOS T 

12 then 

13 echo "Usage: 'basename $0' old-pattern new-pattern filename" 
14 exit $E BADARGS 

WS) 631 

16 

17 old_pattern=$1 

18 new_pattern=$2 

19 

AQ stie [| m eS 7 

21 then 

22 file name-$3 

23 else 

24 echo "File N"$3N" does not exist." 

25 exit $E_BADARGS 

29. E 

27 

28 

29 

30 Here is where the heavy work gets done. 

31 sed -e "s/$old pattern/$new pattern/g" $file name 

32 === 

33 

34 WV si. Xue Coles, ils: Kiosci tcs Comaneci alin, S80; 

35 #+ and /pattern/ invokes address matching. 

36 The 'g,' or global flag causes substitution for EVERY 
SIT dar Skewes Or SOl parccern (uo each tine; Aor JUSE che Tirst, 
38 Read the 'sed' docs for an in-depth explanation. 

3g 


40 exit $? # Redirect the output of this script to write to a file. 


Example 36-3. A generic shell wrapper that writes to a logfile 


f!/bin/bash 

# logging-wrapper.sh 

# Generic shell wrapper that performs an operation 
#+ and logs it. 


DEFAULT_LOGFILE=logfile.txt 


al 

2 

3 

4 

E 

6 

y 

8 # Set the following two variables. 

9 OPERATION- 
10 # Can be a complex chain of commands, 
11 #+ for example an awk script or a pipe 
1,2 

13 LOGFILE- 

la iz | 2 "STOGHInEN ] 

15 then # If not set, default to 

16 LOGFILE-"SDEFAULT LOGFILE" 

JJ iu 

18 

19 4 Command-line arguments, if any, for the operation. 
20 OPTIONS="Se@" 
23 
20 
23 4 Log it. 
24 echo ""date' + ^whoami' + SOPERATION "S@"" >> SLOGFILE 


25 
26 
252) 
28 
29 


# Now, do it. 
exec SOPERATION "$Q" 


# It's necessary to do the logging before the operation. 
4 Why? 


Example 36-4. A shell wrapper around an awk script 


(ee) | (x, Onl dE. (G3. [m3 [3 (9 Wer Co p (ex; (Oa des Go [RS [S 


!/bin/bash 
pr-ascii.sh: Prints a table of ASCII characters. 


START-33 # Range of printable ASCII characters (decimal). 


END=127 # Will not work for unprintable characters (> 127). 
echo " Decimal Hex Character" # Header. 
cho "n = — A " 
for ((i=START; i<=END; i++) ) 
do 
eine Sa || eile “djoriimese(Y shel $2x See, Sil, SIL. 
# The Bash printf builtin will not work in this context: 
# JOXCOUIQNE E EEG IU SEIN 
done 
exit 0 
Decimal Hex Character 
33) 2b ! 
34 22 n 
35 29 # 
36 24 $ 
115777, 7a E 
12:3 Tb { 
124 TE | 
125) "7d } 
Redirect the output of this script to a file 
1 Que joujse ae CO Vnoweve Sia Ie Asea || mores 


Example 36-5. A shell wrapper around another awk script 


sa) oy) (rl des (e IS) [5 


9 
10 
ital 
12 


!/bin/bash 


Adds up a specified column (of numbers) in the target file. 


ARGS=2 
E_WRONGARGS=85 


$1) }" 


Floating-point (decimal) numbers okay, because awk can handle them. 


if [ S# -ne "SARGS" ] 4 Check for proper number of command-line args. 


then 
echo "Usage: 'basename $0' filename column-number" 
exit $E WRONGARGS 


ik), geal: 

14 

15 filename=$1 

16 column number-$2 

17 

18 Passing shell variables to the awk part of the script is a bit tricky. 
ig One method is to strong-quote the Bash-script variable 

20 #+ within the awk script. 

21 S$'SBASH SCRIPT VAR' 

22 e 2 

23 This is done in th mbedded awk script below. 

24 See the awk documentation for more details. 

25 
26 A multi-line awk script is here invoked by 
2 awk ' 

28 
29 
30 SE 
Sil ! 
32 
33 
34 Begin awk script. 
35 
36 awk ' 

E 

33 4 coral t= SVS eo wii mruosrh YY 
39 p 

40 END { 

41 prine toral 

42 

43 

44 ' "Sfilename" 

45 
46 End awk script. 
47 
48 
49 It may not be safe to pass shell variables to an embedded awk script, 
50 #+ so Stephane Chazelas proposes the following alternative: 

Si 
52 awk -v column number-"$column number" ' 
BS { total += Scolumn_number 

54 } 

55 END { 

56 prine Total 

S7 pi Ugri leneame™ 

58 
59 
60 
61 exit 0 


For those scripts needing a single do-it-all tool, a Swiss army knife, there is Perl. Perl combines the 
capabilities of sed and awk, and throws in a large subset of C, to boot. It is modular and contains support for 
everything ranging from object-oriented programming up to and including the kitchen sink. Short Perl scripts 
lend themselves to embedding within shell scripts, and there may be some substance to the claim that Perl can 
totally replace shell scripting (though the author of the ABS Guide remains skeptical). 


Example 36-6. Perl embedded in a Bash script 


1 #!/bin/bash 
2 
3 # Shell commands may precede the Perl script. 


4 echo "This precedes th mbedded Perl script within N"$0N"." 

5 echo " s 
6 

7 perl -e 'print "This line prints from an embedded Perl script.\n";' 

8 # Like sed, Perl also uses the "-e" option. 

9 
10 echo " iy 
11 echo "However, the script may also contain shell and system commands." 


12 
1.9 e». O 


It is even possible to combine a Bash script and Perl script within the same file. Depending on how the script 
is invoked, either the Bash part or the Perl part will execute. 


Example 36-7. Bash and Perl scripts combined 


1 #!/bin/bash 
2 bashandperl.sh 
3 
4 echo "Greetings from the Bash part of the script, $0." 
5 ore Bash commands may follow here. 
6 
7 exit 
8 End of Bash part of the script. 
g 
10 
iil 
12 #!/usr/bin/perl 
sles This part of the script must be invoked with 
14 perl -x bashandperl.sh 
15 
16 print "Greetings from the Perl part of the script, $0.\n"; 
17 Perl doesn't seem to like "echo" 
18 ore Perl commands may follow here. 
Wg 
20 End of Perl part of the script. 


bash$ bash bashandperl.sh 
Greetings from the Bash part of the script. 


bash$ perl -x bashandperl.sh 
Greetings from the Perl part of the script. 


It is, of course, possible to embed even more exotic scripting languages within shell wrappers. Python, for 
example ... 


Example 36-8. Python embedded in a Bash script 


#!/bin/bash 
# ex56py.sh 


echo "This precedes th mbedded Python script within \"$0.\"" 
cho "n "n 


il 
2 
3 
4 # Shell commands may precede the Python script. 
5 
6 
J 


f) pythom -& Vjorealinig Wurlagig; line princes irom am exloyerclolecl PyAcinoin Serlot or Pp V 
9 # Unlike sed and perl, Python uses the "-c" option. 
IO yeaa =e Vic = weny_alinjouie ( Visine a key dE) Gk TO quueex Serijir., U yY 
La 
12 echo " " 
13 echo "However, the script may also contain shell and system commands." 
14 
LS eue 0) 


Wrapping a script around mplayer and the Google's translation server, you can create something that talks 
back to you. 


Example 36-9. A script that speaks 


1 #!/bin/bash 

2 t Courtesy of: 

3 4 http://elinux.org/RPi Text to Speech (Speech Synthesis) 

4 

5 # You must be on-line for this script to work, 

6 #+ so you can access the Google translation server. 

7 # Of course, mplayer must be present on your computer. 

8 

9 speak() 

10 { 
il locale St 
1.2 # Invoke mplayer, then connect to Google translation server. 
13 /usr/bin/mplayer -ao alsa -really-quiet -noconsolecontrols \ 
14 "http://translate.google.com/translate tts?tl-en&q-"$*"" 
15 # Google translates, but can also speak. 
16 } 
L7 
18 LINES=4 
19 


20 spk=$(tail -SLINES $0) # Tail end of same script! 
21 speak "Sspk" 

22 exit 

23 # Browns. Nice talking to you. 


One interesting example of a complex shell wrapper is Martin Matusiak's undvd script, which provides an 
easy-to-use command-line interface to the complex mencoder utility. Another example is Itzchak Rehberg's 
Ext3Undel, a set of scripts to recover deleted file on an ext3 filesystem. 


Notes 


[1] Quite a number of Linux utilities are, in fact, shell wrappers. Some examples are /usr/bin/pdf2ps, 
/usr/bin/batch,and /usr/bin/xmkmf. 
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36.3. Tests and Comparisons: Alternatives 


For tests, the [[ ]] construct may be more appropriate than [ ]. Likewise, arithmetic comparisons might 
benefit from the (()) construct. 


w 
Il 
œ 


# All of the comparisons below ar quivalent. 

test "Sav -lt JG te acho “Wes, Sa < Io" rand xin 

Monm/ test Vau ilt 1G Ss echo “wes, Sa < io" 

| "Sa? -lt 16 | ee echo “was, Sa < 16” 

[[ $a -lt 16 ]] && echo "yes, $a < 16" # Quoting variables within 

(( a < 16 )) && eco "Wes, Sa < I$" # [[ ]] and (( )) not necessary. 


# Again, all of the comparisons below are equivalent. 

test “Seucy! \< Paris && echo Vios, Paris is greater chan Seaiew 

# Greater ASCII order. 

/bin/test "Scity" \< Paris && echo "Yes, Paris is greater than $city" 
| USgulg/U \< Paris | ce Scho WYyes, Perie le greater them SesieyY 

I[ erity < Paris |l G& echo Yeo, Paris 1S guste: chan Suy" 

# Need not quote Scity. 


i 
2 
3 
4 
5 
6 
Ji 
8 
9 
10 city="New York" 
il 
2 
3 
4 
E 
6 
Ji 
8 
9 


# Thank you, S.C. 
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36.4. Recursion: a script calling itself 


Can a script recursively call itself? Indeed. 


Example 36-10. A (useless) script that recursively calls itself 


!/bin/bash 
recurse.sh 


Can a script recursively call itself? 
Wes, oue LS tils (oue cues; practical mse? 
(See the following.) 


RANGE=10 
[AXVAL-9 
i=SRANDOM 
let "i %= SRANGE" # Generate a random number between 0 and SRANGE - 1. 
ic [ "Si" -le VONVA? | 
then 

echo Mal = Sal 

5d SU) # Script recursively spawns a new instance of itself. 
dE aL # Each child script does the same, until 

#+ a generated $i equals SMAXVAL. 


Mop pop pppppDGÀ:! 
O io 00 -1 O Oi i& (0. M. I. O xo 0 -1 O) O1 i& CQ) I ES 


21 # Using a "while" loop instead of an "if/then" test causes problems. 
22 # Explain why. 

29 

24 exit 0 

25 

26 # Note 

Al xp ===> 

28 # This script must have execute permission for it to work properly. 
29 # This is the case even if it is invoked by an "sh" command. 

30 # Explain why. 


Example 36-11. A (useful) script that recursively calls itself 


#!/bin/bash 
# pb.sh: phone book 


# Written by Rick Boivie, and used with permission. 
# Modifications by ABS Guide author. 


INARGS-1 # Script needs at least one argument. 
DATAFILE-./phonebook 

# A data file in current working directory 
#+ named "phonebook" must exist. 


PROGNAME-$0 


E NOARGS-70 # No arguments error. 


if [ $4 -l1t SMINARGS ]; then 
echo "Usage: "SPROGNAME" data-to-look-up" 
exit $E NOARGS 


(se; c fy) Gl ms ©) Sy) fe) Wer (e) c (ex) (Dat dE (63) SX» [3 


if [ $4 -eq SMINARGS ]; then 


grep $1 "SDATAFILE" 

# 'grep' prints an error message if SDATAFILE not present. 
else 

( xmimsLie Ep "Ue Se y) || efaejs Sil 

# Script recursively calls itself. 
ial 
exit 0 # Script exits here. 

# Therefore, it's o.k. to put 
#+ non-hashmarked comments and data after this point. 

# 
Sample "phonebook" datafile: 
John Doe 1555; Wigan Stay Jessie, MID 21226 (410) 222-3333 
ary Moe 9899 Jones Blvd., Warren, NH 03787 $603) 8985-3232 
Richard Roe SHO jm. Tea Sito, New work, NY 10009 (212) S39 457 
Sam Roe S56 ma ein So; New York, NX DOQUS (ALZ 244-5675 
Zoe Zenobia aM Nia Bye«es Stan Sela, mrare nsen Sir QUSS (4355) 501-1631 
Sbash pb.sh Roe 
Richard Roe S56 Jm. Pela Sito, New Worl, NY 309009 (212) 939—456] 
Sam Roe OSE RB Bra Stap New York, NY 10009 (212) 044-5578 
$bash pb.sh Roe Sam 
Sam Roe Gao RE oth Ste New York, NY LODOS (212) ddd- SGTS 
# When more than one argument is passed to this script, 
#+ it prints *only* the line(s) containing all the arguments. 


Example 36-12. Another (useful) script that recursively calls itself 


NPRPRPRPRP PPP PY 
O (o 0» -1 O Oi i5 (). NM P O xo 0 -1 O O1 4 CQ I 


NNN PN 
HSS (es [sS qp 


AS) 
26 
21 


!/bin/bash 
usrmnt.sh, written by Anthony Richardson 
Used in ABS Guide with permission. 


usage: usrmnt.sh 


A user with the proper permissions only ha 
usermount /dev/fd0 /mnt/floppy 

instead of 
sudo usermount /dev/fd0 /mnt/floppy 


I use this same technique for all of my 


This is a usermount script that reruns itself using sudo. 


SOUS Lupe 


* sudo scripts, because I find it convenient. 


description: mount device, invoking user must be listed in the 
MNTUSERS group in the /etc/sudoers file. 


If SUDO COMMAND variable is not set we are not being run through 
+ sudo, so rerun ourselves. Pass the user's real and group id 
ab (d[ Zo UD OmeOMMAN DI | 
then 


28 mntusr=S$ (id -u) grpusr-$(id -g) sudo $0 $* 

29 exit 0 

S9 t3 

SL 

32 4 We will only get here if we are being run by sudo. 
33 /bin/mount $* -o uid-$mntusr,gid-$grpusr 


34 

35 exit 0 

36 

97 Additional notes (from the author of this script): 
38 

38 

40 1) Linux allows the "users" option in the /etc/fstab 
41 file so that any user can mount removable media. 
42 But, on a server, I like to allow only a few 

43 individuals access to removable media. 

44 I find using sudo gives me more control. 

45 

46 2) I also find sudo to be more convenient than 

47 accomplishing this task through groups. 

48 

49 3) This method gives anyone with proper permissions 
50 root access to the mount command, so be careful 
Sd about who you allow access. 

52 You can get finer control over which access can be mounted 
53 by using this same technique in separate mntfloppy, mntcdrom, 
54 and mntsamba scripts. 


® Too many levels of recursion can exhaust the script's stack space, causing a segfault. 
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36.5. "Colorizing" Scripts 


The ANSI [1] escape sequences set screen attributes, such as bold text, and color of foreground and 
background. DOS batch files commonly used ANSI escape codes for color output, and so can Bash scripts. 


Example 36-13. A "colorized" address database 


1 #!/bin/bash 
2 4 ex30a.sh: "Colorized" version of ex30.sh. 
3 4 Crude address database 
4 
E 
6 clear # Clear the screen. 
7 
e€ echo ng ik 
9 echo e "als 7a Ami AOSS [ImGontact hast 09s Onm 
LO White on blue background 
11 echo; echo 
12 echo -e "\033[1mChoose one of the following persons:\033[0m" 
L3 Bold 
14 tput sgr0 Reset attributes. 
15 echo "(Enter only the first letter of name.)" 
16 echo 
7 eho sem “Valame sAm" WOS [E iat, N() 3:3: Ohm! Blue 
18 tput sgr0 Reset colors to "normal." 
IS) ceho "yeu, iXolbeusel" WU |e ]swgeua, ixoiLetaielY’ 
20 echo em UES Soin! "UN OSS) [fin (0) 53) [E Oral! Magenta 
All ious sore 
22 echo "ambalaya, Mildred" 
23 eleg) -em UWS AL! eo 32m" Y\OSS | mS 0:515) | Cian! Green 
24 tput sgr0 
25 eho Vniaicla, wroilaes” 
26 echo -am "NIE e Sain? AOSS [fave OSS: [E Oren!” Red 
al totrt exero) 
26 eho Yans, Morris” 
29 echo 
30 
31 read person 
32 
33 case "$person" in 
34 # Note variable is quoted. 
35) 
36 "LING TN) 
37 # Accept upper or lowercase input. 
36 echo 
39 echo "Roland Evans" 
40 exco Vasa vies Die 
Zu echo "Hardscrabble, CO 80753" 


echo WY (SOS) 734 98747 

echo "(303) 734-9892 fax" 

echo "revans@zzy.net" 

echo "Business partner & old friend" 


OF FP SF bP SPS a 
© (e) (e Sa) ny Gal dex (i fe» 
- 

- 


echo "Mildred Jambalaya" 

Semo VAAS in, Tra (Sis. Nee, d 9 
echo "New York, NY 10009" 
UIS) 555—294 

echo "(212) 599-9972 ig" 


aoa um 
m= GM 
0) 
Q 
er 
[9] 


55 echo "milliej@loisaida.com" 
56 echo "Girlfriend" 
57 Seine Wisilicitclncheiyys Belon Liwy 


58 FE 

59 

60 # Add info for Smith & Zane later. 

61 

62 m 

63 # Default option. 

64 # Empty input (hitting RETURN) fits here, too. 
65 echo 

66 echo "Not yet in database." 

67 p 

68 

69 esac 

70 

Til ieee Seo) # Reset colors to "normal." 
72 

73 echo 

74 

UD exit 0) 


Example 36-14. Drawing a box 


!/bin/bash 
Draw-box.sh: Drawing a box using ASCII characters. 


Script by Stefano Palmeri, with minor editing by document author. 
Minor edits suggested by Jim Angstadt. 
Used in the ABS Guide with permission. 


HH Ht at HH HE EE HE EE HE aE HE aE HE EE EE EE HE aE EE HEE aE EEE aE HE EEE HEE aE aE HE aE HEE EE HEE EEE EH EEH 
## draw_box function doc ### 


The "draw_box" function lets the user 
To (Qeetw mi boz alin al CEMAL s 


Usage: draw_box ROW COLUMN HEIGHT WIDTH [COLOR] 
ROW and COLUMN represent the position 
+ of the upper left angle of the box you're going to draw. 
ROW and COLUMN must be greater than 0 
+ and less than current terminal dimension. 
HEIGHT is the number of rows of the box, and must be > O0. 


Mop p opp ppppÀbÀG: 
O (o 0» -1 O Oi i (). M P. O xo 0 -1 O O1 4 CQ I9 ES 


2.1 HEIGHT + ROW must be <= than current terminal height. 

2 WIDTH is the number of columns of the box and must be > 0. 
225) WIDTH + COLUMN must be <= than current terminal width. 

24 

2,5) E.g.: If your terminal dimension is 20x80, 

26 craw loo» 2 3. 10 4S as. GOV 

AT draw box 2 3 19.45 has bad HEIGHT value (1942 > 20) 

28 draw box 2 3 18 78 has bad WIDTH value (78-43 > 80) 


COLOR is the color of the box frame. 

This is the 5th argument and is optional. 

0-black 1-2red 2=green 3-tan 4=blue 5-purple 6-cyan 7-whit 
If you pass the function bad arguments, 

it will just exit with code 65, 

* and no messages will be printed on stderr. 


Clear the terminal before you start to draw a box. 
The clear command is not contained within the function. 


CO CO CO CO CO CO CO CO CO Dd 
O. =o OF O9 No ESO C XO 
1 
t 


39 
40 
41 
42 
43 
44 
45 
46 
47 
48 
49 
50 
Bal 
52 
53) 
54 
55) 
56 
SJ 
58 
5$ 
60 
61 
62 
63 
64 
65 
66 
67 
68 
69 
70 
vel 
12 
13 
74 
75 
76 
77] 
78 
WS 
80 
81 
82 
83 
84 
9$ 
86 
87 
88 
89 
90 
eut 
22g 
23 
94 
25 
96 
2 
98 
99 
100 
ALO) aL 
102 
103 
104 


# This allows the user to draw multiple boxes, even overlapping ones. 


### end of draw_box function doc ### 
Hatt aa HE aE aE HE EE HE a EE HE EE EE HE aE HE aE EE HE EEE HE aE EE EE HE EE aE HE aE EE aE EE EE HEE EE EE EE EE 


draw_box() { 
HORZ-"-" 


VERT-"|" 
CORNER, CHAR-"«" 


INARGS-4 
E BADARGS-65 
— Mil 
as [| Sue Jie VISIMOUVNRE SY Jg ines # If args are less than 4, exit. 
exit SE BADARGS 
iab 
# Looking for non digit chars in arguments. 


# Probably it could be done better (exercise for the reader?). 


i Cela SE | er -ol [sedes] | te sl [2ebgsEs] || Grab . &S ctew/iowlp than 
exit $E BADARGS 
i3 
BOX_HEIGHT= expr $3 - 1^ # -1 correction needed because angle char "+" 
BOX WIDTH-' expr $4 - 1^ #+ is a part of both box height and width. 
T ROWS-' tput lines' # Define current terminal dimension 
I COLS= tout Cols” #+ in rows and columns. 
aie Si =e 1 ] |i Sl ge ST RONS ip iles # Start checking if arguments 
exit $E BADARGS #+ are correct. 
Tal 
filets $2 =le i 1 |i [ S2 =e Sx COENS g ile 
exit $E BADARGS 
Shae “epgeie Sill sp SBO HELGE ae dL" See ST RONS ||) Chen 
exit $E BADARGS 
£3 
ILE Seon S24 SO D e 1) oe Se OAS |); “then 
exit $E_BADARGS 
IE $3 =ke 2 y p» p 92 she 4 i.e ea 
exit $E BADARGS 
f£ 4 End checking arguments. 
plot char()í # Function within a function. 
echo -e "\E[${1};${2}H"S3 
} 
Seno ne VE SS {So jm! $^ get bos treana Color, 1i (leise. 
# start drawing the box 


count=1 # Draw vertical lines using 
iro (( rsl» Count =9BO MEGAS jet) ye Clo #+ plot_char function. 
plor Cmar Sr S2 SVERT 
let count=count+l 
done 
count=1 
c-'expr $2 + $BOX WIDTH' 
ror (((( r=; C@owimNe<=SiOK isin wire erip clo 
plot char Sr Sc SVERT 


105 let count=count+1l 


106 done 

107 

108 count=1 # Draw horizontal lines using 
MS ror (I ep Vcounte<—cBOXaWED EH eiia do jr plow Clair romec TOM . 
110 plor «dese Sil $e SISORUS 

1L let count=count+1 

112 done 

113 

114 count=1 

115 z= esq Sil ++ GEN Marat 

E cow ((( G=S25 Corine = SaO NuD (ee: ) A (ele 

117 plot char Sr Sc SHORZ 

LL} let count=count+1 

119 done 

120 

121 plot char Sil S2 SCORN Cig # Draw box angles. 


I 


122 plot char $1 ‘expr $2 + $BOX WIDTH' $CORNER CHAR 
125 plot char exor Sil r GEOR icine S2 SCOIRININIR CHAR 


124 plot char ` expr $1 + $BOX_HEIGHT “expr $2 + $BOX_ WIDTH SCORNER_CHAR 
125 

126 echo -ne "\E[Om" # Restore old colors. 
1,277] 

128 P_ROWS= expr $T ROWS — 1' # Put the prompt at bottom of the terminal. 
129) 

130 echo -e "\E[${P_ROWS};1H" 

Sil} 

SZ 

133 

134 # Now, let's try drawing a box. 

135 clear # Clear the terminal. 
136 R=2 # Row 

137 C=3 # Column 

138 H=10 # Height 

139 W=45 # Width 

140 col=1 # Color (red) 

141 chem loe» Sik SC Sui SW Seol # Draw the box. 

142 

14/9 este d) 

144 

145 4 Exercise: 

LAG. 4p o——————— 


147 # Add the option of printing text within the drawn box. 


The simplest, and perhaps most useful ANSI escape sequence is bold text, \033[1m ... \033[0m. The \033 
represents an escape, the "[1" turns on the bold attribute, while the "[0" switches it off. The "m" terminates 
each term of the escape sequence. 

bash$ echo -e "\033[1mThis is bold text.\033[0m" 

A similar escape sequence switches on the underline attribute (on an rxvt and an aterm). 


bash$ echo -e "\033[4mThis is underlined text.\033[0m" 


$^; With an echo, the -e option enables the escape sequences. 


Other escape sequences change the text and/or background color. 


bash$ echo -e '\E[34;47mThis prints in blue.'; tput sgr0 


bash$ echo -e '\E[33;44m'"yellow text on blue background"; tput sgr0 


bash$ echo -e '\E[1;33;44m'"BOLD yellow text on blue background"; tput sgr0 


$^, It's usually advisable to set the bold attribute for light-colored foreground text. 


The tput sgr0 restores the terminal settings to normal. Omitting this lets all subsequent output from that 
particular terminal remain blue. 


$^) Since tput sgr fails to restore terminal settings under certain circumstances, echo -ne \E[0m may be a 
better choice. 


Use the following template for writing colored text on a colored background. 


echo -e '\E[COLOR1;COLOR2mSome text goes here.' 


The "\E[" begins the escape sequence. The semicolon-separated numbers "COLORI" and "COLOR2" 
specify a foreground and a background color, according to the table below. (The order of the numbers does 
not matter, since the foreground and background numbers fall in non-overlapping ranges.) The "m" 
terminates the escape sequence, and the text begins immediately after that. 


Note also that single quotes enclose the remainder of the command sequence following the echo -e. 


The numbers in the following table work for an rxvt terminal. Results may vary for other terminal emulators. 


Table 36-1. Numbers representing colors in Escape Sequences 


Color — |Foreground Background 


black 30 


Example 36-15. Echoing colored text 


il 
2 
3 
4 
5 
6 
7 
8 


#!/bin/bash 
# color-echo.sh: Echoing text messages in color. 


# Modify this script for your own purposes. 
# It's easier than hand-coding color. 


black='\E[30;47m' 
red='\E[31;47m' 
green='\E[32;47m' 
yellow='\E[33;47m' 
blue='\E[34;47m' 
magenta='\E[35;47m' 


ps 
C Xo 


[2s 
nd 


ES 
N 


13 cyan='\E[36;47m' 

14 white-'NE[37;47m' 

15 

16 

17 alias Reset="tput sgr0" Reset text attributes to normal 
18 + without clearing screen. 

19 
20 
PAS CRON x Color-echo. 

22 Argument $1 = messag 
2:3 Argument $2 = color 
24 { 
25 local default_msg="No message passed." 

26 Doesn't really need to be a local variable. 
27) 
28 message-$(1:-$default msg) Defaults to default message. 

29 color=${2:-Sblack} inet: co lollacik, iit mor SECLE 
30 

Sil ceho coco 

32 echo "Smessage" 

33) Reset # Reset to normal. 

34 

35 return 

36 } 

37 

38 

So 47 iNew, Leris way ale Oules 

40 # 
41 cecho "Feeling blue..." $blue 

42 cecho "Magenta looks more like purple." Smagenta 

43 cecho "Green with envy." Sgreen 

44 cecho "Seeing red?" Sred 

45 cecho "Cyan, more familiarly known as aqua." $cyan 

46 cecho "No color passed (defaults to black)." 

47 # Missing $color argument. 

43) cecho “\Winiiocy\" Color jpassec! (Cleicauilics to blacky, unu 
49 # Empty Scolor argument. 

50 cecho 
Sil # Missing $message and $color arguments. 
By olexelayon WAU puy 

53) # Empty $message and Scolor arguments. 
54 # 
55 
56 echo 

5 

58 exit 0 

59 

60 # Exercises: 

Guil. qi cet 

62 4$ 1) Add the "bold" attribute to the 'cecho ()' function. 
63 4 2) Add options for colored backgrounds. 


Example 36-16. A "horserace" game 


! /bin/bash 

horserace.sh: Very simple horserace simulation. 
Author: Stefano Palmeri 

Used with permission. 


HERE HEH HEHE EH THERE HH HE EH RR HEE EE EE E E E EE E E H 
Goals of the script: 
playing with escape sequences and terminal colors. 


(69) p py (rl ES Ger Is) j5 


Exercise: 

Edit the script to make it run less randomly, 

+ set up a fake betting shop 

Ui 5 s 6 Wi 3 $5 g WES Sweetie (EO wemime ms Que a mowie 


script gives each horse a random handicap. 
The odds are calculated upon horse handicap 

+ and are expressed in European(?) style. 

E.g., odds=3.75 means that if you bet $1 and win, 
+ you receive $3.75. 


IN TSS Se ee ee et 
O Woy (oe) SJ) vony Gal dex «o9 IS) Sy Wo) 
i 
(or 

[0] 


2 The script has been tested with a GNU/Linux OS, 

22 #+ using xterm and rxvt, and konsole. 

BS) On a machine with an AMD 900 MHz processor, 

24 #+ the average race time is 75 seconds. 

25) On faster computers the race time would be lower. 

26 So, if you want more suspense, reset the USLEEP ARG variable. 
2 

28 Script by Stefano Palmeri. 

29 HHEREEE EEE HE HEH HE HE EEE EE HH HE HE ERE EE HE EEE HE ERE EE EE EE EE ERE HE HEE 
30 

31 E_RUNERR=65 

32 

33 Check if md5sum and bc are installed. 

34 if ! which be &> /dev/null; then 

35 echo bc is not installed. 

36 echo Wein aem e uu. 

37 exit $E RUNERR 

JG EL 

39 if ! which md5sum &> /dev/null; then 

40 echo md5sum is not installed. 

41 exeleg) WiOEu NE sevice 5 » 2 V 

42 exit SE_RUNERR 

43, Ea 

44 

45 Set the following variable to slow down script execution. 

46 It will be passed as the argument for usleep (man usleep) 

47 #+ and is expressed in microseconds (500000 = half a second). 

48 USLEEP_ARG=0 

49 

50 Clean up the temp directory, restore terminal cursor and 

Gil gar eenia Colors —= ik eernog Hacerte oy Cel- 

52 trajo echo -em Ar 251: echo -m "WEEDS" E. Srey GENGIN 

53. OME up 20 Op am =i SROS BUNC MMS DIR. TERM EXIT 

54 S the chapter on debugging for an explanation of 'trap.' 

55 

56 Set a unique (paranoid) name for the temp directory the script needs. 
57 HORSE RACE TMP DIR-S$HOME/.horserace-' date +%s`-`head -c10 /dev/urandom V 
58 md5sum | head -c30' 

59 

60 Create the temp directory and move right in. 

61 mkdir $HORSE_RACE TMP DIR 

62 cd SHORSE RACE TMP DIR 

63 

64 

65 # This function moves the cursor to line $1 column $2 and then prints $3. 
66 4$ E.g.: "move and echo 5 10 linux" is equivalent to 

67 #+ "tput cup 4 9; echo linux", but with one command instead of two. 
68 # ote: "tput cup" defines 0 0 the upper left angle of the terminal, 
69 #+ echo defines 1 1 the upper left angle of the terminal. 

70 move and echo() { 

71 echo -ne "\E[S{1};S{2}H"™"S3" 

M 

pe 


74 # Function to generate a pseudo-random number between 1 and 9. 


fs 
«o 


0 


random. 1-9 


( 
head -c10 /dev/urandom 

} 

# 

draw_horse_one() { 

Seine, ay WU 
} 
draw_horse_two() { 


echo -n " 


4 Defin 
IN GouS-' tu cols 
N LINES- tput lines” 


# Need at least a 20-LIN 


sur [| SECOS Xt GO | 
echo "'basename $0` 
echo 
exit $ 
1E 3L 


ERR 


E RUN 


| md5sum | 


"//$MOVE. HORS 


rac 


[ez | 


E// 


"\\\\SMOVE_HORS 


TANAY 


current terminal dimension. 


ES X 80-COLUMNS 
[ SNES Ie 


# Start drawing the race field. 


# Need a string of 80 chars. 


BLANK80=" seq -s LOO | 


clear 


See below. 


head -c80` 


terminal. 
20 vee than 


# Set foreground and background colors to white. 


IAES V pAn 


echo -ne 


# Move the cursor on the upper left angle of the terminal. 


Toure eup ©) ©) 


# Draw six white lines. 
itoie im am “seep S B. clo 

echo SBLANK80 
done 


# Sets foreground color to black. 


echo -ne 'NE[30m' 
move and echo 3 1 "START 1" 
move and echo 3 75 FINISH 
move and echo 1 5 "|" 
move and echo 1 80 "|" 
move and echo 2 5 "|" 
move and echo 2 80 "|" 
move and echo 4 5 "| UU 
move and echo 4 80 "|" 
move and echo 5 5 "V 3j" 
move and echo 5 80 "v" 


# Set foreground color to red. 


Scho ne Va eim 

# Some ASCII art. 

move and echo 1 8 "..@@@..@@@@@...@@@@e. 
movesandtecho 2. Ter MEO or s (B scene norme Q. 
Mowe cual exeleg 3 i Wee s css ss siois (dr 
mMoverand exclave, A. Yas 6 stb e cs con Q. 


Gonos ses cn 
s@aedl@sGoans Gag 
.QCCCC.CCCR.... 
SOO c ooo wo 


Two functions that simulate "movement," when drawing the horses. 


Check wate 


meedseancU>Colse x 20- lames mt esaet 


"Your terminal is ${N_COLS}-cols X ${N_LINES}—-lines." 


# Use the 80 chars string to colorize the terminal. 


141 
142 
143 
144 
145 
146 
147 
148 
149 
150 
dL 
152 
15:3) 
154 
155 
156 
157 
158 
1159 
160 
161 
162 
163 
164 
165 
166 
LG 7 
168 
169 
170 
UNAL 
172 
LHS) 
174 
LHS) 
176 
17/3) 
178 
LAS 
180 
181 
182 
183 
184 
185 
186 
187 
188 
189 
190 
gil 
192 
193 
194 
195 
196 
197 
198 
198; 
200 
201 
202 
203 
204 
205 
206 


ile we uel exeo 5 m Usos cs socsonc Caeo Ene o ea o CGO, 5.0 
move and echo 1 43 "QCCC... CCA... CACC.. CAAC.. CCC." 
movezand echon TAS aM a Chetan [dE " 
move and echo 3 43 "@@@@..@@@@@.@..... @@@@...@@@.." 
Inowemencmecloma “sy aee (dude (oM (dete tan: @.¥ 

5) 


43 "Q...0.0...G0..00800..G0000.G0000.." 


move and echo 


# Set foreground and background colors to green. 
echo -ne '\E[32;42m' 


# Draw leven green lines. 
Sate (Up 5 0) 
igi im am eea iil g co 
echo SBLANK80 
done 


# Set foreground color to black. 
echo -ne 'NE[30m' 
Caine Cus S» (0 


# Draw the fences. 
echo MHHFAFFFAFFFAFFFFFFFEFEFFEFEFFEFEFFEF4E4F4F444\ 
THER TTYATYTTYLEFTTTYTTETLEAAABBeAAXSMHU 


iSgiuuE, Cujo Is) (0) 
echo. "4 EE ETE T T E E EH ESESESE pee eee ETEEN 
mcccccccccc: c f f c c: f f c d c afl 


# Set foreground and background colors to white. 
echo -ne 'NE[37;47m' 


# Draw three white lines. 

oie im am “seo SP co 
echo SBLANK80 

done 


# Set foreground color to black. 
echo -ne '\E[30m' 


# Create 9 files to stores handicaps. 
ior im am “see 10 7 68° p? clo 

touch $n 
done 


# Set the first type of "horse" the script will draw. 
HORSE_TYPE=2 


# Create position-file and odds-file for every "horse". 
#+ In these files, store the current position of the horse, 
#+ the type and the odds. 
itgic JUN aim "meer YR clo 
touch horse SHENI position 
touch odds S(HN) 
echo \-1 > horse $(HN]. position 
echo S$HORSE TYPE >> horse S(HN) position 
# Define a random handicap for horse. 
HANDICAP-'random 1 9" 


# Check if the random 1 9 function returned a good value. 


while ! echo SHANDICAP | grep [1-9] &» /dev/null; do 
HANDICAP-'random 1 9" 
done 
# Define last handicap position for horse. 
LHP-'expr SHANDICAP \* 7 + 3^ 
coe imam abe ^e LO 7 Gus" s clo 
echo SHN >> SFILE 


[SOF INS) N IST SY INS) ISS) INS) 


N 
«o 


done 
# Calculate odds. 
case SHANDICAP in 
1s) ODDS—Vechow SHANDICAP I NASON 255 tele 25. be 
echo SODDS > odds_${HN} 
2 | 399. ODDS ceo SubWDI(CANS Wes (520 43 1,25 | 19€ 
echo SODDS > odds S(HN) 
4 | 5 | ©) ODDS- eco SHIANIDICAR W^ O55 4 1.25 | le 
echo SODDS > odds S(HN) 
7 | 83 GIDES- echo SANDIN ya (0.95 4 1.25 | lee 
echo SODDS > odds S RNI 
9)) ODDS= exem. SKANDICAS X (0,90 «s 1,25 | Be 
echo SODDS > odds S(HN) 
esac 
done 
# Print odds. 


joxsibavE evgleler() if 
wote «eb (5 O 
echo -ne 'NE[30; 42m' 
for Bil 3um "mee Sp coe 
echo "#SHN odds->" ^cat odds S$(HNJ)' 


done 


) 


# Draw the horses at starting line. 
draw horses() { 
wigte CLS 6 9) 
echo na '\E[30;42m' 
tor iN am “see 9 s clo 

echo /NNSHN/NN" " 


done 

} 

joe Lime, (exelels: 

echo -ne 'NE[47m' 


# Wait for a enter key press to start the race. 


# Th Scape sequence 'NE[?251' disables the cursor. 
iejowne. eca 17 0) 

exciso) =e Wa P25il press [exea] kay tO start Cne Yee oc 
read -s 

# Disable normal echoing in the terminal. 


# This avoids key presses that might "contaminate" the screen 
#+ during the race. 
stty -echo 


# 
# Start the race. 


draw_horses 

echo -ne '\E[37;47m' 
move and echo 18 1 SBLANK80 
echo -ne 'NE[30m' 

move and, echo 18 1 Starting... 
sleep 1 


2/738). Gz SSE tela Conima Cie jel sess Sla Jugis 
274 WINNING_POS=74 

2175 

276 # Define the time the race started. 
277 START TIME-' date +%s~ 


278 

279 # COL variable needed by following "while" construct. 

280 COL-0 

281 

282 while [ $COL -lt $WINNING POS ]; do 

283 

284 MOVE HORSE-0 

285 

286 # Check if the random 1 9 function has returned a good value. 
287 while ! echo $MOVE HORSE | grep [1-9] &> /dev/null; do 
288 MOVE_HORSE=` random_1_9` 

289 done 

290 

291 # Define old type and position of the "randomized horse". 
292 HORS EMNIVERN TECI ERRORS EC _S MONAT, JO S)U| ToOSalienoim || iEmaLl al dL 
DS) COL=$ (expr "cat horse_${MOVE_HORSE}_position | head -m 1°) 
294 

295 ADD_POS=1 

296 # Check if the current position is an handicap position. 
297 if seq 10 7 68 | grep -w $COL &> /dev/null; then 

298 if grep -w $MOVE HORSE $COL &> /dev/null; then 

2 99) ADD POS-0 

300 grep -v -w  $MOVE HORSE $COL > $(COL) new 
301 xam =I SCOR 

302 mv -f ${COL}_new $COL 

303 else ADD POS-1 

304 if a 

305 else ADD_POS=1 

306 teat 

307 COL=*expr $COL + $ADD POS' 

308 echo $COL > horse S$(MOVE HORSE) position # Store new position. 
309 

S10) # Choose the type of horse to draw. 

JLI case SHORSE_TYPE in 

312 1) HORSE_TYPE=2; DRAW_HORSE=draw_horse_two 

SLS Pi 

314 2) HORSE TYPE-1; DRAW HORSE-draw horse one 

SILS esac 

31.65 echo SHORSE TYPE >> horse S(MOVE HORSE). position 

3t y # Store current typ 

318 

SL) # Set foreground color to black and background to green. 
320 echo -ne '\E[30;42m' 

SA AL 

227 # Move the cursor to new horse position. 

323 tput cup 'expr $MOVE HORSE + 5^ \ 

324 "cat horse $(MOVE HORSE) position | head -n 1° 

SIZI5 

326 # Draw the horse. 

7» SDRAW HORSE 

328 usleep SUSLEEP_ARG 

329 

330 # When all horses have gone beyond field line 15, reprint odds. 
SO touch fieldlinel5 

332 a | SCOl = 45 Je Then 

333) echo $MOVE HORSE >> fieldlinel15 

334 ÍE3L 

5] 95) if [ we -X fieldilinel5 | cut -fl -d " " = 9 |]; then 
336 print, odds 

SS 2 SS ENE eiae 


338 i ak 


33g 
340 
341 
342 
343 
344 
345 
346 
347 
348 
349 
350 
351 
352 
393 
354 
355 
356 
35 
358 
39$ 
360 
361 
362 
363 
364 
3095 
366 
367 
368 
369 
370 
371 
372 
373 
374 
375 
376 
377 
378 
379 
380 
sical 
382 
383 
384 
38.5 
386 
SET 
388 
389 
390 


# Define the leading horse. 


EILGRIAS I IOS" CHE “josilitiem || Sort =m | tani =i" 


# Set background color to white. 


echo -ne '\E[47m' 
tunc, cup Ly Y 


cho n Current leader: grep 
" " 


done 


# Define the time the race finished. 
FINISH TIME-' date +%s~ 


# Set background color to green and enabl 


echo -ne '\E[30;42m' 
echo -en '\E[5m!' 


# Make the winning horse blink. 
iow Clie "edo SIMOWIT_ISOIRGIN wp 5) \ 


cat horse S$(MOVE HORSE) position | head 


SDRAW HORSE 


# Disable blinking text. 
echo -en '\E[25m' 


blinking text. 


=m ^ 


# Set foreground and background color to white. 


echo oe '\E[37;47m' 
move and echo 18 1 SBLANK80 


# Set foreground color to black. 
echo -ne 'NE[30m' 


# Make winner blink. 
gote (hup 17 © 
echo -e "\E[5mWINNER: $MOVE HORSENE[25m"" 


Odds: ^cat odds, S(MOVE HORSE 


1 Race times eaor SIPING TIME — SCAR TIME secs” 


# Restore cursor and old colors. 
echo. em IE 2b" 
echo en "NE[Om" 


# Restore echoing. 
stty echo 


# Remove race temp directory. 
rm -rf SHORSE_ RACE TMP DIR 


tput cup 19 0 


exit 0 


w SHIGHEST POS *position | cut -cY7^wN 


See also Example A-21, Example A-44, Example A-52, and Example A-40. 


® There is, however, a major problem with all this. ANSI escape sequences are emphatically non-portable. 
What works fine on some terminal emulators (or the console) may work differently, or not at all, on 
others. A "colorized" script that looks stunning on the script author's machine may produce unreadable 
output on someone else's. This somewhat compromises the usefulness of colorizing scripts, and possibly 
relegates this technique to the status of a gimmick. Colorized scripts are probably inappropriate in a 
commercial setting, i.e., your supervisor might disapprove. 


Alister's ansi-color utility (based on Moshe Jacobson's color utility considerably simplifies using ANSI 
escape sequences. It substitutes a clean and logical syntax for the clumsy constructs just discussed. 


Henry/teikedvl has likewise created a utility (http://scriptechocolor.sourceforge.net/) to simplify creation of 
colorized scripts. 


Notes 


[1] ANSTis, of course, the acronym for the American National Standards Institute. This august body 
establishes and maintains various technical and industrial standards. 
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36.6. Optimizations 


Most shell scripts are quick 'n dirty solutions to non-complex problems. As such, optimizing them for speed is 
not much of an issue. Consider the case, though, where a script carries out an important task, does it well, but 
runs too slowly. Rewriting it in a compiled language may not be a palatable option. The simplest fix would be 
to rewrite the parts of the script that slow it down. Is it possible to apply principles of code optimization even 
to a lowly shell script? 


Check the loops in the script. Time consumed by repetitive operations adds up quickly. If at all possible, 
remove time-consuming operations from within loops. 


Use builtin commands in preference to system commands. Builtins execute faster and usually do not launch a 
subshell when invoked. 
Avoid unnecessary commands, particularly in a pipe. 


cat "$file" | grep "Sword" 


i 
2 
grep USivouecl! Ui eU 
4 
3 


# The above command-lines have an identical effect, 
6 #+ but the second runs faster since it launches one fewer subprocess. 


The cat command seems especially prone to overuse in scripts. 


Disabling certain Bash options can speed up scripts. 


As Erik Brandsberg points out: 


If you don't need Unicode support, you can get potentially a 2x or more improvement in speed by simply 
setting the LC. ALL variable. 


GvupXOuets IC ALL=E 


[specifies the locale as ANSI C, 
thereby disabling Unicode support] 


[In an example script ...] 


JL 

2 

3 

4 

E 

6 

7 

8 Without [Unicode support]: 
9 erikGerik-desktop:-/capture$ time ./cap-ngrep.sh 
0 

i 

3 

4 

5 

6 

qT 

8 


10 livez pa I OUT CZE 
real 0m20.483s 
user 1m34.470s 
sys 0m12.869s 


1,2 
Hi 
With [Unicode support]: 

eriküerik-desktop:-/capture$ time ./cap-ngrep.sh 


al 


live2.pcap > out.txt 
19 
20 real 0m50.232s 
2L user TENNIS 
22 sys Omii 2Alg 
23 


24 A large part of the overhead that is optimized is, I believe, 


25 regex match using | string =~ INNO |], 


26 but it may help with other portions of the code as well. 
27 I hadn't [seen it] mentioned that this optimization helped 
28 with Bash, but I had seen it helped with "grep," 

2/9) SO wiy moe try? 


$^) Certain operators, notably expr, are very inefficient and might be replaced by double parentheses 
arithmetic expansion. See Example A-59. 


1 Math tests 

2 

S) mawn vila Sq }))) 

4 real 0m0.294s 

5 user 0m0.288s 

6 sys 0m0.008s 

7 

8 math via expr: 

9 real limi 7 5 97 9e 4 Much slower! 
10 user 0m3.600s 
il ewe 0m8.765s 
12 
13 math via let: 

14 real Om0.364s 
15 user 0m0.372s 
16 sys 0m0.000s 


Condition testing constructs in scripts deserve close scrutiny. Substitute case for if-then constructs and 
combine tests when possible, to minimize script execution time. Again, refer to Example A-59. 


Test wsing esse" ecomsit;wuelts 


real 0m0.329s 
user 0m0.320s 
sys 0m0.000s 
Test with if [], no quotes: 
real 0m0.438s 
user 0m0.432s 
sys 0m0.008s 


Test with if [], quotes: 


errererrrrrr rrr 
XO 00 —1 OY O1 4 (Q0 I) H O (o O0 a O1 4 w I2 HS 


real 0m0.476s 
user 0m0.452s 
sys Om0.024s 
Test with if [], using -EGE 
20 real 0m0.457s 
21 user 0m0.456s 
22 sys 0m0.000s 


$^; Erik Brandsberg recommends using associative arrays in preference to conventional numeric-indexed 
arrays in most cases. When overwriting values in a numeric array, there is a significant performance 
penalty vs. associative arrays. Running a test script confirms this. See Example A-60. 


1 Assignment tests 

2 

3 Assigning a simple variable 
4 real 0m0.418s 

5 user 0m0.416s 

6 


sys 0m0.004s 


Assigning a numeric index array entry 


real Om0.582s 
user Om0.564s 
sys 0m0.016s 


Overwriting a numeric index array entry 


real Q2» 99d.s 
user 0m21.913s 
sys 0m0.016s 


Linear reading of numeric index array 


PRPPPPRPRPRPHE PB 
XO 00 —1 OY O1 4 (0 I) LP. O 0 0 I 


real 0m0.422s 
20 user 0m0.416s 
21 sys 0m0.004s 
2 
23 Assigning an associative array entry 
24 real 0m1.800s 
25 user (Quid. 7 9$ 
26 sys 0m0.004s 
2 
28 Overwriting an associative array entry 
29 real 0m1.798s 
30 user 0m1.784s 
31 sys 0m0.012s 
32 
33 Linear reading an associative array entry 
34 real 0m0.420s 
35 user 0m0.420s 
36 sys 0m0.000s 
37 
38 Assigning a random number to a simple variable 
39 real 0m0.402s 
40 user 0m0.388s 
41 sys 0m0.016s 
42 
43 Assigning a sparse numeric index array entry randomly into 64k cells 
44 real 0m12.678s 
45 user 0m12.649s 
46 sys 0m0.028s 
47 
48 Reading sparse numeric index array entry 
49 real 0m0.087s 
50 user 0m0.084s 
51 sys 0m0.000s 
52 
53 Assigning a sparse associative array entry randomly into 64k cells 
54 real 0m0.698s 
55 user 0m0.696s 
56 sys 0m0.004s 
57 
58 Reading sparse associative index array entry 
59 real 0m0.083s 
60 user 0m0.084s 
61 sys 0m0.000s 


Use the time and times tools to profile computation-intensive commands. Consider rewriting time-critical 
code sections in C, or even in assembler. 


Try to minimize file I/O. Bash is not particularly efficient at handling files, so consider using more 
appropriate tools for this within the script, such as awk or Perl. 


Write your scripts in a modular and coherent form, [1] so they can be reorganized and tightened up as 
necessary. Some of the optimization techniques applicable to high-level languages may work for scripts, but 
others, such as loop unrolling, are mostly irrelevant. Above all, use common sense. 


For an excellent demonstration of how optimization can dramatically reduce the execution time of a script, see 
Example 16-47. 


Notes 


[1] This usually means liberal use of functions. 
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36.7. Assorted Tips 


36.7.1. Ideas for more powerful scripts 


e. 
You have a problem that you want to solve by writing a Bash script. Unfortunately, you don't know 
quite where to start. One method is to plunge right in and code those parts of the script that come 
easily, and write the hard parts as pseudo-code. 


!/bin/bash 


ARGCOUNT=1 # Need name as argument. 
E_WRONGARGS=65 


if [ number-of-arguments is-not-equal-to "SARGCOUNT" ] 


AKRAKAKRARAKRARAAKAKRAAKAKAKRKRKR KRAKAKRKAKAKRKRAARARAARANR 


Can't figure out how to code this 
3 5 o a SO WINES ie alin peeucloq—cocks. 


echo "Usage: name-of-script name" 
# BEEN E a ian KE More pseudo-code. 
exit SE_WRONGARGS 


NPRPRPPRP PPP PY 
O (o 00 -1 O Ui i (). M e (o 0 -1 O O1 i Q Io E 
. ct 
op 
0) 
5 


exit 0 
A 
22 # Later on, substitute working code for the pseudo-code. 
23 
24 # Line 6 becomes: 
25 if [ S# -ne "SARGCOUNT" ] 
26 
27 4 Line 12 becomes: 


28 echo "Usage: 'basename $0` name" 
For an example of using pseudo-code, see the Square Root exercise. 
e. 
To keep a record of which user scripts have run during a particular session or over a number of 
sessions, add the following lines to each script you want to keep track of. This will keep a continuing 
file record of the script names and invocation times. 


# Append (>>) following to end of each script tracked. 


i 

2 

3 whoami>> S$SAVE FILE 
4 echo SÍ SIS TILE 
5 date>> S$SAVE FILE 
6 
7 
8 
9 


User invoking the script. 
Script name. 

Date and time. 

Blank line as separator. 


de Sb db dk 


echo>> $SAVE FILE 


# Of course, SAVE FILE defined and exported as environmental variable in -/.bashrc 
#+ (something like -/.scripts-run) 


The >> operator appends lines to a file. What if you wish to prepend a line to an existing file, that is, 
to paste it in at the beginning? 


1 file-data.txt 

2. igaedber was: abe. Tree. eiela line (ur cera ieee iaLllgyeeom Y 
3 

4 echo $title | cat Suede >$rile mew 


5 i; Yee —" concatenetes elem to Grile, 

6 # End result is 

7 #+ to write a new file with $title appended at *beginning*. 
This is a simplified variant of the Example 19-13 script given earlier. And, of course, sed can also do 
this. 


e. 
A shell script may act as an embedded command inside another shell script, a Tcl or wish script, or 
even a Makefile. It can be invoked as an external shell command in a C program using the 
system () call, ie. system("script name");. 

e. 


Setting a variable to the contents of an embedded sed or awk script increases the readability of the 
surrounding shell wrapper. See Example A-1 and Example 15-20. 


Put together files containing your favorite and most useful definitions and functions. As necessary, 
"include" one or more of these "library files" in scripts with either the dot (.) or source command. 


il SCRIPT LIBRARY 

2 

3 

4 Note: 

E No "£!" here. 

6 No "live code" either. 

7 

8 

9 Useful variable definitions 

10 

11 ROOT_UID=0 # Root has $UID O0. 

12 E NOTROOT-101 # Not root user error. 

13 MAXRETVAL-255 # Maximum (positive) return value of a function. 
14 SUCCESS=0 

15 FAILURE--1 

16 

1L7/ 

18 

19 # Functions 

20 

21 Usage () # "Usage:" message. 

22 

23 mie [p x Wis] # No arg passed. 

24 then 

25 msg=filename 

26 else 

20] msg=S@ 

28 dE al 

219 

30 echo "Usage: basename SO "$msg"" 

Si} 

32 

33 

34 Cheek ait root (0) # Check if root running script. 
33 4 # From "ex39.sh" example. 
36 if | Vourn me VEROON UID™ | 

37 then 

38 echo VIMPISIE IOS roor Co icum. Cais GOLPE,” 

39 exit SE NOTROOT 

40 $E 3l 

41 ) 

42 

43 

44 CreateTempfileName () # Creates a "unique" temp filenam 
a5 fi # From "ex51.sh" example. 


46 prefix-temp 
47 suffix= eval date +%s° 


48 
49 
50 
Sil 
52 
53 
54 
E 
56 
57 
58 
59 
60 
61 
62 
63 
64 
65 
66 
67 
68 
69 
70 
33 
72 
13 
74 
35 
76 
p 
78 
HS 
80 
81 
82 
83 
84 
85 
86 
87 
88 
89 
90 
ESI 
92 
ES 
94 
95 
96 
2 
98 
99 
100 
101 
102 
103 
104 
LOS 


Tempfilename=Sprefix.$suffix 


isalpha2 () 
{ 

[Ste Seer al dui 
case $1 in 
*[l'a-zA-Z]*|"") 
*) return $SUCCI 
esac 


O 


abs 


{ 


EFARGERR= 99999 


ai [ 
then 


USH ] 


=a 


EG 


re 
ESS 


9 


return SE_ARG 


ERR 


feu 


siae (I 
then 
absval-$1 
else 
let 
iE, 


"SI" -ge 0 


"absval 


return Sabsval 


tolower () 


{ 


am Al 

then 
echo "(null)" 
return 

ipa 


WSW ] 


anes 


wea | 


echo 


return 


For example: 


echo 


] 


Exercis 


} 


Rewrit 
Lo Uppercase 


# Tests whether *entir 
# From "isalpha.sh" example. 
turn SFAILURE 


SFAILURE; 


UR 


EGIA 
Pi 


trank One: 


Absolute value. 
Caution: 


Need arg passed. 


If non-negative, 


Stays. BSS, 
Otherwise, 
change sign. 


# Converts string(s) 
to lowercase. 


# If no argument (s) 
send error messag 


passed, 


Max return value 


string* is alphabetic. 


ASS) 


Obvious error value returned. 


passed as argument (s) 


(C-style void-pointer 
and return from function. 


wie A A ees 
# Translate all passed arguments 


($8). 


oldvar="A seT of miXed-caSe LEtTers" 
newvar= tolower 
"Snewvar" 


So llickwaie 7 
# a set of mixed-case letters 


rror message) 


Use command substitution to set a variable to function output. 


this function to change lowercas 
toupper () [easy]. 


passed argument (s) 


Use special-purpose comment headers to increase clarity and legibility in scripts. 


1 ## Caution. 
2. Sei IEE TATA 


Ht 


4 


The "-rf" options to "rm" are very dangerous, 
3 ##+ especially with wild cards. 


14 


O 


Line continuation. 


Weak} aus) 


of a multi-line comment, 


lise. di 


amel EMiS sis, cle inset disbiouers 


Norte. 


Pist item. 


LS wikile |p Wew 


arl" != 


> Another point of view. 


"end" ] 


#> while test 


usvan bhu “I= Ukevayelll 


Dotan Barak contributes template code for a progress bar in a script. 


Example 36-17. A Progress Bar 


NPRPRPPRP PPP PY 
O io 0» 1 O Oi i (). M HIS. O xo 0 -1 O O1 4 CQ I9 E 


C) C) lO PO PO PO PO. No. IND. DN NH 
[= (€» (we) (o9 c ix, (a de (» fw» (3 


w 
N 


WW WW CO 
sl] (x. € dme» 


38 


ele 


bin/bash 


# progress-bar.sh 


# A 


BAR 
BAR 
BAR 
BAR 
BAR 
BRA 
LI 


uthor: Dotan Barak 
# Used in ABS Guide with permission 


_WIDTH=5 
ac 
me 
me 
CHAR_FU 


0 


HAR START-"[" 
HAR END-"]" 
HAR EMPTY-"." 


LL2"-" 


CKET CHARS-2 


IT-100 


print progress bar() 


{ 


M 


let 


let 


For 


don 


for 


don 


(very minor revisions by ABS Guide author). 


Mew doabub = 


"empty_limit 


((370; 
e 


((370; 


bar line-"$[(bar line)$(BAR CHAR | 


e 


Prepare the bar. 
bar line-"$(BAR CHAR START)" 


((($1 


Calculate how many characters 


(thanks!). 


($1 — SBRACKET CHARS) 


jesse EE e 
bar lines ts {oar line)])$(BAR CHAR FULL}" 


j«empty limit; 


jew) Clo 


jira) ye ciue 


bar_line="$ {bar_line}${BAR_CHAR_END}" 


D 
$6 


$s" 


$2 Siar lae 


39 # Here is a sample of code that uses it. 


40 
41 
42 
43 
44 
45 
46 
47] 


MAX 
EOE 


_PERCENT 
((i=0; 


=100 
i<=MAX_P 


ERC 


ENT; 


usleep 10000 


it++)); 


do 


Or run some other commands 


print progress bar ${BAR_WIDTH} $(i) 


ech 


o -en "N 


r" 


Calculate how many characters will be full. 
— SBRACKET_CHARS) 


v S2) ff Sup) A 


will be empty. 


= UL obti j; V 


EMPTY)" 


48 done 

49 

50) elec WY 
51 

52 exit 


A particularly clever use of if-test constructs is for comment blocks. 


#!/bin/bash 


COMMENT_BLOCK= 
# Try setting the above variable to some value 
#+ for an unpleasant surprise. 


if [ $COMMENT BLOCK ]; then 


Comment block -- 


[Es 


This is a comment line. 
This is another comment lin 
This is yet another comment line. 


= 


e 


(= [= s 
=<] ep) (il des (03. I [3 9 We) (ex cL ey) (Oap gEx (93. [853 [5 


Seko Amais wL ine SEN, ^ 


Comment blocks ar rror-free! Whee! 


Eal 


echo "No more comments, please." 


[3 [R3 [RS [RS d gp 
[Sr [sy [ Ct» (er (O9 


24 exit 0 
Compare this with using here documents to comment out code blocks. 


Using the $? exit status variable, a script may test if a parameter contains only digits, so it can be 
treated as an integer. 


1 #!/bin/bash 

2 

S SUCCESS=0 

4 E_BADINPUT=85 

5 

6 cest Uglu ne Q -o VSI" ec 0 22/ck md 

p An integer is either equal to 0 or not equal to O0. 
8 2>/dev/null suppresses error messag 

9 

IO ai | $99 =ne VSSUCCESS” ] 

11 then 

12 echo "Usage: '"basename $0° integer-input" 

1,3 exit $E BADINPUT 

Wa a 

LS 

16 let "sum = $1 + 25" # Would give error if $1 not integer. 
17 echo "Sum = $sum" 

18 

19 # Any variable, not just a command-line parameter, can be tested this way. 
20 
21 exit 0 


e The 0 - 255 range for function return values is a severe limitation. Global variables and other 
workarounds are often problematic. An alternative method for a function to communicate a value 
back to the main body of the script is to have the function write to st dout (usually with echo) the 


"return value," and assign this to a variable. This is actually a variant of command substitution. 


Example 36-18. Return value trickery 


#!/bin/bash 
# multiplication.sh 


multiply () # Multiplies params passed. 
{ # Will accept a variable number of args. 


local product-1 


Winall | eg VS T # Until uses up arguments passed... 
do 
lec Yprocuct “= Si." 
SONTE 
done 
echo $product # Will not echo to stdout, 
} #+ Since this will be assigned to a variable. 


me elses snuli2—252 


NPRPPRPRP PPP PY 
SCOMIDTUHRWNHHFPOWOMIDGUARWNE 


vall= multiply $multl1 $mult2" 
# Assigns stdout (echo) of function to the variable vall. 
23l echo emale 3€ Smoltz = Syed # 387820813 
22 
23 multi1-25; mult2=5; mult3=20 
24 val2—' multiply $mult1 $mult2 Smult3° 
25 echo "$multl1 X $mult2 X $mult3 = $val2" # 2500 
26 
27 mult1=188; mult2=37; mult3=25; mult4=47 
28 val3= multiply Smult1 Smult2 Smult3 $mult4' 
29) echo Yemeli 3€ Smal e2 X smilts X Smalt = gral” ge GL 9990) 
30 
Sil crane O 


The same technique also works for alphanumeric strings. This means that a function can "return" a 
non-numeric value. 


1 GAjoitaligze sehe (() Capitalizes initial character 

2 1 + of argument string(s) passed. 

3 

4 stringO-s"S(" Accepts multiple arguments. 

5 

6 firstchar=${string0:0:1} First character. 

7 stringl-$(string0:1) ROSIE Qi Ssmi S) < 

8 

9 iaLesieChveuc— echo Verilrioconeans || wi ama A-a 

LO Capitalize first character. 

Lak 

12 Sela) WSinslieGicClacue sti mel Output EO STET. 

13 

14 } 
15 
16 newstring= capitalize_ichar "every sentence should start with a capital letter." 
17 echo "$newstring" # Every sentence should start with a capital letter. 


It is even possible for a function to "return" multiple values with this method. 


Example 36-19. Even more return value trickery 


PRPPPP PPP YE 
O00 -1 OY Ui 4 (). 9. IB. O (0 00 -1 O Or dS (0 IN BS 


m3 
CQ Xo 


[SY [eS [SY [3r fs» [5x [R5 
S| cxy (Gal des (Gs) Iss) p 


N 
[99] 


f!/bin/bash 
4 sum-product.sh 
# A function may "return" more than one value. 


sum and product () # Calculates both sum and product of passed args. 
{ 

echo S(( Sil + 92 J) S(( Sl = 82 y) 
# Echoes to stdout each calculated value, separated by space. 


echo 
echo "Enter first number " 
read first 


echo 
echo "Enter second number " 
read second 


echo 

retval= sum and product $first $second' 4 Assigns output of function. 
sum-'echo "$retval" | awk '(print $1)" # Assigns first field. 
product-'echo "$retval" | awk '{print $2)" # Assigns second field. 


echo "Sfirst + $second $sum" 
echo "Sfirst * Ssecond = Sproduct" 
echo 


exit 0 


There can be only one echo statement in the function for this to work. If you alter the previous 


example: 
1 sum_and_product () 
2 | 
3 echo "This is the sum_and_product function." # This messes things up! 
4 echo S(( Sil + S2 ») S(( S21 82 p) 
3 
Gamer 
7 retval-'sum and product $first $second' # Assigns output of function. 
8 # Now, this will not work correctly. 


Next in our bag of tricks are techniques for passing an array to a function, then "returning" an array 
back to the main body of the script. 


Passing an array involves loading the space-separated elements of the array into a variable with 
command substitution. Getting an array back as the "return value" from a function uses the previously 
mentioned strategem of echoing the array in the function, then invoking command substitution and 
the ( ... ) operator to assign it to an array. 


Example 36-20. Passing and returning arrays 


#!/bin/bash 
# array-function.sh: Passing an array to a function and 
# "returning" an array from a function 


Pass_Array () 

{ 
local passed_array # Local variable! 
passed_array=( “echo "$1"^ ) 


echo "S{passed_array[@]}" 
# List all the elements of the new array 
#+ declared and set within the function. 


original array-( elementl element2 element3 element4 element5 ) 
echo 
echo "original array = S{original_array[@]}" 


Pack a variable 


List all elements of original array. 


irai: aber tae calek thew: JOSIE josie; Guay earen Co Gl FUNCOM, 
ck ck Ck ck ck ck ck Ck ck ck Ck ck kk ck kk kk ck kk ck kk ko KKK Sk ko ko 


argument= echo $[(original array[Q]])' 
La d d d dd d d KKK KKK KK KKK KKK KKK dd d d d dd d 


+ with all the space-separated elements of the original array. 


Attempting to just pass the array itself will not work. 


This is the trick that allows grabbing an array as a "return value". 
CK Ck ck ck ck ck ck ck Ck ck ck Ck ck kk ck ck ck ck ck ck Ck ock ck oko ck kk ck Ck Sk ko Sk ck Mk Sk kv kx ko KK 


returned array-( ^Pass Array "$argument"^ ) 
Lax dd d dd dx KK KK KKK KKK dd dd d dd d dd dd dd d dd d d d dd 


Assign 'echoed' output of function to array variable. 


echo "returned array = S{returned_array[@]}" 


egy Ui 


Míowu, ery Sic evejeistin,, 


Pass_Array "Sargument" 


echo 


+ attempting to access (list) the array from outside the function. 


The function itself lists the array, but 

+ accessing the array from outside the function is forbidden. 
echo "Passed array (within function) = S{passed_array[@]}" 

NULL VALUE since the array is a variable local to the function. 


FE FEAE HEH HE HHT EH HH FE FE EH HEHE HE EE 


# And here is an even more explicit example: 


ret_array () 

{ 
for element in {11..20} 
do 


echo "Selement " # Echo individual elements 
done #+ of what will be assembled into an array. 
} 
arr-( $(ret array) ) # Assemble into array. 


Gxeleio. WCeyoneibiesiae; aerei WÜenese WU rom CCACETON rer array (CY oon 
(exciso) vinie Gilememic (ir array \Weucie\ Gus Sforcai- # 13 (zero-indexed) 


echo -n "Entire array is: 
echo $[(arr[Q]) 


echo 


xai (0) 


ur did AL 3.9. ee b Ue. d'y 319 159. 20) 


76 
77 # Nathan Coulter points out that passing arrays with elements containing 
78 #+ whitespace breaks this example. 


For a more elaborate example of passing arrays to functions, see Example A-10. 


Using the double-parentheses construct, it is possible to use C-style syntax for setting and 
incrementing/decrementing variables and in for and while loops. See Example 11-13 and Example 
11-18. 


Setting the path and umask at the beginning of a script makes it more portable -- more likely to run on 
a "foreign" machine whose user may have bollixed up the $PATH and umask. 


#!/bin/bash 
PATH=/bin:/usr/bin:/usr/local/bin ; export PATH 
umask 022 # Files that the script creates will have 755 permission. 


oF @ SS ES 


# Thanks to Ian D. Allen, for this tip. 


A useful scripting technique is to repeatedly feed the output of a filter (by piping) back to the same 
filter, but with a different set of arguments and/or options. Especially suitable for this are tr and grep. 


1 # From "wstrings.sh" example. 

2 

3 Whise= mags SSU | te mm mm || te "[sepeess]" Z | X 
4 er -e5 U[selphes]" 2 | tie =s "XLYS-NSTY" Z | wie m V "T 


Example 36-21. Fun with anagrams 


1 #!/bin/bash 

2 4 agram.sh: Playing games with anagrams. 

3 

4 # Find anagrams of... 

5 LETTERSET-etaoinshrdlu 

GESEUISSIUEIE oo Goo on ! How many letters minimum? 

7 # 1234567 

8 

9) Tewmvexeperebnn USES || Find all anagrams of the letterset... 
4L) graa VSI MARY || With at least 7 letters, 

di grago Sret | starting wien “ig 

12 grag =v Yas! | no plurals 

13 grep v 'ed$' no past tense verbs 

14 # Possible to add many combinations of conditions and filters. 
15 

16 # Uses "anagram" utility 

17 #+ that is part of the author's "yawl" word list package. 
JS a  launciejon/ // 39209356) oro puo binwe/ laos /Vvewill—O a Sia 2) tae oC 

AQ) s» merco // / Ioveusilat Caras Loy yem -0s 3.2 s TE eue . Gy 
20 
21 exit 0 # End of code. 
27 
23 
24 bash$ sh agram.sh 
25 islander 
26 isolate 
27 isolead 
28 isotheral 


CO CO hNO 
i & e 


32 Exercises: 

3S) WP ————————— 

34 Modify this script to take the LETTERSET as a command-line parameter. 
39 Parameterize the filters in lines 11 - 13 (as with SFILTER), 

36 #+ so that they can be specified by passing arguments to a function. 

37 

38 For a slightly different approach to anagramming, 

39 #+ see the agram2.sh script. 


See also Example 29-4, Example 16-25, and Example A-9. 


Use "anonymous here documents" to comment out blocks of code, to save having to individually 
comment out each line with a #. See Example 19-11. 

e. 
Running a script on a machine that relies on a command that might not be installed is dangerous. Use 
whatis to avoid potential problems with this. 


CMD=command1 # First choice. 
PlanB-command2 # Fallback option. 


command test-$(whatis "SCMD" | grep 'nothing appropriate") 
If 'commandl' not found on system , 'whatis' will return 
+ "commandl1: nothing appropriate." 


L 
2 
3 
4 
5 
6 
7 
8 A safer alternative is: 

9 command test-$(whereis "SCMD" | grep \/) 
0 

ul 

2 

3 

4 

5 

6 

7 


i But then the sense of the following test would have to be reversed, 
JL + since the $command test variable holds content only if 

il + the SCMD exists on the system. 

1 (Thanks, bojster.) 

1 

16 if [[ -z "Scommand_test" ]] # Check whether command present. 
17 then 

18 SCMD optionl option2 # Run commandl with options. 

19 else # Otherwise, 

20 SPlanB #+ run command2. 

AIL jest 


An if-grep test may not return expected results in an error case, when text is output to stderr, rather 
that stdout. 


1 if ls -l nonexistent filename | grep -q 'No such file or directory' 
g then echo "iple \\memexi seme 3 xlewuwwmueWU closes moi exis. 
3. sra 


Redirecting stderr to stdout fixes this. 


if ls -l nonexistent filename 2>&1 | grep -q 'No such file or directory' 


# AAAA 


L 
2 
3 then echa "ule \ineomexalstcenie_icsiemene\" Coes mci exis." 
à GE aL 

E 


© q Unease, Claris Mastin, for jOOLincding thils Outs 
* If you absolutely must access a subshell variable outside the subshell, here's a way to do it. 


1 TMPFILE-tmpfile # Create a temp file to store the variable. 
2 

3 « # Inside the subshell 

4 inner variable-Inner 

5 echo $inner variable 

6 echo $inner variable >>STMPFILE 4 Append to temp file. 


# Outside the subshell 


7 
8 
9 
10 
11 echo; cho " ma cho 
12 echo Sinner variable # Null, as expected. 
l3 echo ™ "s cho 
14 
15 # Now 
16 read inner variable <STMPFILE # Read back shell variable. 
L7 seg —d1 o SME Dg # Get rid of temp file. 
18 echo "$inner variable" # It's an ugly kludge, but it works. 


The run-parts command is handy for running a set of command scripts in a particular sequence, 


especially in combination with cron or at. 


For doing multiple revisions on a complex script, use the rcs Revision Control System package. 


Among other benefits of this is automatically updated ID header tags. The co command in rcs does a 
parameter replacement of certain reserved key words, for example, replacing # $Id$ ina script with 


something like: 


i # Sl hello yorle sa, y i.i 2004/10/126& (02243505 looo 


36.7.2. Widgets 


Exp © 


It would be nice to be able to invoke X-Windows widgets from a shell script. There happen to exist several 
packages that purport to do so, namely Xscript, Xmenu, and widtools. The first two of these no longer seem to 
be maintained. Fortunately, it is still possible to obtain widtools here. 


The widtools (widget tools) package requires the XForms library to be installed. Additionally, the 
Makefile needs some judicious editing before the package will build on a typical Linux system. Finally, 
three of the six widgets offered do not work (and, in fact, segfault). 


The dialog family of tools offers a method of calling "dialog" widgets from a shell script. The original dialog 
utility works in a text console, but its successors, gdialog, Xdialog, and kdialog use X-Windows-based widget 


sets. 


Example 36-22. Widgets invoked from a shell script 


[Eh 
O Wey O zu rexy Gal dex Ge ISS) d 


[Es 
[n 


|Oobomopmpmo 
Au B® WN 


!/bin/bash 
dialog.sh: Using 'gdialog' widgets. 


Must have 'gdialog' installed on your system to run this script. 


Or, you can replace all instance of 'gdialog' below with 
Version 1.1 (corrected 04/05/05) 


This script was inspired by the following article. 
“Scripting tore 2X Procuctivicy;, loy Marco Fioretti, 
LINUX JOURNAL, Issue 113, September 2003, pp. 86-9. 
Thank you, all you good people at LJ. 


Input error in dialog box. 


E INPUT-85 


Dimensions of display, input widgets. 


"kdialog' 


17 HEIGHT=50 

18 WIDTH=60 

1$ 

20 # Output file name (constructed out of script name). 

21 OUTFILE=$0.output 

BE 

23 # Display this script in a text widget. 

24 gdialog --title "Displaying: $0" --textbox $0 SHEIGHT S$WIDTH 
25 

26 

2 

28 4 Now, we'll try saving input in a file. 

29 echo -n "VARIABLE=" > SOUTFILI 
30 geliailos —-1iEdke "lere Majlis! =—anjotticloos: Wisiniceie variable, i9lemuegU \ 
Sil Sells SHOD 2s SOWIE Lis 
32 

33 

394 ane [ PSev -e0 © | 

35 # It's good practice to check exit status. 


LR] 


36 then 

27 echo "Executed \"dialog box\" without errors." 

38 else 

99 echo Wisueieoie le) alin Weialog DONY execution. Y 

40 Oi, Clurekeac om "Cue". saiasiceacl cue YOK” Ioui: 
41 rm SOUTFILE 

42 exit $E INPUT 


43 fi 

44 

45 

46 

47 4$ Now, we'll retrieve and display the saved variable. 

48 . SOUTFILE # 'Source' the saved fil 

49 echo "The variable input in the \"input box\" was: "SVARIABLE"" 
50 

Sil 

52 rm SOUTFILE # Clean up by removing the temp file. 

519) # Some applications may need to retain this file. 
54 

55 exit $? 

56 

57 4 Exercise: Rewrite this script using the 'zenity' widget set. 


The xmessage command is a simple method of popping up a message/query window. For example: 


1 xmessage Fatal error in script! -button exit 
The latest entry in the widget sweepstakes is zenity. This utility pops up GTK+ dialog widgets-and-windows, 
and it works very nicely within a script. 


i get iaro (()) 

£ 1 

3 zenity --entry # Pops up query window 

4 #+ and prints user entry to stdout. 

5 

6 # Also try the --calendar and --scale options. 
3 y 

8 

9 answer-$( get info ) # Capture stdout in Sanswer variable. 
10 


11 echo "User entered: "Sanswer"" 
For other methods of scripting with widgets, try Tk or wish (Tcl derivatives), PerlTk (Perl with Tk 
extensions), tksh (ksh with Tk extensions), XForms4Perl (Perl with XForms extensions), Gtk-Perl (Perl with 
Gtk extensions), or PyQt (Python with Qt extensions). 
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36.8. Security Issues 
36.8.1. Infected Shell Scripts 


A brief warning about script security is indicated. A shell script may contain a worm, trojan, or even a virus. 
For that reason, never run as root a script (or permit it to be inserted into the system startup scripts in 
/etc/rc.d) unless you have obtained said script from a trusted source or you have carefully analyzed it to 
make certain it does nothing harmful. 


Various researchers at Bell Labs and other sites, including M. Douglas McIlroy, Tom Duff, and Fred Cohen 
have investigated the implications of shell script viruses. They conclude that it is all too easy for even a 
novice, a "script kiddie," to write one. [1] 


Here is yet another reason to learn scripting. Being able to look at and understand scripts may protect your 
system from being compromised by a rogue script. 


36.8.2. Hiding Shell Script Source 


For security purposes, it may be necessary to render a script unreadable. If only there were a utility to create a 
stripped binary executable from a script. Francisco Rosales' shc -- generic shell script compiler does exactly 
that. 


Unfortunately, according to an article in the October, 2005 Linux Journal, the binary can, in at least some 
cases, be decrypted to recover the original script source. Still, this could be a useful method of keeping scripts 
secure from all but the most skilled hackers. 


36.8.3. Writing Secure Shell Scripts 


Dan Stromberg suggests the following guidelines for writing (relatively) secure shell scripts. 


* Don't put secret data in environment variables. 

* Don't pass secret data in an external command's arguments (pass them in via a pipe or redirection 
instead). 

e Set your $PATH carefully. Don't just trust whatever path you inherit from the caller if your script is 
running as root. In fact, whenever you use an environment variable inherited from the caller, think 
about what could happen if the caller put something misleading in the variable, e.g., if the caller set 


SHOME to /etc. 
Notes 


[1] See Marius van Oers' article, Unix Shell Scripting Malware, and also the Denning reference in the 


bibliography. 
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36.9. Portability Issues 


It is easier to port a shell than a shell script. 


--Larry Wall 
This book deals specifically with Bash scripting on a GNU/Linux system. All the same, users of sh and ksh 
will find much of value here. 


As it happens, many of the various shells and scripting languages seem to be converging toward the POSIX 
1003.2 standard. Invoking Bash with the -—posix option or inserting a set -o posix at the head of a script 
causes Bash to conform very closely to this standard. Another alternative is to use a #//bin/sh sha-bang header 
in the script, rather than #//bin/bash. [1] Note that /bin/sh is a link to /bin/bash in Linux and certain 
other flavors of UNIX, and a script invoked this way disables extended Bash functionality. 


Most Bash scripts will run as-is under ksh, and vice-versa, since Chet Ramey has been busily porting ksh 
features to the latest versions of Bash. 


On a commercial UNIX machine, scripts using GNU-specific features of standard commands may not work. 
This has become less of a problem in the last few years, as the GNU utilities have pretty much displaced their 
proprietary counterparts even on "big-iron" UNIX. Caldera's release of the source to many of the original 
UNIX utilities has accelerated the trend. 


Bash has certain features that the traditional Bourne shell lacks. Among these are: 


* Certain extended invocation options 

e Command substitution using $( ) notation 

* Brace expansion 

* Certain array operations, and associative arrays 
* The double brackets extended test construct 

* The double-parentheses arithmetic-evaluation construct 
e Certain string manipulation operations 

* Process substitution 

* A Regular Expression matching operator 

* Bash-specific builtins 

* Coprocesses 


See the Bash F.A.Q. for a complete listing. 


36.9.1. A Test Suite 


Let us illustrate some of the incompatibilities between Bash and the classic Bourne shell. Download and 
install the "Heirloom Bourne Shell" and run the following script, first using Bash, then the classic sh. 


Example 36-23. Test Suite 


1 #!/bin/bash 

2 4 test-suite.sh 

3 # A partial Bash compatibility test suite. 

4 # Run this on your version of Bash, or some other shell. 
E 
6 


default option-FAIL # Tests below will fail unless . 


8 echo 
9 echo =m Wwesicning * 
10 sleep 1; echo -n ". " 
JE sleep l; echo nw J 
12 sleep 1; echo ". " 
13 echo 
14 
15 # Double brackets 
16 String="Double brackets supported?" 
17 echo -n "Double brackets test: " 
18 if [[ "$String" = "Double brackets supported?" ]] 
19 then 
20 echo "PASS" 
21 else 
22 echo "FAIL" 
BS) if 
24 
25 
26 # Double brackets and regex matching 
27 String="Regex matching supported?" 


N 
[o9] 


echo -n "Regex matching: " 


2$ se [|| VSSEximge/ ee Reoscac matching* ]] 
30 then 

SH echo "PASS" 

32 else 

33 echo "FAIL" 

34 fi 

25 

36 

37 # Arrays 

38 test arr-$default option # FAIL 
39 deze (( Iie SUIOORES eraya Wl prio DASS ) 


[i 
© 


test_arr=${Array[5]} 
echo "Array test: $test arr" 


A 
[5 


# Command Substitution 
csub test () 


{ 
echo "PASS" 


Or £& PS ee SP au 
D We) (e) =] fey) Gal ges tes) fe») 


test_csub=Sdefault_option so DETAIL 
test csub-$ (csub test) 
echo "Command substitution test: $test csub" 


echo 
# Completing this script is an exercise for the reader. 


# Add to the above similar tests for double parentheses, 
#+ brace expansion, process substitution, etc. 


‘Onl nl Xn Om) dos]. Ton) XS]. oni tol 
O (Gm. x Kew, (nl dES (93. [3 [5 


OY 
(o) 


exalic SP 


Notes 


[1] Or, better yet, #!/bin/env sh. 
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36.10. Shell Scripting Under Windows 


Even users running that other OS can run UNIX-like shell scripts, and therefore benefit from many of the 
lessons of this book. The Cygwin package from Cygnus and the MKS utilities from Mortice Kern Associates 
add shell scripting capabilities to Windows. 


Another alternative is UWIN, written by David Korn of AT&T, of Korn Shell fame. 


In 2006, Microsoft released the Windows Powershell®, which contains limited Bash-like command-line 
scripting capabilities. 
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Chapter 37. Bash, versions 2, 3, and 4 


37. 


1. Bash, version 2 


The current version of Bash, the one you have running on your machine, is most likely version 2.xx.yy, 
3.XX.yy, or 4.xx.yy. 


bash$ echo $BASH VERSION 


Sica 


25(1)-release 


The version 2 update of the classic Bash scripting language added array variables, string and parameter 
expansion, and a better method of indirect variable references, among other features. 


Example 37-1. String expansion 


Xo) es) | (ex (On dex (3 PS) [| (€» o (v9) Sa) (e»y (nn de Ge) |» [5 


#!/bin/bash 


# String expansion. 
# Introduced with version 2 of Bash. 


i? Serince ie the Torm S sere! 
#+ have the standard escaped characters interpreted. 


echo $'Ringing bell 3 times \a \a \a' 
# May only ring once with certain terminals. 
# Or 
# May not ring at all, depending on terminal settings. 
echo S Tares tonn eech NE NE yE. 
echo $'10 newlines \n\n\n\n\n\n\n\n\n\n' 
echo $'\102\141\163\150' 
# B a S h 
# Octal equivalent of characters. 


exit 


Example 37-2. Indirect variable references - the new way 


(Se) c @y Gal HG IS) [ey Wey ee 3] fo, Gn) des. (G3 IRS) [55 


19 
20 
Zakk 


#!/bin/bash 


# Indirect variable referencing. 
# This has a few of the attributes of references in C++. 


a-letter of alphabet 
letter of alphabet-z 


echo "a = $a" # Direct reference. 


eco. View a = {lary # Indirect reference. 
# The S{!variable} notation is more intuitive than the old 
#+ eval varl-N$$var2 


echo 


t-table cell 3 

table cell 3-224 

exeo Wie = Se # t = 24 
table_cell_3=387 


22) e@lyo. Werle Oi ic Cligingacl to SA Me}! # 387 
23 4 No 'eval' necessary. 


24 

25 # This is useful for referencing members of an array or table, 
26 #+ or for simulating a multi-dimensional array. 

27 # An indexing option (analogous to pointer arithmetic) 

28 #+ would have been nice. Sigh. 

29 

30 exit 0 

Sil 


32 # See also, ind-ref.sh exampl 


Example 37-3. Simple database application, using indirect variable referencing 


#!/bin/bash 
# resistor-inventory.sh 
# Simple database / table-lookup application. 


= 
= 


# Data 

B1723_value=470 # Ohms 
B1723_powerdissip=.25 # Watts 
B1723_colorcode="yellow-violet-brown" # Color bands 
B1723 POES # Where they are 
B1723_inventory=78 # How many 


NPRPRPPRP PPP PY 
COMIDTDHKRWNHHFOWOAIDGUBRWNE 


B1724 value-1000 
B1724 powerdissip-.25 
B1724 colorcode-"brown-black-red" 
B1724 loc-24N 
B1724 inventory-243 
B1725_value=10000 
21 B1725 powerdissip-.125 
22 B1725 colorcode-"brown-black-orange" 
23 B1725 loc-24N 
24 B1725 inventory-89 
DI 
26 # # 
21) 
28 


echo 


PS3-'Enter catalog number: ' 
echo 


select catalog number in "B1723" "B1724" "B1725" 
do 

Inv-$(catalog number) inventory 

Val-$(catalog number) value 

Pdissip=$ {catalog_number} powerdissip 


CO CO CO CO CO CO CO CO CO CO Dd 
6 CO I OY OI SO CONST Ee eo 


40 Loc-$í(catalog number). loc 

41 Ccode-$[(catalog number) colorcode 

42 

43 echo 

44 echo "Catalog number Scatalog_number:" 

45 # Now, retrieve value, using indirect referencing. 

46 echo "There are ${!Inv} of [${!Val} ohm / ${!Pdissip} watt]\ 
47 ixeeeHpous am SOCR, U x e A 


48 # As of Bash 4.2, you can replace "ohm" with \u2126 (using echo -e). 


49 echo "These are located in bin t ${!Loc}." 
50 ceho “Wasi color code ig WSI I@eodie}\ 


Syl 

52 break 

53 done 

54 

55 echo; echo 

56 

5/7) Exercises: 

Dg." ————————- 

59 1) Rewrite this script to read its data from an external file. 

60 2) Rewrite this script to use arrays, 

61 #+ rather than indirect variable referencing. 

62 Which method is more straightforward and intuitive? 

63 Which method is easier to code? 

64 

65 

66 Notes: 

GT i ————- 

68 Shell scripts are inappropriate for anything except the most simple 
69 #+ database applications, and even then it involves workarounds and kludges. 
70 Much better is to use a language with native support for data structures, 
71 #+ such as C++ or Java (or even Perl). 

T2 

73 exe 0) 


Example 37-4. Using arrays and other miscellaneous trickery to deal four random hands from a deck of 
cards 


!/bin/bash 
cards.sh 


Deals four random hands from a deck of cards. 


UNP ICKED=0 
PICKED=1 


DUPE_CARD=99 


,OWER_LIMIT=0 
UPPER_LIMIT=51 
CARDS_IN_SUIT=13 
CARDS=52 


declare -a Deck 

declare -a Suits 

declare -a Cards 

# It would have been easier to implement and more intuitive 
#+ with a single, 3-dimensional array. 


NPRPRPPRP PPP PY 
O (o 00 -1 O Oi i (). M. I. O xo 0 -1 O O1 iS CQ I0 E 
(e 
= 


21 # Perhaps a future version of Bash will support multidimensional arrays. 
222 

239 

BA manera lize Deck (0) 

25 1 

26 i-S$LOWER LIMIT 

27 until [ "$i" -gt S$UPPER LIMIT ] 

28 do 


Deck [i] =SUNPICKED # Set each card of "Deck" as unpicked. 
let "i += 1" 

done 

echo 


} 


WWW WN 
(99 IS) [3 > Xe) 


34 
35 
36 
S] 
38 
E 
40 
41 
42 
43 
44 
45 
46 
47 
48 
49 
50 
Sl 
52 
55 
54 
59 
56 
57 
58 
59 
60 
61 
62 
63 
64 
65 
66 
67 
68 
69 
70 
alt 
72 
13 
74 
US 
76 
p 
78 
US 
80 
81 
82 
83 
84 
85 
86 
87 
88 
89 
90 
91 
92 
23) 
94 
93 
96 
2 
98 
99 


aLinaLic abel ll abyss Sialic (0) 


C #Clubs 

=D #Diamonds 
H #Hearts 
S #Spades 


initialize Cards () 


Cacs=(2 345 6 y $ S 10 J © "e A) 
# Alternate method of initializing an array. 


} 


piel m. ceuec () 
{ 
card_number=$RANDOM 
ler Wegueclintiiloeie B= SONADSY scr INSGiciencie rance To 0) = Fl, lco SA Carce, 
if [ "${Deck[card_number]}" -eq SUNPICKED ] 
then 
Deck [card_number] =$PICKED 
return $card number 
else 
return S$DUPE CARD 
fai 
} 


parse_card () 

{ 

number=$1 

ler Yeri nunost = inbinlseie / CARDS N SIY 
suit=${Suits[suit_number] } 

eclig =m "een 

let "card_no = number % CARDS_IN_SUIT" 
Card=$ {Cards [card_no] } 

printf $-4s $Card 

# Print cards in neat columns. 


) 


seed random () # Seed random number generator. 

{ # What happens if you don't do this? 

seed= eval date +%s` 

let "seed %= 32766" 

RANDOM=S$ seed 

} # Consider other methods of seeding the random number generator. 


deal_cards () 


{ 


echo 


cards_picked=0 
while [ "$cards picked" -le $UPPER LIMIT ] 
do 

joselk Gt Ceuel 

t-$? 


if [ "$t" -ne $DUPE CARD ] 
then 
parse card $t 


u=Scards_picked+1l 

# Change back to 1-based indexing, temporarily. Why? 
let "u %= SCARDS IN SUIT" 

ie [ TSU! -eq Q | # Nested if/then condition test. 
then 


jit 
© 
(3) 
10} 
Q 
[or 
O 


Each hand set apart with a blank line. 


C3» C 
w NS ES 
Fh 
H 
+ 


S 
od 


let "cards_picked += 1" 
i3 
done 


O (em 
a OC! 


08 echo 


10 return O0 


) 


2 
3 
4 # Structured programming: 
15 # Entire program logic modularized in functions. 
6 
7 
8 


# 
18 seed random 

119 initialize Deck 
120 aumalicaeilawe_Swalies 
2 sumitieabeldlibe(e Cauecls 
122 deal_cards 

123 # 


errererrrrrrrrrrrr rrr rrr 


125 exit 


129 Exercise 1: 
130 Add comments to thoroughly document this script. 


132 Exercise 2: 
133 Add a routine (function) to print out each hand sorted in suits. 
134 You may add other bells and whistles if you like. 


136 Exercise 3: 
137) Simplify and streamline the logic of the script. 
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37.2. Bash, version 3 


On July 27, 2004, Chet Ramey released version 3 of Bash. This update fixed quite a number of bugs and 
added new features. 


Some of the more important added features: 


A new, more generalized {a..z} brace expansion operator. 


1 #!/bin/bash 
E 
3S 1tou aL sum 15,10] 
4 # Simpler and more straightforward than 
S sp deus cb aia (eec 10) 
6 do 
7 Seine m Wis W 
8 done 
9 
10 echo 
d 
12 c 1 2 954) s ee im 
L3 
14 
i5 
LG d Or JUSt 
17 
LS emo [Ao oB} Ab Gide igini 3| JE Jb jp 3s) (Y [9 (p 3S Ss EUW i x Y? x 
9 echo {e..m} e 3E cpm sk p Je dL ie 
20 echo {z..a} “e\VeRWeUeES eG Pp Onmmlikiyjihng ted eoa 
21 Works backwards, too. 
22. Sen 125.3 5390] 25 26 27 28 29 30 
23 echo Moon A cu IU D 
24 seine 4X8] xo we ca qp eos ee er dox Het we! 
25 Shows (some of) the ASCII characters between Z and a, 
26 + but don't rely on this type of behavior because 
27 echo {]..a} leca 
28 Why? 


# You can tack on prefixes and suffixes. 
echo “Number ASA A Yo oo! 
# Number #1, Number #2, Number #3, Number #4, 


# You can concatenate brace-expansion sets. 

echo 42-9 )4xc. M ope Mom 

ls sp diy de dm a OZ d 2y F 2m a Se ow 3y T Se a 
Generates an algebraic expression. 

This could be used to find permutations. 


CO CO CO CO CO CO CO CO CO CO Dd 
Wey or cx] (exp Gal ges (Go) ISS) =) Xe». We) 


# You can nest brace-expansion sets. 

BEING elc olio tio «Diy 

ajo e 4 2 S 

The "comma operator" splices together strings. 


UEIIIIZIZI ME IIIZIIIIMEIIIIIZIZIIISMEIIIIZIZIIISEIIIIZIIISMEIIIIZIIIIEIE IE 
# Unfortunately, brace expansion does not lend itself to parameterization. 
varl-1 

var2-5 

echo. {Sviari..cviar2} w fil, oS} 


OP 4344s 4 434 am SS 
© Wey (ey c] rex Gal dE Go [SS [^ «e» 


C1 U 
N E 


53 

54 # Yet, as Emiliano G. points out, using "eval" overcomes this limitation. 
55 

56 start=0 

57 end=10 

56 for ice: im Sewell scho (Scitame. Send) ) 

59 clo 

60 ceho -n "Ssbaglees 1 s OL 2S 567 e J 10 
61 done 

62 

63 echo 


e The ${!array[@]} operator, which expands to all the indices of a given array. 


1 #!/bin/bash 

2 

3 Array-(element-zero element-on lement-two element-three) 
4 

5 echo S$[(Array[0]) element-zero 

6 First element of array. 

7 

8 echo ${!Array[@]} @ i2 3 

9 All the indices of Array. 
10 

lil cor 2 ain 9i 2wereeny [ET } 

12 do 

L3 echo S${Array[i] } element-zero 

14 element-one 

15 element-two 

Le element-three 

L7 

18 All the elements in Array. 
19 done 


The =~ Regular Expression matching operator within a double brackets test expression. (Perl has a 
similar operator.) 


#!/bin/bash 
variable="This is a fine mess." 
echo "Svariable" 


# Regex matching with =~ operator within [[ double brackets ]]. 

xi [| “Swerwilalble”Y == Wisraoosoc fin*es* ]] 

# NOTE: As of version 3.2 of Bash, expression to match no longer quoted. 
then 

ALTE echo "match found" 


# match found 


[s 
© We» Qe x rex Gal de eo [S p 


pay 
N 


13 fx 
Or, more usefully: 


1 #!/bin/bash 

2 

3 input=$1 

4 

5 

© as i Wesueput" =~ ?[0=2] [0-9] l9-9]-lI 10-9] [e-9]-19]-9] [0-9] [9-9] [9-9] I] 
7 # ^ NOTE: Quoting not necessary, as of version 3.2 of Bash. 
8 # NNN-NN-NNNN (where each N is a digit). 

9 then 
3L) echo "Social Security number." 
dat # Process SSN. 
12 else 


13 echo "Not a Social Security number!" 
14 # Or, ask for corrected input. 
l5 ia 


For additional examples of using the =~ operator, see Example A-29, Example 19-14, Example A-35, 
and Example A-24. 


The new set -o pipefail option is useful for debugging pipes. If this option is set, then the exit 
status of a pipe is the exit status of the last command in the pipe to fail (return a non-zero value), 
rather than the actual final command in the pipe. 


See Example 16-43. 


d The update to version 3 of Bash breaks a few scripts that worked under earlier versions. Test critical 
legacy scripts to make sure they still work! 


As it happens, a couple of the scripts in the Advanced Bash Scripting Guide had to be fixed up (see 
Example 9-4, for instance). 


37.2.1. Bash, version 3.1 


The version 3.1 update of Bash introduces a number of bugfixes and a few minor changes. 


e The += operator is now permitted in in places where previously only the = assignment operator was 


recognized. 
1 a-1 
2 echo $a # 1 
3 
4 at= # Won't work under versions of Bash earlier than 3.1. 
5 echo Sa # 15 
6 
7 at=Hello 
8 echo Sa # 15Hello 


Here, += functions as a string concatenation operator. Note that its behavior in this particular context 
is different than within a let construct. 


1 a-1 

2 echo $a # 1 

3 

4 let a+=5 # Integer arithmetic, rather than string concatenation. 
5 echo $29 # 6 

6 

7 let a+=Hello # Doesn't "add" anything to a. 

8 echo $a # 6 


Jeffrey Haemer points out that this concatenation operator can be quite useful. In this instance, we 
append a directory to the $PATH. 


bash$ echo $PATH 
/usr/bin:/bin:/usr/local/bin:/usr/X11R6/bin/:/usr/games 
bash$ PATH+=:/opt/bin 


bash$ echo $PATH 
/usr/bin:/bin:/usr/local/bin:/usr/X11R6/bin/:/usr/games:/opt/bin 


37.2.2. Bash, version 3.2 


This is pretty much a bugfix update. 


* In global parameter substitutions, the pattern no longer anchors at the start of the string. 
e The -—wordexp option disables process substitution. 


e The =~ Regular Expression match operator no longer requires quoting of the pattern within [[ ... |]. 


In fact, quoting in this context is not advisable as it may cause regex evaluation to fail. 
Chet Ramey states in the Bash FAQ that quoting explicitly disables regex evaluation. 


See also the Ubuntu Bug List and Wikinerds on Bash syntax. 


Setting shopt -s compat31 in a script causes reversion to the original behavior. 
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37.3. Bash, version 4 


Chet Ramey announced Version 4 of Bash on the 20th of February, 2009. This release has a number of 
significant new features, as well as some important bugfixes. 


Among the new goodies: 


* Associative arrays. [1] 


An associative array can be thought of as a set of two linked arrays -- one holding the data, and the 


other the keys that index the individual elements of the data array. 


Example 37-5. A simple address database 


#!/bin/bash4 
# fetch_address.sh 


declar A address 
# -A option declares associative array. 


address[Charles]="414 W. 10th Ave., Baltimore, MD 21236" 
address[John]="202 E. 3rd St., New York, NY 10009" 
address [Wilma]="1854 Vermont Ave, Los Angeles, CA 90023" 


echo "Charles's address is ${address[Charles]}." 

# Charles's address is 414 W. 10th Ave., Baltimore, MD 21236. 
echo "Wilma's address is ${address[Wilma]}." 

# Wilma's address is 1854 Vermont Ave, Los Angeles, CA 90023. 
echo "John's address is ${address[John]}." 

# John's address is 202 E. 3rd St., New York, NY 10009. 


(8) cp fy (rl des (59) SS) J Sy Wey (9n cp c») Gil des d [R3 pL 


«o 


echo 


NO ON 
[- €x 


secho “si laccresgl A] y” # The array indices 
22 # Charles John Wilma 


Example 37-6. A somewhat more elaborate address database 


!/bin/bash4 
fetch address-2.sh 
A more elaborate version of fetch address.sh. 


SUCCESS=0 
E_DB=99 # Error code for missing entry. 


declar A address 
-A option declares associative array. 


store_address () 


{ 
addresse 1 5 S2 
return $? 


PRPrPRP eR 
O14 0 NP. O0 -J1o0 0 4&0 NHPd|D 


io P 

4,7 

18 

19 fetch address () 

20 | 

21 is [| 2 "Sfesseess[sipp" T] 

22 then 

25 echo "$1's address is not in database." 

24 return $E DB 

25 T 

26 

27) echo "$1's address is ${address[$1]}." 

28 retUrm SP 

29 

30 

Si 

32 store_address "Lucas Fayne" "414 W. 13th Ave., Baltimore, MD 21236" 
33 store_address "Arvid Boyce" "202 E. 3rd St., New York, NY 10009" 

34 store_address "Velma Winston" "1854 Vermont Ave, Los Angeles, CA 90023" 


35) Exercise: 

36 Rewrite the above store_address calls to read data from a file, 

37 #+ then assign field 1 to name, field 2 to address in the array. 

38 Each line in the file would have a format corresponding to the above. 

39 Use a while-read loop to read from file, sed or awk to parse the fields. 
40 


41 fetch_address "Lucas Fayne" 

42 Lucas Fayne's address is 414 W. 13th Ave., Baltimore, MD 21236. 

43 fetch_address "Velma Winston" 

44 Velma Winston's address is 1854 Vermont Ave, Los Angeles, CA 90023. 
45 fetch_address "Arvid Boyce" 

46 Arvid Boyce's address is 202 E. 3rd St., New York, NY 10009. 

47 fetch_address "Bozo Bozeman" 


48 Bozo Bozeman's address is not in database. 
49 
50 eoe SE # In this case, exit code = 99, since that is function return. 


See Example A-53 for an interesting usage of an associative array. 


Elements of the index array may include embedded space characters, or even leading 
and/or trailing space characters. However, index array elements containing only 
whitespace are not permitted. 


1 address[ ]2"Blank" # Error! 


* Enhancements to the case construct: the ; ; & and ; & terminators. 


Example 37-7. Testing characters 


f!/bin/bash4 


test Eaei (O) 


i 

2 

3 

a 

5 case "S1" in 
6 

7 

8 


LT eiswesimes i) ) echo Sil as m joriimesiolle Character. "pe & | 
# The ;;& terminator continues to the next pattern test. | 
[[gadiowme i] ) echo "Si is ain Alpha/imumeirie clraicacireic, pp & V 
9 [Leailfooasi| )  eemo "S51 as am alphabet re character; E V 
10 [[:lower:]] ) echo "$1 is a lowercase alphabetic character.";;& 
LI [Lscagaues i] ) echo “Sil de cum Mmecie Cmere Cte ps | 
12 # The ;& terminator executes the next statement ... | 
T3 $5 $5 2; (a (8 (2 (2 (2 ) echo DEIR NO aco edt SK aet soi o OC E V 
14 # Ce SATS even with a dummy pattern. 


JL SS ae 

16 } 

Jy 

18 echo 

19 

20 test_char 3 

21 # 3 is a printable character. 

22 # 3 is an alpha/numeric character. 
23 # 3 is an numeric character. 

24 # kk ck ck Ck ck ck ck ck kk ck kk ck ck ck kk kk ck ko Sk ko Sk KKK KKK 
25 echo 

26 

27 test char m 

28 4 m is a printable character. 

29 # m is an alpha/numeric character. 
30 # m is an alphabetic character. 

31 # m is a lowercase alphabetic character. 
32 echo 

33 

Sa tesit ehar / 

SG: s // aber a printable echaracton., 

36 

37 echo 

38 

39 # The ;;& terminator can save complex if/then conditions. 
40 # The ;& is somewhat less useful. 


e The new coproc builtin enables two parallel processes to communicate and interact. As Chet Ramey 
states in the Bash FAO [2], ver. 4.01: 


There is a new 'coproc' reserved word that specifies a coprocess: 

an asynchronous command run with two pipes connected to the creating 
shell. Coprocs can be named. The input and output file descriptors 

and the PID of the coprocess are available to the calling shell in 
variables with coproc-specific names. 


George Dimitriu explains, 

"... coproc ... is a feature used in Bash process substitution, 
which now is made publicly available." 

This means it can be explicitly invoked in a script, rather than 
just being a behind-the-scenes mechanism used by Bash. 


Coprocesses use file descriptors. File descriptors enable processes and pipes to communicate. 


#!/bin/bash4 
# A coprocess communicates with a while-read loop. 


coproc { cat mx data.txt; sleep 2; } 


i AA^A^A^A^AA^ 


# Try running this without "sleep 2" and see what happens. 


while read -u $(COPROC[0]) line i?  ecosmoGI0]E 1e thg 

do #+ file descriptor of the coprocess. 
echo "$line" | sed -e 's/line/NOT-ORIGINAL-TEXT/! 

done 

kill SCOPROC_PID # No longer need the coprocess, 


PRPRPRP eR 
O40 NP. O10 -1o0 50 NHPDÀD 


wu» So Jul shes IID), 


But, be careful! 


1 #!/bin/bash4 

2 

3 echo; echo 

4 a=aaa 

5 b=bbb 

(9. C=cce 

7 

8 coproc echo "one two three" 

9) wale reac -u SYCOPROC(O|} e b cp s; Note chat taies loop 
10 do #+ runs in a subshell. 
ital echo "Inside while-read loop: "; 

1,2 echo ta = Save echo Wa =- Sbi; echo Veo e Se’ 
13 echo "coproc file descriptor: ${COPROC[0]}" 
14 done 

15 

16 # a = one 

17 # b = two 

18 # c = three 

1S $0 SO iex, SO COOC, Dwe 

20 

21 echo " Mi 

22 echo "Outside while-read loop: " 

23 echo "a = $a" # a= 

24 echo "b = Sb" # b= 

25 echo "c = $c" He- 

2 echo Yecproe file Cescriptors S1COPROCTO IY 
27 echo 

AS j^ Doe COMIC US SELLi ieuiniMing, lowe 

29 #+ it still doesn't enable the parent process 
30 #+ to "inherit" variables from the child process, the while-read loop. 
Sil 

32 # Compare this to the "badread.sh" script. 


d The coprocess is asynchronous, and this might cause a problem. It may terminate before 
another process has finished communicating with it. 


PRPPPPRPRPRPE EB 
XO 00 —1 OY O1 4 (0 [I9 LB. O io 0 NJ O) O1 4 CQ) I9 HS 


NN PN 
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#!/bin/bash4 


coore Clonee | ioe al im (0.7.1077 Co echo Vime = Sap cloves 
d Dannin Tales re El vemeumexel" CCSROCSSS'. 

read -u ${cpname[0] } 

echo SREPLY # index = 0 

echo ${COPROC[0] } #+ No output ... the coprocess timed out 


# after the first loop iteration. 


# However, George Dimitriu has a partial fix. 


coproc cpname { for i in {0..10}; do echo "index = $i"; done; 
echo Inu > myo Cat = SS wwe } 
d aasan Tole Ie m messo CESKOCeSS . 


echo "I am main"$'\04' >&${cpname[1] } 
myfd=${cpname [0] } 
echo myfd-$myfd 


### while read -u $myfd 
### do 

LE echo S$REPLY; 

### done 


echo $cpname PID 


28 

29 # Run this with and without the commented-out while-loop, and it is 

30 #+ apparent that each process, the executing shell and the coprocess, 
31 #+ waits for the other to finish writing in its own writ nabled pip 


* The new mapfile builtin makes it possible to load an array with the contents of a text file without 
using a loop or command substitution. 


1 #!/bin/bash4 

2 

3 mapfile Arr1 « $0 

4 4 Same result as Arrl=( $(cat $0) ) 

5 echo VS fae (GY Ge Copies chis bise SXeucigowe OWE CO Sicclowle c 
6 

Y echo "--T"s ‘echo 

8 

9 # But, not the same as read -a T 
10 read -a Arr2 « $0 
11 echo "S${Arr2[@]}" # Reads only first line of script into the array. 
12 
JLS Sie 


e The read builtin got a minor facelift. The -t timeout option now accepts (decimal) fractional values 
[3] and the -i option permits preloading the edit buffer. [4] Unfortunately, these enhancements are 
still a work in progress and not (yet) usable in scripts. 

* Parameter substitution gets case-modification operators. 


1 #!/bin/bash4 

2 

3 var-veryMixedUpVariable 

4 echo S${var} veryMixedUpVariable 

5 echo S$(var^] VeryMixedUpVariable 

6 d 55 First char --» uppercase. 
T7 ego Sqwer^^? VERYMIXEDUPVARIABLE 

8 4 pie All chars  --» uppercase. 
9) eho Siwaie, } veryMixedUpVariable 
10 4 as First char --> lowercase. 
JL eero SAWaiey gi verymixedupvariable 
12 # ores All chars --> lowercase. 


The declare builtin now accepts the -1 lowercase and -c capitalize options. 


1 #!/bin/bash4 

2 

3 declare -1 varl Will change to lowercase 
4 varl-MixedCaseVARIABLE 

5 geno WiSieneil mixedcasevariable 

6 # Same effect as echo $varl | tr A-Z a-z 
7 

98 declare =e varz Changes only initial char Co tppercases, 
9 var2=originally_lowercase 

l0 scho "Swec2" Originally_lowercase 

11 # NOT the same effect as echo $var2 | tr a-z A-Z 


e Brace expansion has more options. 
Increment/decrement, specified in the final term within braces. 


#!/bin/bash4 


i? dO 49 44 Ag AS 50 52 54 56 Se 6O 
# All th ven numbers, between 40 and 60. 


dl 
2 
3 eCo (405.600. .2} 
4 
5 
6 


7 
8 
9 

10 

dal 

1.2 

dS 

14 

LS 

16 

4L7 


echo (60..40..2) 

60 58 56 54 52 50 48 46 44 42 40 

All th ven numbers, between 40 and 60, counting backwards. 
In effect, a decrement. 

echo (60..40..-2) 

The same output. The minus sign is not necessary. 


But, what about letters and symbols? 

echo {X..d} 

NC ETT eK xe eee St credo fel Yol 

Does not echo the N which escapes a space. 


Zero-padding, specified in the first term within braces, prefixes each term in the output with the same 
number of zeroes. 


bash4$ echo {010..15} 


010 


Olt O12 O13 Ola QLS 


bash4S echo (000..10) 


000 


001 002 003 004 005 006 007 008 009 010 


Substring extraction on positional parameters now starts with $0 as the zero-index. (This corrects an 
inconsistency in the treatment of positional parameters.) 


(si c3 (ex; Gr Bs (63) Rs) [5 


1.3 
14 
135 
16 
13) 
18 
19 
20 
2L 
22 
23 


! /bin/bash 
show-params.bash 
Requires version 4+ of Bash. 


Invoke this scripts with at least one positional parameter. 


E BADPARAMS-99 


ad [ =a Si" | 

then 
echo "Usage $0 paraml ..." 
exit $E BADPARAMS 

dE al 


echo ${@:0} 


bash3 show-params.bash4 one two three 
one two three 


bash4 show-params.bash4 one two three 
show-params.bash4 one two three 


$0 $1 $2 $3 


e The new ** globbing operator matches filenames and directories recursively. 


JL3 


!/bin/bash4 
filelist.bash4 


shopt -s globstar # Must enable globstar, otherwise ** doesn't work. 
# The globstar shell option is new to version 4 of Bash. 


echoes "gie wp. ECNO 
for filename in * 
do 
echo "Sfilename" 
done # Lists only files in current directory (S$PWD). 


cho; cho " i cho 


14 

I5 Selo "AUfspüee; u 

16 for filename in ** 

Ly clo 

18 echo "$filename" 

19 done # Lists complete file tree, recursively. 
20) 

21 exit 

22 

2.9) Usog ~ 

24 

25 allmyfiles 

26 filelist.bash4 

2) 
28 
29 
30 Using 9 

Sil 

32 allmyfiles 

33) lil ibanyie al les, ie at Mie s iner IEEE 

34 allmyfiles/my music 

35 allmyfiles/my music/me-singing-60s-folksongs.ogg 
36 allmyfiles/my music/me-singing-opera.ogg 

37 allmyfiles/my music/piano-lesson.1.09gg 

38 allmyfiles/my pictures 

39 allmyfiles/my pictures/at-beach-with-Jade.png 

40 allmyfiles/my pictures/picnic-with-Melissa.png 
41 filelist.bash4 


e The new $BASHPID internal variable. 


There is a new builtin error-handling function named command not. found, handle. 


f!/bin/bash4 


command not found handle () 
( # Accepts implicit parameters. 

echo Uapexey dro llllrejgie xs] i connand abs} iayone va aird: WU USE yu 

exeo. "Wim the rollowing argumant (S)) 2 WVUUEgNUM A wue gy ui s S4, S5 
bou Sil, SZ, Gee, are more esolaesEls; passed te the iribheYedraloim- 


(8 sp yy (yl des Gs) [5X p 


9 bad_command argl arg2 


11 # The following command is not valid: "bad_command" 
12 # With the following argument(s): "argl" "arg2" 


Editorial comment 


Associative arrays? Coprocesses? Whatever happened to the lean and mean Bash we have come to know 
and love? Could it be suffering from (horrors!) "feature creep"? Or perhaps even Korn shell envy? 


Note to Chet Ramey: Please add only essential features in future Bash releases -- perhaps for-each loops and 
support for multi-dimensional arrays. [5] Most Bash users won't need, won't use, and likely won't greatly 
appreciate complex "features" like built-in debuggers, Perl interfaces, and bolt-on rocket boosters. 


37.3.1. Bash, version 4.1 


Version 4.1 of Bash, released in May, 2010, was primarily a bugfix update. 


e The printf command now accepts a -v option for setting array indices. 


* Within double brackets, the > and < string comparison operators now conform to the locale. Since the 
locale setting may affect the sorting order of string expressions, this has side-effects on comparison 
tests within // ... /] expressions. 

e The read builtin now takes a -N option (read -N chars), which causes the read to terminate after 
chars characters. 


Example 37-8. Reading N characters 


#!/bin/bash 
# Requires Bash version -ge 4.1 


num_chars=61 


read -N $num chars var < $0 # Read first 61 characters of script! 
echo Ves 
exit 


Htttee#t Output of Script iiu ii 


#!/bin/bash 
# Requires Bash version -ge 4.1 


|Oobombpmpmowmn 
O40 NP O10 -J1o00 50 N DÀ 


num chars-61 


e Here documents embedded in $( ... ) command substitution constructs may terminate with a 
simple ). 


Example 37-9. Using a here document to set a variable 


#!/bin/bash 
# here-commsub.sh 
# Requires Bash version -ge 4.1 


multi_line_var=$( cat <<ENDxxx 


Tars sis) lirs i qut des sweireslalolle 
Togs as lire 2 oi che weieilalolle 
Tass sis lire > oi me weresalolle 


ENDxxx) 


Rather than what Bash 4.0 requires: 
* that the terminating limit string and 
* the terminating close-parenthesis be on separate lines. 


ENDXXx 


) 


NPRPRPP PPP PP 
COMDIDTHRWNHFOWOMIRDUBRWNHE 


Zi echo "Sunlis dme: yars 
27 
23 # Bash still emits a warning, though. 


N 
[x 


# warning: here-document at line 10 delimited 
#+ by end-of-file (wanted ~ENDxxx') 


N 
[91] 


37.3.2. Bash, version 4.2 


Version 4.2 of Bash, released in February, 2011, contains a number of new features and enhancements, in 
addition to bugfixes. 


e Bash now supports the the Vu and VU Unicode escape. 


Unicode is a cross-platform standard for encoding into numerical values letters and graphic 
symbols. This permits representing and displaying characters in foreign alphabets and unusual fonts. 


echo -e '\u2630' Horizontal triple bar character. 
# Equivalent to the more roundabout: 

echo -e "\xE2\x98\xBO" 
Recognized by earlier Bash versions. 


echo -e 'Nu220F' PI (Greek letter and mathematical symbol) 
echo -e 'Nu0416' Cajal Uem Peyer e eie) 

echo -e 'Nu2708' Airplane (Dingbat font) symbol 

echo -e '\u2622' Radioactivity trefoil 


echo -E Wre cmolirisri Circuit cecwires a 100 No226 TexbuLb—]9. resistor, Y 


unicode var-'Nu2640' 
echo -e Sunicode_var # Female symbol 
printf "Sunicode_var \n" # Female symbol, with newline 


# And for something a bit more elaborate 


NPRPRPP RPP PPP 
SCOMIDGTHRWNHFPOWOAIRDRGUBRWNE 


21 # We can store Unicode symbols in an associative array, 

22 #+ then retrieve them by name. 

23 # Run this in a gnome-terminal or a terminal with a large, bold font 
24 #+ for better legibility. 

25 

26 declare -A symbol # Associative array. 

27 


N 
[99] 


symbol [script_E]='\u2130' 
symbol [script_F]='\u2131' 
symbol [script_J]="'\u2110' 
symbol [script_M]='\u2133' 
symbol [Rx]='\u211E' 


WWN 
i Se) 


w 
N 


33 symbol [TEL]='\u2121' 

34 symbol [FAX]='\u213B' 

35 symbol [care_of]="'\u2105' 

36 symbol [account]='\u2100' 

37 symbol [trademark]='\u2122' 

38 

39 

40 echo -ne "$(symbol[script | MW 


od 
jy 


echo -ne "$(symbol[script F 
echo -ne "$(symbol[script J 
echo -ne "$(symbol[script ] 
echo -ne "S{symbol [Rx] } 

echo -ne "S{symbol [TEL] } ui 

echo -ne "S${symbol [FAX] } Yi 

echo -ne "$(symbol[care of]) v 
echo -ne "$(symbol[account]) v 
echo -ne "$(symbol[trademark]]) y 
echo 


] 
] 
] 
] 


Cr gum fb Gam um um aus 
(c We) Cs) — (ex; Cal des CG) de») 


ə The above example uses the $' ... ' string-expansion construct. 


When the 2astpipe shell option is set, the last command in a pipe doesn't run in a subshell. 


Example 37-10. Piping input to a read 


1 #!/bin/bash 

2 4 lastpipe-option.sh 

3 

4 line='' # Null value. 

S echo An line Sem # $line = 

6 

7 echo 

8 

9 shopt -s lastpipe # Error on Bash version -lt 4.2. 

10 echo Vikit status Cie actconpotiog co) see lastoa opcion 1g Seu 
11 # 1 if Bash version -lt 4.2, 0 otherwise. 

L2 

13 echo 

14 

15 head -1 $0 | read line # Pipe the first line of the script to read. 
16 # AS ES a Not in a subshell!!! 

17 

18 scho "XSI3me = USgmeU 

19 # Older Bash releases Sline = 

20 # Bash version 4.2 Sline = #!/bin/bash 


This option offers possible "fixups" for these example scripts: Example 34-3 and Example 15-8. 
* Negative array indices permit counting backwards from the end of an array. 


Example 37-11. Negative array indices 


! /bin/bash 
neg-array.sh 
Requires Bash, version -ge 4.2. 


array-( zero one two three four five ) # Six-element array. 
0 il 2 3 4 5 
6 5 4 3 2 al 


Negative array indices now permitted. 


echo S${array[-1]} # five 
echo $larrayl-2]} FEROE 
echo $([array[-6]) SP TAS 


Negative array indices count backward from the last element+1. 


But, you cannot index past the beginning of the array. 
echo S{array[-7] } # array: bad array subscript 


NPRPRPRPRP PPP PY 
SCOMIDTBRWNHFPOWCMBIDGUARWNHE 


# So, what is this new feature good for? 


N N 
[R3 [2 


echo "The last element in the array is "S${array[-1]}"" 

# Which is quite a bit more straightforward than: 

echo "The last element in the array is "S{array[${#array[*]}-1]}"" 
echo 


[Sok [e$ [RS [e 
py (Ont gEx 83) 


27 # And 


N 
[99] 


29 
30 
3L 
312 
33 
34 
39 
36 
37 
38 
SI 
40 


index=0 

let "neg element count = 0 - S{#array[*]}" 

# Number of elements, converted to a negative number. 

while [ $index -gt $neg element count ]; do 
(ince) echo -n "Sissewieekex] ) Y 

done # Lists the elements in the array, backwards. 


# We have just simulated the "tac" command on this array. 
echo 


# See also neg-offset.sh. 


e Substring extraction uses a negative length parameter to specify an offset from the end of the target 


string. 


Example 37-12. Negative parameter in string-extraction construct 


#!/bin/bash 

# Bash, version ge 4.2 

# Negative length-index in substring extraction. 

# Important: It changes the interpretation of this construct! 


stringZ=abcABC123ABCabc 


echo $(stringZ) # abcABC123ABCabc 
POSUELOCM Wiliclnalin STANE (093,2 SEARS soos 
Scho Si oTr ines 26 3} # cAB 


Count 2 chars forward from string beginning, and extract 3 chars. 
$(string:position:length) 


So far, nothing new, but now 


# abcABC123ABCabc 
POSUELOCM VENLA Sicieslmes (03:275). oA TQ) 
echo S{stringZ:3:-6} # ABC123 
Index 3 chars forward from beginning and 6 chars backward from end, 
+ and extract everything in between. 
Sf SCAN SOI Sene ic acto IT IE ONS BOE iE eee ae ictoumn—e say J 
When the "length" parameter is negative, 
+ it serves as an offset-from-end parameter. 


See also neg-array.sh. 


Notes 


[1] To be more specific, Bash 4+ has limited support for associative arrays. It's a bare-bones 
implementation, and it lacks the much of the functionality of such arrays in other programming 
languages. Note, however, that associative arrays in Bash seem to execute faster and more efficiently 
than numerically-indexed arrays. 

Copyright 1995-2009 by Chester Ramey. 


This only works with pipes and certain other special files. 


[21 
[3] 
[4] Butonly in conjunction with readline, i.e., from the command-line. 
[5] 


And while you're at it, consider fixing the notorious piped read problem. 
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Chapter 38. Endnotes 


38.1. Author's Note 


doce ut discas 


(Teach, that you yourself may learn.) 
How did I come to write a scripting book? It's a strange tale. It seems that a few years back I needed to learn 
shell scripting -- and what better way to do that than to read a good book on the subject? I was looking to buy 
a tutorial and reference covering all aspects of the subject. I was looking for a book that would take difficult 
concepts, turn them inside out, and explain them in excruciating detail, with well-commented examples. [1] In 
fact, I was looking for this very book, or something very much like it. Unfortunately, it didn't exist, and if I 
wanted it, I'd have to write it. And so, here we are, folks. 


That reminds me of the apocryphal story about a mad professor. Crazy as a loon, the fellow was. At the sight 
of a book, any book -- at the library, at a bookstore, anywhere -- he would become totally obsessed with the 
idea that he could have written it, should have written it -- and done a better job of it to boot. He would 
thereupon rush home and proceed to do just that, write a book with the very same title. When he died some 
years later, he allegedly had several thousand books to his credit, probably putting even Asimov to shame. 
The books might not have been any good, who knows, but does that really matter? Here's a fellow who lived 
his dream, even if he was obsessed by it, driven by it . . . and somehow I can't help admiring the old coot. 


Notes 


[1] Thisis the notorious flog it to death technique that works so well with slow learners, eccentrics, odd 
ducks, fools and geniuses. 
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38.2. About the Author 


Who is this guy anyhow? 
The author claims no credentials or special qualifications, [1] other than a compulsion to write. [2] 


This book is somewhat of a departure from his other major work, HOW-2 Meet Women: The Shy Man's 
Guide to Relationships. He has also written the Software-Building HOWTO. Of late, he has been trying his 
(heavy) hand at fiction: Dave Dawson Over Berlin (First Installment) Dave Dawson Over Berlin (Second 
Installment) and Dave Dawson Over Berlin (Third Installment) . He also has a few Instructables (here, here, 


here, here, here, here, and here to his (dis)credit. 


A Linux user since 1995 (Slackware 2.2, kernel 1.2.1), the author has emitted a few software truffles, 
including the cruft one-time pad encryption utility, the mcalc mortgage calculator, the judge Scrabble 
adjudicator, the yawl word gaming list package, and the Quacky anagramming gaming package. He got off to 
a rather shaky start in the computer game -- programming FORTRAN IV on a CDC 3800 (on paper coding 
pads, with occasional forays on a keypunch machine and a Friden Flexowriter) -- and is not the least bit 
nostalgic for those days. 


Living in an out-of-the-way community with wife and orange tabby, he cherishes human frailty, especially his 
own. [3] 


Notes 


[1] In fact, he has no credentials or special qualifications. He's a school dropout with no formal credentials 
or professional experience whatsoever. None. Zero. Nada. Aside from the ABS Guide, his major claim 
to fame is a First Place in the sack race at the Colfax Elementary School Field Day in June, 1958. 


[2] Those who can, do. Those who can't... getan MCSE. 
[3] 


Sometimes it seems as if he has spent his entire life flouting conventional wisdom and defying the 
sonorous Voice of Authority: "Hey, you can't do that!" 
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38.3. Where to Go For Help 


The author is no longer supporting or updating this document. He will not answer questions about this book or 
about general scripting topics. 


If you need assistance with a schoolwork assignment, read the pertinent sections of this and other reference 
works. Do your best to solve the problem using your own wits and resources. Please do not waste the 
author's time. You will get neither help nor sympathy. [1] 


Likewise, kindly refrain from annoying the author with solicitations, offers of employment, or "business 


opportunities." He is doing just fine, and requires neither help nor sympathy, thank you. 


Please note that the author will not answer scripting questions for Sun/Solaris/Oracle or Apple systems. The 
endarkened execs and the arachnoid corporate attorneys of those particular outfits have been using litigation 
in a predatory manner and/or as a weapon against the Open Source Community. Any Solaris or Apple users 
needing scripting help will therefore kindly direct their concerns to corporate customer service. 


... Sophisticated in mechanism but possibly agile 
operating under noises being extremely 
suppressed ... 


--CI-300 printer manual 
Notes 


[1] Well, if you absolutely insist, you can try modifying Example A-44 to suit your purposes. 
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38.4. Tools Used to Produce This Book 
38.4.1. Hardware 


A used IBM Thinkpad, model 760XL laptop (P166, 104 meg RAM) running Red Hat 7.1/7.3. Sure, it's slow 
and has a funky keyboard, but it beats the heck out of a No. 2 pencil and a Big Chief tablet. 


Update: upgraded to a 770Z Thinkpad (P2-366, 192 meg RAM) running FC3. Anyone feel like donating a 
later-model laptop to a starving writer <g>? 


Update: upgraded to a T61 Thinkpad running Mandriva 2011. No longer starving <g>, but not too proud to 
accept donations. 


38.4.2. Software and Printware 


i. Bram Moolenaar's powerful SGML-aware vim text editor. 
ii. OpenJade, a DSSSL rendering engine for converting SGML documents into other formats. 
iii. Norman Walsh's DSSSL stylesheets. 
iv. DocBook, The Definitive Guide, by Norman Walsh and Leonard Muellner (O'Reilly, ISBN 
1-56592-580-7). This is still the standard reference for anyone attempting to write a document in 
Docbook SGML format. 
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38.5. Credits 


Community participation made this project possible. The author gratefully acknowledges that writing this 
book would have been unthinkable without help and feedback from all you people out there. 


Philippe Martin translated the first version (0.1) of this document into DocBook/SGML. While not on the job 
at a small French company as a software developer, he enjoys working on GNU/Linux documentation and 
software, reading literature, playing music, and, for his peace of mind, making merry with friends. You may 
run across him somewhere in France or in the Basque Country, or you can email him at feloy @free.fr. 


Philippe Martin also pointed out that positional parameters past $9 are possible using {bracket} notation. (See 
Example 4-5). 


Stéphane Chazelas sent a long list of corrections, additions, and example scripts. More than a contributor, he 
had, in effect, for a while taken on the role of co-editor for this document. Merci beaucoup! 


Paulo Marcel Coelho Aragao offered many corrections, both major and minor, and contributed quite a number 
of helpful suggestions. 


I would like to especially thank Patrick Callahan, Mike Novak, and Pal Domokos for catching bugs, pointing 
out ambiguities, and for suggesting clarifications and changes in the preliminary version (0.1) of this 
document. Their lively discussion of shell scripting and general documentation issues inspired me to try to 


make this document more readable. 


I'm grateful to Jim Van Zandt for pointing out errors and omissions in version 0.2 of this document. He also 
contributed an instructive example script. 


Many thanks to Jordi Sanfeliu for giving permission to use his fine tree script (Example A-16), and to Rick 
Boivie for revising it. 


Likewise, thanks to Michel Charpentier for permission to use his dc factoring script (Example 16-52). 
Kudos to Noah Friedman for permission to use his string function script (Example A-18). 


Emmanuel Rouat suggested corrections and additions on command substitution, aliases, and path 
management. He also contributed a very nice sample . bashrc file (Appendix M). 


Heiner Steven kindly gave permission to use his base conversion script, Example 16-48. He also made a 
number of corrections and many helpful suggestions. Special thanks. 


Rick Boivie contributed the delightfully recursive pb.sh script (Example 36-11), revised the tree.sh script 
(Example A-16), and suggested performance improvements for the monthlypmt.sh script (Example 16-47). 


Florian Wisser enlightened me on some of the fine points of testing strings (see Example 7-6), and on other 
matters. 


Oleg Philon sent suggestions concerning cut and pidof. 


Michael Zick extended the empty array example to demonstrate some surprising array properties. He also 
contributed the isspammer scripts (Example 16-41 and Example A-28). 


Marc-Jano Knopp sent corrections and clarifications on DOS batch files. 


Hyun Jin Cha found several typos in the document in the process of doing a Korean translation. Thanks for 
pointing these out. 


Andreas Abraham sent in a long list of typographical errors and other corrections. Special thanks! 


Others contributing scripts, making helpful suggestions, and pointing out errors were Gabor Kiss, Leopold 
Toetsch, Peter Tillier, Marcus Berglof, Tony Richardson, Nick Drage (script ideas!), Rich Bartell, Jess 
Thrysoee, Adam Lazur, Bram Moolenaar, Baris Cicek, Greg Keraunen, Keith Matthews, Sandro Magi, Albert 
Reiner, Dim Segebart, Rory Winston, Lee Bigelow, Wayne Pollock, "jipe," "bojster," "nyal," "Hobbit," 
"Ender," "Little Monster" (Alexis), "Mark," "Patsie," "vladz," Peggy Russell, Emilio Conti, Ian. D. Allen, 
Hans-Joerg Diers, Arun Giridhar, Dennis Leeuw, Dan Jacobson, Aurelio Marinho Jargas, Edward Scholtz, 
Jean Helou, Chris Martin, Lee Maschmeyer, Bruno Haible, Wilbert Berendsen, Sebastien Godard, Bjón 
Eriksson, John MacDonald, John Lange, Joshua Tschida, Troy Engel, Manfred Schwarb, Amit Singh, Bill 
Gradwohl, E. Choroba, David Lombard, Jason Parker, Steve Parker, Bruce W. Clare, William Park, Vernia 
Damiano, Mihai Maties, Mark Alexander, Jeremy Impson, Ken Fuchs, Jared Martin, Frank Wang, Sylvain 
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38.6. Disclaimer 


(This is a variant of the standard LDP disclaimer.) 


No liability for the contents of this document can be accepted. Use the concepts, examples and information at 
your own risk. There may be errors, omissions, and inaccuracies that could cause you to lose data, harm your 
system, or induce involuntary electrocution, so proceed with appropriate caution. The author takes no 
responsibility for any damages, incidental or otherwise. 


As it happens, it is highly unlikely that either you or your system will suffer ill effects, aside from 
uncontrollable hiccups. In fact, the raison d'etre of this book is to enable its readers to analyze shell scripts 
and determine whether they have unanticipated consequences. 
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Appendix A. Contributed Scripts 


These scripts, while not fitting into the text of this document, do illustrate some interesting shell programming 
techniques. Some are useful, too. Have fun analyzing and running them. 


Example A-1. mailformat: Formatting an e-mail message 


!/bin/bash 
mail—format.sh (ver. 1.1): Format mail messages. 


Gets rid of carets, tabs, and also folds excessively long lines. 


Standard Check for Script Argument (s) 
ARGS=1 

E_BADARGS=85 

E NOFILE-86 


if [ $4 -ne SARGS ] # Correct number of arguments passed to script? 


echo "Usage: ~basename $0? filename" 
exit $E BADARGS 


Mop p opp ppppÀ:! 
O (o 0» -1 O Oi i$ (0. N HP O xo 0 -1 O O1 4 CQ I E 


i3 
ane dp esie. VSL) # Check abi fiile exists. 
then 
file name-$1 
21 else 
22 echo "File \"S1\" does not exist." 
BS exit SE_NOFILE 
24 fi 
25 # 
26 
27 MAXWIDTH=70 # Width to fold excessively long lines to. 
28 
# 


# A variable can hold a sed script. 
# It's a useful techniqu 
segdsczipt-"ms/^5/J/ 


go Sf i 

g^ cu 

s/ Sey 
# 


# Delete carets and tabs at beginning of lines, 
#+ then fold lines to SMAXWIDTH characters. 


CO CO CO CO CO CO CO CO CO CO Dd 
We} (eek a] OX (Gn) SOS IS) ES CONO! 


40 sed "Ssedscript" $1 | fold -s --width-$MAXWIDTH 

4 Ww =S Ggtigm ito "ilo" 

42 #+ breaks lines at whitespace, if possible. 

43 

44 

45 4$ This script was inspired by an article in a well-known trade journal 
46 #+ extolling a 164K MS Windows utility with similar functionality. 

47 d 

48 # An nice set of text processing utilities and an efficient 

49 #+ scripting language provide an alternative to the bloated executables 
50 #+ of a clunky operating system. 

51 

52 quu 9g 


Example A-2. rn: A simple-minded file renaming utility 
This script is a modification of Example 16-22. 


#! /bin/bash 
# rn.sh 


# Very simpleminded filename "rename" utility (based on "lowercase.sh"). 
# 

# The "ren" utility, by Vladimir Lanin (lanin@csd2.nyu.edu), 

#+ does a much better job of this. 


ARGS=2 
E_BADARGS=85 
ONE=1 # For getting singular/plural right (see below). 


if [ $4 -ne "SARGS" ] 

then 
echo "Usage: 'basename $0! old-pattern new-pattern" 
# As in "rn gif jpg", which renames all gif files in working directory to jpg. 
exit $E BADARGS 

iral 


NPRPPPP PPP PY 
SCOMIDGTHRWNHHFOWOMIRDUGUARWNHE 


number=0 # Keeps track of how many files actually renamed. 


Ro) iS) [RS [R5 
dE (eS) [S p 


for filename in +S dis #Traverse all matching files in directory. 
do 
abit Jp E WSarilevavemis |) sje Iie ECS WUsHE IOS s c 
then 
fname-'basename $filename” iy IXAEIEIUS (ubi path. 
n= echo Simem | sed -e Us/$1/82/9"* 4 Substitute new for old in filename. 
mv Sfname $n # Rename. 
let "number += 1" 
Ta 
done 


NNN 
=| xexy Gal 


N 
[99] 


aie || UStouimloeie! ee; YSONEY T # For correct grammar. 
then 
echo "Snumber file renamed." 
else 
echo "Snumber files renamed." 
Fa 


CO CO CO CO CO CO CO CO CO CO Dd 
Wey (oe) c cx Wal des yl IS) [5 (e. Wo) 


A A 
iH €x 


exe S 


Exercises: 


# What types of files will this not work on? 
# How can this be fixed? 


A SS uS um au 
oo sp rex) Gil des (es) [SS 
E 


Example A-3. blank-rename: Renames filenames containing blanks 
This is an even simpler-minded version of previous script. 


1! /bin/bash 

# blank-rename.sh 

T 

# Substitutes underscores for blanks in all the filenames in a directory. 


dex (er [m3 | 


5 

6 ONE=1 # For getting singular/plural right (see below). 
7 number=0 # Keeps track of how many files actually renamed. 
8 FOUND=0 # Successful return value. 

9 

10 for filename in * #Traverse all files in directory. 

JL «ke 

12 echo "Sfilename" | grep -q " " # Check whether filenam 

15 xii [ SP -eG SOUND | #+ contains space(s). 

14 then 

LS fname=Sfilename # Yes, this filename needs work. 
16 ime Clio Sinans | meo e Um/ / fer” # Substitute underscore for blank. 
AL myo fname! ssn # Do the actual renaming. 

18 let "number += 1" 

19 fas 
20 done 
24. 
22 nux | "Siglo" -e0 "USOnmm" T # For correct grammar. 
23 then 
24 echo "$number file renamed." 
25 else 
26 echo "$number files renamed." 
24 stab 
28 
29 exa | 


Example A-4. encryptedpw: Uploading to an ftp site, using a locally encrypted password 


!/bin/bash 


Example "ex72.sh" modified to use encrypted password. 


Note that this is still rather insecure, 
+ since the decrypted password is sent in the clear. 
Use something like "ssh" if this is a concern. 


E BADARGS-85 


z EM [ie Zee la 

then 
echo "Usage: ~basename $0? filename" 
exit $E BADARGS 

i at 


Username-bozo # Change to suit. 
pword-/home/bozo/secret/password encrypted.fil 
# File containing encrypted password. 


NPRPRPPRP PPP PY 
O (o 00 -1 O Oi i (). NM HIS. O xo 0 «1 O O1 4 CQ I E 


21 Filename-' basename $1' # Strips pathname out of file name. 

BD 

23 Server-"XXX" 

24 Directory-"YYY" # Change above to actual server name & directory. 
25 

26 

27 Password= cruft «S$pword' # Decrypt password. 

28 Uses the author's own "cruft" file encryption package, 


+ based on the classic "onetime pad" algorithm, 

+ and obtainable from: 

+ Primary-site: ftp://ibiblio.org/pub/Linux/utils/file 
F eeu (0.2 cee eme [LI] 


C0 C0 C0 CO WN 
de (es (Sy [= 4€» Wo 
1 


35 
36 
37 
38 
29 
40 
41 
42 
43 
44 
45 
46 


ftp -n $Server ««End-Of-Session 
user $Username $Password 


binary 
bell 


bye 


Note that 


exit 0 


cd SDirectory 
put $Filename 


End-Of-Session 
= Qjgtigi igo Vit" Chaa oles eunto-lo9/9m. 


"bell" rings 'bell' after each file transfer. 


Example A-5. copy-cd: Copying a data CD 


Mop pop p ppppÀ:! 
O (o 0» -1 O Oi i$ (). NM P. O xo 0 -1 O O1 4 CQ I E 


NNNNNN LPS 
Ss] yy Gal des (o INS) J 


CO CO CO CO CO CO CO CO CO CO DO P2 
We) (eor «| oy, Gil des eo) IS) jf (e (we) Yee] 


A e 
EE 


mob Pb Bb 
YHA OB WD 


#!/bin/bash 
# copy-cd.sh 


2 COjNviiag, ci (leuc CD 


CDROM=/dev/cdrom # CD ROM device 
OF=/home/bozo/projects/cdimage.iso # Output file 
# / XXXX/ XXXXXXXX/ Change to suit your system. 


BLOCKSIZE-2048 


4 SPEED-10 4 If unspecified, uses max spd. 
# DEVICE-/dev/cdrom older version. 
DEVICE-"1,0,0" 


echo; echo " 
echo "Press 
read ready 


lageri sources cb. but do smock meunt lrg” 


ENTER when ready. " 


# Wait for input, Sready not used. 


echo; echo "Copying the source CD to SOF." 
echo "This may take a while. Please be patient." 


dd if-$CDROM of=SOF bs-S$BLOCKSIZ] 


EJ 


# Raw device copy. 


Remove data CD." 


ono: chon 

echo "Insert 
echo "Press 
read ready 


pitan k (OIDISL oW 


ENTER when ready. " 


# Wait for input, Sready not used. 


echo "(Clojew;:baxe] SO ice) CDIR. V 


I 


ED dev-$DEVICE SOF # Old version. 


# cdrecord 


v -isosize speed=$SP 


wodim -v -isosize dev=$DEVICE SOF 

# Uses Joerg Schilling's "cdrecord" package (see its docs). 

# http://www.fokus.gmd.de/nthp/employees/schilling/cdrecord.html 
# Newer Linux distros may use "wodim" rather than "cdrecord" 


echo; echo "Done copying $OF to CDR on device $CDROM." 


echo "Do you want to erase the image file (y/n)? " # Probably a huge file. 


read answer 


case "Sanswer" in 
[yY]) rm -f SOF 
echo “SOT erased, Y 


vr 


*) echo "SOF not erased.";; 


esac 


48 echo 


50 # Exercise: 
51 # Change the above "case" statement to also accept "yes" and "Yes" as input. 


53 exit 0 


Example A-6. Collatz series 


!/bin/bash 
Coll Ileie c Sila 


The notorious "hailstone" or Collatz series. 


1) Get the integer "seed" from the command-line. 
2) NUMBER «-- seed 

3) Print NUMBER. 

4) If NUMBER is even, divide by 2, or 

5) 

6) 

7) 


ar alit qxelel, mmuulicajolly Jes; 3 euncl ack! i. 
NUMBER «-- result 
Loop back to step 3 (for specified number of iterations). 


The theory is that every such sequence, 
+ no matter how large the initial value, 
+ eventually settles down to repeating "4,2,1..." cycles, 
+ even after fluctuating through a wide range of values. 


This is an instance of an "iterate," 
+ an operation that feeds its output back into its input. 


NPRPRPPRPP PPP 
O (o 0» -1 O Oi i$ (). M P. O xo 0 -1 O O1 4 CQ Io EO 


Bil Sometimes the result is a "chaotic" series. 

ae 

2B 

24 MAX ITERATIONS-200 

25 4 For large seed numbers (532000), try increasing MAX ITERATIONS. 
26 

27 l-Sql5-$$] # Seed. 


N 
[00] 
E 


Use SPID as seed, 
#+ if not specified as command-line arg. 


echo 
echo "C($h) -*- $MAX ITERATIONS Iterations" 
echo 


for ((i=1; i<=MAX_ITERATIONS; i++)) 
do 


# echo -n "Sh N 


CO CO CO CO CO CO CO CO CO CO Dd 
We) eo} SS) fony OI ISS CODES CO We) 


# ARN 
40 # tab 
41 # printf does it better 


42 COLWIDTH=%7d 

43 printf SCOLWIDTH Sh 

44 

45 let "remainder = h % 2" 

46 ase (| YSranmaincer -e0 0 | # Even? 

47 then 

48 let "h /= 2" # Divide by 2. 

49 else 

50 ee Vo, Ss los} se JL # Multiply by 3 and add 1. 
ItaL 


C1 O1 O 
w N e 


COLUMNS=10 # Output 10 values per line. 
ler Viline break = a % SCOMUMIS! 
we [| Veline breck eo 0) o] 
then 
echo 
3t dL 
done 
echo 
# For more information on this strange mathematical function, 


66 #+ see Computers, Pattern, Chaos, and Beauty , by Pickover, p. 185 ff., 
67 #+ as listed in the bibliography. 
68 
69 exit 0 
Example A-7. days-between: Days between two dates 

!/bin/bash 

days-between.sh: Number of days between two dates. 

Usage: ./days-between.sh [M]M/[D]D/YYYY [M]M/[D]D/YYYY 

Note: Script modified to account for changes in Bash, v. 2.05b +, 

dE that closed the loophole permitting large negative 

+ integer return values. 

ARGS=2 # Two command-line parameters expected. 


NPRPRPPP PPP PY 
O (o 0» 1 O Oi i$ (). M I. O xo 0 - O O1 4 CQ) I 


NNNNNN LPS 
e| (ons Gal SS toe) [Sy J 


WWWWWWWWWWDN DN 
We) «eor a) oy Gi des. (63) Ll (em) (we) esi 


DA e 
aS 


D e 
WEN 


E_PARAM_ERR=85 


REFYR=1600 
CENTURY=100 
DIY=365 
ADJ_DIY=367 
IY=12 
DIM=31 
ĀEAPCYCLE=4 


AXRETVA 


Paire maroc N) 


echo "Usage: 


`basename $0` 
(date mose be arter 1/3/1600) ! 


# Param error. 


# Reference year. 


# Adjusted for leap year + fraction. 


# Largest permissible 


#+ positive return value from a function. 


# Declare global variable 
Declare global variable 
# Declare globals for day, 


+ 


# Command-line parameters 


[M]M/[D]D/YYYY 


exit $E PARAM ERR 


Parse Date () 


{ 


# Parse date from 


month=$ {1%%/**} 


dm=$ {1%/**} 
day=$ {dm#*/} 
let 


# Day and month. 


Gi" Gb NO e iuilemes, 


"year = ^basenam 


for date difference. 
for absolute value. 
month, year. 


wrong. 


[M]M/ [D]D/YYYY" 


command-line params. 


but works just the same. 


44 
45 
46 


} 


47 check_date () # Checks for invalid date(s) passed. 


48 
49 
50 
Sl 
52 
SIS 
54 
93 
56 
57 
58 
59 
60 
61 
62 
63 
64 
65 
66 
67 
68 
69 
70 
ya 
112 
33 
74 
US 
76 
a 
78 
US 
80 
81 
82 
83 
84 
85 
86 
87 
88 
89 
90 
gi 
92 
93) 
94 
EIS 
96 
2 
98 
99 
100 
101 
102 
LOS 
104 
195 
106 
LO 
108 
109 


{ 


"$day" -gt "SDIM" ] || [ "$month" -gt "SMIY" ] || 
"Syear” —-lt "SREEYR" ] && Param Error 

Exit script on bad value(s). 

Jees or-list / anc-lists 


THeocHe SE dB 0 c0 


Exercise: Implement more rigorous date checking. 


strip leading zero () Better to strip possible leading zero(s) 


{ 


+ from day and/or month 
return ${1#0} + since otherwise Bash will interpret them 
+ (as octed values (POSIXI2,, sect 2.9.2. 1). 


day_index () Gauss' Formula: 


{ 


Days from March 1, 1600 to date passed as param. 


A^A^AAAAAAAAAAA 


day=$1 
month=$2 
year=$3 


lee Mneme = Sutemicia = 2" 
if | "Smonth™ —le 0 |] 
then 

let "month += 12" 

ete! ycamw Im 
Ei 


let "year -= SREFYR" 
let "indexyr = $year / CENTURY" 


let "Days = $DIY*$year + Syear/SLEAPCYCLE - Sindexyr \ 

+ $indexyr/SLEAPCYCLE + SADI DIY*$month/$MIY + $day - SDIM" 
# For an in-depth explanation of this algorithm, see 
#+ http://weblogs.asp.net/pgreborio/archive/2005/01/06/347968.aspx 


echo $Days 


calculate_difference () # Difference between two day indices. 


{ 


lee velns = Sil = DAY # Global variable. 


alos W) # Absolute value 


{ 


# Uses global "value" variable. 
az [ “S14 =e Q ] # If negative 
then #+ then 
lec "wd = @ = Sx #+ change sign, 
else #+ else 
ete, Wiyeulne = SL #+ leave it alone. 
iE aL 


ade f 
then 

Param_ 
deal 


$4 -ne "SARGS" ] 


Error 


Parse Date $1 
check date $day $month $year 


PRPPPPrRPP RPE 
a «| (ox Gr dmm GS) IS) «m» 


strip leading zero $day 
day=$? 

strip_leading_zero Smonth 
month=$? 


let "datel "day index $day Smont 


Parse Date $2 
check date $day $month $year 


strip_leading_zero Sday 
day=$? 

strip_leading_zero Smonth 
month=$? 


date2-$ (day index $day $month $yea 


calculate difference $datel $date2 


abs Sdiff 
diff-$value 
echo $diff 


exi 


Exercise: 


# Require two command-line params. 


# See if valid date. 
# Remove 


#+ on day 


any leading zeroes 
and/or month. 


h $year'/" 


r) # Command substitution. 


# Make sure it's positive. 


If given only one command-lin 
use today's date as the second. 


Compare this script with 
+ the implementation of Gauss' 
http://buschencrew.hypermart 


Example A-8. Making a dictionary 


document of the 


have the script 


parameter, 


Formula in a C program at 


.net/software/datedif 


(/usr/sbin/cracklib-forman) 
by Alec Muffett. 


SCWIOE c 


n this document in a manner 
"Crack" package 


S to produce a sorted list 


1 #!/bin/bash 

2 makedict.sh [make dictionary] 

3 

4 Modification of /usr/sbin/mkdict 

5 Origami Gexisic Coye Lome 1:995. 

6 

7 This modified script included i 

8 #+ consistent with the "LICENSE" 

9) jer Coat elas CueiGauimell SEwijOHe Us A josie Wit. 
10 
A3 This script processes text fil 
12 #+ of words found in the files. 
L3 This may be useful for compiling dictionaries 


14 #+ and for other lexicographic purposes. 
15 
16 
17 E_BADARGS=85 
18 
Jig ase [D HN =e Wei | # Need at least on 
20 then #+ valid file argument. 
AL echo "Usage: $0 files-to-process" 
22 exit SE BADARGS 
AS) ac aL 
24 
25 
ZG. d SYORU— sroseiE No longer necessary to define 
2:7 * options to sort. Changed from 
28 4e OWE ALMA Gees. 
219 
30 es S | Dump specified files to stdout. 
SL ide A src || Convert to lowercase. 
9 Er SD Tav OVE] New: change spaces to newlines. 
33 # tr -cd '\012[a-z][0-9]' | Get rid of everything 
34 + 3eXexmceudljoxeveuswbWNewEdbe (ali Origa MCI USI) c 
35) ip =e UWOIZa-zm" SAOL | Rather than deleting non-alpha 
36 + chars, change them to newlines. 
917. sort | SSORT options unnecessary now. 
38 uniq | Remove duplicates. 
38 grep -v '*#' | Delete lines starting with f£. 
40 Gee. e IAS! Delete blank lines. 
41 
42 exu Sg 
Example A-9. Soundex conversion 
! /bin/bash 
soundex.sh: Calculate "soundex" code for names 


Mop pop opp pppeÀ: 
O (o 0» -1 O Oi i5 (). MN HIS. O xo 0 -1 O O1 4 CQ I E 


NNNNN DN ND 
=] copy (Ga) dex ey) IS) (S 


N 
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Soundex script 

by 
Mendel Cooper 
thegrendel.abs@gmail.com 
reldate: 23 January, 


A slightly different version 
+ Ed Schaefer's July, 2002 
in "Unix Review" on-line, 


2002 


"Shell Corner" 


Placed in the Public Domain. 


of this script appeared in 
column 


http: //www.unixreview.com/documents/unil026336632258/ 


ARGCOUNT-1 
E WRONGARGS-90 


as [ 

then 
echo "Usage: '"basename $0" 
exit $E WRONGARGS 

iE at 


$4 -ne "SARGCOUNT" ] 


0 


assign value 


# Need name as argument. 


name" 


# Assigns numerical value 


Sil 
32 
38 
34 
35 
36 
Sy 
38 
99 
40 
41 
42 
43 
44 
45 
46 
47 
48 
49 
50 
Salt 
52 
56 
54 
59 
56 
57 
58 
59 
60 
61 
62 
63 
64 
65 
66 
67 
68 
69 
70 
alt 
T2 
is 
74 
UD 
76 
p 
78 
Us 
80 
81 
82 
83 
84 
85 
86 
87 
88 
89 
90 
SL 
92 
93 
94 
95 
96 


#+ to letters of name. 


vall-bfpv te Ub E py vi 
val2=cgjkqsxz ui epe A R S A va EX 
val3=dt # etc. 

val4=1 

val5=mn 

val6=r 


Exceptionally clever use of 'tr' follows. 
Try to figure out what is going on here. 


value-$( echo "$1" \ 


tr —d wh \ 

ite Swall di | te Svel2 2 | ce Svals 3 \ 
ine Swell h ise evalo S | wie Syal 6 \ 
uz —e 23/4056 \ 

ibe cl exeSLOUU ) 


Assign letter values. 

Remove duplicate numbers, except when separated by vowels. 
Ignore vowels, except as separators, so delete them last. 
Ignore 'w' and 'h', even as separators, so delete them first. 


The above command substitution lays more pipe than a plumber <g>. 


input name-"$1" 


echo 
echo "Name = S$input name" 
Change all characters of name input to lowercase. 
name=$( echo S$input name | tr A-Z a-z ) 
Just in case argument to script is mixed case. 
Prefix of soundex code: first letter of name. 
char, pos-0 # Initialize character position. 
prefix0=S${name:$char_pos:1} 


prefix= echo Sprefix0 | tr a-z ATZ 


# Uppercase 1st letter of soundex. 
let "char_pos += 1" # Bump character position to 2nd letter of name. 
name1l=S${name:$char_pos} 
WP ARRS aaraa Wip(eleyone akoval PaE aratai arraira araa PPE aar aeae a ae 
# Now, we run both the input name and the name shifted one char 
#+ to the right through the value-assigning function. 
# If we get the same value out, that means that the first two characters 
#+ of the name have the same value assigned, and that one should cancel. 
# However, we also need to test whether the first letter of the name 
#+ is a vowel or 'w' or 'h', because otherwise this would bollix things up. 
charlS Sela) Syesies< || dex Wa ela” # First letter of name, lowercased. 
assign_value Sname 


sl=Svalue 


assign value $namel 
s2=Svalue 
assign_value Scharl 
s3=Svalue 
s3=9Ss3 # If first letter of name is a vowel 
coe rene Vay one: Wane 
dae eien its Vyalast va Lil igs: mili (meet) 
#+ Therefore, set it to 9, an otherwise 
#+ unused value, which can be tested for. 


as PI "Ssl" cmne "$92" [| "Sas" ase 9 J] 
then 
suffix-$s2 
else 
suffix-$(s2:$char pos) 
i3 


# +++++++++4++4+4+4+4+4+4++4+4+4++ end Exception Patch ++++++++++4+4++4+444+44444444444+ 


padding=000 # Use at most 3 zeroes to pad. 
soun-$prefix$suffix$padding # Pad with zeroes. 
MAXLEN=4 # Truncate to maximum of 4 chars. 


soundex=S {soun:0:SMAXLEN} 


echo "Soundex = $soundex" 


echo 


The soundex code is a method of indexing and classifying names 
+ by grouping together the ones that sound alike. 
The soundex code for a given name is the first letter of the name, 
+ followed by a calculated thr number cod 
Similar sounding names should have almost the same soundex codes. 


Examples: 

Smith and Smythe both have a "S-530" soundex. 
Harrison = H-625 

Hargison ISl —(522 

Harriman - H-655 


5 
1 


his works out fairly well in practice, but there are numerous anomalies. 


The U.S. Census and certain other governmental agencies use soundex, 
as do genealogical researchers. 


For more information, 
+ see the "National Archives and Records Administration home page", 
* http://www.nara.gov/genealogy/soundex/soundex.html 


# Exercise: 


# Simplify the "Exception Patch" section of this script. 


erate O 


Example A-10. Game of Life 


!/bin/bash 

labessimg Vrbis aus sce Slow leue 
Author: Mendel Cooper 

License: GPL3 


Version 0.2: Patched by Daniel Albers 
+ to allow non-square grids as input. 
Version 0.2.1: Added 2-second delay between generations. 


HGH EEE HE HEHEHE HE HEHE ER HE EEE EH EH EH EH EEE EH E E EH EH EE EH 
This is the Bash script version of John Conway's "Game of Life". 
"Life" is a simple implementation of cellular automata. 


On a rectangular grid, let each "cell" b ither "living" or "dead." 
Designate a living cell with a dot, and a dead one with a blank space. 
Begin with an arbitrarily drawn dot-and-blank grid, 
oP and let this be the starting generation: generation 0. 
Determine each successive generation by the following rules: 
1) Each cell has 8 neighbors, the adjoining cells 
s left, right, top, bottom, and the 4 diagonals. 


Mop pop p ppppÀpGÀG: 
O (o 0» -1 O Oi i (). NM P O xo 0 -1 O O1 4 CQ I E 


2a 

22 123 

23 4*5 The * is the cell under consideration. 
24 678 

25 

26 2) A living cell with either 2 or 3 living neighbors remains alive. 
27 SURVIVE=2 

28 3) A dead cell with 3 living neighbors comes alive, a "birth." 


BIRTH=3 
4) All other cases result in a dead cell for the next generation. 
HPT HE EEE RE EEE HE EE EH EE EH HE HE EEE EE HE EH EE ERE EE ERE EE EEE EE EE HE HE EE HEE EE HF 


CO CO CO CO CO CO CO CO CO CO Dd 
We) OO Sa) OY (Gal SS (60) [Oy SS COS 


startfile=gen0 # Read the starting generation from the file "gen0" 
# Default, if no other file specified when invoking script. 
# 
se dp 3 SLY | # Specify another "generation 0" file. 
then 
startfile="$1" 
40 fi 
41 
42 FERE FE HE TE EEE E TE EEE HE HE ERE EE HEH HE HE ERE EE E E E EE EEE 
43 Abort script if "startfile" not specified 
44 #+ and 
45 #+ default file "gen0" not present. 
46 
47 E NOSTARTFILE-86 
48 
AQ ase [| Uo me VessucstiideVy ] 
50 then 
Sal echo WSieeusieieske MOTO e mars SER CAN 
52 exit $E NOSTARTFILE 
SS) seal 
54 FHREEEE HE EERE EEE EEE EERE HEHE EE HEE EE EE HH EH 
55 
56 
57 ALIVE1=. 
58 DEAD1- 
59 # Represent living and dead cells in the start-up fil 
60 
61 # # 
62 # This script uses a 10 x 10 grid (may be increased, 
63 #+ but a large grid will slow down execution). 
64 ROWS=10 
65 COLS=10 


66 # Change above two variables to match desired grid size. 


RR 
= o 
(«oy AD 


ererererrrr rrr 


[n 
«o 


GENERATIONS-10 


# How many generations to cycle through. 
# Adjust this upwards 
#+ if you have time on your hands. 


NONE ALIVE-85 # Exit status on premature bailout, 
ur dbi goo) Calle lerr aliyas 

DELAY-2 # Pause between generations. 

TRUE=0 

FALSE=1 

ALIVE=0 

DEAD=1 

avar= # Global; holds current generation. 

generation=0 # Initialize generation count. 

# 

let "cells = SROWS * SCOLS" # How many cells. 

# Arrays containing "cells." 


declare -a initial 


declar a current 
display () 

( 

alive=0 

declare -a arr 


arr= “echo VST” j 


# How many cells alive at any given time. 
# Initially zero. 


# Convert passed arg to array. 


element count-$í(4arr[*]) 


locali 
local rowcheck 


for ((i20; i<Selement_count; i-c-)) 
do 
# Insert newline at end of each row. 
let "rowcheck = Si CONSA 
ise (| "Sheewwelexe)s" eo 0 | 
then 
echo # Newline. 
echo -n " " # Indent. 
Fa 
cell=${arr[i]} 
TEOSTES] 
then 
lew weye a= N 
fi 
echo =n "Scell" | ae Uu f/f fg 


# Print out array, 
done 


return 


IsValid () 


changing underscores to spaces. 


# Test if cell coordinate valid. 


1933. 4 


134 

13/5 xb. Jp seva WE toy cus. Ue | # Mandatory arguments missing? 
136 then 

eS a, return SFALSE 

Le Ea 

LSS) 

140 local row 

141 local lower_limit=0 # Disallow negative coordinate. 


142 local upper_limit 

143 local left 

144 local right 

145 

146 let "upper limit = SROWS * $COLS - 1" 4 Total number of cells. 
147 

148 

149 zi [ VSM ike USlqgwrese Limit =e UST ge "Surge: bimet T 

150 then 

1151 return SFALSE # Out of array bounds. 
192 ie aL 

i53 

154 row=$2 

i55 ler Wiert = Sron SCO! # Left limit. 

5G hex "r3heime = keit ap SOS — 1j" # Right limit. 

1.5/7 

i598 sue p WS" Jc wel" -g SIV see Visa ] 

159 then 

160 return SFALSI 
Wil deat 

162 

163 return STRU 
164 

165 j 

166 

167 

168 IsAlive () # Test whether cell is alive. 

169 # Takes array, cell number, and 

LAO 4 #+ state of cell as arguments. 

TL GorCoumne WS" S2 # Get alive cell count in neighborhood. 
172 local nhbd=$? 

ys} 

dt 74 ase [| WSinidlovsl See, ISIN | a Alive La any Casier. 

TS then 

176 return SALIVE 
sla iE aL 

JUNIO 

179 e [D WSS c wer WSW eye; WESTA] 

180 then # Alive only if previously alive. 
181 return SALIVE 
182 dE 3 

183 

184 return SDEAD # Defaults to dead. 

185 

186 } 

187 

188 

189 GetCount () # Count live cells in passed cell's neighborhood. 
190 # Two arguments needed: 

1L 93L # $1) variable holding array 

192 # $2) cell number 

1935 

194 local cell, number-$2 

195) local array 

196 local top 

LOY local center 

198 local bottom 


LH 


# Beyond row boundary. 


# Valid coordinate. 


LE 


MNONNNNNN NH 


N 
«o 


Tosa z 
local row 
Mocan s 
Bocal 45 Toja 
local t_cen 
local orent 
local count=0 
local ROW NHBD-3 
cues — (C echo USIW" j 
leg “eo = peell_ numser = SCOLS = 1Y 
let "center = $cell number - 1" 
let Worrcicom = Seell swiss 4+ SCOLS = iW 
lec Vr = gesli suwuser / SCOLS” 
fon ((G=0"" a<SROWINHBD) a5--)))) 
do 
dier. We dejo. = Koa r Sal 
ies We Cen = Scemesie q Si 
let "t bot = Sbottom + $i" 
let "row = $r" 


LE 
Tin 


ia 


Te 


LeWeillacl St Cem STOW 


Set up cell neighborhood. 


Traverse from left to right. 


Count center row. 
Valid cell position? 


To abe alver 
If yes, then 
Increment count. 


Count top row. 


Redundancy here. 
Can it be optimized? 


Count bottom row. 


ue icesicecl CSL TESSE 


xi [| S? eg Usus ] 
then 
ste [| Starra Se (ew. = "Subs J| ai 
then i 
lp Sebine a TW # 
1E dL 
1E 3L 
let “now = Se > 1" # 
IsValid $t top Srow 
ix | S9 E VSTNUEV ] 
then 
if [ $(array[S$t top]) = "SALIVEI" ] # 
then i 
let "count += 1" 
iE dL 
3E 3L 
lei "ow = Sie s al" tt 
reyalite Sx logon Sree) 
ie [ S? eg VST? ] 
then 
se (| Sierra [Sie lee]. s. USARA T 
then 
ikeic  WiexexbuouE k= 14 
pial 
15 aL 
ne 
[ S${array[$cell_number]} = "SALIVE1" ] 
en 
lee "eos == 1 # Make sure valu 
#+ is not counted. 
TUAN SCOUIMIE 


WWWW CO CO CO CO 


w w 
ND | 
Gy We} 


next_gen () # Update generation array. 


{ 


local array 
local i=0 


array-( "echo "S$1"^ ) # Convert passed arg to array. 
TAES [ Wen Sie USeoedllsV T 
do 
Igmdise VEIN Si Ssucie [Su] $ age bine cell aliyas? 
ise [p $2 eg “SARI” ] 
then # If alive, then 
array[$i]-. #+ represent the cell as a period. 
else 
array[$i]-" " # Otherwise underscor 
dd. #+ (will later be converted to space). 
dM pee sett 
done 
# let "generation += 1" # Increment generation count. 
### Why was the above line commented out? 


# Set variable to pass as parameter to "display" function. 


avar= echo S{array[@]}- # Convert array back to string variable. 
display "Savar" # Display it. 

echo; echo 

echo "Generation $generation - Salive alive" 

su i Veeulse =se © I 

then 

echo 

echo "Premature exit: no more cells alive!" 

exit $NONE ALIVE # No point in continuing 
ft #+ if no live cells. 

} 

main () 

{ 

Load initial array with contents of startup file. 
MMe ( “cae V SeEeusegrubl" | secl -—e "fug" |) iex sel "Nes |\ 

Delete lines containing '#' comment character. 

Gol um Vewu s Ne Ae == Je fg ) 

Remove linefeeds and insert space between elements. 
clear # Clear screen. 

echo # Title 

SOUTQOIID —Tever ae m 

c ho " LL 

setterm -reverse off 

echo " SGENERATIONS generations" 
echo " Ona 

echo WWM) in the Slow Lensy 

SOLO -Tevere ON 

c ho LL " 


setterm -reverse off 


sleep $DELAY # Display "splash screen" for 2 seconds. 


3 
232 
BSS uh cue 
334 Gen0-' echo 


Displey Girst Genera wei. co 


SHom b E 1] 


335 display "$Gen0" # Display only. 

336 echo; echo 

337 echo "Generation $generation -~ Salive alive" 

338 sleep S$DELAY 

3199) tr 

340 

Sl 

342 let "generation += 1" # Bump generation count. 
343 echo 

344 

BaD). ap e Display second generation. ------- 

346 (Cue echo S faudiiemeaill [He] e 

SAW serere. eeu UVSiwse! # Update & display. 

348 sleep SDELAY 

349 # 

350 

351 let "generation += 1" # Increment generation count. 
352 

353 f$ e————- Main loop for displaying subsequent generations ------ 
354 while [ "Sgeneration" -le "SGENERATIONS" ] 

35/5. lo 


356 Cur="Savar" 


257 next_gen 


WSC Ti 


358 let "generation += 1" 
359 sleep SDELAY 


360 done 


361 # 


362 

363 echo 

364 # } 

365 

366 exit 0 d 
367 

368 

369 


CEOF : EOE 


370 The grid in this script has a "boundary problem." 
du The the top, bottom, and sides border on a void of dead cells. 


SA Exercise: 
373 + 

374 + 
375 
376 Exercis 


Change the script to have the grid wrap around, 
eo tnar gie: lere cinel ene Sees wi eit: oue 
as will the top and bottom. 


911 
379 
399 s 
380 
SION Exercise: 
382 #+ 
383 #+ 
384 
385 #+ 
386 
387 Exercise: 
388 


Create a new "gen0" file to seed this script. 

ise a 1L2 x Jb Gienel, imsieeecl oie tins Okene 0) x 10 ome, 
Make the necessary changes to the script, 

so it will run with the altered fil 


Modify this script so that it can determine the grid size 
from the "gen0" file, and set any variables necessary 

FOr iclae deuedigit EO wun. 

This would make unnecessary any changes to variables 

in the script for an altered grid size. 


Optimize this script. 
It has redundant code. 


Example A-11. Data file for Game of Life 


1 # gen0 


& We) (o) =] ey Gl des (ess [no p S&S (er © =) dcexy Gi des ie [55 


[ISO 


This is an example "generation 0" start-up file for "life.sh". 


The "gen0" file is a 10 x 10 grid using a period (.) for live cells, 
* and an underscore ( ) for dead ones. We cannot simply use spaces 
+ for dead cells in this file because of a peculiarity in Bash arrays. 
[Exercise for the reader: explain this.] 


Lines beginning with a '#' are comments, and the script ignores them. 


+++ 


The following script is by Mark Moraes of the University of Toronto. See the file Moraes-COPYRIGHT for 
permissions and restrictions. This file is included in the combined HTML/source tarball of the ABS Guide. 


Example A-12. behead: Removing mail and news message headers 


NPRPRPPRP PPP PY 
O io 0» -1 O Oi i$ (0. 9. IB. O xo 0 -1 O O1 i CQ) I 
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! /bin/sh 

Strips off the header from a mail/News message i.e. till the first 
* empty line. 

Author: Mark Moraes, University of Toronto 


==> These comments added by author of this document. 


if [ S# -eq 0 ]; then 
==> If no command-line args present, then works on file redirected to stdin. 


See —e Ul,/^g/g" e Ug "s/c" 
# --» Delete empty lines and all lines until 
# --» first one beginning with white space. 
else 
# ==> If command-line args present, then work on files named. 
for i do 
secl =a Vil, S/N ee VJ ] 59e" Sal 
up c0» ritto eus. above: 
done 
EL 
exit 
# ==> Exercise: Add error checking and other options. 
# ==> 
# ==> Note that the small sed script repeats, except for the arg passed. 
# ==> Does it make sense to embed it in a function? Why or why not? 
/* 
= Copyricgime University of Toronto 1988, 1999. 
* Written by Mark Moraes 
* 
* Permission is granted to anyone to use this software for any purpose on 
* any computer system, and to alter it and redistribute it freely, subject 
* 


to the following restrictions: 


36 = 

37 * 1. The author and the University of Toronto are not responsible 

38 * for the consequences of use of this software, no matter how awful, 
Sg even if they arise from flaws in it. 

40 * 

41 * 2. The origin of this software must not be misrepresented, either by 
42 S explicit claim or by omission. Since few users ever read sources, 
Aber cts credits must appear in the documentation. 

4a s 

45 * 3. Altered versions must be plainly marked as such, and must not be 
46 * misrepresented as being the original software. Since few users 

ay * ever read sources, credits must appear in the documentation. 

48 * 

49 * 4, This notice may not be removed or altered. 

Sg 9 


+ 


Antek Sawicki contributed the following script, which makes very clever use of the parameter substitution 
operators discussed in Section 10.2. 


Example A-13. password: Generating random 8-character passwords 


!/bin/bash 


Random password generator for Bash 2.x + 
+ by Antek Sawicki <tenox@tenox.tc>, 
+ who generously gave usage permission to the ABS Guide author. 


==> Comments added by document author ==> 


MATRIX-"0123456789ABCDEFGHIJKLMNOPORSTUVWXYZabcdefghijklmnopqrstuvwxyz" 


# ==> Password will consist of alphanumeric characters. 
LENGTH="8" 
# ==> May change 'LENGTH' for longer password. 


NPRPRPPRP PPP PY 
SCOMDIDTHRWNHHFOWOMAIDUBRWNE 


while [ "S{n:=1}" Te "SLENGTH" ] 
# ==> Recall that := is "default substitution" operator. 
$5 ==> So, 22 "aun" has mor seein mitia Lze, see dic to 1l, 
do 
Bil PASS="SPASSS {MATRIX:$ ( (SRANDOM%S$ {#MATRIX})) :1}" 
22 ==> Very clever, but tricky. 
23 
24 ==> Starting from the innermost nesting... 
25 ==> ${#MATRIX} returns length of array MATRIX. 
26 
29 ==> SRANDOM%SS{#MATRIX} returns random number between 1 
28 ==> and [length of MATRIX] - 1. 
28 
30 ==> ${MATRIX:$ ( (SRANDOM%$ {#MATRIX}) ) :1) 
Bil ==> returns expansion of MATRIX at random position, by length 1. 
32 ==> See {var:pos:len} parameter substitution in Chapter 9. 
ES ==> and the associated examples. 
34 
35) ==> PASS=... simply pastes this result onto previous PASS (concatenation). 
36 
37 ==> To visualize this more clearly, uncomment the following line 
39 echo "SPASS" 


29 # ==> to see PASS being built up, 

40 # ==> one character at a time, each iteration of the loop. 
41 

42 let n+=1 

43 # ==> Increment 'n' for next pass. 

44 done 

45 

AG cxelmo "SESS # ==> Or, redirect to a file, as desired. 
47 

48 exit 0 


+ 


James R. Van Zandt contributed this script which uses named pipes and, in his words, "really exercises 
quoting and escaping." 


Example A-14. fifo: Making daily backups, using named pipes 


NPRPRPPRP PPP EY 
O (o 0» -1 O Oi i (). MN P. O «o 0 -1 O O1 i CQ I0 


NNNNNN ND 
=) (ox. Gal dee (65) [Sy [S 


N 
[99] 


C) CO CO CO NO 
(oy IS) |] «ep ol 


34 


se HE 
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!/bin/bash 

==> Script by James R. Van Zandt, and used here with his permission. 
==> Comments added by author of this document. 

HERE-'uname -n' # ==> hostname 

THERE=bilbo 

echo "starting remote backup to $THERE at "date +%r°" 

i? ==> (leue aye Sic ues) Cine akin diZ-loxse emma, eS, WOSeOBssa iJ. 


# make sure /pipe really is a pipe and not a plain file 
iim -rE jones 


mkfifo /pipe # ==> Create a "named pipe", named "/pipe" 
# ==> 'su xyz' runs commands as user "xyz". 
# ==> 'ssh' invokes secure shell (remote login client). 


su xyz -c "ssh STHERE \"cat > /home/xyz/backup/S(HERE)-daily.tar.gzN" 


tar -czf - bin boot dev etc home info lib man root sbin share usr var 
==> Uses named pipe, /pipe, to communicate between processes: 
==> 'tar/gzip' writes to /pipe and 'ssh' reads from /pipe. 


==> Th nd result is this backs up the main directories, from / on 


==> What are the advantages of a "named pipe" in this situation, 
==>+ as opposed to an "anonymous pipe", with |? 
==> Will an anonymous pipe even work here? 


==> Is it necessary to delete the pipe befor KNEES CEOE 
==> How could that be done? 


Gsen O 


< /pipe"& 


> /pipe 


down. 


+ 


Stéphane Chazelas used the following script to demonstrate generating prime numbers without arrays. 


Example A-15. Generating prime numbers using the modulo operator 


!/bin/bash 
primes.sh: Generate prime numbers, without using arrays. 
Script contributed by Stephane Chazelas. 


This does *not* use the classic "Sieve of Eratosthenes" algorithm, 
+ but instead the more intuitive method of testing each candidate number 
+ for factors (divisors), using the "$" modulo operator. 


LIMIT-1000 i| edm 2 sus LOMO, 
Primes () 
{ 

(( i = SL 41) # Bump to next integer. 
SMERE # Next parameter in list. 


7 echo " m-Sm i= Y 


Mop pop opp PPP PY 
O (o 0» 1 O Oi i$ (). M PB. O xo 0 -1 O O1 4 Q Io E 


alae (joy aüanuüri )))) 
then echo $* 
Tener 
21 
22 
BS Joi ip Clo) # "i" set to "Q", previous values of $n. 
24 d cho "-n-$n i-$i-" 
25 (aL ** GL X» act D) WE leues # Optimization. 
26 ((n$i)) && continue # Sift out non-primes using modulo operator. 
AT Primes $n $@ # Recursion inside loop. 
28 return 
done 
Primes $n $@ $n # Recursion outside loop. 


#  Successively accumulate 
#+ positional parameters. 
# "$Q" is the accumulating list of primes. 


Primes 1 


CO CO CO CO CO CO CO CO CO CO Dd 
© CO =o) Cle WN Po © 


exit $? 
40 
41 Pipe OUICOUIE OLE che IsXchestoiE, To "tmb WOK joweedriEsene PENEL 
42 
43 Uncomment lines 16 and 24 to help figure out what is going on. 
44 
45 Compare the speed of this algorithm for generating primes 
46 #+ with the Sieve of Eratosthenes (ex68.sh). 
47 
48 
49 Exercise: Rewrite this script without recursion. 


+ 


Rick Boivie's revision of Jordi Sanfeliu's tree script. 


Example A-16. tree: Displaying a directory tree 


#!/bin/bash 
# tree.sh 


# Written by Rick Boivie. 


5 Used with permission. 
6 This is a revised and simplified version of a script 
7 #+ by Jordi Sanfeliu (the original author), and patched by Ian Kjos. 
8 This script replaces th arlier version used in 
9 #+ previous releases of the Advanced Bash Scripting Guide. 
10 Copyright (c) 2002, by Jordi Sanfeliu, Rick Boivie, and Ian Kjos. 
il 
12 ==> Comments added by the author of this document. 
13} 
14 
15 search () { 
16 tor gli am "exelmo € 
17 # ==> "echo *^ lists all the files in current working directory, 
18 #+ ==> without line breaks. 
19 # ==> Similar effect to for dir in * 
20 # ==> but "dir in “echo **" will not handle filenames with blanks. 
2L (ko) 
2/2 ip || Sick Wise | e ehen === If ale aber cL Quee (Sel). 5 
2,9) - ==> Temp variable, keeping track of 
24 directory level. 
29 wuüoablker || ozz ES Keep track of inner nested loop. 
216 do 
2:7) excelso) aay qp ow --» Display vertical connector symbol, 
28 ==> with 2 spaces & no line feed 
29 in order to indent. 
30 zz—-'expr $zz + 1' ==> Increment zz. 
Sal done 
32 
33 ie | =i Wile! Jp 6 ielnewl qs SSS Ihe Oreeton als a sys: Ikan, c.c 
34 (eleg. Web Sichiiew ~ ike; vt Sdra || sicyel Wey A ens USiclke E UO 
35 # ==> Display horiz. connector and list directory name, but... 
36 # ==> delete date/time part of long listing. 
SI else 
3S Scho Wap Sls # ==> Display horizontal connector symbol... 
39 # ==> and print directory name. 
40 numdirs=``expr Snumdirs + 1° # ==> Increment directory count. 
41 Wat GCL WSchieY p ne # ==> If can move to subdirectory... 
42 Beemen “exgoie Sil se J^ 4 with recursion ;-) 
43 # ==> Function calls itself. 
44 cd 
45 iE aL 
46 3E 3L 
47 ipa 
48 done 
49 j 
50 
SUL ste [| Sep C=O d ww (Elem 
52 eel Sil # Move to indicated directory. 
513) #else # stay in current directory 
54 EL 
55 
56 echo "Initial directory = ‘pwd " 
57 numdirs=0 
58 
59 search 0 
60 echo "Total directories = $numdirs" 
61 
62 exit © 


Patsie's version of a directory tree script. 


Example A-17. tree2: Alternate directory tree script 


PRPPPPP PPE 
O0 -1 OY Ui 4 CQ). 9. EB. O (0 00 -1 O Or iS (IN S 
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# 
1E 


# 
f 


!/bin/bash 
tree2.sh 


Lightly modified/reformatted by ABS Guide author. 


Included in ABS Guide with permission of script author (thanks!). 


Recursive file/dirsize checking script, by Patsie 


ipte script Joywistileles a list ye sieslikeys\/cliicereieoiemeys) anc ielaysalie (Shaky 
and processes this list to a human readable tr shap 
The 'du -akx' is only as good as the permissions the owner has 


pecil ais} moe skier (cioe TLSE, 


* ABS Guide author advises caution when running scripts as root! 


HetHHEHHHE THIS IS CONFIGURABLE BS T ES 


I 


OP=5 # Top 5 biggest (sub) directories. 
AXRECURS-5 # Max 5 subdirectories/recursions deep. 
| BL-80 # Blank line already returned. 

. DIR-81 # Directory not specified. 


HEHEHEHEHE DON'T CHANGE ANYTHING BELOW THIS LINE #########4# 


(du 


So preferably run as root* to get the best results, or use only on 
directories for which you have read permissions. Anything you can't 


ID-$$ # Our own process ID. 
ELF= basename $0" # Our own program name. 
MP="/tmp/${SELF}.${PID}.tmp" # Temporary 'du' result. 
Convert number to dotted thousand. 
unction dot { echo " Sew [ 
eel e $e e "ew s ng9-9) I9] NUS) Z ib x27 pica.” 
tail =e 129 } 
Usage: tree <recursion> <indent prefix> <min size> <directory> 
unction tree { 


recurs="$1" 
prefix="$2" 
minsize="$3" 
dirname="$4" 


How deep nested are we? 

What do we display before file/dirname? 
What is the minumum file/dirsize? 

Which directory are we checking? 


Se SF ch ok 


Get (STOP) biggest subdirs/subfiles from TMP file. 
ItSu= egres VI ssjpeess || | Sichuan (A/S Wisma’ | 

ewe "fale (SIS " Simalinssive! ) rimer PR" || sort -mr || heec SP 
| ew "Sem J Ge. sexum # Empty list, then go back. 


cnt-0 
num-'echost sp Sm || we Si) # How many entries in the list. 


## Main loop 


echo "SLIST" | while read size name; do 
((cnt+=1) ) # Count entry number. 
bname= basename "$name"' # We only need a basename of th 
[ -d "Sname" ] && bname="Sbname/" 


akx) 


nEry. 


# If it's a directory, append a slash. 


eeno V cor Sisalwer Sjoreucis< sp Slojaveune! 
# Display the result. 
# Call ourself recursively if it's a directory 
#+ and we're not nested too deep ($MAXRECURS). 
# The recursion goes up: $((recurs*1)) 
# The prefix gets a space if it's the last entry, 
#+ or a pipe if there are mor ntries. 
# The minimum file/dirsize becomes 


67 #+ a tenth of his parent: $((size/10)). 


68 # Last argument is the full directory name to check. 

69 if | -d "Sname" -a Srecurs -lt SMAXRECURS ]; then 

70 | Semi ie. Sino |) N 

Wal || (see Si (Geecunesril))) "Seu 9 S (subee7 19) Sinema?) X 
U2 &&. ree Si ((Geeeuness-il)))) WSyormercsise [DU SS (sale 10) )) WY Sinemet") 
TS aca 

74 done 

TS 

76 $9 eee 0 ] && echo Y SOTE EN 

TA Every time we jump back add a 'blank' line. 

78 ieexEwue SEP Je, 

18) We return 80 to tell we added a blank line already. 

80 } 

81 

82 ## ## 

83 ## main program ## 

84 ## ## 

85 

86 rootdir-"SQ" 

9u [| e "S:reoteBmu" ] | 

88 i echo USSLISS Wiseces (SEL <eliwectomys :€29 cw Su DIRE } 
89 # We should be called with a directory name. 


90 
91 echo "Building inventory list, please wait ..." 
92 Show "please wait" message. 
Ss} cu alk WSietoyoreclaiie ISTNE 25 keno Lib 
94 Build a temporary list of all files/dirs and their size. 
95 gue (eal —i Vene" | www oane sab? ~ 
96 What is our rootdirectory's size? 
97 echo "'dot $size $rootdir" 
98 Display rootdirectory's entry. 
99 ices (Q Ww (9 WSieo@eiecilie” 
100 Display the tree below our rootdirectory. 
101 
102 rm "$TMP" 2>/dev/null 
103 Clean up TMP file. 
104 


195 este © 


Noah Friedman permitted use of his string function script. It essentially reproduces some of the C-library 
string manipulation functions. 


Example A-18. string functions: C-style string functions 


Rickoelsiciaia\e; icicle € 
Usage: strcat Sil s2 


1 #!/bin/bash 

2 

3 string.bash --- bash emulation of string(3) library routines 
4 Author: Noah Friedman <friedman@prep.ai.mit.edu> 

5 ==> Used with his kind permission in this document. 
6 Created: 1992-07-01 

7 bast moches 9o 9029 

8 Public domain 

9 

10 Conversion to bash v2 syntax done by Chet Ramey 

JEXE 

UZ Commentary: 

13 Code: 

14 

15 

16 

Ly 

18 


Strcat appends the value of variable s2 to variable sl. 


19 
20 
21 
22 
23 
24 
25 
26 
27 
28 
29 
30 
SH 
32 
33 
34 
35 
36 
SF 
38 
39 
40 
41 
42 
43 
44 
45 
46 
47 
48 
49 
50 
Sil 
52 
53 
54 
55 
56 
5 
58 
59 
60 
61 
62 
63 
64 
65 
66 
67 
68 
69 
70 
alt 
72 
13 
74 
3/5 
76 
T3 
78 
HS 
80 
81 
82 
83 
84 


{ 


{ 


Se SH che OSE che SHE HE 


Example: 
a="foo" 
b="bar" 
Sigweeic a de 
echo $a 

=> foobar 


:end docstring: 


##;;;autoload ==> Autoloading of function commented out. 
FUME@IELOM sees () 


local sl val s2 val 


S1 val-$(!1) # indirect variable expansion 
s2 val-$(!2) 

aval US UXUVUSs] sed Si e2 l4" 

# ==> eval $1='S${sl_val}${s2_val}' avoids problems, 

# ==> if one of the variables contains a single quote. 


RGCIOSSICIIMNG) IEJSIMEISHE 8 


Usage: strncat sl s2 $n 


Line strcat, but strncat appends a maximum of n characters from the value 
of variable s2. It copies fewer if the value of variabl s2 is shorter 
than n characters. Echoes result on stdout. 


Example: 

a-foo 
b-barbaz 
strncat a b 3 
echo $a 

=> foobar 


:end docstring: 


##; 7; autoload 
uac ILO Strocat () 


ieee xb dli 

local s2="$2" 

local -i n="$3" 
local sl_val s2_val 


sl_val=S{!s1} # ==> indirect variable expansion 
s2_val=S{!s2} 


ie (qp Suisse wed gu Shin} qu ehen 
S2 valss d ez wed 20s Sint}! # ==> substring extraction 
1E 3L 


Ewell Umum VMS el seS4se2 wed ju vU 
# ==> eval $1='S${sl_val}${s2_val}' avoids problems, 
# ==> if one of the variables contains a single quote. 


SCOE SERNA EE CMP 


Usage: strcmp $s1 $s2 


Strcmp compares its arguments and returns an integer less than, equal to, 
or greater than zero, depending on whether string sl is lexicographically 
less than, equal to, or greater than string s2. 


:end docstring: 


85 ###; 7; autoload 
86 function strcmp () 


87 
88 
89 
90 
21 
92 
9s) 
94 
95 


bh 
ie) 


{ 


} 


[ us iw sell 
[ OS a EU ' 


return 1 


does NORSE 


92" T && recan O 


<! TS EQ yw 


rnemp: 


] > /dev/null && return -1 


Usage: strncmp $s1 $s2 $n 


Like strcmp, 
:end docstrin 


t#; 7; autoload 


but makes the comparison by examining a maximum of n 
characters (n less than or equal to zero yields equality). 


g: 


function strncmp () 


{ 


+ oce che cb c 


# 


age, p a UNS) 
return 
fi 


as [ 1S) 
strcmp 
revurn 

else 
ess 
sS 2e 
strcmp 
Torn 

iat 


RCOSSIEISIING) Bie 
Usage: strle 


(ORE e Ded 3g =le 


0 


-ge ${#1} 
fs pul Lu 
Se 


(S Sr 
(Ss 
Sell Se? 
Se 


rlen: 
in 8 


=a BS} 


MOM a then 


-ge ${#2} ]; then 


Strlen returns the number of characters in string literal s. 


:end docstrin 


t##; 7; autoload 


g: 


iEjbüsweAn 3L (he. Teiraediew (0) 


{ 


eval echo 


UNS Eze Me qe 
# ==> Returns the length of the value of the variable 


i == S css 


RCS SIEISIING) Sie 


name is passed as an argument. 


rspn: 


Usage: strspn Sel $s2 


Strspn returns the length of the maximum initial segment of string sl, 


which consists entirely of characters from string s2. 


:end docstrin 


t#; 7; autoload 


g: 


function strspn () 


{ 


# Unsetting IFS allows whitespace to be handled as normal chars. 


local IFS= 


local result="${1%3S[!${2}]*}" 


echo ${#re 


sult} 


153. FVcoOeSiiciing Sere Soins 
1152 Usage: strcspn Sal $s2 


153 

154 Strcspn returns the length of the maximum initial segment of string sl, 
155 which consists entirely of characters not from string s2. 

156 #:end docstring: 

LS 


158 ###;;;autoload 
159 rnet ton siwesiom (() 


160 { 

161 # Unsetting IFS allows whitspace to be handled as normal chars. 

162 local IFS= 

163 local result="${1%%[${2}]*}" 

164 

165 echo ${#result} 

166 } 

167 

168 #:docstring strstr: 

169 Usage: strstr sl s2 

170 

ya Strstr echoes a substring starting at the first occurrence of string s2 in 
172 Selog Sil, ie wojtloiine; wit GA CEOS mowe GCs bip. ciwe iviedinej, Wie SZ TeXouisouE Sr CO 
de a string of zero length, strstr echoes sl. 

174 #:end docstring: 

1L 35; 

176 ###;;;autoload 

177 itwumwe ibo Se are (0) 

i78 1 

i79 # if s2 points to a string of zero length, strstr echoes s1 

180 I S152] -mea © |] && 4 echo "S1" a sepu Oe } 

dos 

182 # strstr echoes nothing if s2 does not occur in sl 

183 case "$1" in 

184 CEDE ng 

185 *y xebturm les 

186 esac 

187 

188 # use the pattern matching code to strip off the match and everything 
189 # following it 

190 first=${1/$2*/} 

ALL 

1192 # then strip off the first unmatched portion of the string 

193 echo "S{1##S$first}" 

Jar 

195 

196 #:docstring strtok: 

do Usage: strtok sl s2 

198 

LSS) Strtok considers the string sl to consist of a sequence of zero or more 
200 text tokens separated by spans of one or more characters from the 

201 separator string s2. The first call (with a non-empty string sl 

202 specified) echoes a string consisting of the first token on stdout. The 
203 function keeps track of its position in the string sl between separat 
204 calls, so that subsequent calls made with the first argument an empty 
205 string will work through the string immediately following that token. In 
206 this way subsequent calls will work through the string sl until no tokens 
207 remain. The separator string s2 may be different from call to call. 
208 When no token remains in sl, an empty value is echoed on stdout. 

209 #:end docstring: 

ZO 

211 ###;;;autoload 

21.2 TUMGELOGMa Gerco () 


213 1$ 
Zub og 
ZA) Jj 
216 


217 #:docstring strtrunc: 


218 Üsages Siweruine Sm Sel 1992] T9555] 

219 

220 Used by many functions like strncmp to truncate arguments for comparison. 
2L IMCINMOAS iie TLS m ehacactoce (oit eacha chem) Sil S2 oca Om Sirclowic. 

222 #:end docstring: 

22/3] 

224 ###; 7; autoload 


BAS SUNETIN Sieiicicume: (O) 


226 { 

22) n-$1 ; shift 

228 for s do 

229 exeo. velz Oa Sm v 

230 done 

231 j 

232 

2:33) provide string 

234 

235) string.bash ends here 

236 

2:37 

2:38 

239 ==> Everything below here added by the document author. 
240 

241 ==> Suggested use of this script is to delete everything below here, 
242 ==> and "source" this file into your own scripts. 

243 

244 GREASE CIE 


245 string0-one 
246 stringl-two 


247 echo 

240 echo Vresting erreca” rugs oua Y 
249 echo "Original \"string0\" = $stringO" 
250 echo U\siemimeg i NV = Sex 

251l trcat string strine 

252 echo "New \"string0O\" = $string0" 

253 echo 

254 

255 # strlen 

256 echo 


257 echo Wiresicstioe AS Serien A r UnNCE sto gU 
258 str=123456789 

256 echo UwggzWNU = Sem" 

260 echo -m Vieme oie Yete" = U 

26L ercilemn Siew 

262 echo 

263 

264 

265 

266 # Exercise: 

DICE M 

268 # Add code to test all the other string functions above. 
269 

2 00) 

271 exit O0 


Michael Zick's complex array example uses the md5sum check sum command to encode directory 
information. 


Example A-19. Directory information 


1 #! /bin/bash 
2 4 directory-info.sh 


IS f H H H H H H H = di 
(S) he) (es) SS} ven) Gal des (9. IS) I «c3 4o) fee] Sl (ox; (On. dex. GD 


(Goh (G9) (SS) e 182) ANSP dX IS 18) [eor I) 
EO Ne) Ce) Sa) (exc (On dex. (e de» dS 
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We) (gei Sa} on) (Um. des (69 [59 


op 
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PP bP Qm um am us 
Wey es) | (ex Gal GES (Go I) 
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Parses and lists directory information. 


NOTE: Change lines 273 and 353 per "README" file. 


Michael Zick is the author of this script. 
Used here with his permission. 


Controls 

If overridden by command arguments, they must be in the order: 
Argl: "Descriptor Directory" 
Arg2: "Exclude Paths" 
Arg3: "Exclude Directories" 


Environment Settings override Defaults. 
Command arguments override Environment Settings. 


Default location for content addressed file descriptors. 
MDSJUCTS=9 {ile SMO SIG =! /emljones/ wear A 


Directory paths never to list or enter 
declare -a \ 
EXCLUDE PATHS-$(2:-S$(EXCLUDE PATHS:-'(/proc /dev /devfs /tmpfs)'}} 


# Directories never to list or enter 
declare -a \ 
EXCLUDE DIRS-$(3:-S$(EXCLUDE DIRS:-'(ucfs lost+found tmp wtmp) '}} 


# Files never to list or enter 
declare -a \ 
EXCLUDE FILES-$(3:-S$(EXCLUDE FILES:-'(core "Name with Spaces")']) 


Here document used as a comment block. 
««LSfieldsDoc 
4 # # List Filesystem Directory Information 4 # 4 # # 


ListDirectory "FileGlob" "Field-Array-Name" 
(We 

ListDirectory -of "FileGlob" "Field-Array-Filename" 
'-of' meaning 'output to filename' 
dod dr odi 


String format description based on: ls (GNU fileutils) version 4.0.36 


Produces a line (or more) formatted: 
inode permissions hard-links owner group 
B21 SO A 1 mszick mszick 


size day month date hh:mm:ss year path 
2756608 Sun Apr 20 08:53:06 2003 /home/mszick/core 


Unless it is formatted: 
inode permissions hard-links owner group 
ASST OS «etur ——— T root  uucp 


major minor day month date hh:mm:ss year path 
4. 8 Sie xo 20 092527293 2009. Jews 


NOTE: that pesky comma after the major number 


NOTE: the 'path' may be multiple fields: 
/home/mszick/core 

oroe 992 stu) => Joey foil il 

/proc/982/fd/1 -» /home/mszick/.xsession-errors 
/proc/982/£d/13 => /tmp/tmpfZVVOCs (deleted) 
/proc/982/fd/7 -> /tmp/kde-mszick/ksycoca 
procer 982 / r/e => socle s [11.596] 


f= 
«o 


Pore 992 J itu S) => pipas [ 115589] 


If that isn't enough to keep your parser guessing, 

either or both of the path components may be relative: 

sof Bua e= Share => ina LT- STATE 

5 of Moins 2, of! AO aTa OAA =S sof coll cof SRES/ Emba 2 ea OAA 


The first character of the 11 (10?) character permissions field: 
's' Socket 

'd' Directory 

'D' Block device 

'c' Character device 

VIL! Ssmloollse be 

NOTE: Hard links not marked - test for identical inode numbers 
on identical filesystems. 

All information about hard linked files are shared, xcept 

for the names and the name's location in the directory system. 


NOTE: A "Hard link" is known as a "File Alias" on some systems. 
'-' An undistingushed file 


Followed by three groups of letters for: User, Group, Others 


Character 1: '-' Not readable; 'r' Readable 
Character 2: '-' Not writable; 'w' Writable 
Character 3, User and Group: Combined execute and special 


'-' Not Executable, Not Special 


'x' Executable, Not Special 
's' Executable, Special 

'S' Not Executable, Special 

Character 3, Others: Combined execute and sticky (tacky?) 
'-' Not Executable, Not Tacky 

'x' Executable, Not Tacky 
't' Executable, Tacky 


'T' Not Executable, Tacky 


Followed by an access indicator 

Haven't tested this one, it may be the eleventh character 
or it may generate another field 

' ' No alternate access 

'+' Alternate access 

LSfieldsDoc 


ListDirectory () 
{ 

local =a 3r 

local -i of=0 # Default return in variable 
w OLD ASS ics # Using BASH default ' \t\n' 


case "$4" in 


3) case "$1" in 
=G ) (oke =A p. E E 9 
ZO) tetrur JL EP 
esee np 
2) BUR 4 Poor man's "continue" 
=) wetea db £e 
esac 


4 NOTE: the (ls) command is NOT quoted (") 

T-( $(1s inod ignore-backups almost-all directory \ 
WLI =i abr color=non time-status --sort-none \ 

--format-long $1) ) 


case $of in 
# Assign T back to the array whose name was passed as $2 
0) eyed EZEN W/WSNIENIgWINPRSU 3) 25 


4 Write T into filename passed as $2 


1) eee MS(e le] = VUSZV fp 
esac 
return 0 
} 
# 4 # # # Is that string a legal number? # 4 # 4 # 
# 
t IsNumber "Var" 
# 4 4 4 # There has to be a better way, sigh... 
IsNumber() 
( 
local =i slime 
af [ S5 ee © ] 
then 
return 1 
else 
(Glee amc=Sil) 2>/clew/muailil 
return $? # Exit status of the let thread 
ít 
} 
dod od Index Filesystem Directory Information # 4 # 4 # 
IndexList "Field-Array-Name" "Index-Array-Name" 
(gie 
IndexList -if Field-Array-Filename Index-Array-Nam 
IndexList -of Field-Array-Name Index-Array-Filenam 
IndexList -if -of Field-Array-Filename Index-Array-Filenam 
# # # 
<<IndexListDoc 
Walk an array of directory fields produced by ListDirectory 


ig eye 19 Relea 


Having suppressed the line breaks in an otherwise line oriented 


Each line gets two index entries, the first element of each line 


(inode) and the element that holds the pathname of the file. 


The first index entry pair (Line-Number==0) are informational: 
Index-Array-Name[0] : Number of "Lines" indexed 


Index-Array—Name [1] 


The following index pairs (if any) hold element indexes into 


th 


Field-Array-Name per: 


Index-Array-Name[Line-Number * 2] : The "inode" field element. 
NOTE: This distance may b ither +11 or +12 elements. 


Index-Array-Name[(Line-Number * 2) + 1] : The "pathname" element. 


NOTE: This distance may be a variable number of elements. 


Next line index pair for Line-Number+1. 
IndexListDoc 
IndexList () 
{ 
loca =e LLST Local of listname passed 
local Sa al INDI 0 0) Local of index to return 
logal = bieb: bent 
local -i if=0 of=0 Default to variable names 
case "S#" in Simplistic option testing 
QJ) rerea I Bp 
JD) xeexEdhem. db wp 
Ze us Poor man's continue 


build an index to the array element which starts each line. 


"Current Line" pointer into Index-Array-Name 


201 D case USIA sham 


202 -if) if=1 ;; 

220,5) SOE) gud pf 

204 Poly ee eters eee 

AOS exse 9 imu X 

206 4) sure 9 oued p mies f lead DE 

207 *) return 1 

208 esac 

209 

210 4 Make local copy of list 

2 J.3E Case WGEA cogi 

212 0) eval WEST \e VW VsVCSL VENT NIN? XY Fe 

2s 1) nrSr-4( $(eet $1) ) gF 

214 esac 

215 

216 # Grok (grope?) the array 

217 Lent=${#LIST[@] } 

249 Lidx=0 

221.9) eime E (6 kebs S= iene JY) 

DAKO) do 

oa if IsNumber ${LIST[$Lidx] } 

222 then 

229 local -i inode name 

224 local rr 

2222 inode-Lidx 

226 local m-$(LIST[$Lidx-*2]) # Hard Links field 
22.1 fei S BILE || Silsbee] 898 157 # Fast-Stat 

228 Case SENE. ain 

229 b) (C (iiakeber=1L2)))) ER # Block device 

230) C) ((Lidx+=12)) ;; # Character device 
2 oL *) (Optic) # Anything else 
232 esac 

2 99] name-Lidx 

234 case $ft in 

239 =) Crax =H; # The easy one 

236 b) ((Lidx+=1)) ;; # Block device 

29 S) ((Lidx+=1)) ;; # Character device 
220 d) ((Lidx+=1)) ;; # The other easy on 
239 alls) ((Lidx+=3)) ;; # At LEAST two more fields 
240 # A little mor legance here would handle pipes, 


241 #+ sockets, deleted files later. 


242 22) until rsNumber S{LIST[SLidx]} || ((Lidx >= Lent)) 
243 do 

244 ( (Lidx+=1) ) 

245 done 

246 297 # Not required 

247 esac 

248 INDEX [${#INDEX[*]}]=$inode 

249 INDEX [${ #INDEX[*] } ]=Sname 

250) INDEX[0]-$1(INDEX[O0])-41 # One more "line" found 


2I TEcchomU mecs SMDS] SERO: Sft is Sm inode: \ 
252 s S RISKIS NOCES] wanes (SU E s Sues] Y 


258 

254 else 

2515 ( (Lidx-*-1)) 

256 deat 

257 done 

258 ese VOORN ium 

259 0) eval S2-W( WUNSWIDUNDEECNIEGNI WIN X) £5 
260 4) echo VS IMD [EY > wS2w pp 

251 esac 

262 return 0 # What could go wrong? 
285. }} 

264 


265 4$ # # # # Content Identify File # 4$ # $ # 
266 # 


COCOONS CON OSEE OD 


w w 
[S9 f 
C «o 


# DigestFile Input-Array-Name Digest-Array-Nam 

# or 

# DigestFile -if Input-FileName Digest-Array-Nam 
üt ouk dr d og 


# Here document used as a comment block. 
««DigestFilesDoc 


The key (no pun intended) to a Unified Content File System (UCFS) 
is to distinguish the files in the system based on their content. 
Distinguishing files by their name is just so 20th Century. 


The content is distinguished by computing a checksum of that content. 
This version uses the md5sum program to generate a 128 bit checksum 
representative of the file's contents. 

There is a chance that two files having different content might 

g 

T 

iS 


nerate the same checksum using md5sum (or any checksum). Should 
hat become a problem, then the use of md5sum can be replace by a 
yrptographic signature. But until then... 


The md5sum program is documented as outputting three fields (and it 
does), but when read it appears as two fields (array elements). This 
is caused by the lack of whitespace between the second and third field. 
So this function gropes the md5sum output and returns: 


[0] 32 character checksum in hexidecimal (UCFS filename) 
akg] fSsumxeuhe wlasueciweiceies " V jeesds arabi Ur) binary ies 
[2] Filesystem (20th Century Style) name 
Note: That name may be the character '-' indicating STDIN read. 
DigestFilesDoc 
DigestFile() 
( 
local if=0 # Default, variable name 
loea =e Wik WZ 
case "S#" in 
3) case "S1" in 
-if) aise eos SNES d 
d perurnol oi 
esac ;; 
2) E Eu # Poor man's "continue" 
2) ieu dh £P 
esac 
COSS (Salir ati 
0) eval iX WUWENIORNININPRYWS Y) 
T2=( $(echo ${T1[@]} | md5sum -) ) 
tr 
1) "2=( S(uibsua $1) ) 
tr 
esac 
case S${#T2[@]} in 
Uy fatum dq x 
iL) aeenEwhe) db pp 
2) CaSe Sqrm2]3:]-9(0/91* sum # SanScryit-2.0.5 
NS) EZ TUS d s1E2: (el } T5293 102 [DET 6 307 
352 [L3] yes 
ri 
S TALS ARAE pl=S 02 LL] | 
TED [tele men 
tr 
esac 


333) 
334 
335 
336 
337 
338 
339 
340 
341 
342 
343 
344 
345 
346 
347 
348 
349 
350 
351 
352 
393 
354 
399 
356 
35 
ESO 
399 
360 
361 
362 
BOS) 
364 
365 
366 
367 
368 
369 
370 
Sql 
372 
Su 
374 
375 
376 
37) 
378 
Smo 
380 
381 
382 
393 
384 
385 
386 
387 
388 
389 
39 
Sg 
392 
393 
394 
395 
396 
397) 
398 


vr 


3) : ;; # Assume it worked 
=) peur i xx 


esac 


local = len=S {702 70] } 
aie || Silem — S2 || then aeetewacin db A in 
eval $2=\( \"\S\{T2\[@\]\}\" X) 


# 4 # # Locate File 4 # 4 # # 

LocateFil [-1] FileName Location-Array-Name 

om 

LocateFil =L] of FileName Location-Array-FileNam 
dod: # # 


A file location is Filesystem-id and inode-number 


Here document used as a comment block. 


««StatFieldsDoc 
Based on stat, version 2.2 
grau -u anol grer =l, jtaeles 


0 
1 


= 


i) J) We) (ee) sa} fex; (onl AES GS) 9) 


[12] 


[13] 


Fak Par 
Return 


Conten 
Elemen 
Elemen 
Elemen 
Elemen 
Elemen 
Elemen 
Elemen 
Elemen 
Elemen 
Elemen 
Elemen 
Elemen 
Elemen 
Elemen 


name 
Total size 

File - number of bytes 

Symbolic link - string length of pathname 
Number of (512 byte) blocks allocated 
File type and Access rights (hex) 

User ID of owner 

Group ID of owner 

Device number 

Inode number 

Number of hard links 

Device type (if inode device) Major 
Device type (if inode device) Minor 

Time of last access 

May be disabled in 'mount' with noatime 


atime of files changed by exec, read, pipe, utime, mknod 
atime of directories changed by addition/deletion of files 


Time of last modification 
mtime of files changed by write, truncate, utime, 


Time of last change 
ctime reflects time of changed inode information 
permissions, link count 


code: 0 


Size Cit aray LA 


ts of array 
/home/mszick 
4096 

8 

41e8 

500 

500 

303 

DZS 5) 

22 

0 

0 
1051221030 
1051214068 
1051214068 


© —] oy Ol eG Nee oS 


[rs Ne} 


nd 
bh 


PR 
Wn 


(Gr “ar (or (oP ere Gr far tor Gr (ap tar ior ere (eu 


Tor a link alin icles itor of Iimikinanne => rsalmeme 


mknod 


(owner, 


(mmap?) 


mtime of directories changed by addtition/deletion of files 


group 


398 


[Es Es is Es SS fs ES ES BS fus dus ESO des. RS ESS des qus SS SSS SS SS SS SS, quy QS. SS SS ES SS SS 


00 


S 
[zs 


02 


SQ aS 
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S 
I 


Pee Ee Pee eee ofS 
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63 


med 
Stab 


Sbat 
0] 
1] 
2] 


These 
1l 
2 

Boe 


[=| We) (oer sl fexy (Gal pex. (93) 


(e) 


-t linkname returns the linkname (link) information 
-lt linkname returns the realname information 


Sit ul Sitar iit itxelols 
name 
ILD)=0 2 # Maybe someday, but Linux stat structure 
30g (2 # does not have either LABEL nor UUID 
# fields, currently information must come 
# from file-system specific utilities 
will be munged into: 
UUID if possible 
Volume Label if possible 
"mount -1' does return the label and could return the UUID 


Maximum length of filenames 
Filesystem type 

Total blocks in the filesystem 
Free blocks 

Free blocks for non-root user(s) 
Block size of the filesystem 
Total inodes 

Free inodes 


Pi ISG 


Sta 


# 
# 


Retur 
Size 

Conte 
Eleme 
Eleme 
Eleme 
Eleme 
Eleme 
Eleme 
Eleme 
Eleme 
Eleme 
Eleme 
Eleme 


tFiel 


Locat 
Loca 


n code: 0 

Qu Gueeguyg Li 

nts of array 

n : /home/mszick 
0 

0 

255 

ef53 


0 
ie. di 
2 
3 
4: 
5: 2581445 
6 . 
7 
8 
9 
il 


n 

n 

n 

n 
2277180 
2146050 
4096 

g SHEL SS) 

0: 1276425 


n 
tal 
n 
n 


fP Ge {er Gr (m.p dup ter ter Gr qp 


n 


dsDoc 


ial IL [-1] FileName Location-Array-Name 
TLL [-1] -of FileName Location-Array-FileNam 


LocateFile() 


{ 


local 
iko@all 


case 
0) re 
1) re 
23 ae 

*) wh 
do 


sh 


esac 


-a LOC LOC1 LOC2 
I D D 


We Ul $r 
‘emia I pp 
jue. dí wp 
tr 


ile (( "Si" > 2 yy 


case "S1" in 
=) k= i ps 
Se) oe =p ee 
wj geeWgwBem dL BE 
esac 
alii. 
clone FP 


64 4 More Sanscrit-2.0.5 


{Gn} Wn Onl A Cx) ah Cay Cal 


C1 O1 
ND Or 
C «o 


HOCI=( S(stsr =e Sik Sil) } 
LOC2=( Seras seit SI Sil) ) 


Se SH OE 


ioc S meret [ree 0L Spree SLL] 
SqEuoe2z[e)]sis2) SAPOTE s aAa ) 


case "Sof" in 
0) «wel S2=\( WASA TON TENT NIS" S) BE 
13) Geno VSTEOG[O)I" 2 US2U gp 

esac 

return 0 


Which yields (if you are lucky, and have "stat" installed) 
-est LOCSEIELOM IDILGKOIEIgS Eu —9—9— 

Return code: 0 

Sine (ue. uci S. JUS 

Contents of array 

Element 0: /home/mszick 20th Century name 
Element 1: 41e8 Type and Permissions 
Element 2: 500 User 

Element 3: 500 Group 

Element 4: 303 Device 

Element 5: 32385 inode 

Element 6: 22 Link count 

Element 7: 0 Device Major 

Element 8: O0 Device Minor 

Element 9: 1051224608 Last Access 

Element 10: 1051214068 Last Modify 

Element 11: 1051214068 leet. fSyE/enEIDUS 

Element 12: 0 UUID (to be) 

Element 13: 0 Volume Label (to be) 
Element 14: ef53 Filesystem type 


# And then there was some test code 


ListArray() 4 ListArray Name 
( 


dioe. —e Wei 


eval Tasi XU NSNVQSENIONI SIN Y) 
echo 

Gem "-—w-wo INSEE Qt weg 99 
xolg) Wisi: ene array Sis sel p" 
echo "Contents of array $1:" 


wore (4 e p seite] g Gee y) 
do 

cho UVemiLeneme Sas Sras] Y 
done 


return 0 


declare -a CUR DIR 
For small arrays 
listDirectory “S{PWD}" CUR DIR 
ListArray CUR_DIR 


declare -a DIR DIG 
DigestFile CUR DIR DIR DIG 


Uncomment above two lines if system has "stat" command 


installed. 


echo "The new \"name\" (checksum) for ${CUR_DIR[9]} is ${DIR_DIG[0O]}" 


declare -a DIR ENT 


# BIG DIR # For really big arrays - use a temporary file in ramdisk 


# BIG-DIR 4 ListDirectory -of "S(CUR DIR[11])/*" "/tmpfs/junk2" 


iisrDiresotory "USC. DEURI Li] pA V DIER NT 


531 

532 declare a DIR IDX 

5919 qr BIG-DIR p Wiaclesdhsisic ~ii UA ENuptw/ sui?) DR ID 
5S4 MECS Sic IIR JANE I/II. IDK 

5:35) 
536 declare -a IDX DIG 

537 4 BIG-DIR # DIR ENT-( $(cat /tmpfs/junk2) ) 

538 # BIG-DIR # DigestFile -if /tmpfs/junk2 IDX DIG 

539 DigestFile DIR ENT IDX DIG 

540 # Small (should) be able to parallize IndexList & DigestFile 

541 # Large (should) be able to parallize IndexList & DigestFile & the assignment 
542 echo "The \"name\" (checksum) for the contents of $(PWD) is $(IDX DIG[O0]J" 
543 

544 declare -a FILE LOC 
545 LocateFile ${PWD} FILE LOC 
546 ListArray FILE LOC 

547 

548 exit 0 


Stéphane Chazelas demonstrates object-oriented programming in a Bash script. 


Mariusz Gniazdowski contributed a hash library for use in scripts. 


Example A-20. Library of hash functions 


di Hash: 

2 Hash function library 

3 Author: Mariusz Gniazdowski «mariusz.gn-at-gmail.com-» 

4 Date: 2005-04-07 

5 

6 Functions making emulating hashes in Bash a little less painful. 
7 

8 

9 Limitations: 
10 * Only global variables are supported. 
LI * Each hash instance generates one global variable per value. 
12 * Variable names collisions are possible 
13 #+ if you define variable like _ hash_ hashname_key 
14 * Keys must use chars that can be part of a Bash variable name 
15 #+ (no dashes, periods, etc.). 
16 * The hash is created as a variable: 
7 hashname_keyname 
18 So if somone will create hashes lik 
JL myhash_ + mykey = myhash  mykey 
20 myhash + _mykey = myhash__mykey 
2L Then there will be a collision. 
29 (This should not pose a major problem.) 
2.3 
24 
25 Hash config varname prefix- hash . 
26 
27 
28 Emulates:  hash[key]-value 
29 
30 Params: 
Sd dL = imeem 
22 2 — key 
33 3 — value 
SA remeton hasn (exe 4 
35 eval "S${Hash_config_varname_prefix}${1}_${2}=\"S{3}\"" 
36 p 
37 


38 


Emulates:  value-hash[key] 


Params: 
1 - hash 
2 — key 


Se oce che che God 


3 - value (name of global variable to set) 
function hash get into { 

eval "$3-N"XS$$(Hash config varname prefix)$(1) $(2)N"" 
} 


# Emulates: echo hash[key] 

# 

# Params: 

# 1 — hash 

# 2 - key 

# 3 — echo params (like -n, for example) 


function hash_echo { 


eval "echo $3 \"\$${Hash_config_varname_prefix}${1}_${2}\"" 


# Emulates: hashl[keyl]=hash2[key2] 
# 

# Params: 

# 1 = hashi 

# 2 - keyl 

# 3 - hash2 

# 4 - key2 


function hash copy { 

eval "$(Hash config varname prefix)$(1) $(2]N 
-N"ASS(Hash config varname prefixj$(3) $(4)N"" 
} 


Emulates: hash[keyN-1]=hash[key2]=..-.hash[keyl1] 


Copies first key to rest of keys. 


Params: 

1 = basni 
2 - keyl 
3 - key2 
N - keyN 


function hash dup { 

local hashName="$1" keyName-"$2" 

Simul 2 

Buses I Ss X ]sg co 

eval "$(Hash config varname prefix)$(hashName] $(1)* 

-N"ASS$(Hash config varname prefixj$(hashName]) S$(keyName)V"" 

laua cie p 

done; 


Emulates:  unset hash[key] 


JL — eum 
2 — key 
function hash unset { 
eval "unset $(Hash config varname prefix)$(1) $(2)]" 


# 
# 
# Params: 
# 
# 


[Ex 
«o 


Emulates something similar to:  ref-&hash[key] 


The reference is name of the variable in which value is held. 


Params: 

i = imeieim 

Z2 = NEN 

3 - ref - Name of global variable to set. 


function hash get ref into { 
eval "$3-N"S$(Hash config varname prefix)$(1) $(2)N"" 


Emulates something similar to: echo &hash[key] 
That reference is name of variable in which value is held. 
Params: 
JL -— asm 
2 - key 
3 - echo params (lik n for example) 
Function hash echo ref { 
waedL Wexelao) SS INI Hashi eoni ato Eve actae qoetea sts JS) TEIL Je HD ENTUM 
} 
# Emulates something similar to:  $$hash[key] (paraml, param2, ...) 
# 
# Params: 
# 1 - hash 
# 2 - key 
# 3,4, ... — Function parameters 
function hash_call { 


local hash key 
hash-$1 
key-$2 
shift 2 


eval "eval \"\$${Hash_config_varname_prefix}${hash}_${key} NNN"NNNSQNNN "Nm 


Emulates something similar to:  isset(hash[key]) or hash[key]==NULL 
Params: 
ib = ineisiia 
Z2 — NENT 
Returns: 
0 - there is such key 
1 - there is no such key 
Function hash is set { 
eval "if [[ \"\S${${Hash_config_varname_prefix}${1}_${2}-a}\" = \"a\" && 
WEN SHES tiagh Comrie ivencinvelnie: Orere S2 rg Ww m Vio \ 4 qT 


then return 1; else return 0; fi" 


Emulates something similar to: 
foreach(Shash as $key => $value) { fun ($key, $value); } 


INE ALS} Doeste TS wares QliititieweeNoWE. WENSMENEOMS OIE TiS ENCE Oo 
Here we use a function call to make it as "generic" as possible. 


Params: 
iL — aem 
2. c func ealonsmame 


171 function hash_foreach { 
i72 local keyname oldIFS-"$IFS" 


ds dme uU. 

174 ror al min S (eval YE Wed Si isiesin_Clomicie; varnem Orario IL). Ts] S clo 
19/55 keyname-$ (eval "echo VM$(if4$(Hash config varname prefix)$(1) )") 
176 ewel V2 Slsewmeune yesi mu 

yy done 

17 anms" Sellers 

i799 » 

180 


$ 


181 # NOTE: In lines 103 and 116, ampersand changed. 
182 # But, it doesn't matter, because these are comment lines anyhow. 


Here is an example script using the foregoing hash library. 


Example A-21. Colorizing text using hash functions 


1 #!/bin/bash 
2 # hash-example.sh: Colorizing text. 
3 # Author: Mariusz Gniazdowski «mariusz.gn-at-gmail.com» 
4 
5 Hash.lib # Load the library of functions. 
6 
7 hash set colors red NOSS 110) 2.83 ban! 
8 hash set colors blue AOSI Oe aia” 
9 hash set colors light blue HAOS S I de Sus 
10 hash set colors light red AASS fils 3 dag 
1 hash set colors cyan AOSS TO Serial! 
2 hasn cet oJ DSi eq ec NOS INEST 
3 hash set colors light gray Us (IS RO e Si Ts 
4 hash set colors green TN O33} | 01 32m! 
5 hash_set colors yellow AOSS [ip Ssh” 
($. hadhi cet colors liecht jones AOISE Sio 
7 hash_set colors purple AOSS LOS Silo 
18 bach set colora rasat color A033110 00m 
Lg 
20 
AT $1 - keyname 
2g $2 - value 


23 Tey Colors h). 4 


24 SENO —ein S2 
25 exo. imis Time x5 ial. 
20 }} 


27 hash foreach colors try colors 
28 hash echo colors reset color -en 


219 
30 echo -e '\nLet us overwrite some colors with yellow.\n' 
SL It's hard to read yellow text on some terminals. 


32 hash dup colors yellow red light green blue green light gray cyan 
33 hash foreach colors try colors 
34 hash echo colors reset color -en 


65 

36 echo 'NAnLet us delete them and try colors once more a a .\n' 
Si 

38 for i in red light green blue green light gray cyan; do 

39 hash unset colors $i 

40 done 


41 hash foreach colors try colors 
42 hash echo colors reset color -en 


44 hash set other txt "Other examples . . ." 
45 hash echo other txt 
46 hash get into other txt text 


5 
58 
5 
60 


echo $text 

hash_set other my_fun try_colors 

hash_call other my_fun purple "“hash_echo colors purple" 
hash echo colors reset color -en 

echo; echo "Back to normal?"; echo 

eu S 

# On some terminals, the "light" colors print in bold, 


# and end up looking darker than the normal ones. 
# Why is this? 


An example illustrating the mechanics of hashing, but from a different point of view. 


Example A-22. More on hash functions 


Mop p opp ppppÀ: 
O (o 0» -1 O Oi i (). M HIS. O xo 0 -1 O O1 4 CQ I9 ES 


NNNNN DN EP 
SS] dex, a) des eS) je» (5 


N 
[99] 
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40 
41 
42 
43 
44 


!/bin/bash 

SiGe ligin,sla-w a2 2005/04/21 23:24:26 Oliwer lange) © 

Copyright 2005 Oliver Beckstein 

Released under the GNU Public License 

Author of script granted permission for inclusion in ABS Guide. 
(Thank you!) 


pseudo hash based on indirect parameter expansion 
API: access through functions: 


create the hash: 


newhash Lovers 


add entries (note single quotes for spaces) 


addhash Lovers Tristan Isolde 
addhash Lovers 'Romeo Montague' 'Juliet Capulet' 


access value by key 
gethash Lovers Tristan ===> solde 
show all keys 
keyshash Lovers c———9» Ue E Sum" 'Romeo Montague' 
Convention: instead of perls' foo{bar} = boing' syntax, 
use 
' foo bar-boing' (two underscores, no spaces) 
1) store key in | NAME keys[] 


2) store value in NAME values[] using the same integer index 
The integer index for the last entry is | NAME ptr 


NOTE: No error or sanity checks, just bare bones. 


UMYOE AO . ueuldeveusde (0) di 
# private function 
# call at the beginning of each procedure 
# defines: _keys _values _ptr 


45 
46 
47 
48 
49 
50 
Sl 
52 
53 
54 
55 
56 
5 
58 
59 
60 
61 
62 
63 
64 
65 
66 
67 
68 
69 
70 
71 
12 
puo 
74 
iS 
76 
T3 
78 
HS 
80 
81 
82 
83 
84 
85 
86 
87 
88 
89 
90 
91 
92 
93 
94 
95 
96 
23) 
98 
99 
100 
101 
102 
103 
104 
105 
106 
Ly 
108 
109 
110 


# 

# Usage: _inihash NAME 
local name=$1 
_keys=_${name}_keys 
_values=_${name}_values 
.ptr- $(name] ptr 


function newhash () { 
4 Usage: newhash NAME 
# NAME should not contain spaces or dots. 
# Actually: it must be a legal name for a Bash 
# We rely on Bash automatically recognising arrays. 
local name=$1 
local _keys _values _ptr 
_inihash ${name} 
eval S${_ptr}=0 


function addhash () { 


# Usage: addhash NAME KEY 'VALUE with spaces' 

# arguments with spaces need to be quoted with 
Local manes S il ia S QI ysis sie 

local _keys _values _ptr 

_inihash ${name} 


#echo "DEBUG(addhash): ${_ptr}=${!_ptr}" 


eval let ${_ptr}=${_ptr}+1 
ewe Wg keysle i lio} I= eh Ww 
cval "S_welhnes [5 1. per eed yum 


function gethash () ( 

# Usage: gethash NAME KEY 

# Returns boing 

d ERR-0 if entry found, 1 otherwise 

# That's not a proper hash -- 

#+ we simply linearly search through the keys. 
local name-$1 key-"$2" 

local keys values | ptr 

eel e Wy ak ie@ybuavel do 

.inihash ${name} 

# _ptr holds the highest index in the hash 
found=0 

for 3L Sum Siseq i S14 ieee) )e co 
h="\S{${_keys} [S{i}]}"  # Safer to do it in two steps, 
eval k-$(h) #+ especially when quoting for 
dit [| “SER = "Silke!" Ip then tour=; oreak} itu 
done; 

[ ${found} = 0 && return 1; 

# else: i is the index that matches the key 

In VSS {swellings [L8 qa: 1] jv 

eval echo "$(h)" 

return 0; 


function keyshash () { 


# Usage: keyshash NAME 
# Returns list of all keys defined for hash name. 
local name-$1 key-"$2" 

local keys values | ptr 


variable. 


single quotes 


spaces. 


iL abi. toca Imk aL e 

e152, _inihash ${name} 

TES 

114 # _ptr holds the highest index in the hash 

115 gore aL iin Seer d Sil penie cle 

1.3.6. -"NAS(S( keys) [$(1)])" # Safer to do it in two steps, 
WEZ eval k-$(h) #+ especially when quoting for spaces. 
LIR Geiner —m S w 

ALS) done; 

120 } 

121. 

AZ 

123 # 

124 


WAS => Now, Ake SS Teese IE. 

126 # (Per comments at the beginning of the script.) 
127 newhash Lovers 

128 addhash Lovers Tristan Isolde 

129 addhash Lovers 'Romeo Montague' 'Juliet Capulet' 


TSi 4 Owiejowic weswulies:, 

132 echo 

133 gethash Lovers Tristan # Isolde 

134 echo 

135 keyshash Lovers # 'Tristan' 'Romeo Montague' 
136 echo; echo 


139 exe O 


141 # Exercise: 


144 # Add error checks to the functions. 


Now for a script that installs and mounts those cute USB keychain solid-state "hard drives." 


Example A-23. Mounting USB keychain storage devices 


! /bin/bash 

==> usb.sh 

==> Script for mounting and installing pen/keychain USB storage devices. 
==> Runs as root at system startup (see below). 


==> Newer Linux distros (2004 or later) autodetect 
==> and install USB pen drives, and therefore don't need this script. 
cx ithe, aie Ws} Shes ILiL EASE S 


This code is free software covered by GNU GPL license version 2 or above. 
Please refer to http://www.gnu.org/ for the full license text. 


Some code lifted from usb-mount by Michael Hamilton's usb-mount (LGPL) 
+ see http://users.actrix.co.nz/michael/usbmount.html 


INSTALL 


Put this in /etc/hotplug/usb/diskonkey. 
Then look in /etc/hotplug/usb.distmap, and copy all usb-storag ntries 


Mop pop opp PPP PY 
O (o 0» -1 O Oi i (). M9. I. O xo 0 -1 O) O1 i CQ I 


* into /etc/hotplug/usb.usermap, substituting "usb-storage" for "diskonkey". 
Z5 Otherwise this code is only run during the kernel module invocation/removal 
22 #+ (at least in my tests), which defeats the purpose. 
23 
24 TODO 
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26 
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28 
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38 
3$ 
40 
41 
42 
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44 
45 
46 
47 
48 
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55 
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By 
58 
59 
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64 
65 
66 
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+ devlabel, which I haven't yet tried. 


AUTHOR and SUPPORT 


Konstantin Riabitsev, «icon linux duke edu». 
Send any problem reports to my email address at the moment. 


==> Comments added by ABS Guide author. 


SYMLINKDEV-/dev/diskonkey 
MOUNTPOINT-/mnt/diskonkey 
DEVLABEL-/sbin/devlabel 
DEVLABELCONFIG-/etc/sysconfig/devlabel 
IAM-$0 


## 
# Functions lifted near-verbatim from usb-mount code. 
# 
function allAttachedScsiUsb { 
rine forol sesi -parta oroc en usse Eyes x | 
xargs grep -1 'Attached: Yes' 
} 
function scsiDevFromScsiUsb { 
echo $1 | awk -E"[-/]" '{ n=S(NF-1); 
print "/dev/sd" substr("abcdefghijklmnopqrstuvwxyz", ntl, 1) 


sue [p VS{ACrTION!!  Ueeg | se | c Usu" je lees 

## 

# lifted from usbcam code. 

# 

ise [D =i /yeuc/etin/ COMBI, locle jp CAST 
CONSOLEOWNER= cat /var/run/console.lock' 

else | =n /var/loeck/ console lock Jy Tiem 
CONSOLEOWNER=` cat /var/lock/console.lock` 


else 


CONSOLEOWNER= 


fra 

for procEntry in $(allAttachedScsiUsb); do 
scsiDev-$ (scsiDevFromScsiUsb SprocEntry) 

Some bug with usb-storage? 


Handle more than one diskonkey device at one time (e.g. /dev/diskonkeyl 
+ and /mnt/diskonkeyl), etc. The biggest problem here is the handling in 


Partitions are not in /proc/partitions until they ar 
* somehow. 
/sbin/fdisk -L $scsiDev >/dev/null 


ar alice. SESER ntire device and hopes for the better. 


if grep -q 'basename $scsiDev'1 /proc/partitions; then 
part="$scsiDev""1" 

else 
part=SscsiDev 

ita 

## 


accessed 


Most devices have partitioning info, so the data would be on 

+ /dev/sd?1. However, some stupider ones don't have any partitioning 
+ and use th ntire device for data storage. This tries to 

+ guess semi-intelligently if we have a /dev/sd?1 and if not, then 


# Change ownership of the partition to the console user so they can 


#+ mount it. 
# 
ax [| go VSCONSOMHOMINIEIRY Jo les 


91 chown $CONSOLEOWNER:disk Spart 
92 ipa 
93 ## 
94 # This checks if we already have this UUID defined with devlabel. 
95 # If not, it then adds the device to the list. 
96 # 
97 prodid-' SDEVLABEL printid -d Spart 
98 if ! grep -q Sprodid SDEVLABELCONFIG; then 
99 # cross our fingers and hope it works 
100 SDEVLABEL add -d $part -s $SYMLINKDEV 2>/dev/null 
LOI. dca 
102 T4 
LOS # Check if the mount point exists and create if it doesn't. 
104 # 
105 if [ ! -e SMOUNTPOINT ]; then 
106 mkdir -p SMOUNTPOINT 
107 atat 
108 ## 
109 # Take care of /etc/fstab so mounting is easy. 
110 # 
iid if ! grep -q "^$SYMLINKDEV" /etc/fstab; then 
112 # Add an fstab entry 
113} echo -e \ 
114 "SSYMLINKDEV\t\t$MOUNTPOINT\t\tauto\tnoauto, onner, kudzu 0 0" 
115 >> /etc/fstab 
3L 3E 3L 
AES done 
ia} su qp No E REMOVER Tz tees 
i19 ## 
120) # Make sure this script is triggered on device removal. 
TEL # 
122 mkdir -p `dirname $REMOVER` 
123 ln -s $IAM SREMOVER 
124 i 3l 
125 elif [ "S{ACTION}" = "remove" ]; then 
126 ## 
12:7 # If the device is mounted, unmount it cleanly. 
IAS # 
129 if grep -q "SMOUNTPOINT" /etc/mtab; then 
130 # unmount cleanly 
disi umount -1 SMOUNTPOINT 
192 ial, 
193 ## 
134 # Remove it from /etc/fstab if it's there. 
1315) # 
136 if grep -q "^$SYMLINKDEV" /etc/fstab; then 
1137 grep -v "*SSYMLINKDEV" /etc/fstab > /etc/.fstab.new 
138 mv -f /etc/.fstab.new /etc/fstab 
139 183. 
140 fi 
141 
142 exit O0 


Converting a text file to HTML format. 


Example A-24. Converting to HTML 


#!/bin/bash 


# Convert a text file to HTML 
# Author: Mendel Cooper 
# License: GPL3 


yy (On dEx. GS) [m5 [73 


s 1odewamdL.em [wo 0.242015 sselelwes (04/15/31) 


format. 


, a teeny bit less buggy] 


N 


(ger Sx] (ox (nb Ss (03) [M3 [= C» We) (eer 3l 


Usage: sh tohtml.sh « textfile » htmlfile 
Script can easily be modified to accept source and target filenames. 


Assumptions: 
1) Paragraphs in (target) text file are separated by a blank line. 
2) Jpeg images (*.jpg) are located in "images" subdirectory. 
In the target file, the image names ar nclosed in square brackets, 
for example, [image01.jpg]. 
3) Emphasized (italic) phrases begin with a spacet+tunderscore 
Es or the first character on the line is an underscore, 
Es and end with an underscore-*space or underscoretend-of-lin 


Settings 

FNTSIZE-2 4 Small-medium font size 

IMGDIR-"images" # Image directory 

Headers 

RO1="<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN"»' 
R022'«! COMVEIAESC! iei) KIN lowz 'EgiENML gins Seine ==>! 

R032'«!-- script author: M. Leo Cooper <thegrendel.abs@gmail.com> --»' 
10='<html>' 

ll='<head>' 

Lase heach" 

12a='<title>' 

12b='</title>' 

121='<META NAME-"GENERATOR" CONTENT-"tohtml.sh script">' 

132'«body bgcolor="#dddddd">! # Change background color to suit. 
14a='<font size=' 

14b='>! 

OORS 

10='</body>' 

l1='</html>' 


I 
(c). is le) (e. ig) io). ly I Wo) I ts) (ey 


(cd ms] mol Teal pol tes} eal) vol al ana 


e 
Q 
n 


d 


d 


BOLD="<b>" 
CENTER="<center>" 
END_CENTER="</center>" 
ih, m5 


T 


write_headers () 


{ 


echo "SHDRO1" 
echo 

echo "SHDRO2" 
echo "SHDRO3" 
echo 

echo 

echo "SHDR10" 
echo "SHDR11" 
aclio m RDRAM 
echo "SHDR11a" 
echo "SHDR13" 
echo 


beho m VW iSisiDieil AEW 
echo. —n)  SHNPSIZB 
echo "SHDR14b" 


exelexo; WSIS)" # Everything in bold (more easily readable). 


process_text () 
{ 
while read line # Read one line at a time. 
do 
{ 


TS ae i d Wedsseew | Blank line? 

74 then Then new paragraph must follow. 
75 echo 

76 yellow) Wege iU Insert two «br» tags. 

Vi echo "SLF" 

78 echo 

38 continue Skip the underscore test. 

80 else Otherwise 

81 

82 ii (qp Sline” == itc 1 # Is a graphic? 
83 then # Strip away brackets. 
84 Lems=5 echo “Slime” | sed =e "S/\I//" =e "s/XpZ/" ) 
85 line=""SCENTER" <img src="\"SIMGDIR"/Stemp\"> "SEND_CENTER" 
86 # Add image tag. 
87 # And, center it. 
88 itat 

89 

90 fak 

91 

92 

93 exeo WSiliima” | cree S — 

94 su [ VSP" eg 0 Í # If line contains underscore 
J5 then 

96 # 

9j # Convert underscored phrase to italics. 

98 temp-$( echo "Sline" | 

99 Beo =e Um ox» ce Um Wwe 7? | 
100 Gel -e "s^ fensJUV se Ue JeNXZde4/" ) 
101 # Process only underscores prefixed by space, 
102 #+ or at beginning or end of line. 
103 # Do not convert underscores embedded within a word! 
104 line="Stemp" 
105 # Slows script execution. Can be optimized? 
106 # 
107 acu 
108 
109 
LiL) 
111 # echo 
JEJE) Scha Salsas! 
113 4 echo 
114 4 Don't want extra blank lines in generated text! 
aS) } # End while 
LEG done 
ole } # End process_text () 
IS) 
TIS 
120 write_footers () # Termination tags. 
E xl 1 
1222 echo "SFTR10" 
123 echo "SFTR11" 
124 } 
TAS 
IZG 
WT si eano O Wi 
128 # ========= 
129 write_headers 
130 process_text 
131 write footers 
132 # ========= 
ISOT } 
134 
135 exi S? 
136 
137 4 Exercises: 


139 # 1) Fixup: Check for closing underscore before a comma or period. 
140 # 2) Add a test for the presence of a closing underscore 
141 #+ in phrases to be italicized. 


Here is something to warm the hearts of webmasters and mistresses: a script that saves weblogs. 


Example A-25. Preserving weblogs 


!/bin/bash 
archiveweblogs.sh v1.0 


Troy Engel <tengel@fluid.com> 
Slightly modified by document author. 
Used with permission. 


This script will preserve the normally rotated and 

+ thrown away weblogs from a default RedHat/Apache installation. 
It will save the files with a date/time stamp in the filename, 
bzipped, to a given directory. 


Run this from crontab nightly at an off hour, 
+ as bzip2 can suck up some serious CPU on huge logs: 
02 * * * /opt/sbin/archiveweblogs.sh 


PROBLEM=66 


NPRPRPRPRP PPP EY 
O (o 00 -1 O Oi iS (). M P. O xo 0 -1 O O1 i CQ Io E 
; 
+ 


Set this to your backup dir. 
BKP_DIR=/opt/backups/weblogs 


NNN 
w Ne 


Default Apache/RedHat stuff 
LOG_DAYS="4 3 2 1" 
LOG_DIR=/var/log/httpd 
,0OG_FILES="access_log error log" 


N 
A 


N 
[91] 


No IN 
-] oO 


NS 
[99] 


Default RedHat program locations 
LS-/bin/ls 

MV-/bin/mv 

ID-/usr/bin/id 

CUT-/bin/cut 

COL-/usr/bin/column 
BZ2-/usr/bin/bzip2 


# Are we root? 
USER= $ID -u' 
ase || “esis IS Ug Jo sehe 
exem "ESOS Only roor Cam ium lake Guess LN 


CO CO CO CO CO CO CO CO CO CO Dd 
We) Keer SS) (ox (ni GSS (Goh ISS) [=P Xe Me 


40 exit SPROBLEM 

Ail ie ab 

42 

43 # Backup dir exists/writable? 

44 if [ ! —x SBKP_DIR ]; then 

45 echo "PANIC: SBKP_DIR doesn't exist or isn't writable!" 
46 exit SPROBLEM 

Abg desk 

48 

49 # Move, rename and bzip2 the logs 

50 for logday in STOC DAYS; do 

Sil for Loeme zum. SOG go S P clo 

52 MYFILE="$LOG_DIR/Slogfile.Slogday" 

55 Tf [ -w SMYETLE ]; then 

54 DTS-'$LS -lgo time-style--$Y$m$d SMYFILE | $COL -t | SCUT -d ' ' -£f7^ 
55 SMV SMYFILE $BKP_DIR/$logfile.$DTS 


56 SBZ2 GBKP DIR/ SLOGE, SDIS 

57 else 

58 # Only spew an error if the fil xits (ergo non-writable). 
59 if [ -f S$MYFILE ]; then 

60 echo "ERROR: $MYFILE not writable. Skipping." 
61 ial 

62 ftu 

63 done 

64 done 

65 

66 exit 0 


How to keep the shell from expanding and reinterpreting text strings. 


Example A-26. Protecting literal strings 


! /bin/bash 
protect_literal.sh 


se HE 


# set -vx 


2:$«—U protect iveral Strine DOGY 


Copyright (c) Michael S. Zick, 2003; All Rights Reserved 
License: Unrestricted reuse in any form, for any purpose. 
Warranty: None 
Revision: SIDE 


Documentation redirected to the Bash no-operation. 
Bash will '/dev/null' this block when the script is first read. 
(Uncomment the above set command to see this action.) 


Remove the first (Sha-Bang) line when sourcing this as a library 
procedure. Also comment out th xample use code in the two 
places where shown. 


NPRPRPPRP PPP PY 
O (o 0» -1 O Oi i (). M PB. O xo 0 -1 O O1 4 CQ Io A 


2l 

22 Usage: 

29 protect literal str 'Whatever string meets your S${fancy}' 
24 Just echos the argument to standard out, hard quotes 

25) restored. 

26 

27 $( protect literal str 'Whatever string meets your S$(fancy)') 
28 as the right-hand-side of an assignment statement. 

29 

30 Does: 

SL As the right-hand-side of an assignment, preserves th 

92 hard quotes protecting the contents of the literal during 
33 assignment. 

34 

35 Notes: 

36 The strange names (_*) are used to avoid trampling on 

31 the user's chosen names when this is sourced as a 

38 library. 

39 

40 _Protect_Literal_String_Doc 

41 

42 # The 'for illustration' function form 

43 

44 protect literal str() { 

45 


46 4$ Pick an un-used, non-printing character as local IFS. 
47 4$ Not required, but shows that we are ignoring it. 


48 
49 
50 
EX 
52 
58 
54 
55 
56 
57 
58 
99 
60 
61 
62 
63 
64 
65 
66 
67 
68 
69 
70 
Til 
72 
13 
74 
T5 
76 
VY 
78 
19 
80 
81 
82 
83 
84 
85 
86 
87 
88 
89 
90 
gi 
92 
93 
94 
25) 
96 
97 
98 
99 
100 
101 
102 
LOS) 
104 
105 
106 
LO 
108 
109 
110 
i131 
112 
LAL) 


local IFS=$'\x1B' # 


aa 


ESC character 


# Enclose the All-Elements-Of in hard quotes during assignment. 


local tmp=$'\x27'S$@S$'\x27' 
# oeaul aepo xU USES! # Even uglier. 

local len=${#tmp} # Info only. 

echo $tmp is Slen long. # Output AND information 
} 
# This is the short-named version. 


ls) { 
local WHS=S "se ile)" # \ESC character (not required) 
echo GU NA V SMS V \sx2 p # Hard quoted parameter glob 


# :««-' Protect Literal String Test' 
# # Remove the above "t " to disable this code. # # # 


# See how that looks when printed. 


echo 
(guo, Vu Test On " 
jeoineeie_llsiecueeul sri kello Suss” 
_protect_literal_str 'Hello "S{username}"' 
echo 
Which yields: 
Test On 
allo Steer ds L3 Toco 
iello USfwsteeeunel] € is 21 Long. 
Looks as expected, but why all of the trouble? 
The difference is hidden inside the Bash internal order 
+ of operations. 
Which shows when you use it on the RHS of an assignment. 
Declare an array for test values. 
declare -a arrayZ 
Assign elements with various types of quotes and escapes. 
arrayZ=( zero "$( pls 'Hello ${Me}')" 'Hello ${You}' "\'Pass: 
Now list that array and see what is there. 
Schot WS SS Sic Eiko) = mud 
icone (( a9) 5 ise sseweuseNwEA Tg 9 alter A) 
do 
echo plemene Sag SiarrayZ [Sa ||} sues Ted uretesete uA [Lal 1| jy Lone, 
done 


$ipw)N'" 


echo 
Which yields: 
SSeS m CM EE 
Element 0: zero is: 4 long. # Our marker element 
mulkewasyoic. ig Teilo Sus)" des is) lomce 1 Quse YS ols UV... JY 
Element 2: Hello ${You} is: 12 long. # Quotes are missing 
ihewwcvens Se \ Passa XU nes 10 dew # S{pw} expanded to nothing 
Now make an assignment with that result. 

declare -a array2-( S${arrayZ[@]} ) 
And print what happened. 
voy Uu d esl. Ioue " 

for (( a=0 e 3bSSdpedeeeg2l lk g ase ))) 

do 

echo Element $i: S${array2[$i]} is: ${#array2[$i]} long. 


) 


114 
1.115) 
116 
Lay 
118 
13$; 
120) 
121 
11212) 
LAS) 
124 
112,8) 
126 
1:277] 
128 
129 
130 
Sal 
15:2 
1.3.3) 
134 
1.35) 
136 
1.33 
SI 
1138 
140 
141 
142 
143 
144 
145 
146 
147 
148 


echo 
Which yields: 
Test Thr 
Element 0: zero is: 4 long. # Our marker element. 
Element 1: Hello ${Me} is: 11 long. # Intended result. 
Element 2: Hello is: 5 long. 4 S(You) expanded to nothing. 
eeu S Possi diee o long # Split on the whitespace. 
Element 4: ' is: 1 long. # The end quote is here now. 
Our Element 1 has had its leading and trailing hard quotes stripped. 
Although not shown, leading and trailing whitespace is also stripped. 
Now that the string contents are set, Bash will always, internally, 
* hard quote the contents as required during its operations. 
Why? 
Coneicerice out 4S ple Yello GU V) Cromisieiebicie ions 
U ooo € =S oS o ECS, SeS CNS COTES 
S(€ cas J) =a Giles voren wie mestile Cio o 4, EnH eS 
lls "V og 7 => Gallikecl waieln iecere duesurexESL Sicseiljs tine cores, 
The result returned includes hard quotes; BUT the above processing 
+ has already been done, so they become part of the value assigned. 
Similarly, during further usage of the string variable, the ${Me} 
+ is part of the contents (result) and survives any operations 
(Until explicitly told to evaluate the string). 
Hint: See what happens when the hard quotes ($'\x27') are replaced 
+ with soft quotes ($'\x22') in the above procedures. 
Interesting also is to remove the addition of any quoting. 
Protect Diteral String Test 
# # Remove the above "# " to disable this code. # # # 
exit 0 


But, what if you want the shell to expand and reinterpret strings? 


Example A-27. Unprotecting literal strings 


Mop pop opp PPP PY 
O (o 00 -1 O Oi i$ (). NM PB. O xo 0 -1 O O1 4 Q Io E 


NNN 
w Ne 


+ + 


! /bin/bash 
unprotect_literal.sh 


# set -vx 


o.c JUMP WOCSCIE beera Sieieaime; Dec 


Copyright (c) Michael S. Zick, 2003; All Rights Reserved 
License: Unrestricted reuse in any form, for any purpose. 
Warranty: None 
Revision: $ID$ 


Documentation redirected to the Bash no-operation. Bash will 
'/dev/null' this block when the script is first read. 
(Uncomment the above set command to see this action.) 


Remove the first (Sha-Bang) line when sourcing this as a library 
procedure. Also comment out th xample use code in the two 
places where shown. 


sagas 
Complement of the "S$(_pls 'literal String')" function. 
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(S the protect_literal.sh example.) 


StringVar-$( upls ProtectedSringVariable) 
Does: 
When used on the right-hand-side of an assignment statement; 
makes the substitions embedded in the protected string. 
Notesi 
The strange names (_*) are used to avoid trampling on 
the user's chosen names when this is sourced as a 
JLatoseeuts o 
.UnProtect Literal String Doc 
—upls() { 
Toca 309 s sx ILE" 4 NESC character (not required) 
eval echo $Q # Substitution on the glob. 
} 
i? ge". lürousci. lucem Sievsline: ese” 
# # # Remove the above "# " to disable this code. # # # 
ils) 1 
local 309 SSS Voile! # \ESC character (not required) 
exea SY G27 Se song v # Hard quoted parameter glob 
} 
Declare an array for test values. 
declare -a arrayZ 
Assign elements with various types of quotes and escapes. 
nescis (l zero Vol lea Vello SMe Vj) Vierexbikoy fex vae ASSE SEHE C 
Now make an assignment with that result. 
declare -a array2-( S${arrayZ[@]} ) 
Which yielded: 
Test Thr 
Element 0: zero is: 4 long # Our marker element. 
Element 1: Hello ${Me} is: 11 long # Intended result. 
Element 2: Hello is: 5 long 4 S(You) expanded to nothing. 
Element 3: ‘Pass: is: 6 long # Split on the whitespace. 
Element 4: ' is: 1 long # The end quote is here now. 
Seu. =i 
Initialize 'Me' to something for th mbedded $(Me) substitution. 
This needs to be done ONLY just prior to evaluating the 
* protected string. 
(This is why it was protected to begin with.) 
Me-"to the array guy." 


# Set a string variable destination to the result. 
newVar-$( upls S$[(array2[1]]) 


# Show what the contents ar 
echo $newVar 


# Do we really need a function to do this? 
newerVar-$(eval echo ${array2[1]}) 
echo $newerVar 


) 
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# 
#4 
# 


#4 


I guess not, but the _upls function gives us a place to hang 


t the documentation on. 


This helps when we forget what a # construction like: 


F S(eval echo ... ) means. 


# What if Me isn't set when the protected string is evaluated? 
unser Me 

newestVar-$( upls $(array2[1])) 

echo SnewestVar 


GUISE CGOMS, iMG Mines ie) UINS, S SoS 


Why in the world? 

Setting the contents of a string variable containing character 
sequences that have a meaning in Bash is a general problem in 
script programming. 


This problem is now solved in eight lines of code 
(and four pages of description). 


Where is all this going? 

Dynamic content Web pages as an array of Bash strings. 
Content set per request by a Bash 'eval' command 

on the stored page templat 

ot intended to replace PHP, just an interesting thing to do. 


Don't have a webserver application? 
o problem, check th xample directory of the Bash source; 
there is a Bash script for that also. 


.UnProtect Literal String Test 


# Remove the above "t " to disable this code. # * # 


iE. ©) 


This interesting script helps hunt down spammers. 


Example A-28. Spammer Identification 


Mop pop opp PPP PY 
O (o 00 -1 O Oi i (). MN HIS. O xo 0 - O O1 4 CQ I0 E 


i 


NON 
Wd 


!/bin/bash 


SiGe as egere lerem d 512-210 2004/10/01 21342739 mezek DIS © 
Above line is RCS info. 


The latest version of this script is available from http://www.morethan.org. 
Spammer-identification 


by Michael S. Zick 
Used in the ABS Guide with permission. 


TERRE HE HEH HE EEE EE EEE EE EHE RE EEE EE HE HE HE HEE 
# Documentation 

# See also "Quickstart" at end of script. 

HPT HE EEE RE EE HHH HE EEE RE EEE HE HE EEE EE EE HH EE EE EE HEH HE HE HEH 


see ale. epe Joe. 


Copyright (c) Michael S. Zick, 2004 
License: Unrestricted reuse in any form, for any purpose. 
Warranty: None -(Its a script; the user is on their ninal = 
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Impatient? 


Application code: goto "# # # Hunt the Spammer' program code # # #" 
xCIMIOIS Groes "cc" sis goce (OUS. 
How to use: Enter script name without arguments. 
Oi Cote VOwalelesiceucr HE Swol (oun Series 
Provides 
Given a domain name or IP(v4) address as input: 
Does an exhaustive set of queries to find the associated 
network resources (short of recursing into TLDs). 
Checks the IP(v4) addresses found against Blacklist 
nameservers. 
If found to be a blacklisted IP(v4) address, 
reports the blacklist text records. 
(Usually hyper-links to the specific report.) 
Requires 
A working Internet connection. 
(Exercise: Add check and/or abort if not on-line when running script. 
Bash with arrays (2.05bt). 
The external program 'dig' == 
a utility program provided with the 'bind' set of programs. 
Specifically, the version which is part of Bind series 9.x 
See: http://www.isc.org 
All usages of 'dig' are limited to wrapper functions, 
which may be rewritten as required. 
See: dig wrappers.bash for details. 
("Additional documentation" -- below) 
Usage 
Script requires a single argument, which may be: 
1) A domain name; 
2) An IP(v4) address; 
3) A filename, with one name or address per line. 
Script accepts an optional second argument, which may be: 
1) A Blacklist server name; 
2) A filename, with one Blacklist server name per lin 
If the second argument is not provided, the script uses 
a built-in set of (free) Blacklist servers. 
See also, the Quickstart at the end of this script (after 'exit'). 
Return Codes 


@ = AUP (Que 
i = Seriot eue 
2 — Something is Blacklisted 


Optional environment variables 


SPAMMER_TRACE 
me GEE dec) a wenticalole 33 le 
script will log an execution flow trace. 


SPAMMER_DATA 
If set to a writable file, script will dump its 
discovered data in the form of GraphViz file. 
See: http://www.research.att.com/sw/tools/graphviz 


SPAMMER_LIMIT 


PR 
= o 
«c» wel 


PPP PPP PE 
PPP PPP PY 
OIA 4 QN ES 


RR 
N + 
(Sy 1o) 


A 


S 


S 


A 


# 


W 


N 


D 


d 
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Limits the depth of resource tracing. 
Default is 2 levels. 


A setting of 0 (zero) means 'unlimited' 
Caution: script might recurse the whole Internet! 


A limit of 1 or 2 is most useful when processing 
a file of domain names and addresses. 
A higher limit can be useful when hunting spam gangs. 


dditional documentation 
Download the archived set of scripts 
explaining and illustrating the function contained within this script. 
incicjos / oas decta- aliove ae Me (llli eee c 10927. 


tudy notes 

This script uses a large number of functions. 
Nearly all general functions have their own example script. 
Each of the example scripts have tutorial level comments. 


cripting project 
Add support for IP(v6) addresses. 
IP(v6) addresses are recognized but not processed. 


dvanced project 
Add the reverse lookup detail to the discovered information. 


Report the delegation chain and abuse contacts. 


Modify the GraphViz file output to include the 
newly discovered information. 


is spammer Doc 


PHT HH HHT HHH EH HT HHH TH FE AE FE HE AE FE FE FE FE AE FE FE EE EE 


### Special IFS settings used for string parsing. #### 


Whitespace == :Space:Tab:Line Feed:Carriage Return: 
SPLIFS=S"\x20"S"\x09"S"\xOA"S™\x0D" 


No Whitespace == Line Feed:Carriage Return 
O_WSP=$'\x0A'S'\x0D' 


Field separator for dotted decimal IP addresses 


ADR_IFS=${NO_WSP}'.' 


Array to dotted string conversions 


OT_IFS="."S{WSP_TFS} 

# # Pending operations stack machine # # # 

This set of functions described in func_stack.bash. 
(See "Additional documentation" above.) 

# # 

Global stack of pending operations. 

elle f -a pending. 

Global sentinel for stack runners 
exlieuee i, jo (eel 


Global holder for currently executing function 


[ROS TNSY ASSIS) TSSY TRO) [SS INSP ISS) 


22 
22.1 


declare -f | pend current 


# 4 Debug version only remove for regular use # # f 


The function stored in pend hook is called 
immediately befor 


ach pending function is 


evaluated. 


# # 


pend_dummy () 


pend_init () 


unset _pending_[@] 


{ 


{ 


Stack clean, _pend_current_ set. 


, 


} 


This thingy demonstrated in pend_hook.bash. 
declare -f _pend_hook_ 


The do nothing function 


Clas amel Tyi eiel 2e. CNS FUNELON. STES, 


pend_func pend_stop_mark 
pend_hook_='pend_dummy' # Debug only. 


# Discard the top function on the stack. 


pend pop() { 


ane [| Str genchieg [6] ee Q | 


then 


lee. =a 
-top =o i pending 1 pod 
UnseGem pencil cm | omt@pmel 


ia 


_top_ 


# pend func function name [$(printf '%Sq\n' arguments) ] 


pend, func () 


{ 


local IFS=$ {NO_WSP } 


SiC. IE 


_pending_[${#_pending_[@]}]=$@ 


set +f 


# The function which stops the release: 
pend_stop_mark () 


eel = 


pend_mark () 


{ 


{ 


pend_func pend_stop_mark 


# Execute functions until 'pend_stop_mark' 

pend_release() 
local =L ite. 
_p_ctrl_=S{#_pending_[@] } 
wante [| Sf o erii -cot 0 J 


do 


{ 


# Declare _top_ as integer. 


_top_=${#_pending_[@] }-1 
_pend_current_=${_pending_[$_top_] } 
taste _jeSimching_ |S coo] 
S_pend_hook_ 
eval $_pend_current_ 


done 


pend, drop() 
locali 


{ 


19 # Drop functions until 


EOD 


# Debug only. 


'pend stop mark' 


222 local pd ctrl -$(£$ pending [G8]) 


223 woe || Sf Telcel jJ» ee 6 7 
224 do 

DRS COPR- 5)_jorel_@iere lik 

226 me || US qexexwehumg [Stee bY == "ixl go merci! | 
22.1 then 

228 unset pending [$ top ] 
229 break 

230 else 

2 2 unset pending [$ top ] 
29 I9ol Gul. = TO 

233 ira 

234 done 

235 if [ ${#_pending_[@]} -eq 0 ] 
236 then 

2S7. pend_func pend_stop_mark 
2.39 if aL 

239 p 

240 

241 #### Array editors #### 

242 


243 # This function described in edit exact.bash. 

244 4$ (See "Additional documentation," above.) 

245 4 edit exact «excludes array name» «target array name» 
246 edit exact() { 


247 [ Sv =ee 2 T [|i 

248 | S# -eq 3 ] || return 1 

249 local -a _ee_Excludes 

250 local -a _ee_Target 

zl local ee x 

252 local ee t 

253 local IFS=${NO_WSP} 

254 set -f 

255 eval ee muweluees-—y( WENISTNEIXINE Y) 

256 val _ee_Target=\( \$\{$2\[@\]\} \) 

257 local ee len-$(4 ee Target[G]) # Original length. 

258 local _ee_cnt=${#_ee_Excludes[@] } # Exclude list length. 
BSS) | si ee lem sane 0 J Jl sew 0 # Can't edit zero length. 
260 | S4 ee cm re 0 ]| |] zeturm © # Can't edit zero length. 
261 inus. (Cp sx = OR & t$ Stas emir} 6 ESOup 9) 

262 do 

263 ee x-$( ee Excludes[$x]) 

264 rom (( i = p- sa < Si -xee-dkesm) pO ior )))) 

265 do 

266 .ee t-$( ee Target [$n] } 

267 X dp s0US4 we cht => eI exe sey] 

268 then 

269 unset ee Target [$n] # Discard match. 

DAO [ $4 -eq 2 ] && break 4 If 2 arguments, then done. 
XT 3E 3L 

2172 done 

2.13 done 

274 eval S2=\( WSuWwL ee esee ) 

215 set +f 

2G return 0 

TUE, 

2 8 


279 # This function described in edit by glob.bash. 
280 # edit by glob «excludes array name» «target array name» 
281 edit by glob() { 


282 | Su Sec 2 | |i 

283 | Siz See, S J II rerum di 
284 local -a | ebg Excludes 
285 local a | ebg Target 

286 local | ebg x 


287 local | ebg t 


CO) CO CO CO CO CO CO CO 
(69) sa] (ox (Gu de Gor IS) [E 


w w 
N H 
C «o 


local IFS-$(NO WSP] 

set -f 

eval _ebg_Excludes=\( \$\{$1\[@\]\} V) 
eval _ebg_Target=\( \$\{$2\[@\]\} V) 
local _ebg_len=S${#_ebg_Target [@] } 
local _ebg_cnt=S {#_ebg_Excludes[@] } 


Do prefix edit 


[ Si cbe leat Soe. 0) | I retta © 
L S4 Lees emnt: sae 0 T L rerien 0) 
coe (s = OP & — Si lever eu) qp xe }) 
do 
ebg x-$( ebg Excludes[$x]) 
itor (( m= © B mK SI cles kem] p qe 
do 
| $9 eg S | && eg c9 sog xU 
if [ ${_ebg_Target[$n]:=} ] 
then 
ebg_t=${_ebg_Target [Sn] /#${_ebg_x}/} 
[ ${#_ebg_t} -eq 0 ] && unset _ebg_Target [$n] 
3E 3L 
done 
done 
eval. S2=\( MS els Targa \(@\I\i 3) 
set +f 


return 0 


) 


# This function described in unique lines.bash. 


# unique lines «in name» «out name» 


unique lines() 
[ Sir Sexe) 2 |l return db 
koeel cx bul ae 
POC eau ove 
aeea al U cite 
oee al, 8L qsXeys 
logal ul ia 
local IFS=${NO_WSP} 


set -f 
eval _ul_in=\( NSN(SINIGNIN) \) 
_ul_cnt=${#_ul_in[@] } 


ioi (( wu pos = QU p wil pos « 9 x eme 
do 
is [| $i ul iale wd jes} || s=) J 
then 
ul tmp-$( ul in[$[( ul pos)]) 
wl ew Sis mL owela] } JSS 4 wd tug 
ioi (( me = uui pos s Ze < S9 wu eum 
do 
| etail suse esp i=) | Ee 
[ "US wb simpel == 
unset ul in[$(zap)] 
done 
i3 
done 
eval $2=\( \$\{_ul_out\[@\]\} \) 
set +f 


return 0 


} 


# This function described in char_convert.bash. 


# to_lower <string> 
to_lower() { 
[ Si see d d || etaa db 
Local pd eut 
_tl_out=${1//A/a} 
tl_out=${_tl_out//B/b} 
el OUEST TEJL eme/ / C 


#+ if defined & set. 


# If defined & not empty 


Jc S ill ene 


GS) (em) 
a) 


SG Q&S 
BW DY 


05 


oS 
1 oO 


[- [B FPP ere EEÉÀI e c 
Wey Co) eJ py (n fes 165 INS) (— ey «Wo (o9) 


tl out-$( tl out//D/d) 
cl _ovic=S4{_ tl gui Bet 
tl out-$( tl out//F/f) 
tl out-$( tl out//G/g] 
tl out-$( tl out//H/h) 
rl. gui-S f il owie/ / 1 fa} 
El out=s tl ou /9/ 3) 
tl out-$( tl out//K/k) 
tL gie T1. (uU 71/1 
tl out-$[( tl out//M/m) 
Ell que il ou /8/ m) 
tl out-$( tl out//0O/o] 
tl out-$( tl out//P/p) 
tll rxuEcS 1 tl owce) 
tl out-$( tl out//R/r) 
tl out-$( tl out//S/s] 
tiL owe=S 11. qouutZ/7/Itj 
tl out-$( tl out//U/u] 
tl out-$( tl out//V/v) 
tl out-$[( tl, out//W/w) 
Ed QOIS {te lowe) 7254/52] 
tl out-$( tl out//Y/y) 
cl out=S tl Ont 7/26 7j 
echo $( tl out) 

return 0 


#### Application helper functions #### 


# Not everybody uses dots as separators (APNIC, for example). 


# This function described in to dot.bash 


# to dot <string> 

to leu) 4 
I Ss seq X j |) ratura d 
echo ${1//[#|@|%]/.} 


return 0 


# This function described in is number.bash. 


# is number «input» 


is number() { 
p Viste! Step ab] || return 
[ SVS S= Vou | EAS AEE 


LOGI =a BEE 
let eSc=SiL 2>/clew/ mull 
return S$? 


ib 
0 


# is blank? 
# is zero? 


# else is numeric! 


# This function described in is_address.bash. 


# is_address <input> 
is_address() { 
lI 84 -eg 1 ] || etura 1 
local =e 35m. spur 
local IFS=${ADR_IFS} 
ier sepexoHuE C Sb y) 
if [ ${# ia input[G]) -eq 
is number S ia input[ 
is number $( ia input[ 
is number $( ia input[ 
is number Si ia input[ 
[ S4 3er sbapwuer9]j =e 25 
1 Sd ia imove [kii She 25 
| 9 ia imout[2] -Ir 25 
| S{ tea lcoapuuE[S3]Jg -16 25 
then 
return 0 


# Blank ==> false 


&& 
&& 
&& 
&& 
&& 
&& 
&& 
&& 


iS fs HES ey qium qf gi qus (ffs) ES dms RS Ss qümy es SS qus qus SS ES es ES SS SS des SS SS quy des pes SSS sy RSs qe quy i SES Se fms SS SS qíes SSS ES RS qücy que SS 


20 
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52 
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61 
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64 
65 
66 
67 
68 
69 
70 
pa 
72 
113 
74 
75 
76 
p 
78 
79 
80 
81 
82 
83 
84 
85 


else 
return 1 
ita 


# This function described in split ip.bash. 
# split ip «IP address» 
#+ «array name norm» [«array name rev»] 
split ip() ( 
| S# -eq 3 ] || # Either three 
| Si eee 2 J ||| return a #+ or two arguments 
local =A | (eal Nove 
local IFS=${ADR_IFS} 
Eum E 
IFS-S(WSP IFS) 
eval $2=\(\ \$\{_si_input\[@\]\}\ V) 
xe [ See ew i 
then 
# Build query order array. 
local =e, (uas 39 


_dns_ip[0]=${_si_input [3] } 
Clas 389 1: ] 89 d sL amore [2:1] } 
Clos} a9[L2 | 591 sat. ating [3L] Jj 
madnsmioregss sumimus. 
eval $3=\(\ \$\{_dns_ip\[@\]\}\ \) 


iE. 
return 0 


# This function described in dot array.bash. 
# dot array «array name» 
dot array() { 
1 SP —eg 1l 4 |) ratura 1 # Single argument required. 
LOCAIL Se, (ben aügsu"E 
eval _da_input=\(\ \S\{S1\[@\]\}\ X) 
local IFS=${DOT_IFS} 
local _da_output=${_da_input [@] } 
IFS=${WSP_IFS} 
echo ${_da_output } 
return 0 


# This function described in file_to_array.bash 
# file_to_array <file_name> <line_array_name> 
file_to_array() { 
[ $4 -eq 2 ] || return 1 4 Two arguments required. 
local IFS=${NO_WSP} 
Ike =a res ENS. 
steel deus =( Siege Sd) ) 
eval S$2=\( WSSI ica samo \i@\j\i W) 


return 0 


# Columnized print of an array of multi-field strings. 
# col print «array name» «min space» < 
#+ tab stop [tab stops]» 
eoi. jxexmE 1 

I SH esc 2] |] sew 0 

LOCA =a x. a9 

local =a C9 Siero) 

local —- ep. ime 

local Ge vaka 

koeee pamen 

Boes Co 20S 

lkexeedL -Co Gne 

Ike. _ ele) iezilo) 


(nk Gale Sn) Gay Gaye Gal: Gy Cal 
(ce) | py yl) fs eo Ss) [3 


C O1 
N H 
SS) Xo) 


local =i 


ZEP 


Jloxeredl = Eor 

loxeeul choi Ikel 

# WARNING: FOLLOWING LINE NOT BLANK -- IT IS QUOTED SPACE 
local cp max-' 


So 


Sie 


local IFS=$ {NO_WSP } 
eval _cp_inp=\(\ \S$\{$1\[@\]\}\ V) 


[ ${#_cp_inp[@]} -gt 0 ] || return O # Empty is easy. 
.cp mcnt-$2 
cp min-$(. cp max:1:$í(. cp. ment) ) 
shift 
shift 
.cp ent-$4 
ioe MU eo 0 8 Co «€ Tene (cuu. p epe ) 
do 
_Ci9_syxe LS e tero Sie. [6:1] Ji] IST tero meres Be Siwy sr 
SIMILE 
done 
_cp_cnt=${#_cp_inp[@] } 
iro (( _6jo = @ r Go < ei (cue p GoT ) 
do 
_cp_pos=1 
IFS-$(NO WSP)$'Nx20' 
-Gp Jsme-( $4 ciel ee» ) 
IFS-$(NO WSP) 
fore (i deque = (0 B. ej «€ SH Ce db 6 pisse )y)) 
do 
cp tab-$í( cp spc[$(. cpf)]1:$(. cp. pos) } 
aie [[ Sis cq caor d S Cp mener ] 
then 
o elg" ST. ep amm |) 
ia 
exeo cum "SI Go Taigis 
(( _cp_pos = $(.cp pos) + S${#_cp_tab} )) 
Teparii S 4 er isis 4 yox] p 
echo =i Si «mp ie lel} 
(( Gis isos = S suos Sg co cie ) 
done 
echo 
done 
set +f 


return 0 


od od 


After 
declare 


Names 
Ready 
declare 


"Hunt the Spammer' data flow # # # # 


Application return code 
declare -i hs RC 


Original input, from which IP addresses are removed 
After which, domain names to check 
declare -a uc name 


Original input IP addresses are moved her 


which, IP addresses to check 
-a uc address 


against which address expansion run 


for 


name detail lookup 


-a chk name 


Addresses against which name expansion run 
Ready for address detail lookup 


declare -a chk address 


592 
DDS) 
554 
2595 
556 
53) 7) 
558 
359 
560 
561 
562 
563 
564 
565 
566 
567 
568 
569 
570 
53 
5 12 
S715) 
574 
575) 
576 
STI 
Ss) 
5/79) 
580 
581 
582 
583 
584 
SGS 
586 
518) 7) 
588 
589 
590 
59 
592 
IOS 
594 
295 
596 
590 
998 
999 
600 
601 
602 
603 
604 
605 
606 
607 
608 
609 
610 


(ony Oy Xe X63) Xon. Sy) Xo» 
ss] (x; (m dE Gey d». [2 


# Recursion is depth-first-by-nam 

# The expand input address maintains this list 

#+ to prohibit looking up addresses twice during 

#+ domain name recursion. 

declar a been there addr 

besni eher arclehe=( Vb eim O0 Oi! 3 a2 WuüecueredbsbesE iexexui(oysuE 


Names which we have checked (or given up on) 
declare -a known, name 


Addresses which we have checked (or given up on) 
declare -a known address 


List of zero or more Blacklist servers to check. 

Each 'known address' will be checked against each server, 
+ with negative replies and failures suppressed. 

declare -a list server 


Ihaxelalieereicsieyey I T set to zero == no limit 
indirect-$(SPAMMER LIMIT:-2)] 


4 4 # 'Hunt the Spammer' information output data # 4 # 4 


Any domain name may have multiple IP addresses. 
Any IP address may have multiple domain names. 
Therefore, track unique address-name pairs. 
declare -a known pair 

declar a reverse pair 


In addition to the data flow variables; known address 
+ known name and list server, the following are output to the 
+ external graphics interface file. 


Authority chain, parent -» SOA fields. 
declare -a auth chain 


Reference chain, parent name -> child name 
declare -a ref chain 

DNS chain - domain name -> address 
declar a name address 

Name and service pairs - domain name -> service 
declar a name srvc 

Name and resource pairs - domain nam > Resource Record 
declar a name_resourc 

Parent and Child pairs parent nam > child name 

This MAY NOT be the same as the ref_chain followed! 
declar a parent_child 


Address and Blacklist hit pairs address-»server 
declar a address hits 


Dump interface file data 
declare -f dot dump 
.dot dump-pend dummy # Initially a no-op 


# Data dump is enabled by setting the environment variable SPAMMER DATA 
#+ to the name of a writable file. 
declare dot file 


# Helper function for the dump-to-dot-file function 
# dump to dot «array name» «prefix» 
dump to dot() { 


618 
OLE. 
620 
621 
622 
623 
624 
625 
626 
627 
628 
629 
630 
631 
632 
633 
634 
635 
636 
637 
638 
639 
640 
641 
642 
643 
644 
645 
646 
647 
648 
649 
650 
GSI 
652 
653 
654 
655 
656 
657 
658 
659 
660 
661 
662 
663 
664 
665 
666 
667 
668 
669 
670 
671 
672 
($7 3) 
674 
675 
676 
671 
678 
679 
680 
681 
682 
683 


local =a elei iUo 

local =i _dda_ent 

ikea cbe stern" USER VE Oat xe Wa 
local IFS=$ {NO_WSP } 

eval _dda_tmp=\(\ N$N(SIN[QGNIN)N V) 
_dda_cnt=$ {#_dda_tmp[@] } 

sie || Si cle cme ene (9 | 


then 
ror (( cela = 0) $ . kel « . (kel em P . eoe )) 
do 
poxceineng:t "UIS clea icone y 
Ue gom" UST qc ici |S {clea} |} SSS 4 0€ i119] 
done 
iE aL 


# Which will also set _dot_dump to this function 
dump_dot() { 
ikgcenl at. _ lel cite 
echo '# Data vintage: 'S(date -R) >${_dot_file} 
echo '# ABS Guide: is_spammer.bash; v2, 2004-msz' >>${_dot_file} 
echo >>${_dot_file} 
echo 'digraph G {' >>S{_dot_file} 


if [ ${#known_name[@]} -gt 0 ] 
then 
echo »»5$( dot file) 
echo '# Known domain name nodes' »»$( dot file) 
_dd_cnt=${#known_name[@] } 
itcwe (( cll = © 2? ok «€ (lel uwe gg ele )) 
do 


joreaiaie ie V N%04u [label="%s"] ;\n' \ 
MSH qtu “WS (enon imewns[ls94 cll} | UY 22894 cu xule 
done 
irat 


if [ ${#known_address[@]} -gt O ] 

then 
echo »»5$( dot file) 
echo '# Known address nodes' »»55$( dot file) 
. dd cnt-$(4known address[Q]) 


row ((( cll = © pg . xokel «€ _ (lol «eue 9 qpkehes )) 
do 
joreaiaie ie Y DBOLu [lelxeleUzsw] 23m" X 
"$( dd)" "S{known_address[${_dd}]}" »»$( dot file) 

done 
ial 
echo >>${_dot_file} 
excog) fes ssel glo seule 
echo ' * Known relationships :: User conversion to' »»$( dot file) 
echo ' * graphic form by hand or program required.' »»$( dot file) 
echo ' *' >>S{_dot_file} 


siae l Sipanca Claveisin Ci) d. c (0r | 
then 
echo »»$( dot file) 
echo '# Authority ref. edges followed & field source.' »»5$( dot file) 
dump to dot auth chain AC 
ra 


if [ ${#ref_chain[@]} -gt 0 ] 

then 
echo »»5$( dot file) 
echo '# Name ref. edges followed and field source.' »»$( dot file) 
dump to dot ref chain RC 


684 iE aL 


685 

686 if [ ${#name_address[@]} -gt 0 ] 

687 then 

688 echo >>S${_dot_file} 

689 echo '# Known name->address edges! >>${_dot_file} 
690 dump_to_dot name_address NA 

691 i3 

692 

693 if [ ${#name_srvc[@]} -gt 0 ] 

694 then 

695 echo »»5$( dot file) 

696 echo '# Known name-»servic dges' »»5$( dot file) 
697 dump to dot name srvc NS 

698 ira 

699 

700 if [ ${#name_resource[@]} -gt O ] 

TOA then 

702 echo »»5$( dot file) 

703 echo '# Known name->resourc dges' >>${_dot_file} 
704 dump_to_dot name_resource NR 

705 163 

706 

TAT if [ ${#parent_child[@]} -gt 0 ] 

708 then 

709 echo >>${_dot_file} 

710 echo '# Known parent->child edges' >>${_dot_file} 
WAL dump_to_dot parent_child PC 

UE iE 3L 

713 

714 if [ ${#list_server[@]} -gt 0 ] 

TMS) then 

716 echo »»5$( dot file) 

7309) acho s mowi lMbeyciklaussm Toces £x 91. Gk table 

TLS _dd_cnt=${#list_server[@] } 

TLS Tor wE ceis Ta eM ee cbe ene a eeen ty 

TZO do 

TAA joveaiaieie Y isses. [ileloysilavas! | cua \ 

VBA Used) USIEsi M Scire mecha Sq olor aes ey} 
TAS done 

724 if aL 

TZS 

726 unique_lines address_hits address_hits 

7:27] if [ S{#address_hits[@]} -gt 0 |] 

WAS then 

729 echo >>S${_dot_file} 

730 echo '# Known address->Blacklist_hit edges' >>${_dot_file} 
TSA echo '# CAUTION: dig warnings can trigger false hits.' >>${_dot_file} 
7:912 dump to dot address hits AH 

133 i631 

734 echo 281 Cow Gilel 

2835) Gxeleo. V RU SSS 4_clore_ isi ks} 

3.86 ecaa " + miat 1 cr lor (oue relarcionsaioss haay Grasac" $2525 Clone sea ike} 
TES ceho " 2/4 zasi ee. eile) 

738 eeno YI” >>${_dot_file} 

TIS return 0 

740 ) 

TAY 


742 4 # # # 'Hunt the Spammer' execution flow # 4 # # 
743 
744 # Execution trace is enabled by setting the 


745 #+ environment variable SPAMMER TRACE to the name of a writable file. 


746 declare -a trace log 

747 declare | log file 

748 

749 # Function to fill the trace log 


750 
TS 
YSZ 
1/5:3] 


trace logger() ( 
_trace_log[${#_trace_log[@] } 
} 


]=${_pend_current_} 


754 # Dump trace log to file function variable. 


155 
756 
153 
758 
135 
760 
761 
762 
763 
764 
765 
766 
TOT 
768 
769 
770 
UYA 
372 
VAS 
774 
TYS 
7176 
311) 
7178 
T$ 
780 
781 
782 
783 
784 
785 
786 
787 
788 
VÈS 
790 
FOIL 
1792 
193 
794 
795 
VIG 
Jo 
798 
798 
800 
801 
802 
803 
804 
805 
806 
807 
808 
809 
810 
811 
812 
813 
814 
91.5) 


declare -f | log dump 
log dump-pend dummy 


# Dump the trace log to a file. 
dump log() ( 


ar doute a m«9-6[9. 


ikeyeeiil cb ei inte 
.dl cnt-$(£ trace log[GQ]) 
ioi (( old = © p cu « eH ew p uie Jj 
do 
cine S4 creca Tog [S4 9013 Se $1 log ie 
done 
.dl cnt-$(£ pending [G] 
sit (| Gt ch quw] XE © ] 
then 
UL (exem ul (is) 
echo '# 4 # Operations stack not empty 4 4 #' 
igi (( eu = SX e em) p ui s= 0 g gue ) 
do 
echo si pending [$( dl)]) >> S$(. log file) 
done 
seal, 


# 4 Utility program 'dig' 


Thes 


wrappers ar 


is thes 


wrappers # 4 4 


derived from the 
+ examples shown in dig wrappers.bash. 


return 


[The major differenc 


# # 
Short form answer: 


Forward lookup 


short_fwd() { 


ar egene WeSmules: cler a Ieee alin Gum aea 


See dig_wrappers.bash for details and 
+ use that script to develop any changes. 


'dig' parses answer. 


Name -» Address 
short_fwd <domain_name> <array_name> 


-c in -t a 2>/dev/null) ) 


]='## Lookup error 'S{_sf_rc}' 


Toce cel ht sep 
ioco M Sak She ge 
dieyeudl =a, _ Sit _ icine 
IFS=$ {NO_WSP} 
EC, =a UV 
# echo 'sfwd: 'S{1} 
_sf_reply=( $(dig +short ${1} 
-sf rc-$? 
ie [ Si er rel re ] 
then 
.trace log[$(4 trace log[GQ]) 
# [ $0 sf rc) -ne 9 ] && pend drop 
wmetcuncin de sie deg 
else 


# Some versions of 'dig' 
ei emes E seejoly [@] } 


return warnings on stdout. 


ione. (0 Bae SO 3p sub «€ 5d sus eine) B ceeded ))) 
do 
| t'ei cut cepivwieis getllsUs2) == "x5" ] CE 
unset sf reply[$( siri 


on 


SS SUL hes stable) 


OSA} 


HH | 


816 
817 
818 
819 
820 
821 
822 
$9213) 
824 
825 
826 
827 
828 
829 
830 
CE 
832 
833 
834 
935 
836 
837 
838 
839 
840 
841 
842 
843 
844 
845 
846 
847 
848 
849 
850 
851 
852 
853 
854 
9S5 
856 
857 
858 
Bae 
860 
861 
862 
863 
864 
865 
866 
867 
868 
869 
870 
871 
872 
873 
874 
875 
876 
9) 
878 
978) 
880 
881 


done 

eval $2=\( \$\{_sf_reply\[@\]\} \) 
IEE 
return 0 


# Reverse lookup :: Address -> Name 
# short_rev <ip_address> <array_name> 
short_rev() { 
OCA =a Sie 3espody 
loea Sa epe re 
lioxemdl al, ST Cnt 
IFS=$ {NO_WSP} 
cehoscneuw 
# echo 'srev: '$(1) 


Bie reply=( Scito nehori — Sil} 2299/1) ) 


_ Sie MESE; 
it [| S4{_sieriwe}) cues 
then 


_trace_log[${#_trace_log[@]}]='## Lookup error 


# [ $( sr rc) -ne 9 ] && pend drop 
return SI or re) 
else 


"Sb sus xe] on 


# Some versions of 'dig' return warnings on stdout. 


.Sr cnt-$(£ sr reply[GQ]) 
pone (0 eee — 0) 2. Sus. e ML cic (imde) 
do 
[| “RIS sie seeds (S41 seh 20892) 
unset _sr_reply[${_sr}] 
done 
eval $2=\( \$\{_sr_reply\[@\]\} V) 
1E 3L 
return 0 


) 


Lusuespar 


)) 


# Special format lookup used to query blacklist servers. 


# short text «ip address» «array name» 
short text() ( 

logan ca E. 3eeyodby 

kort sb - She See 

ikea, =a, SE ENE 

IFS=$ {NO_WSP} 
i; Grelae) MSEE ON. 


Sit reply=( Sous sels S11) -e imn Se rxe Be//clewe/ouwilil)) ) 


E eee 
ie ff St sie see}! eue © J 
then 


_trace_log[${#_trace_log[@]}]='##Text lookup error 


# [ ${_st_rc} -ne 9 ] && pend drop 
return $( st rc) 
else 


WS sie aere] v 


# Some versions of 'dig' return warnings on stdout. 


_st_cnt=${#_st_reply[@] } 
toe (( mE = Ur er < 915 s em] 
do 
| xT sie exeo ist ene hl) 01822.) 
taser -sE Gees SI 
done 
evel S2=\( XSSN ee seed S FONTI NIE 3) 
Er 
return 0 


Sears 


)) 


# The long forms, a.k.a., the parse it yourself versions 


# RFC 2782 Service lookups 


WISH Lab HHI 


on 


Uei at eta! 


MO XO XO XO WO XO O 
(ge) «| io», (Ox des Gh JR». [3 


MO xo 
ISS} 4 H 
(Sy e 


# 


dig tnoall +nofail +answer _ldap._tcp. 
_<service>._<protocol>.<domain_name> 
.ldap. tcp.openldap.org. 3600 IN 


openldap.org -t srv 


SRV 0.00 389 ldap.openldap.org. 


domain TTL Class SRV Priority Weight Port Target 


Forward lookup Name -» poor man's z 
long fwd «domain name» «array name» 


long fwd() { 


local -a J 1f reply 
ikooni Sal, Orbe sae: 
kocer; al. Lie. inte: 
IFS=$ {NO_WSP} 


Gxelowo) ac Ugu 


# 


# 


# 


Seino "lise VS 
iz seeypdw-( $i 
dig tnoall +nofail -*answer tauthori 


${1} -t soa ${1} -t mx ${1} -t 
melee 5:2. 
ie qp Sd be ae} =ne @ ] 
then 
_trace_log[${#_trace_log[@]}]='# Zone lookup err 
[ Sq dE ee} me 9 |] & pem bc 
recura dS dg ee 
else 
# Some versions of 'dig' return 


ilte Gime fe d se liie cereos [ 11] } 


pone WU la m9 c lie eSI be - veut, 
do 
p Use" dE sepe J45]1]8052 
(uses lr seeds [LS dE 
done 


eval $2=\( NSN(. 1£ replyN[QN]N) 
EL 
return 0 


one transfer 


ty racecieional y 
any 2>/dev/null) ) 


MS de aeg ee 


on 


warnings on stdout. 


pog Jue )) 


} == 


\) 


The reverse lookup domain name corresponding to the IPv6 address: 


ASALe OSL 2s Sada 56/9 (9. Ses) 
would be (nibble, I.E: Hexdigit) 


POVE 


rsed: 


qe ll 


oie 958 o oOo SoO 450 0.0. 31510) 060 250 060.150 060 050 510150 5 1L 525 73152. 5 LPO. EISE 


Reverse lookup Address -» poor man' 
long rev «rev ip address» «array name» 


long rev() { 


ioe =e de esed 

ieee =a lie xe 

local =i disse Gmie 

lioxeedi bre. ebay) 

ihe olov edd. TU qasarerelohe s aejoer.. 
IFS-$(NO WSP) 


Schon =i yg 


# 


# 


echo 'lrev: '$(1) 
_lr_reply=( $( 
dig -*noall +nofail +answer +autho 


Sq d ums) = Soa $ du clas} 
ie ee SS 2 
zx (qp S4 Xs ie} -me © ] 
then 


S delegation chain 


rity tadditional \ 
-t any 2>/dev/null) ) 


_trace_log[${#_trace_log[@]}]='# Del 
Let 3e see c 9 |) te penc Cros 

Terur S4 Jl wee} 

else 
# Some versions of 'dig' 
.lr cnt-$(£ lr reply[GQ]) 
nope TOC else. ex (0. tps cilia ee dL Ilse dough 
do 

p. Use ed abe seceyoubwe [SE di] 1 90.92 


Gr Hro error "S lue xe" om "ST" 


return warnings on stdout. 


hb B oldaee » 


} == 


geil 


948 
949 
950 
951 
952 
953) 
954 
955 
956 
957 
958 
259 
960 
961 
962 
963 
964 
965 
966 
967 
968 
969 
970 
93 
972 
9 TS) 
974 
975 
976 
Qe 
978 
Ono 
980 
OS ll 
982 
983 
984 
985 
986 
987 
988 
989 
990 
99 
992 
993 
994 
IIS 
996 
297 
998 
999 


ioe ono So ae aee] 


_nf_end=${#_nf_tmp[@] 


unset _lr_reply[${_lr}] 
done 
eval $2=\( \$\{_lr_reply\[@\]\} \) 
nee 
return 0 


# 4 # Application specific functions # 4 # 


# Mung a possible name; suppresses root and TLDs. 
# name_fixup <string> 
name fixup()( 


lkexgueull =a ise qne 
local -i Aris end. 
locati sae shies 
local IFS 


nf str-$(to lower ${1}) 
ji Gr-S9(uEo dor S ms. SE) 
_nf_end=${#_nf_str}-1 


[ Si mr uei sue ial} l=] v. ] && 
ASE =S sone MS ETE s 
IFS=${ADR_IFS 


IFS=${WSP_IFS 


case $( nf end) in 

0) # No dots, only dots. 
echo 
return 1 


jah 


Ja; Only a TEDE 
echo 
return 1 


N 


) # Maybe okay. 
echo S mi guess] 
return 0 
# Needs a lookup table? 
if [| $(*-nf enol -eq 2 | 
then # Country coded TLD. 
echo 
return 1 
else 
echo ${_nf_str} 
return 0 
gel 
"n 
esac 
Syelovey (Sp NESE) 
return 0 


1000 # Grope and mung original input(s). 
LOO ejut. oek) 1 


1002 
1003 
1004 
1005 
1006 
1007 
1008 
1009 
1010 
WOND 
JL(9)32 
1013 


| ${#uc_name[@]} -gt 0 ] || return O 
hoe, = mah (exa 

lecal =i si 1em 

Tocak _ sal_sitie 

unique_lines uc_name uc_name 
_si_cnt=S${#uc_name[@] } 

fore (t umi =O R sl «x _sSi_eme $ olde }) 
do 


Si str-$(uc name[$ si]) 
ali? aus rweleleess S uL su 
then 


uc_address [${#uc_address[@] }]=${_si_str} 


unset uc_name[$_si] 
else 
it | WeL_mamne[S_si]=S (mame iss 94 si stri) 
then 
unset ucname[$ si] 
iak 
Fa 
done 
uc name-( S{uc_name[@]} ) 
_si_cnt=S${#uc_name[@] } 
_trace_log[${#_trace_log[@]}]='#Input '$( si cnt)' unchkd name input (s 
_si_cnt=${#uc_address[@] } 
_trace_log[${#_trace_log[@]}]='#Input '$( si cnt)' unchkd addr input(s 
return 0 
# # Discovery functions recursively interlocked by external data # 
# # The leading 'if list is empty; return 0' in each is required. # # 
Recursion limiter 
limit_chk() <next_level> 
imine Cink iQ) 4 
kocak, —3 _ duet lb 
# Check indirection limit. 
xis [| Sqapasseeert) -ec O 1 jj Ep Si es 9 1 
then 
# The 'do-forever' choice 
echo 1 # Any value will do. 
return 0 # OK to continue. 
else 
# Limiting is in effect. 
aie [p SW3ueobeecrE] =e Sai | 
then 
echo $(1) # Whatever. 
return 1 # Stop here. 
else 
ken Jine d pared # Bump the given limit. 
echo S le une sr Neh alie 
return 0 # OK to continue. 
ial 
ít 
For each name in uc name: 
Move name to chk name. 
Add addresses to uc address. 
Pend expand input address. 
Repeat until nothing new found. 
expand input name «indirection limit» 
expand input name() { 
[ ${#uc_name[@]} -gt 0 ] || return 0 
local -a . ein addr 
local -a | ein new 
dle. =i En (eau. 
docal —i “ein cnt 
locat eim Geg 
_ucn_cnt=$ {#uc_name[@] } 
ii l ein eimte=S (limit emk SiL 
then 
return 0 
faa 
ror (( ein = 0 2 ein « wem cm p eim )) 
do 
if short_fwd ${uc_name[${_ein}]} _ein_new 


Ye 


)« 


T 
T 


mu 


iu 


# 


lA p RB pO B BB p. BB. B. BB. pp. BB. B. pp. B. p. EB. p. BB. B. pp. B. pp. pp. pp. EB. E. pp. EB. pp. pp. pp. p. ES. p. iS. pp. p. pp. pO. S. p. PEE 


ALIS 
118 


then 
ror (( eim eart = 0 2 . 3s quw < Sh ein newl]? ein emer )) 
do 
aim JESS uus newe ain Cyan) 
if is address $( ein tst) 
then 
ein acb || T5 «som. addr [9] o9 cum ie sic } 
ies 
done 
ia 
done 
unique_lines _ein_addr _ein_addr # Scrub duplicates. 
edit_exact chk_address _ein_addr # Scrub pending detail. 
edit_exact known_address _ein_addr # Scrub already detailed. 
xag [| SG -eim ecke eoe © | # Anything new? 
then 
uc_address=( ${uc_address[@]} ${_ein_addr[@]} ) 


pend_func expand_input_address ${1} 
_trace_log[${#_trace_log[@]}]='#Add 'S{#_ein_addr[@]}' unchkd addr inp.#' 
ira 
edit exact chk name uc name # Scrub pending detail. 
edit exact known name uc, name # Scrub already detailed. 
if [ ${#uc_name[@]} -gt 0 ] 
then 
chk name-( ${chk_name[@]} ${uc_name[@]} ) 
pend func detail each name $(1) 
ira 
unset uc name[Q] 
return 0 


For each address in uc address: 

Move address to chk address. 

Add names to uc name. 

Pend expand input name. 

Repeat until nothing new found. 
expand input address «indirection limit» 
expand input address() { 

[ S{#uc_address[@]} -gt 0 ] || return 0 
local -a _eia_addr 
local -a _eia_name 
local -a _eia_new 
toea =a. Woei eme 
local -i eia cnt 
locali eia Geshe 
unique_lines uc_address _eia_addr 
unset uc_address[@] 
edit_exact been_there_addr _eia_addr 
_uca_cnt=${#_eia_addr[@] } 
[| Si uca ew wwe 0 | Be 
been there addr-( $(been there addr[G]) S{_eia_addr[@]} ) 


for Garer t= (0. Pera < Sci ent xeu JJ 
do 
if short rev $[( eia addr[$( eia)]) .eia new 
then 
io (( uber (mE = © 5. um eue x Su ee oe el]! p mbar )))) 
do 


ia tst-$( eia new[$( eia cnt)]) 
if eia tst-$(name fixup $[( eia tst]) 
then 

eia name[$(£4 eia name[G])]-2$( eia tst) 


Ea 
done 
fei 
done 


lA p p p p p p RH p p|B p pB p p H pP pB p pP pP PH PH pP pdH pP PB pP. B dH pP pH pP pB pP. pd dH pP| pH pP PB pH PH RPE p| H RPP PPP PE 
- 
N 


unique_lines ia_nam ia_nam # Scrub duplicates. 


edit_exact chk_name _eia_name # Scrub pending detail. 
edit exact known name eia name # Scrub already detailed. 
if [ ${#_eia_name[@]} -gt O ] # Anything new? 
then 
uc name-( S{uc_name[@]} $( eia name[GQ]) ) 


pend func expand input name ${1} 
_trace_log[${#_trace_log[@]}]='"#Add '$(4 eia name[G])' unchkd name inp.#' 


iE 
edit exact chk address | eia addr # Scrub pending detail. 
edit exact known address eia addr # Scrub already detailed. 
if [ S(4 eia addr[80]) -gt O ] # Anything new? 
then 

chk address-( S{chk_address[@]} S$( eia addr[G]) ) 

pend func detail each address $(1) 
ia 


return 0 


# The parse-it-yourself zone reply. 


# The input is the chk_name list. 
# detail_each_name <indirection_limit> 
detail_each_name() { 
${#chk_name[@]} -gt 0 | | sexe. 0) 
local -a _den_chk Names to check 
local -a _den_name Names found here 
local -a _den_address Addresses found here 
local =e um josie Pairs found here 
local -a _den_rev Reverse pairs found here 
local -a | den tmp Line being parsed 
local -a , den auth SOA contact being parsed 
local -a , den new The zone reply 
local =a . eem 19e Parent-Child gets big fast 
local -a | den ref So does reference chain 
local -a CEN sae Name-Resource can be big 
local -a _den_na Name-Address 
local =a . eem ne Name-Service 
local =a _den_achn Chain of Authority 
local =i Can Eme Count of names to detail 
local =i Cam lme Indirection limit 
local _den_who Named being processed 
local _den_rec Record type being processed 
local _den_cont Contact domain 
local _den_str Fixed up name string 
local _den_str2 Fixed up reverse 
local IFS=${WSP_IFS} 
Local, unique copy of names to check 


unique_lines chk_name _den_chk 
unset chk_name[@] # Done with globals. 


# Less any names already known 
edit_exact known_name _den_chk 
_den_cnt=$ {#_den_chk[@] } 


# If anything left, add to known_name. 
| ${_den_cnt} -gt 0 ] && 
known_name=( ${known_name[@]} ${_den_chk[@]} ) 


# for the list of (previously) unknown names 
oie (( cei = 0 edeni dJen Xe 9 . kw ))) 
do 


den who-$( den chk[$( den])]) 
if long fwd $( den who) | den new 
then 

unique lines den new | den new 


if [ ${#_den_new[@]} -eq 0 ] 
then 


_den_pair[${#_den_pair[@]}]='0.0.0.0 'S{_den_who} 


feu 


# Parse each line in the reply. 


ione (( -linas = © p -line < Sig Clem omen Ey} s lume 


do 
IFS-$ {NO_WSP}$'\x09'$'\x20!' 
.den tmp-( $( den new[S$( lineJ]) ) 
IFS=$ {WSP_IFS} 
# If usable record and not a warning message 


wie | Size lcm [el sete A q dm Ux! S else Sese 0] 3 


then 
den rec si den tmp[3]) 


den nr[$(£Xt den nr[8])]-2$(. den who)' '$( den rec) 


# Begin at RFC1033 (+++) 
Gase Sí cem ree) asm 


#<name> [«ttl»] [<class>] SOA «origin» <person> 


SOA) # Start Of Authority 
if _den_str=$ (name_fixup ${_den_tmp [0] }) 
then 

_den_name[${#_den_name[@] }]=${_den_str} 
_den_achn[${#_den_achn[@]}]=${_den_who}' 'S${_den_str}' 
# SOA origin -- domain name of master zone record 
if den str2-$ (name fixup $( den tmp[4])) 
then 

.den name[S$(4. den name[ 

_den_achn[${#_den_achn[ 
i3 
# Responsible party e-mail address (possibly bogus). 
# Possibility of first.last@domain.name ignored. 
set -f 
if den str2-$ (name fixup S den tmp[5])) 
then 

IFS=${ADR_IFS} 

_den_auth=( $( den str2) ) 

IFS=${WSP_IFS} 

if [ ${#_den_auth[@]} -gt 2 ] 

then 

_den_cont=${_den_auth[1] } 


] 
] 


]=${_den_str2} 


&T y 
e]j 


fo (( aucta = 2 p zm < Sem umm) e aurca y) 


do 
den, cont-$(. den cont)'.'$( den auth[$(. auth]]) 
done 
_den_name[${#_den_name[@] 
_den_achn[${#_den_achn[@] 
iE 


|=S4_cem come! s 


} 
} 


ies 
set +f 
IRI 


A) # IP(v4) Address Record 
if den str-$(name fixup $( den tmp[0]]) 
then 

.den name[S(4 den nam 


)]5$(. den str) 


den na[$(4* den na[G]) 
.den ref[$(ft den ref[G 
else 


$( den str)' '$( den tmp[4]) 
-S$( den who)' '$í[( den str)' 


@ 
_den_pair[${#_den_pair[@]}]=${_den_tmp[4]}' '${_den_str} 
} 


den_na[${#_den_na[@] } 


SOA' 


]*$( den who)' 'S$( den str2)]' 


]*S$( den who)' 'S$( den cont)'. 


A! 


'unknown.domain '$( den tmp[4]) 


)) 


SOA.O' 


SOA" 


_den_pair[$S{#_den_pair[@]}]=${_den_tmp[4]}"' unknown.domain' 
} 


_den_ref[${#_den_ref[@ 


=${_den_who}' unknown.domain A' 


1278 
1279 
1280 
IZel 
1282 
1283 
1284 
1285 
1286 
1287 
1288 
1289 
1290 
LAO 
1292 
1293 
1294 
1295 
1296 
129 
1298 
112/99) 
(00) 
1301 
1302 
1303 
1304 
L3OS 
1306 
SOT 
1308 
L3OS) 
LSA) 
JL Sra 
JLSdU 
LSS) 
1314 
IL S5; 
LSALG 
18H17 
1318 
10069 
1320 
LOZ AL 
L322 
L323) 
1324 
1.512: 
1326 
1327 
1512/9 
1312 9) 
L330 
ILS Al 
LSS 
1333 
1334 
1235 
1336 
13:377 
1.5.5) 
1.3199) 
1340 
1341 
1342 
1343 


i3 


. den address[$(£ den address[G8])]-$(. den tmp[4]) 


den. pc[$(4. den pc[8])]-$(. den who)' '$( den tmp[4]) 


r 


NS) # Name Server Record 
# Domain name being serviced (may be other than current) 
if den str-$(name fixup ${_den_tmp[0]}) 
then 
den name[$í(4 den name[Q])]-2$(. den str) 
_den_ref [${#_den_ref [@]}]=${_den_who}' '$(. den str)' NS' 


# Domain name of service provider 
if den str2-$ (name fixup $( den tmp[4])) 
then 
. den name[$(4€ den name[G])]-$(. den. str2) 
(eeu wet (Si den eit /@] }/=Si_cem_ wol" "S91 dea etz2])p" GS" 


@ 
den ns[$(f den ns[80])]-$( den str2)' NS' 
den pc[$(4 den pc[G])]-$( den str)' '$( den str2) 
iE aL 
3E aL 


vr 


MX) # Mail Server Record 
# Domain name being serviced (wildcards not handled here) 
if _den_str=$ (name_fixup ${_den_tmp[0]}) 
then 
_den_name[${#_den_name[@] }]=${_den_str} 
dem reile elem cerl @ =S em vxo)" "VS den susc] MY 
Ton 
# Domain name of service provider 
iE cen _Sikie=S (marne Ti ewo S Cen isms [L5] 11) 
then 
_den_name[${#_den_name[@] }]=${_den_str} 
dea iene [| d ss dea erla PIS den wao” VS den citer} IMP 
den ns[$(f den ns[80])]-$(. den str)' MX' 
den pc[$(4 den pc[8])]-$(. den who)' Si den str) 
aE 3L 


vr 


PTR) # Reverse address record 
# Special name 
if _den_str=$ (name_fixup ${_den_tmp[0]}) 
then 
demn refle m cen ceriti i= cen vio)" VSX den suu] BWR" 
# Host name (not a CNAME) 
if _den_str2=S (name_fixup ${_den_tmp[4]}) 
then 
Gea sew) clem ravit i =s ema ecc)" VS dan Stro) 
.den ref[$(4 den ref[G])]-$( den who)' '${_den_str2}' PTRH' 
dena gelsti cen pel] =S cen wo)" "UST sem ss) 


iE a 


vr 


AAAA) # IP(v6) Address Record 
if den str-$(name fixup ${_den_tmp[0]}) 
then 
den name[$(4 den name[Q])]-2$(. den str) 
_den_pair[${#_den_pair[@]}]=${_den_tmp[4]}' '$( den str) 
} 


Clem me [LS ii cen ame] MHS daa cup" VS den weld] 
Gen ref[$(£€ den ref[G =e cena wy] " US den queue) ANANASY 


else 
.den pair[S$(4 den pair[80])]-$(. den tmp[4])' unknown.domain' 
den_na[${#_den_na[@] }]='unknown.domain '$( den tmp[4]) 


. den ref[$(4 den ref[G])]-2$1(, den who)' unknown.domain' 


1344 
1345 
1346 
1347 
1348 
1349 
1350 
LEGAL 
1.952 
1355 
1354 
1355 
LIDS 
PSSI 
1358 
1.5159) 
1360 
LSA. 
1362 
1363 
1364 
1365 
1366 
ES 
1368 
1369 
STO) 
SETAL 
LWA 
LS 373) 
1374 
LSS) 
1376 
LOWY 
LS WS 
LSS) 
1380 
JL S151 
1L 515/72 
LSS) 
1384 
1385 
1386 
1387 
1388 
1389 
1.) 90 
139 
1.9192 
T393 
1394 
LIDS) 
1396 
1397 
1L) 98 
199 
1400 
1401 
1402 
1403 
1404 
1405 
1406 
1407 
1408 
1409 


En 


ica 
# No processing for IPv6 addresses 
den_pc[${#_den_pc[@] }]=${_den_who}' '$( den tmp[4]) 


vr 


CNAME) # Alias name record 
# Nickname 
if _den_str=$ (name_fixup ${_den_tmp[0]}) 
then 
_den_name[${#_den_name[@] }]=${_den_str} 


CNAM 


CHOST! 


.den ref[$(4 den ref[G])]-$( den who)' '$( den str}! 
den pc[$(4 den pc[G])]-$[(. den whoJ' '$(. den str) 
teak 
# Hostname 
if den str-$(name fixup ${_den_tmp[4]}) 
then 
.den name[$(4 den name[G])]-$(. den str) 
.den ref[$(4 den ref[G])]-$( den who)' '$( den str)' 
den pc[$(4 den pc[8])]-$(. den who)' '$( den str) 
i3 
EXE) 
esac 
fs 
done 
else # Lookup error == 'A' record 'unknown address' 
_den_pair[${#_den_pair[@]}]='0.0.0.0 'S${_den_who} 
ít 
done 
# Control dot array growth. 
unique lines | den achn | den achn # Works best, all the same. 
edit exact auth chain | den achn # Works best, unique items. 


if [ ${#_den_achn[@]} -gt 0 ] 

then 
IFS-$(NO WSP) 
auth chain-( S${auth_chain[@]} $( den achn[8]) ) 
IFS=${WSP_IFS} 


ica 
unique lines den ref den ref # Works best, all the same. 
edit exact ref chain | den ref 4 Works best, unique items. 
aie [ Ss cen sees[e]» -36 0. | 
then 

IFS-$(NO WSP) 

per Cligilia=( piret (yes IP $4 cem reri ) 

IFS=${WSP_IFS} 
i3 


unique lines den na , den na 

edit exact name address | den na 

if [ $(£ den na[8]) -gt 0 ] 

then 
IFS-$(NO WSP) 
name address-( ${name_address[@]} $( den na[Q0]) ) 
IFS-S(WSP IFS) 

apie 


unique_lines _den_ns _den_ns 

edit exact name srvc | den ns 

if [ $(£ den ns[8]) -gt 0 ] 

then 
IFS-$(NO WSP) 
name srvc-( ${name_srvc[@]} $[(. den ns[Q]) ) 
IFS-S(WSP IFS) 


EI 


unique_lines _den_nr _den_nr 


edit_exact name_resource _den_nr 
if [ ${#_den_nr[@]} -gt 0 ] 
then 
IFS=S {NO_WSP } 
name_resource=( ${name_resource[@]} ${_den_nr[@]} ) 


IFS-S(WSP IFS) 
ies 


unique lines | den pc | den pc 

edit exact parent child den pc 

if [ $(£ den pc[8]) -gt 0 ] 

then 
IFS-$(NO WSP) 
parent child-( ${parent_child[@]} $( den pc[G]) ) 
IFS=${WSP_IFS} 

iE aL 


# Update list known_pair (Address and Name). 
unique_lines _den_pair _den_pair 
edit_exact known_pair _den_pair 


if [ ${#_den_pair[@]} -gt 0 ] # Anything new? 
then 

IFS-$(NO WSP) 

known pair-( ${known_pair[@]} $( den pair[G]) ) 


IFS-S(WSP IFS) 
ia 


# Update list of reverse pairs. 
unique lines den rev den rev 
dit exact reverse pair den rev 


aie [| Ss; elem zovel) -e ONT # Anything new? 
then 
IFS=$ {NO_WSP} 
reverse pair-( ${reverse_pair[@]} ${_den_rev[@]} ) 
IFS-S(WSP IFS) 
iex 
# Check indirection limit -- give up if reached. 
aur | . leu ilies (bus. elak S) 
then 
return 0 
i3 


# Execution engine is LIFO. Order of pend operations is important. 
# Did we define any new addresses? 


unique lines den address | den address Scrub duplicates. 
edit exact known address | den address Scrub already processed. 
edit exact un address | den address Scrub already waiting. 
if [ $(£ den address[80]) -gt 0 ] Anything new? 
then 

uc, address-( $(uc address[80]) ${_den_address[@]} ) 

pend func expand input address $( den lmt) 


_trace_log[${#_trace_log[@]}]='# Add '$(4 den address[G])' unchkd addr. 


ie. 


# Did we find any new names? 


unique_lines _den_nam den_nam # Scrub duplicates. 
edit_exact known_name _den_name # Scrub already processed. 
edit_exact uc_name _den_name # Scrub already waiting. 
if [ ${#_den_name[@]} -gt 0 ] # Anything new? 
then 

uc name-( S{uc_name[@]} ${_den_name[@]} ) 


pend func expand input name ${_den_lmt} 


1476 _trace_log[${#_trace_log[@]}]='#Added '${#_den_name[@]}' unchkd name#' 
WATT ie ak 

1478 return 0 

Aba en 3. 

1480 

1481 4 The parse-it-yourself delegation reply 

1482 # Input is the chk address list. 
1483 4 detail each address «indirection limit» 
1484 detail each address() ( 


1485 [ ${#chk_address[@]} -gt 0 ] || return 0 

1486 unique_lines chk_address chk_address 

1497 edit exact known address chk address 

1488 if [| ${#chk_address[@]} -gt 0 ] 

1489 then 

1490 known, address-( ${known_address[@]} ${chk_address[@]} ) 
1491 unset chk_address[@] 

1492 ia 

1493 return 0 

1494 } 

1495 

1496 # # # Application specific output functions # # # 
1497 


1498 # Pretty print the known pairs. 
1499 report_pairs() { 


1500 echo 

SOL echo 'Known network pairs.' 

SoZ CQ iewciumwE knowin pear 2 3 30) 

1503 

1504 abit || Shawne _Clreiatin (Gl) } =eie 0 | 
ISOS then 

1506 echo 

1507 echo 'Known chain of authority.' 
1508 COl_jorcaime cwm Claaaim 2 | 30 5S 
1509 iE ak 

1510 

11553 dL if [ ${#reverse_pair[@]} -gt 0 ] 
SLZ then 

155359 echo 

1514 echo 'Known reverse pairs.' 

1:55 3:5) col priliv meweiese peli A 5 55 
LSIG iE 

JST) return 0 

1519 } 

1518) 


1520 4 Check an address against the list of blacklist servers. 
1521 # A good place to capture for GraphViz: address-»status (server (reports)) 


1522 4 check lists «ip address» 

1152/9. xeleexel«. lene. 4 

1524 S# -eq 1] || return 1 

1525 locali cclvfwag-cacdre 

1526 local -a cl, rev addr 

qu Toce -e youll repy 

1528 Teceu n ell xe 

152 toee =n — dust (ul 

35:30 local . cl dns. addr 

dua Toca cil diy 

1153/2 

4,533) solir ma SL} el fuc acii el rev actie 
1934 .Ccl dns addr-$ (dot array . cl rev addr)'.' 
15:315) _lis_cnt=${#list_server[@] } 

1536 echo ' Checking address '$(1) 

Msc porem x puer m ecce el++ )) 
1538 do 

1539 -el lkup-$(. cl dns addr)$(list server[$( cl)]) 
1540 ait mui Te» i el JJ) el sep 


1541 then 


ae [D Suede e 0 | 


then 
echo ' Records from '$(list serverio cl)]) 
evoleleess Tmstie s [| Sg madadress Ines re] pese v USh ils sewer [Led ell} |} 
. hs, RC-2 
fe N ele 0e ellie eue ewe] s elie ») 
do 
echo ' vS cil wey e ediey |} 
done 
ik 
irat 
done 


return 0 


# # # The usual application glue # 4 # 


# Who did it? 
credits() { 


echo 


echo 'Advanced Bash Scripting Guide: is_spammer.bash, v2, 2004-msz' 


# How to use it? 


# 


(See also, "Quickstart" at end of script.) 
usage() { 


cat ««-' usage statement ' 


The script is spammer.bash requires either one or two arguments. 


arg May be one of: 

A domain name 

An IPv4 address 

The name of a file with any mix of names 


and addresses, one per lin 


arg 2) May be one of: 

a) A Blacklist server domain name 

b) The name of a file with Blacklist server 
domain names, one per lin 

C) If not present, a default list of (free) 
Blacklist servers is used. 

d) If a filename of an empty, readable, file 
is given, 
Blacklist server lookup is disabled. 


All script output is written to stdout. 


Retrica Cocdess O => ALL Qu il —» Sea ees iw, 
2 -» Something is Blacklisted. 


Requires th xternal program 'dig' from the 'bind-9' 
set of DNS programs. See: http://www.isc.org 


The domain name lookup depth limit defaults to 2 levels. 
Set the environment variable SPAMMER LIMIT to change. 
SPAMMER LIMIT-0 means 'unlimited' 


Limit may also be set on the command-line. 
If arg#l is an integer, the limit is set to that value 
and then the above argument rules are applied. 


Setting the environment variable 'SPAMMER DATA' to a filename 
will cause the script to write a GraphViz graphic file. 


For the development version; 
Setting the environment variable 'SPAMMER TRACE' to a filename 


will cause the execution engine to log a function call trace. 


sage statement. - 


The default list of Blacklist servers: 


Many choices, see: http://www.spews.org/lists.html 
declare -a default servers 

See: http://www.spamhaus.org (Conservative, well maintained) 
default servers[0]2'sbl-xbl.spamhaus.org' 

See: http://ordb.org (Open mail relays) 
default servers[1]-2'relays.ordb.org' 

See: http://www.spamcop.net/ (You can report spammers here) 
default servers[2]-2'bl.spamcop.net' 

See: http://www.spews.org (An 'early detect' system) 
default servers[3]-2'l2.spews.dnsbl.sorbs.net' 

See: http://www.dnsbl.us.sorbs.net/using.shtml 
default servers[4]-»'dnsbl.sorbs.net' 

See: http://dsbl.org/usage (Various mail relay lists) 
default servers[5]-'list.dsbl.org' 
default servers[6]-'multihop.dsbl.org' 
default servers[7]-2'unconfirmed.dsbl.org' 


# User input argument #1 
setup input() { 


ie =e Stl} ] E -r S{1} ] # Name of readable fil 
then 
file to array ${1} uc name 
echo 'Using filename >'${1}'< as input." 
else 
if is address $(1)] # IP address? 
then 
pue ackress= Sil} ) 
ceho ViSieeliciesiaey witha eieleheeisis: SVS fil} ee 
else # Must be a name. 
uc, name-( $(1) ) 
echo 'Starting with domain name »'$(1)'«' 
iE aL 
fi 
return 0 
} 
# User input argument #2 
setup_servers() { 
SEEMS CES IS ip wae WE are Skt] # Name of a readable file 


then 
file_to_array ${1} list_server 


echo 'Using filename >'S{1}'< as blacklist server list.' 


else 

list_server=( ${1} ) 

echo “Using olacklior server SUSI} uev 
ít3 
return 0 


# User environment variable SPAMMER TRACE 
live log die() { 


if [ $(SPAMMER TRACE:-) ] Wants trace log? 
then 

if [ ! -e S(SPAMMER TRACE) ] 

then 


if ! touch ${SPAMMER_TRACE} 2>/dev/null 


then 
pend func echo $(printf '%Sq\n' \ 


"Unable to create log file »'$(SPAMM 


ER TRAC 


1674 
1675 
1676 
1677 
1678 
1679 
1680 
1681 
1682 
1683 
1684 
1685 
1686 
1687 
1688 
1689 
1690 
1691 
1.6592 
1693 
1694 
1695 
1696 
1.6597) 
1698 
11599) 
1700 
1701 
1702 
1703 
1704 
1705 
1706 
1707 
1708 
1709 
1710 
JL 7330 
PALA 
LJAS) 
1714 
JE TES) 
1716 
ALT 300) 
1718 
JL gab) 
1L 72100 
1723 
171272 
LHS) 
1724 
LS) 
1726 
17727 3) 
1728 
LAS) 
1730 
iL TL Sy 
JL TS 
1753 
1734 
LSS) 
LISS 
LISI 
13/39 
LIS) 


else 


Fa 
a 
return 0 


fi 
_log 
pen 


pend_release 
vali d 


_ file-$(SPAMMER TRACE) 
d hook -trace logger 


TOG 


abi wr 
then 


íE3t 

_log 

echo 
pen 


| dump-dump log 


! -w S(SPAMMER TRACE) ] 


penc rune echo Se(üpxesbeweis Vee a! N 

"Unable to write log file >'${SPAMMER_TRACE}'<') 
pend_release 

Gad d 


_file=$ {SPAMMER TRACE) 


US S(t seat ikey} 
d_hook_=trace_logger 


Beko 


| dump-dump log 


# User environment variable SPAMMER DATA 


data capture 


Q 1 


if [ S(SPAMMER DATA:-) ] # Wants a data dump? 
then 
if [ ! -e S$(SPAMMER DATA) ] 
then 
if ! touch ${SPAMMER DATA) 2>/dev/null 
then 
penel Fune echo S(qoxesbawbie "Xena \ 
"Unable to create data output file >'${SPAMMER_DATA}'<') 
pend release 
exit 1 
ít 
dot file-$(SPAMMER DATA) 
.dot dump-dump dot 
else 
if [ ! -w S(SPAMMER DATA) ] 
then 
penc rune Scho Si(jeieilinigie Vexe ia! N 
"Unable to write data output file >'${SPAMMER_DATA}'<') 
pend_release 
exit 1 
ia 
_dot_file=S {SPAMMER DATA} 
_dot_dump=dump_dot 
FL 


Ra 
return 0 


# Grope user specified arguments. 


do_user_args 


O { 


if | S# -gt 0 ] && is number $1 


then 


indirect=$1 


shif 
fi 


case S# 
1 


iE 


in 


abis ft 
then 


# Did user treat us well? 
setup input $1 # Needs error checking. 


pend release 


174 
174 
174 
174 
174 
174 
174 
174 
174 
1749 
1750 
1753 
JU TS 
LIDS 
1754 
1755 
NI 
1757 
1L TIS) 
L759) 
1760 
JU 7 3L 
1762 
LIS 
1764 
TOS) 
1766 
1767 
1768 
1769 
1770 
WPA 
NIZ 
LEYS 
1774 
LAWS) 
1776 
Ley 
1778 
IT S) 
1780 
1781 
15097 
LISS 
1784 
1785 
1786 
1787 
1788 
1789 
1790 
JL 793 
JU me 
LUNs) 
1794 
1795 
1796 
LUT 
10798 
1799 
1800 
1801 
1802 
1803 
1804 
1805 


ey Sal (ow, (ni nes X93. Oe I lem) 


# A 
# li 
JESE 


} 


$ log dump 
exit 1 
if aL 
list server-( ${default_servers[@]} ) 
liet xexmee S {i l Let Server [E] } 
echo 'Using default blacklist server list.' 
Cho ViSkexenerele. Clejoelal Minmies VS { stiavelalicreyeye }} 


vr 


if ! setup_input $1 # Needs error checking. 
then 

pend_release 

$ log dump 

exit 1 
FI 
if ! setup_servers $2 # Needs error checking. 
then 

pend_release 

$ log dump 

exit 1 


cho "Seele Cepen Limits VS {aiachiiesecic } 


pend func usage 
pend release 
$ log dump 
exit 1 
Pr 
esac 
return 0 


general purpose debug tool. 


st array «array name» 
—array() { 
[ $# -eq 1] || return 1 # One argument required. 


local -a _la_lines 

set -f 

local IFS=${NO_WSP} 

eval _la_lines=\(\ \S$\{$1\[@\]\}\ V) 

echo 

echo "Element count "${#_la_lines[@]}" array "${1} 
local | 1n cnt-$(4 la lines[Q]) 


ieu 4 a mg ox «x SQ dus yeimie he cabwar- ))) 
do 
echo "lene "S x 994 ig luweelS x] j"«U 
done 
set +f 


return O0 


4 # # 'Hunt the Spammer' program code # 4 # 

pend, init # Ready stack engine. 
pend_func credits sr bast CEN CO owes e 

# 4d # Deal with user # # f 

live_log_die # Setup debug trace log. 
data_capture # Setup data capture file. 
echo 

do user args $@ 

# 4$ 4 Haven't exited yet There is some hope # 4 # 

# Discovery group - Execution engine is LIFO - pend 


1806 # in revers 
chs RCH 
pend_mark 


1807 
1808 
1809 
1810 
aom 
1192 
1813 
1814 
1815 
1816 
1817 
1818 
1819 
1820 
1821 
S22 
IMIS} 
1824 
1812:5 
1826 
1827 
1828 
1829 
1830 
1831 
1832 
18535 
1834 
LSS) 
1836 
1837 
1838 
1839 
1840 
184 
184 
184 
184 
184 
184 
184 
184 
1849 
1850 
leS 
1952 
LSS) 
1854 
1955 
1856 
1857 
1858 
1859) 
1860 
1861 
1862 
1863 
1864 
1865 
1866 
1867 
1868 
1869 
1870 
Teyi 


© —] 6) Ole E Noe 


order of 


xecution. 


pend_func report_pairs 


# Hunt the Spammer return code 


# Report name-address pairs. 


[The two detail * are mutually recursive functions. 
[They also pend expand_* functions as required. 


# 


pend_func expand_input_name 1 


These two 


(the last of ???) exit the recursion. 
pend_func detail_each_address 
pend_func detail_each_name 


# Get all resources of addresses. 
# Get all resources of names. 


The two expand_* are mutually recursive functions, 
#+ which pend additional detail_* functions as required. 
pend_func expand_input_address 1 # Expand input names by address. 


# #xpand input addresses by name. 


# Start with a unique set of names and addresses. 
pend_func unique_lines uc_address uc_address 
pend_func unique_lines uc_name uc_name 


# Separate mixed input of names and addresses. 
pend_func split_input 
pend_release 


# # # Pairs reported 
echo 
_ip_cnt=${#known_address[@] } 


aie 


| elise server €] 


then 


echo 


else 


EL 


E 


Unique list of IP addresses found 


-eer © ] 


'Blacklist server list empty, none checked.' 


[ Sia cing! wer | 
then 


echo 


else 


ies 


'Known address list empty, none checked.' 


echo 
ror (( 


do 
pend func check lists $( printf '%Sq\n' $(known address[S$ ip]) ) 


done 


pend release 


$ dot dump 
$ log dump 


echo 


Ajo (eim. agg. CE l # Start at top. 


'Checking Blacklist servers.' 


( iis = 


lo cawe p la S= (9 6 o= j) 


# Graphics file dump 
# Execution trace 


FE AE AE FE AE THEE AE FE AE EH FE FE AE FE FE AE FE AE FE FE AE HE E HE H 


# 


Example output from script # 


HERE EEE EE ERE HEHEHE HEE EE EE E E 
SK<=! due. SIAE (QUEISUIES.- " 


./is spammer.bash 0 web4.alojamentos7.com 


Starting with domain name >web4.alojamentos7.com< 
Using default blacklist server list. 
Search depth limit: 0 


66. 
66. 
69. 
66. 
66. 


98 
9 c 
3/9 
98. 
9g) 


208. 
AOI} < 
2023 
208. 
208. 


web4.alojamentos7.com. 
nsl.alojamentos7.com. 
ns2.alojamentos.ws. 
alojamentos7.com. 
web.alojamentos7.com. 


NITZ CORONA OZEE nsl.alojamentos.ws. 


1873 O26 5662104 . 1G alojamentos.ws. 

1874 664235) 5 ILO). LS) nsl.alojamentos.org. 
193/65, GIG ASS 5 Iga LOZ ns2.alojamentos.org. 
1876 GG5 23'S 5 ILS. 1s) alojamentos.org. 

1877 (905.5 A235) 5 IL), Ws) web6.alojamentos.org. 
1878 PMG, ASA AA 5 SO) nsl.theplanet.com. 
LSTI 12 5 95 « WSO 5 A AL's ns2.theplanet.com. 
1880 2.55 195 c JL1L1L 527 maill.theplanet.com. 
1881 685 SG 5 1a 4 spooling.theplanet.com. 
1882 AAG 5 1.95) « IAAL 5 410) theplanet.com. 

1883 Alee 1.95 c LAI. AO) www.theplanet.com. 
1884 ALG LSS, TILA | HZ mail.theplanet.com. 
1885 

1886 Checking Blacklist servers. 


1887 Checking address 66.98.208.97 


1888 Records from dnsbl.sorbs.net 
1889 "Spam Received See: http://www.dnsbl.sorbs.net/lookup.shtml?66.98.208.97" 
1890 Checking address 69.56.202.147 
1891 Checking address 69.56.202.146 
Jg 97 Checking address 66.235.180.113 
1893 Checking address 66.235.181.192 
1894 Checking address 216.185.111.40 
1895 Checking address 216.234.234.30 
1896 Checking address 12.96.160.115 
19 97) Checkin, eclissi 21553195 Mi 52 
1898 Checking address 69.56.141.4 
1899 


1900 Advanced Bash Scripting Guide: is spammer.bash, v2, 2004-msz 
1901 

1902 is spammer outputs . 

1903 

1904 exit $( hs RC) 

1995 

1906 HETE A AE E TE TE AE HE HE TE FE FE HE E TE FE FE HE TE FE AE FE E TE FE FE EE E TE FE E E E E E E E E E E E E E E E E E E E E 

1907 # The script ignores everything from here on down # 


1908 #+ because of the 'exit' command, just above. # 
1909 HHH A E TE EE HEE HE HE HEE EE HEHE EERE EE HEE EE EEE E E HEH HE HE EH 
LL) 

LOTH 

1,91. 

IQS Owalelksic aut 

1914 ========== 

1.9515 

1916 Prerequisites 

dL 9:37 

1918 Bash version 2.05b or 3.00 (bash Version) 


ILE) A version of Bash which supports arrays. Array 


1920 support is included by default Bash configurations. 
1921 
11927 'dig,' version 9.x.x (dig SHOSTNAME, see first line of output) 


1923 A version of dig which supports the +short options. 
1924 See: dig_wrappers.bash for details. 


15925 

1926 

1927 Optional Prerequisites 

1928 

1929 'named,' a local DNS caching program. Any flavor will do. 


L930) Do twice: dig $S$HOSTNAME 
iL XS Cheek near bocca or Ouro rows ume PS 127.0204 S 


11992 That means you have one running. 
1936 

1934 

1935 Optional Graphics Support 

1936 


1937 Volare, | a culus “imax ne (leue AR) 


dot Program to convert graphic description file toa 


diagram. (dot -V 


) 


A part of the Graph-Viz set of programs. 
See: [http://www.research.att.com/sw/tools/graphviz||GraphViz] 


'dotty,' a visual editor for graphic description files. 
Also a part of the Graph-Viz set of programs. 


OUE SEEE 


In the same directory as the is_spammer.bash script; 
o: ./is_spammer.bash 


D 


dbs 


Zo 


Se 


4. 


Usage Details 


(a) To use default, 


Blacklist server choices. 


Joma INE aie. dLslregE 2 JDY6) invoielavalievey« 


(b) To use your own list: 


i. Create a file with a single Blacklist server 


domain name per line. 


ii. Provide that filename as the last argument to 


the script 


(c) To use a single Blacklist server: 
TO The SIME s 


(d) To disable Blacklist lookups: 


i. Create an empty file (touch spammer.nul) 
Your choice of filename. 


alsbg Jexeeysbele tela 


filenam 


last argument to the script. 


Search depth limit. 


(a) To use the default value of 2: Do nothing. 


(b) To set a different limit: 


AX Waals. oi © 


i. export SPAMM 


means: 


ime. Eg 


ER LIMIT-1 


or whatever limit you want. 


ii. OR provide the desired limit as the first 


argument to the script. 


(a) To use the default setting of no log output: 


Optional execution trace log. 


(b) To write an execution trace log: 


export SPAMM 


ER TRAC 


E-spammer.log 


or whatever filename you want. 


Optional graphic description file. 


hast “arqunent 


of that empty file as the 


Do nothing. 


(a) To use the default setting of no graphic file: Do nothing. 


2004 


2005 (b) To write a Graph-Viz graphic description file: 
2006 export SPAMMER_DATA=spammer.dot 

2007 or whatever filename you want. 

2008 

2009 5. Where to start the search. 

2010 

ZQVIL E (a) Starting with a single domain name: 

2012 

291.3 i. Without a command-line search limit: First 
2014 argument to script. 

2015 

2016 ii. With a command-line search limit: Second 

291.7 argument to script. 

2018 

AMY) (b) Starting with a single IP address: 

2020 

2021 i. Without a command-line search limit: First 
2022 argument to script. 

2023 

2024 ii. With a command-line search limit: Second 

20Z5 argument to script. 

2026 

zd (c) Starting with (mixed) multiple name(s) and/or address (es): 
2028 Create a file with one name or address per line. 
20/2: 9) Your choice of filename. 

2030 

2933. i. Without a command-line search limit: Filename as 
2032 first argument to script. 

2053 

2034 ii. With a command-line search limit: Filename as 
2035 second argument to script. 

2036 

2037 6. What to do with the display output. 

2038 

20 39 (a) To view display output on screen: Do nothing. 
2040 

2041 (b) To save display output to a file: Redirect stdout to a filename. 
2042 

2043 (c) To discard display output: Redirect stdout to /dev/null. 
2044 

2045 7. Temporary end of decision making. 

2046 press RETURN 

ST wait (optionally, watch the dots and colons). 

2048 

2049 8. Optionally check the return code. 

2050 

ZOS (a) Return code 0: All OK 

2052 

2053 (b) Return code 1: Script setup failure 

2054 

2055 (c) Return code 2: Something was blacklisted. 

2056 

2057 9. Where is my graph (diagram) ? 

2058 


2059 The script does not directly produce a graph (diagram). 
2060 It only produces a graphic description file. You can 
2061 process the graphic descriptor file that was output 
2062 with the 'dot' program. 

2063 

2064 Until you edit that descriptor file, to describe th 
2065 relationships you want shown, all that you will get is 
2066 a bunch of labeled name and address nodes. 

2067 

2068 All of the script's discovered relationships are within 
2069 a comment block in the graphic descriptor file, each 


NONNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNDN DN P2 


with a descriptive heading. 
The editing required to draw a line between a pair of 
nodes from the information in the descriptor file may 


be done with a text editor. 


Given these lines somewhere in the descriptor file: 


# Known domain name nodes 
N0000 [label="guardproof.info."] 


N0002 [label="third.guardproof.info."] 


# Known address nodes 


AMOOOO || JLeiloxe dL 1E LAI. 346197 ] 


/* 


# Known name-»address edges 


NA0000 third.guardproof.info. 61.141.32.197 


# Known parent-»child edges 
PC0000 guardproof.info. third.guardproof.info. 
EZ 


Turn that into the following lines by substituting node 
identifiers into the relationships: 


# Known domain name nodes 
N0000 [label="guardproof.info."] 


N0002 [label="third.guardproof.info."] 


# Known address nodes 


A0000 [plaises voi MAL, 3A. LOI || 


4 PC0000 guardproof.info. third.guardproof.info. 


N0000-»N0002 ; 


47 INFAOOMO) iclmatiacl s (e fibwslacto hone o HAO (JL s 4, 32,197 


N0002-»A0000 ; 


Jo 


par eae denim item 
S OO =) oF OF = GN 


(Ont GF (Gal 
[R5 [5 


Oo 
[99 


OS cox. Gul (Ont On] Gal Gal On 
[= (@y ey foo) Sal OY S OU ES 


DANA 0 
O01 WN 


O00 
Wo (09) «cil 


ay ~ 
i fe) 


Ls 
174 


[NS TSS SST TROY TSS) TSS) ISS) TSOP TRY TS RS S SO TINS) TSS) ISS) TSOP INSP ASSIS) TSSF TSS) ISS) TSS) NVN ASS) TINS) TSOP TNS) ISS) SSP ISS TNS) ASS) INS) TOY TNS) [SO ISS) 


# Known name-»address edges 


MAOOOO Tii wcl cicicheooie s aumdeo s Gil, U4 32, 197 


# Known parent-»child edges 
PC0000 guardproof.info. third.guardproof.info. 
ey 


Process that with the 'dot' program, and you have your 
first network diagram. 


In addition to the conventional graphic edges, the 
descriptor file includes similar format pair-data that 
describes services, zone records (sub-graphs?), 
blacklisted addresses, and other things which might be 
interesting to include in your graph. This additional 
information could be displayed as different node 
shapes, colors, line sizes, etc. 


The descriptor file can also be read and edited by a 
Bash script (of course). You should be able to find 
most of the functions required within the 

"is spammer.bash" script. 


# End Quickstart. 


Additional Note 


Michael Zick points out that there is a "makeviz.bash" interactive 
Web site at rediris.es. Can't give the full URL, since this is not 
a publically accessible site. 


Another anti-spam script. 


Examp 


le A-29. Spammer Hunt 


1 #!/bin/bash 

2 whx.sh: "whois" spammer lookup 

3 Author: Walter Dnes 

4 Slight revisions (first section) by ABS Guide author. 

5 Used in ABS Guide with permission. 

6 

7 Needs version 3.x or greater of Bash to run (because of =~ operator). 
8 Commented by script author and ABS Guide author. 

9 
10 
dal 
12 E_BADARGS=85 # Missing command-line arg. 
13 E_NOHOST=86 # Host not found. 
14 E TIMEOUT-87 # Host lookup timed out. 
15 E UNDEF-88 # Some other (undefined) TEOL 
16 
17 HOSTWAIT=10 # Specify up to 10 seconds for host query reply. 
18 # The actual wait may be a bit longer. 


OUTFILE=whois.txt # Output file. 
PORT=4321 


cia E URS aL | # Check for (required) 
then 
echo "Usage: $0 domain name or IP address" 
exit $E BADARGS 
if aL 
if [[ "ST" =~ [a-zA-Z][a-zA-Z]$ ]] 
then 
IPADDR-$ (host -W SHOSTWAIT $1 | awk '(print $4}") 
4 Extract final field. 
else 
IPADDR="$1" 
if aL 
Genos acing, “ine Welckeeas iss "SIPZJIDEV UL xls) 
ie [| =e VSO || 
then 
iam ae WOOTEN 
echo "eile outor rile \VSOumrTing |” seeunoueel. "E 
ifaL 
# Sanity checks. 
# (This section needs more work.) 
# 
if [ -z "SIPADDR" ] 
# No response. 
then 
echo "Host not found!" 
exit SE_NOHOST # Bail out. 
igi 
ii [p visus == ^55] T 
# ;; Connection timed out; no servers could be reached. 
then 
echo "Host lookup timed out!" 
exit $E TIMEOUT Wr iSuLlL wexbne.s 
teal 
if [[ "SIPADDR" =~ [ (NXDOMAIN)]$ ]] 
# Host XXxXXXXXXX.Xxx not found: 3 (NXDOMAIN) 
then 
echo "Host not found!" 
exit SE_NOHOST # Bail out. 
aral 
if [[ "SIPADDR" =~ [(SERVFAIL)]$ ]] 
us IOS RESORTS NOOK MO. itu oLS 2 (SIE NIE) 


then 

eho VYROSTE MOr CuNoi 

exit SE_NOHOST # Bail out. 
IE 


# Main body 


command-line arg. 


Ends in two alpha chars? 
It's a domain name && 
+ must do host lookup. 


Doing host lookup 
+ to get IP address. 


Command-line arg was IP address. 


echo 


Oi Soe 


ja 
«o 


AFRINICquery() { 


# Define the function that queries AFRINIC. 
and then run the actual query, 


#+ screen, 


echo "Searching for SIPADDR in whois.afrinic.net" 


whois -h whois.afrinic.net 


# Check for presenc 


"SIPADDR" » 


of referenc 


TO wm 


SOUTFILE 


rwhois. 


# Warn about non-functional rwhois.infosat.net server 


#+ and attempt rwhois query. 
if grep -e "^remarks: 


then 
Geor oi 
echo 
echo 
echo 
as 
echo " 
echo 
echo 
celso. ty i 


RWHOIS= grep "^remar 


"XkXXkU 
"XXX 
"Warning: 
of 2005/02/02" 


"xxx" 


"xxx" 


SS SOUWE IT 


.*rwhois\. [% 


SS SOUTER, 


>> SOUTFIL 


rwhois 


when t 


SS (XOU IDE, 


2 SQUE, 


SS SQUE ELE 


KS: 


] e 


ENNO RSN AG 


wv "SOULE ELE 


] Ve" 


sel Meu US ces S Eno pilis oe t) We o NJ) N 


whois -h S{RWHOIS}:S{PORT} 


1E ab 


APNICquery () 


{ 


"SIPADDR" 


SS SQUE 


E 


echo "Searching for SIPADDR in whois.apnic.net" 
whois -h whois.apnic.net 


dust 


about 
I don't normally bother consulting them, 
* usually supplies sufficient information. 


every 


There ar 


+ of "KR" 


if grep -E 
then 


echo "Searching for S$IPADDR in whois.krnic.ne 
whois -h whois.krnic.net 
elif grep -! 


then 


a few 


HA coiime Tey | 


PE COUER 


xceptions, 


(Que 


]+KRS" 


[ 


"SIPADDR" 


"Jp" 


IEEE 


S [SQUE ILLU] 


.infosat.net was not working \ 
>> SOUTFILE 
his script was written." >> SOUTFIL 


T SYORUTPIE TEIL 


(Japan) 


"SIPADDR" 


LS © Wilner, 


SS SOUTP IL 
"SOUTFILE" 


becaus 


th 


Beho El MGI WieWSsre Oi TO TAS 
redirecting output to SOUTFILE. 


BA 


Gl 


country has its own internet registrar. 
regional registry 


where the regional registry simply 
+ refers to the national registry for direct data. 
[These are Japan and South Korea in APNIC, 

The following if statement checks SOUTFILE 
(South Korea) 


and Brasil in LACNIC. 


(whois.txt) for the presence 


in the country field. 


EIEL 


echo "Searching for SIPADDR in whois.nic.ad.jp" 


whois -h whois.nic.ad.jp "SIPADDR"/e >> SOUTFIL 


ia 


ARINquery () 


{ 


Gl 


echo "Searching for SIPADDR in whois.arin.net" 
whois -h whois.arin.net 


"SIPADDR" 


Several large internet providers listed by 
referred to as 


* internal whois servic 
A large block of IP addresses is listed wi 
+ under the ARIN registry. 

To get the IP addresses of 2nd-level ISPs or other large customers, 
+ one has to refer to the rwhois server on port 4321. 
I originally started with a bunch of "if" statements checking for 
* the larger providers. 


, 


> SOUTFILE 


"rwhois". 


th the provider 


If either is found, the query is re-run against the appropriate 
* national registry. 


ARIN have their own 


TOAL 
152 
15.3) 
154 
155 
156 
1:5) 
158 
15$ 
160 
RGAN 
162 
163 
164 
15 
166 
1.67 
168 
169 
170 
173 
1L 722 
WS 
174 
ILS) 
176 
Ia 
LIG 
HS 
180 
181 
182 
183 
184 
185 
186 
187 
188 
1199; 
190 
TOT 
192: 
193 
194 
195 
196 
11977 
198 
199 
200 
201 
202 
203 
204 
205 
206 
207 
208 
209 
210 
211 
PAZ 
213 
214 
215 
216 


@+ 


This approach is unwieldy, 
ielagie IL Clichavic lox eo 
A more elegant approach is 
to a whois server, 
and re-run t 
The parsing looks a bit ugl 
backticks. 
BUG ie (als 
ABS Guide 
an ins 


has to be done 
author comment: 
tive use of Reg 


Eee 


ali epe. AE 
then 
RWHOIS-' grep -e "^Comment: 
aeol eu y Co EmO) \ Gansiosis\, . IP 
echo "Searching for SIPADD 
whois -h ${RWHOIS}:${PORT} 
i3 


PASC Omimyeiaice S AAW AO, 


LACNICquery() { 


# 


#+ the presence of "BR" 


# 


RIP 


echo "Searching for SIPADDR 
whois -h whois.lacnic.net "$ 
The following if statement 
(Brasi 
If it is found, the query i 
sg iesp E 
then 
echo "Searching for $IPADD 
whois -h whois.registro.br 
ica 


US eroqunanreiey S [D || ems 


Equery() ( 
echo "Searching for SIPADDR 
whois -h whois.ripe.net 


Initialize a few variables. 
* slash8 is the most signif 


"SIPADDR" 


and there's always another rwhois server 


for a refe 


to check SOUTFILE 


rence 


parse that server name out of the comment section, 
he query against the appropriate rwhois server. 


y, with a long continued line insid 

once, and will work as new servers are added. 
abt ates E Gull telmare qugdboy, incl 3e ain dese, 

ular Expressions. 

ibss [p^ jae USQOQUE CI 

s xw 3S V. [^ Jw weOMISIIGSV [| beh xx dL qW 


] EN SC oS SW AAs” 
R in ${RWHOIS}" 
"SIPADDR" >> SOUTFIL 


EJ 


TONN OS MACC ENEC EN 
IPADDR" > SOUTFILE 


checks SOUTFILE (whois.txt) 
1) in the country field. 
S re-run against whois.regis 


wv SOULE TLE 


R in whois.registro.br" 
USAEVADIDIRG 3 SOWIE JE IE ER 


in whois.ripe.net" 
> SOUTFILE 


icant octet 


* slashl6 consists of the two most significant octets 


* octet2 is the second most 


slashes echo SIPADDR | cut d: 
ab Do. AS SESIA i # Yet a 
then 

echo "Undefined error!" 
exit $E UNDEF 
Rak 


slashl6=`echo $IPADDR | 


# 


ie | A SEES | 

then 
echo "Undefined error!" 
exit SE_UNDEF 

teak 

octet2= echo $slashl6 | cut -d. 

ie [po "Sexeueu2" ] 

then 
echo "Undefined error!" 


(btc. el 


exit $E UNDEF 


significant octet 


=i od 
nother sanity check. 


Lei 


^ Period specified as 'cut" 


eZ 


TOL 


(ELEC) o 1996.4 


delimiter. 


DEIN 
218 
BAe, 
220 
2L 
222 
223 
224 
225 
226 
2271) 
228 
229 
230 
291 
2S 
233 
234 
235 
2.315 
237 
238 
299 
240 
241 
242 
243 
244 
245 
246 
247 
248 
249 
250 
Zone 
252 
253 
254 
2505 
256 
257 
258 
2959 
260 
261 
262 
263 
264 
265 
266 
267 
268 
269 
270 
AVAL 
2g 
273 
274 
2215 
276 
2X3) 
278 
AUS, 
280 


iE aL 


3LiE 
e 
eli 
e 
eli 
e 
eli 
e 
eli 
e 
eli 
e 
eli 
e 
eli 
e 
eli 
eli 
eli 


eli 


# 
# 
#+ 


els 


Check for various odds and ends of reserved space. 

There is no point in querying for those addresses. 

[ $slash8 == ]; then 

cho SIPADDR is '"This Network"' space\; Not querying 

f Ssilasins == 10 je chen 

cho $IPADDR is RFC1918 space\; Not querying 

ít $slash8 == 14 ]; then 

cho SIPADDR is '"Public Data Network"' space\; Not querying 

f Sslaging == 127 T$ iiem 

cho S$IPADDR is loopback space\; Not querying 

E belasnle == 169,254 ]p then 

cho SIPADDR is link-local space\; Not querying 

£ Sslash8 == 172 ] && Soctet2 -ge 16 ] && [ Soctet2 -le 31 ];then 
cho SIPADDR is RFC1918 space\; Not querying 

iE $slashl6 == 192.168 ]; then 

cho SIPADDR is RFC1918 space\; Not querying 

f $slash8 -ge 224 ]; then 

cho SIPADDR is either Multicast or reserved space\; Not querying 

it $slash8 -ge 200 && [ $slash8 -le 201 ]; then LACNICquery "SIPADDR" 
if Sslash8 -ge 202 && [ $slash8 -le 203 ]; then APNICquery "SIPADDR" 
E $slash8 -ge 210 && [ Sslash8 -le 211 ]; then APNICquery "SIPADDR" 
E Sslash8 -ge 218 && [ $slash8 -le 223 ]; then APNICquery "SIPADDR" 


If we got this far without making a decision, query ARIN. 
If a reference is found in $OUTFILE to APNIC, AFRINIC, LACNIC, or RIPE, 
query the appropriate whois server. 


S 


ARINquery "SIPADDR" 


ii 


e 


e 


e 


fi 


fta 


cau. 
O 


exi 


#@ 
#@ 
#@ 
#@+ 
#@+ 
#@ 


f grep "whois.afrinic.net" "SOUTFILE"; then 
AFRINICquery "SIPADDR" 


Lise igyecqo =a, YSOMEUDS || asus" US(QUUIIEIOBSV E ElbKeum 

RIPEquery "SIPADDR" 

lif grep -E "^OrgIDz[ ]-*APNICS" "SOUTEILE"; then 

APNICquery "SIPADDR" 

Wait ejieSje) =, VY Ore ADS EEANN V "USXOUIISIUESU C. (riae 

LACNICquery "SIPADDR" 

3 

ey GUleog 

wget http://logi.cc/nw/whois.php3?ACTION-doQuery&DOMAIN-S$IPADDR 


We've now finished the querying. 
Echo a copy of the final result to the screen. 


SOUTFILE 
r "less SOUTFILE 


tO 


ABS Guide author comments: 

Nothing fancy here, but still a very useful tool for hunting spammers. 
Sure, the script can be cleaned up some, and it's still a bit buggy, 
(exercise for reader), but all the same, it's a nice piece of coding 
by Walter Dnes. 

Thank you! 


"Little Monster's" front end to wget. 


Example A-30. Making wget easier to use 


e oH 


PPP PEt H 
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(€ 


KE OUS OUR Kon) CONTR Sah teal 
Wer (ee c ep) (nl DES 165. T5) 


oO) 
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!/bin/bash 
wgetter2.bash 
Author: 


Little Monster [monster@monstruum.co.uk] 


==> Used in ABS Guide with permission of script author. 


==> This script still needs debugging and fixups ( 


xercis 


for reader). 


==> It could also use some additional editing in the comments. 


This is wgetter2 -- 
+ a Bash script to make wget a bit more friendly, 


Carefully crafted by Little Monster. 
More or less complete on 02/02/2005. 
If you think this script can be improved, 
+ email me at: monster@monstruum.co.uk 
==> and cc: to the author of the ABS Guide, 
This script is licenced under the GPL. 
You are free to copy, alter and re-use it, 
+ but please don't try to claim you wrote it. 
Log your changes here instead. 


please. 


and save typing. 


changelog: 
07/02/2005. Fixups by Little Monster. 
02/02/2005. Minor additions by Little Monster. 
(See after # +++++++++++ ) 
29/01/2005. Minor stylistic edits and cleanups by author of ABS Guide. 
Added exit error codes. 
22/11/2004. Finished initial version of second version of wgetter: 
wgetter2 is born. 
01/12/2004; Changed “runat irgbueYeNEb(yet so ie Cam be cm 2 ways = 
either ask for a file name or have one input on the CL. 
01/12/2004. Made sensible handling of no URL's given. 
01/12/2004. Made loop of main options, so you don't 
have to keep calling wgetter 2 all the time. 
Runs as a session instead. 
01/12/2004. Added looping to 'runn' function. 
Simplified and improved. 
01/12/2004. Added state to recursion setting. 
Enables re-use of previous value. 
05/12/2004. Modified the file detection routine in the 'runn' function 
so it's not fooled by empty values, and is cleaner. 
01/02/2004. Added cookie finding routine from later version (which 


isn't ready yet), 


so as not to have hard-coded paths. 


Basic default wget command we want to use. 
This is the place to change it, if required. 
NB: if using a proxy, set http proxy - 
Otherwise delet proxy-on, below. 


yourproxy in 


Error codes for abnormal exit. 
E USAGE-67 # Usage message, then quit. 
E NO OPTS-68 # No command-line args entered. 
E_NO_URLS=69 # No URLs passed to script. 
E NO SAVEFILE-70 # No save filename passed to script. 
E USER EXIT-71 # User decides to quit. 


JWOGENO. 


fs 
«o 


# 
CommandA-"wget -nc -c -t 5 progress-bar random-wait proyo ie! 
# 


# 
# Set some other variables and explain them. 


Paine) WN 9199] JEC IPE WING, sG@alig, Gils’, c dae EnS Aem I jolao'! 
wget's option to only get certain types of file. 
comment out if not using 

today= date -*$F' Used for a filename. 

home=$HOME Set HOME to an internal variable. 

In case some other path is used, change it here. 
depthDefault=3 Set a sensible default recursion. 
Depth=SdepthDefault Otherwise user feedback doesn't tie in properly. 
RefA="" Set blank referring page. 

Flag="" Default to not saving anything, 

+ or whatever else might be wanted in future. 
lister="" Used for passing a list of urls directly to wget. 
Woptions="" Used for passing wget some options for itself. 
inFile="" Used for the run function. 
newFile="" Used for the run function. 
savePath="Shome/w-save" 

Config="Shome/.wgetter2rc" 

This is where some variables can be stored, 

+ if permanently changed from within the script. 
Cookie Ibat ee Saved cookie ia sev 

So we know where the cookies are kept 
cFlag="" Part of the cookie file selection routine. 

# Define the options available. Easy to change letters here if needed. 

# These are the optional options; you don't just wait to be asked. 

save=s Save command instead of executing it. 

cook=c Change cookie file for this session. 

help=h Usage guide. 

list-l Pass wget the -i option and URL list. 

runn-r Run saved commands as an argument to the option. 

inpu-i Run saved commands interactively. 

wopt-w Allow to enter options to pass directly to wget. 

# 

ie dp o UedU Jg ele # Make sure we get something for wget to eat. 

echo "You must at least enter a URL or option!" 
echo "Slade itor wiseres , 7 
exit $E NO OPTS 

fa: 

Xo 44H RRRPRRRERRR RERBA RR RB GR RR RB ALERTE EEE EFL EA EL HEFL EEE EHS 

# added added added added added added added added added added added added 

Le d 1 =e YSCemeing” 12 (iem # See if configuration file exists. 

Sele) WCreSalic sine) CKoinieseWiesicsoM Lie; SConTieY 


echo "# This is the configuration file for wgetter2" > "SConfig" 

echo "£f Your customised settings will be saved in this file" >> "$Config" 
else 

source $Config # Import variables we set outside the script. 
ftu 


ie qp ode Se MErGToxoliestsr- Jüsbrene M Tg edad 
4 Set up a list of cookie files, if there isn't one. 
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Simo ViBbsuenE Jung] TOK (Og GueS s a V 
find -name cookies.txt >> $Cookie List # Create the list of cookie files. 
iral fp «= sO ete: close: aber Shes Clyne Varies? ices, 


#+ in case we got interrupted while searching. 
aie [| =a “iseirikec'! jf iem If we haven't already done this 
echo Make a nice space after the command prompt. 
echo "Looks like you haven't set up your source of cookies yet." 
n=0 Make sure the counter 
+ doesn't contain random values. 
while read; do 
Cookies [$n] =SREPLY Put the cookie files we found into an array. 
echo "$n) ${Cookies[$n]}" # Create a menu. 
iS (um dedJ5) Increment the counter. 
done < $Cookie List Feed the read statement. 
echo "Enter the number of the cookie file you want to use." 
echo "If you won't be using cookies, just press RETURN." 
echo 
echo "I won't be asking this again. Edit $Config" 
echo "If you decide to change at a later date" 
echo "or use the -${cook} option for per session changes." 
read 
abe jp 1 ve Sususiedbov Je  xXEloYeuo! # User didn't just press return. 
Cookies" load-cookies ${Cookies[$REPLY] }" 
# Set the variable here as well as in the config file. 
echo Vegokire= y load-cookies ${Cookies[$REPLY]}\"" >> $Config 
ít 
echo "cFlag=1" >> $Config # So we know not to ask again. 
ia 


# end added section end added section end added section end added section 
E RERERRBR EA A AF AF 4 EA 4. E B EA B AE E. B.E BEEF BEEF B.E. BA... LB AGAM 


# Another variable. 
# This one may or may not be subject to variation. 
# A bit like the small print. 
CookiesON-$Cookie 
# echo "cookie file is $CookiesON" # For debugging. 
# echo "home is $(home)" # For debugging. 
# Got caught with this one! 


wopts () 

{ 

echo "Enter options to pass to wget." 

echo "It is assumed you know what you're doing." 

echo 

echo "You can pass their arguments here too." 

That is to say, everything passed here is passed to wget. 


read Wopts 
Read in the options to be passed to wget. 


Woptions-" $Wopts" 

^ Why the leading space? 
Assign to another variable. 
Just for fun, or something 


echo "passing options $(Wopts) to wget" 
Mainly for debugging. 
JUS CUES. 


return 


NONNNNNN NH 
(9) =a) on, Onl den Go) Sy jS 
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save func() 


{ 


echo "Settings will be saved." 


siae | db tel Seteneiericles |7 toen 4 Seve: lie Chimercic@iny Qalet, 
mkdir $savePath # Create the directory to save things in 
#+ if it isn't already there. 
iE aL 
Flag=S 


# Tell the final bit of code what to do. 
# Set a flag since stuff is done in main. 


return 


usage() # Tell them how it works. 


cho "Welcome to wgetter. This is a front end to wget." 
echo "It will always run wget with these options:" 
echo "SCommandA" 
echo "and the pattern to match: $pattern \ 
(which you can change at the top of this script) o 
echo "It will also ask you for recursion depth, \ 
and if you want to use a referring page." 
echo "Wgetter accepts the following options:" 


echo "nw 
echo "-Sbelp =: Display this help." 
cho "-Ssave : Save the command to a file $savePath/wget-($today) \ 

TASTEL Oi ANN aie, E 

echo "-$runn : Run saved wget commands instead of starting a new one -" 

echo "Enter filename as argument to this option." 

echo "-$inpu : Run saved wget commands interactively --" 

echo "The script will ask you for the filename." 

echo "-$cook : Change the cookies file for this session." 

echo "-$1ist : Tell wget to use URL's from a list instead of \ 
from the command-line." 

echo "-Swopt : Pass any other options direct to wget." 

echo wie 


Ging. "S the wget man page for additional options \ 
you can pass to wget." 
echo wee 


exit SE USAGE # End here. Don't process anything else. 


list func() # Gives the user the option to use the -i option to wget, 
#+ and a list of URLs. 
( 
while [ 1 ]; do 
echo "Enter the name of the file containing URL's (press q to change 
youre NNS gU 
read urlfile 
if [ ! -e "Surlfile" ] && [ "$urlfile" l= q ]; then 
ur OOs ioe el rille owe the cuit Cyclon, 
echo "That file does not exist!" 
eiir Jp Asuri = e Jè tiesm i Cheek cuit Operon. 
ecaa UNo ssa e wicll igts” 
TETUAN 
else 
Seha. Vsus Suet 
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echo "If you gave url's 


Gm clas Comrie isis, I meS ETnOSS TLSE 


# Report wget standard behaviour to the user. 
lister-" -i Surlfile" # This is what we want to pass to wget. 
TEENA 

fi 
done 
} 
cookie_func() # Give the user the option to use a different cookie file. 
{ 
while [ 1 ]; do 
echo "Change the cookies fil Press return if you don't want to change 
dM 
read Cookies 
# NB: this is not the same as Cookie, earlier. 
# There is an 's' on the end. 
4 Bit like chocolate chips. 
aie JP = WSe@@heee De then # Escape clause for wusses. 
return 
elit [ ! 2e "SCookres" ]; then 
echo "File does not exist. Try again." # Keep em going 
else 
CookiesON=" load-cookies $Cookies" # File is good -- use it! 
return 
Pr 
done 
} 
EES) 
{ 
if [ -z "SOPTARG" ]; then 
# Test to s if we used the in-line option or the query one. 
aie [| 8» eg "SseweleuRm" ]g- Then # If directory doesn't exist 
echo "$savePath does not appear to exist." 
echo "Please supply path and filename of saved wget commands:" 
read newFile 
until [ -f "SnewFile" ]; do # Keep going till we get something. 
echo "Sorry, that file does not exist. Please try again." 
# Try really hard to get something. 
read newFile 
done 
xi | =“ ( gue wee. Soeewenle] J Tg chen 
# Assume they haven't got the right file and bail out. 
echo "Sorry, that file does not contain wget commands.  Aborting." 
exit 
Hs 
This is bogus code. 
It doesn't actually work. 
If anyone wants to fix it, feel free! 
filePath="${newFile}" 
else 
echo "Save path is SsavePath" 
echo "Pleas nter name of the file which you want to use." 
echo "You have a choice of:" 
ls $savePath # Give them a choice. 


read inFile 
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366 
367 
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wuguesLl [| == Umen Sumra Te cle # Keep going till 
#+ we get something. 

ii [p | x USfssswesEmuIm]J S(xwestle]V je then s dx file cloasin t Gru. 
echo "Sorry, that file does not exist. Please choose from:" 
ls $savePath # If a mistake is made. 
read inFile 

£i 

done 
filePath="${savePath}/${inFile}" # Make one variable 
fa 
lse filePath="${savePath}/${OPTARG}" # Which can be many things 
iE 3L 
me [| m aS rake Ra Chu Je ehen # If a bogus file got through. 
echo "You did not specify a suitable file." 
echo "Run this script with the -${save} option first." 
@Glaer WiNo@reie sine; s TU 
exit SE_NO_SAVEFILE 
teat 
echo "Using: SfilePath" 


while read; do 
eval SREPLY 
echo "Completed: SREPLY" 
done < $filePath # Feed the actual file we are using into a 'while' loop. 


exit 


) 


# Fish out any options we are using for the script. 
# This is based on the demo in "Learning The Bash Shell" (O'Reilly). 
while getopts ":$save$cook$helpS$list$runn:$inpu$wopt" opt 
do 
case Sopt in 


Ssave) save_func;; Save some wgetter sessions for later. 
SiOel<))  tetoxolisats:- 3E e 6 Change cookie file. 
Shelp) usage;; Get help. 
SSE) Meie EUER Allow wget to use a list of URLs. 
Siccin) sia EUNE p Useful if you are calling wgetter from, 
+ for example, a cron script. 
GlQqoxUL) Ilia EUER p When you don't know what your files are named. 
Swopt) wopts;; Pass options directly to wget. 
A?) echo "ot a els option,” 
echo "Use -$(wopt) to pass options directly to wget," 
echo Woe SS flielia!} ror jeje # Catch anything else. 
esac 
done 
shift S((OPTIND - 1)) # Do funky magic stuff with $#. 
wie dp eese Se qp aks dE seal S lene ip eleva 
# We should be left with at least one URL 
#+ on the command-line, unless a list is 
#+ being used -- catch empty CL's. 
echo "No URL's given! You must enter them on the same line as wgetter2." 
echo "E.g.,  wgetter2 http://somesite http://anothersite." 
echo "Use $help option for more information." 
exit $E NO URLS # Bail out, with appropriate error code. 
f 
URLS-" $Q" 
# Use this so that URL list can be changed if we stay in the option loop. 


wüecLlke ff db je clo 
# This is where we ask for the most used options. 


# 


(Mostly unchanged from version 1 of wgetter) 


at || ez Sx«ewuebxersxim ||P Elem 
Current-"" 
lse Current=" Current value is ScurDepth" 
ig at 
echo "How deep should I go? \ 
(integer: Default is $depthDefault.$Current)" 
read Depth # Recursion -- how far should we go? 
inputB="" # Reset this to blank on each pass of the loop. 
echo "Enter the name of the referring page (default is none) ." 
read inputB 4 Need this for some sites. 
echo "Do you want to have the output logged to the terminal" 
echo "(ser lesen 13 yx) gU 
read noHide # Otherwise wget will just log it to a file. 
case $noHide in # Now you see me, now you don't. 
ylY ) hide-"";; 
io [IN 9) mces oW eo 
SLE IScle Sutures 
esac 
abit || c “S[weyorela}! [| 3ElsKexm 
# User accepted either default or current depth, 
#+ in which case Depth is now empty. 
s [| =% SiewssDejuhm Ig chen 
# See if a depth was set on a previous iteration. 
Depth="SdepthDefault" 
# Set the default recursion depth if nothing 
#+ else to use. 
lse Depth="ScurDepth" # Otherwise, set the one we used befor 
ion 
ia 
Recurse-" -] $Depth" 4 Set how deep we want to go. 
curDepth-$Depth # Remember setting for next time. 
adt | 2 xm Simones ||P claim 
RefA=" referer=SinputB" # Option to use referring page. 
fa 
WGETTER="${CommandA}${pattern}${hide}${RefA}${Recurse}\ 
${CookiesON}${lister}${Woptions}${URLS}" 
# Just string the whole lot together 
# NB: no embedded spaces. 
# They are in the individual elements so that if any are empty, 
#+ we don't get an extra space. 
aie [ ez VUSTCookesON" | ee | VSgimleg" = VXv ] p tores 
Glare, Meuse] == Cene iain! COOLS seal IS! 
# This should be changed, 
#+ in case the user has opted to not use cookies. 
ied 
age [ WSHilagY = Wis je ime 
echo "SWGETTER" >> SsavePath/wget-—$ {today} 
# Create a unique filename for today, or append to it if it exists. 
echo "SinputB" >> SsavePath/site-list—$ {today} 
# Make a list, so it's easy to refer back to, 
#+ Since the whole command is a bit confusing to look at. 
echo "Command saved to the file $savePath/wget-—${today}" 
# Tell the user. 
echo "Referring page URL saved to the file$ \ 
savePath/site-list-$(today)" 
# Tell the user. 
Savers" with save option" 


# Stick this somewhere, 


So it appears in the loop if set. 


457 else 

458 echo WKAKKKKKKKKKKKKKKK 

459 Sela Wiseoaroe( Gece dtm ge tw Te VU 

460 echo Wok ck ck ck ck ckckckck ckck ck ck ck k kk M 

461 echo "" 

462 echo "SWGETTER" 

463 Sela Wi 

464 echo Wok ck ck ck kk ck ckckckck ck ckck k kk M 

465 eval "SWGETTER" 

466 ia 

467 

468 Giclavey WW 

469 Scho Verari meo tence SSrehyene 5 N 

470 echo "If you want to stop, press q." 

471 echo "Otherwise, nter some URL's:" 

472 # Let them go again. Tell about save option being set. 
473 

474 read 

475 case SREPLY in 

476 # Need to change this to a 'trap' clause. 
a eG. J) Esalic Sum ISIN MSI po e ISNA CHGS: onr rhe 3eewevelesuc 
478 * ) URLS-" SREPLY"; ; 

479 esac 

480 

481 echo "" 

482 done 

483 

484 

485 exit 0 


Example A-31. A podcasting script 


!/bin/bash 


bashpodder.sh: 
By Linc 10/1/2004 
Find the latest script at 
+ http://linc.homeunix.org:8080/scripts/bashpodder 
Last revision 12/14/2004 - Many Contributors! 
If you use this and have made improvements or have comments 
* drop me an email at linc dot fessenden at gmail dot com 
I'd appreciate it! 


==> ABS Guide extra comments. 


==> PPT EET HHH HHH THEE HT EH HT HH EH AE FE HE HE a EE EE EE 


NPRPRPRPRP PPP EY 
O (o 0» -1 O Ui i (). M HP O xo 0 - O O1 4 CQ Io E 


==> What is "podcasting"? 


2al 

22 ==> It's broadcasting "radio shows" over the Internet. 

23 ==> These shows can be played on iPods and other music file players. 
24 

22) ==> This script makes it possible. 

26 ==> ŞS documentation at the script author's site, above. 

277] 

28 ==> E E E AE AE HE E FE HE HEE EEE HE HEE EE FE HE E TE FE ERE EE HEE EERE EE E E E HE EEE E E HE HEH 


WN 
ox We} 


Make script crontab friendly: 
cd $(dirname $0) 
--» Change to directory where this script lives. 


datadir is the directory you want podcasts saved to: 
datadir=$ (date +%Y-%m-%d) 


==> Will create a date-labeled directory, named: YYYY-MM-DD 
Check for and create datadir if necessary: 
Ade west | | Selertevcltia 
then 
mkdir $datadir 
1t il 
# Delete any temp fil 


rm —-f temp.log 


# Read the bp.conf file and wget any url not already 
#+ in the podcast.log file: 
while read podcast 
do 4 ==> Main action follows. 
i3dhkeeS(weet s S«oocesE =O = | wie "NEU UXNU | tex WU AY [Do 
sedi Sia Uu, stre TEN (CLAU SE) Uns Vila” } 
oie well aba SürsLibe 
do 
echo $url »» temp.log 
ne | gras Vouri” poceast- log > /clew/mullil 
then 
wget r -2 Sdatadir "Suri" 
ie al 
done 
done < bp.conf 


# Move dynamically created log file to permanent log file: 
cat podcast.log >> temp.log 

SOE tems. log | umia > joocleasic . log 

rm temp.log 

# Create an m3u playlist: 

ls $datadir | grep -v m3u > Sdatadir/podcast.m3u 


FETE TE TE TE FE FE FE FE FE FE FE FE FE FE FE TE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE HE FE FE FE FE FE FE T E 
For a different scripting approach to Podcasting, 
see Phil Salkie's article, 

"Internet Radio to Podcast with Shell Tools" 

in the September, 2005 issue of LINUX JOURNAL, 
http://www. linuxjournal.com/article/8171 

FEFE TE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE EEE FE FE FE FE EEE FE FE FE FE HEE HEHE HH HE HF 


Example A-32. Nightly backup to a firewire HD 


Woy (9| c ony Gal dex (65 IS) 5 


! /bin/bash 

nightly-backup.sh 
http://www.richardneill.org/source.phpf&nightly-backup-rsync 
Copyright (c) 2005 Richard Neill <backup@richardneill.org>. 
This is Free Software licensed under the GNU GPL. 

==> Included in ABS Guide with script author's kind permission. 
==> (Thanks!) 


This does a backup from the host computer to a locally connected 
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firewire HDD using rsync and ssh. 

(Script should work with USB-connected device (s lines 40-43). 
It then rotates the backups. 

Run it via cron every night at 5am. 

This only backs up the home directory. 

If ownerships (other than the user's) should be preserved, 

then run the rsync process as root (and re-instate th QUE 

We save every day for 7 days, then every week for 4 weeks, 

then every month for 3 months. 


See: http://www.mikerubel.org/computers/rsync snapshots/ 
for more explanation of the theory. 
Save as: $HOME/bin/nightly-backup firewire-hdd.sh 


Known bugs: 


313) Ideally, we want to exclude -/.tmp and the browser caches. 


ii) If the user is sitting at the computer at 5am, 
and files are modified while the rsync is occurring, 
then the BACKUP JUSTINCASE branch gets triggered. 
To some extent, this is a 
feature, but it also causes a "disk-space leak". 


##### BEGIN CONFIGURATION SECTION #######FH#EFEEEEEEEEEEEEEEE EEE HEHEHE EHH HE HHH HHH 
LOCAL_USER=rjn User whose home directory should be backed up. 
MOUNT_POINT=/backup ountpoint of backup drive. 
NO trailing slash! 
This must be unique (eg using a udev symlink) 
# MOUNT_POINT=/media/disk For USB-connected devic 
SOURCE_DIR=/home/$LOCAL_USER NO tereeitilsuag; eslasa — ir DOS meter TO esac. 
BACKUP_DEST_DIR=$MOUNT_POINT/backup/`hostname -s`.${LOCAL_USER}.nightly_backup 
DRY_RUN=false Jt aater IUOS eae wan —my 19 clo a Chay iculn, 
Comment out or set to false for normal use. 
VERBOSE=false If true, make rsync verbose. 
Comment out or set to false otherwise. 
COMPRESS=false If true, compress. 
Good for internet, bad on LAN. 
Comment out or set to false otherwise. 
## Exit Codes ### 
E_VARS_NOT_SET=64 
E_COMMANDLINE=65 
E MOUNT FAIL-70 
E NOSOURCEDIR-71 
E UNMOUNTED-72 
E BACKUP-73 
#### END CONFIGURATION SECTION +AA A E H E H HE H E HE HE H HE HE H HE E HE HE E HE HE HE HE HE HE HE HE HE HE HE HE EEE HE EEE HEHE 
Check that all the important variables have been set: 
sur [p ew "seca, Xem" | || 
| =z VWSSQCE iD: T^ || | 
[ ez "SONS PONE! ] | | 
| e USACE DRSI DIEM? 


echo 'One of the variables is not set! Edit the file: $0. BACKUP FAILED." 
exit $E VARS NOT SET 


ital 
if [ "S4" !— 0] # If command-line param(s) 
then # Here document (ation). 


76 


gat << 


—ENDOFTEX 


Hi 


Automatic Nightly backup run from cron. 


Read 


the sour 


(C 


for more details: $0 


The backup directory is S$BACKUP DEST DIR 
ill be created if necessary; initialisation is no longer required. 


db d 


WARNING: Contents of SBACKUP DEST DIR are rotated. 
Directories named 'backup.\$i' will eventually be DELETED. 
We keep backups from every day for 7 days (1-8), 

then every week for 4 weeks (9-12), 

then every month for 3 months (13-15). 


You may wish to add this to your crontab using 'crontab -e' 


# Back up files: 
#+ every night at 3:15 am 


SSOURCE_DIR to $BACKUP_DEST_DIR 


15 03 * * * /home/SLOCAL USER/bin/nightly-backup firewire-hdd.sh 


Don't forget to verify the backups are working, 
especially if you don't read cron's mail!" 


ENDOF 


TEXT 


exit 
1E3L 


$E COMMANDLIN 


GI 


# Parse the options. 


# 


ae qp "UB 


RY RUN" - 


DRY. RUN-"-n" 
echo "WARNING:" 
echo "THIS IS A 


echo "No data 


else 


DRY RUN-"" 


ftat 


se p Ue 


ERBOSE 


VERBOS 


R=" iy" 


else 


VERBOS 


i 


if [ "$COMPRESS" 


COMPRE 
else 

COMPRE 
fa 


# Every 


Sg-2"-zn" 


Sg2"" 


week (ac 


"eru 


Ts Een 


VIDISSE IRWIN WO 


reete 


= "true" 


will actually be transferred!" 


]; then 


]; then 


tually of 8 days) and every month, 


#+ extra backups are preserved. 
DAY OF MONTH-' date +%d` 
if [ SDAY. OF. MONT 

MONTHSTART-true 


eds dp o 
-0 § 
-9 § 


DAY OF MO 
DAY OF MO 
DYANC (OE _ IMO) 


# Day 8,16,24 


W 


I 


fi 


H 


Wr Deny Cut wmnoysueler (Oil, Sil). 


= 01 ]; then Sa igtur (Ge MONEN 
TH = 08 \ 
TH = 16 \ 
TH ewe 1G Ee 

(use 8, not 7 to better handle 31-day months) 


EKSTART=true 


# Check that the HDD is mounted. 


# At least, 


check that *something* is mounted here! 


# We can use something unique to the device, rather than just guessing 


142 
143 
144 
145 
146 
147 
148 
149 
150 
pil 
152 
15.3 
154 
1155) 
156 
157 
158 
15$ 
160 
161 
162 
163 
164 
165 
166 
167 
168 
169 
170 
JUPE 
172 
JT 
174 
175 
176 
ETT 
178 
LOS 
180 
181 
182 
LGS 
184 
185 
186 
1L) 3 
188 
189 
190 
W9 
192 
1195 
194 
195 
196 
Ly 
198 
1599 
200 
201 
202 
203 
204 
205 
206 
207 


# 


sis 


el 


itat 


# 
abe 


iB aL 


/etc/udev/rules.d/10-rules.local 


Eg: this udev rule: 
BUS="scsi", KERNEL="sd*", 
SYSFS (modelj-"00JgB-00GVAO 7 


NAME="3k", 


mount | grep SMOUNT_POINT >/dev/null; then 


and by putting a relevant entry in /etc/fstab. 


the scsi-id by having an appropriate udev rule in 


SYSFS{vendor}="WDC WD16", 
SYMLINK-"lacie 1394d$n" 


echo "Mount point $MOUNT POINT is indeed mounted. OK" 


se 
echo -n "Attempting to mount $MOUNT POINT..." 
# If i 


sudo mount $MOU 


d) JXOLNUNDUE. Z dEV enu 


if mount | grep $MOUNT POINT »/dev/null; then 
UNMOUNT_LATER=TRUE 
echo "OK" 
# Note: Ensure that this is also unmounted 
#+ if w xit prematurely with failure. 
else 
echo "FAILED" 


echo -e "Nothing is mounted at SMOUNT_POINT. 


exit $E MOUNT FAIL 


ia 


Check that source dir exists and is readable. 


[ £o SSOR DUR ] p mes 
echo "SSOURCE DIR does not exist, 
exit $E NOSOURCEDIR 


& asin Ne sufowuoWEIeXel, 1E ito) Meme Ie. 


BACKUP FAIL 


ED!" 


or cannot be read. BACKUP FAILED." 


# Check that the backup directory structure is as it should be. 


# 
# 
# 


© 


ica 
do 


# 
#+ 
WE 


If not, create it. 
Create the subdirectories. 
Note that backup.0 will b 


created as n 


ded by rsync. 


brackets. 


ve OSEE 2 sxc Is onte) 6 elo 
sie | d] Sel SBACKU? DESIL DIR ocCkuo s SaL Tf Then 
if /bin/mkdir -p $BACKUP DEST DIR/backup.$i ; then 
Ea ATe EA QUOS aXQu M Dra eique NES SONS SSE SEAN ENC eK NO LN SS S 
echo "Warning: directory $BACKUP DEST DIR/backup.$i is missing," 
echo "or was not initialised. (Re-)creating it." 
else 
echo "ERROR: directory $BACKUP DEST DIR/backup.$i" 
echo "is missing and could not be created." 
if [ "SUNMOUNT LATER" == "TRUE" ]; then 
Before we exit, unmount the mount point if necessary. 
ed 


sudo umount SMOUNT_POINT && 
echo "Unmounted $MOUNT POINT again. 

i3 
exe (SUE 


UNMOUNTED 


ia 


ne 


Set the permission to 700 for security 
on an otherwise permissiv 
! /bin/chmod 700 SBACKUP_DEST_DIR ; 
echo " 


then 


if [ "SUNMOUNT LATER" ERUEN then 


l; 


multi-user system. 


Galyatiovey yoy, Y 


ERROR: Could not set permissions on $BACKUP_DEST_DIR 


to OO. 


Why? 


NONNNNNN NH 


N 
Ko) 


# Bef 
cd 


EI 


exit 
fta 


ore we exit, 


$E UNMOUNTED 


unmount the mount point if necessary. 
; sudo umount $MOUNT POINT \ 
&& echo "Unmounted $MOUNT POINT again. 


# Create the symlink: 
lure here is not critical. 


# A fai 
cd SBAC 
«f NAT 
sui N 
ech 
iB aL 
if al 


# Now, 


KUP_DEST_DIR 
-—Im Giwlicweinc || 


, 


Giving up." 


current -» backup.1 if required. 


then 


oirm la sy backo il xoxbueserewaue Pp Than 
o "WARNING: could not create symlink current -> backup.1" 


do the rsync. 


echo "Now doing backup with rsync..." 
(yeusrere Cliies OOOURCEADI RY 


echo "S 


echo -e "Backup destination dir: 


/usr/bin/rsync $DRY RUN $V 
--link-dest-../backup.1 $SOURCE DIR S$BACKUP D 


# Only 


JE Doae 


# Not 


au {| SP 
BACKU 
echo 
echo 
echo 
echo 
echo 

13. 


# Sav 


SBACKUP DI 


EST DIR\n" 


ERBOSE -a 


S 


del 


warn, rather than exit if the rsync 
#+ since it may only be a minor problem. 
; if one file is not readable, rsy 
# This shouldn't prevent the rotation. 
“date *$a^ 
#+ are just full of links and don't consume 


WSLMNG CC, 


'= 0 ]; then 


sin 


ce th 


nc 


t modify-window-60 \ 


EST DIR/backup.0/ 


failed, 


yaba “seen il. 


directories 


S 


*that much* space. 


P JUSTINCASE-backup.' date -*$F $T'.justincase 
"WARNING: the rsync process did not entirely succeed." 
"Something might be wrong." 


"Saving an extra copy at: 
"WARNING: if this occurs regularly, 


SBACKUP JUSTINCASE" 
a LOT of space will be consumed," 


"even though these are just hard-links!" 


a readme in the backup parent directory. 


# Sav 
echo "B 
^date^" 
echo "T 
Meis 


another one in th 
ackup of $SOURCI 


E DIR on 


> SBACKUP DE 
his backup of 


> SBACKUP. DE 


S 


| DIR/ 


S SOURCI 


E D 


READM. 


JD. eue 


^hostname' 
Bost 
“hostname was created on \ 


recent subdirectory. 


was last cum cin \ 


 DIR/backup.0/READM 


# If we are not in a dry run, 


[ cu Ug 


# Ch 
# Wa 
# (N 
# We 
#+ so 


echo 

SMOUN 

ie (I 
ech 

iE aL 

iit q[ 


DRY RUN" ] && 


Lobatse 


eck how full the backup disk is. 


im i 9S. We MIs 


or more, 


heal Ge a 


the backups. 


we'll probably fail, so give up. 


ote: df can output to more than one line.) 


Les 
tha 


mU V 9 [ eg 


this here, 
rsync may 


Uji Suey | 


UUMEE 


ERC 


ENTS 


$DISK FULL PERC 


aT =e BO lg 
k is greater than 90% full." 


HN eje Je | 


grep 


dew IL Ww 
then 


then 


rather than before 
possibly have a chance. 
.FULL PERCENT-'/bin/df SBACKUP D 


EST DIR 


Cll 


zh 


| 
[@=9 + 


"Disk space check on backup partition \ 
T POINT SDLSK E 
SDISK_FULL_PERC 
o "Warning: Dis 


(9. (091. GS (G3) (63) (9) (G9). (69) 


C9 C2 
(y f 
©) 


cah Wigvewereg Disk ts TuL (Gase wos” 
if [ "SUNMOUNT LATER" == "TRUE" ]; then 
# Before we exit, unmount the mount point if necessary. 
cd; sudo umount $MOUNT POINT && 
echo "Unmounted $MOUNT POINT again. Giving up." 
ita 
exit $E UNMOUNTED 
itat 
# Create an extra backup. 
# If this copy fails, give up. 
if [ -n "SBACKUP-JUSTINCASE" ]; then 
if ! /bin/cp -al $BACKUP_DEST_DIR/backup.0 \ 
SBACKUP DEST DIR/SBACKUP JUSTINCASE 
then 
echo "ERROR: Failed to create extra copy \ 
SBACKUP DEST DIR/SBACKUP JUSTINCASE" 
if [ "SUNMOUNT LATER" == "TRUE" ]; then 
# Before we exit, unmount the mount point if necessary. 
cd ;sudo umount $MOUNT POINT && 
echo "Unmounted $MOUNT POINT again. Giving up." 
ita 
exit $E UNMOUNTED 
ER 
EL 


# At start of month, 


rotate the oldest 8. 


if [ "SMONTHSTART" == "true" ]; then 

echo —e U'SiEEueiE oi montas \ 

Removing oldest backup: $BACKUP DEST DIR/backup.15" && 

/bin/rm -rf  S$BACKUP DEST DIR/backup.15  && 

echo "Rotating monthly,weekly backups: \ 

SBACKUP DEST DIR/backup.[8-14] -> $BACKUP DEST DIR/backup.[9-15]" && 
/bin/mv $BACKUP DEST DIR/backup.14 $BACKUP DEST DIR/backup.15  && 
/bin/mv S$BACKUP DEST DIR/backup.13 $BACKUP DEST DIR/backup.14  && 
/bin/mv $BACKUP DEST DIR/backup.12 $BACKUP DEST DIR/backup.13  && 
/bin/mv $BACKUP DEST DIR/backup.11 $BACKUP DEST DIR/backup.12  && 
/bin/mv $BACKUP DEST DIR/backup.10 $BACKUP DEST DIR/backup.11  && 
/bin/mv S$BACKUP DEST DIR/backup.9 SBACKUP DEST DIR/backup.10  && 
/bin/mv $BACKUP DEST DIR/backup.8 BACKUP DEST DIR/backup.9 

# At start of week, rotate the second-oldest 4. 
elif [ "SWEEKSTART" == "true" ]; then 

echo -e "\nStart of week. \ 

Removing oldest weekly backup: $BACKUP DEST DIR/backup.12"  && 

/bin/rm -rf SBACKUP DEST DIR/backup. 12 && 

echo "Rotating weekly backups: \ 

SBACKUP DEST DIR/backup.[8-11] -> $BACKUP DEST DIR/backup.[9-12]"  && 
/bin/mv $BACKUP DEST DIR/backup.11 $BACKUP DEST DIR/backup.12  && 
/bin/mv $BACKUP DEST DIR/backup.10 $BACKUP DEST DIR/backup.11  && 
/bin/mv $BACKUP DEST DIR/backup.9 SBACKUP DEST DIR/backup.10  && 
/bin/mv $BACKUP DEST DIR/backup.8 S$BACKUP DEST DIR/backup.9 

else 
echo e "\nRemoving oldest daily backup: $BACKUP DEST DIR/backup.8"  && 


/oin/rm -—rf 
feris && 
# Every day, rotate t 


ec 


/bin/mv $BACKUP_D 


ŠBACKUP_DI 


ho "Rotating daily backups: 
SBACKUP_DEST_DIR/backup. [1-7] 


he newest 8. 


\ 


—» SBACKUP_DI 
EST DIR/backup.7 SBAC 


EST DIR/backup.8 


TSE ID INR Moyaveeibyo)., 2-6] Y 
KUP_DEST_DIR/backup. 8 


&& 
&& 


340 /bin/mv SBACKUP DEST DIR/backup.6 S$BACKUP_DEST_DIR/backup.7  && 
EZ /bin/mv SBACKUP DEST DIR/backup.5 S$BACKUP DEST DIR/backup.6  && 
342 /bin/mv SBACKUP DEST DIR/backup.4 S$BACKUP DEST DIR/backup.5  && 
343 /bin/mv S$BACKUP DEST DIR/backup.3 $BACKUP DEST DIR/backup.4  && 
344 /bin/mv SBACKUP DEST DIR/backup.2 $BACKUP DEST DIR/backup.3  && 
345 /bin/mv $BACKUP DEST DIR/backup.1 $BACKUP DEST DIR/backup.2  && 
346 /bin/mv $BACKUP DEST DIR/backup.0 $BACKUP DEST DIR/backup.1  && 
347 

348  SUCCESS-true 

349 

350 

351 if [ "SUNMOUNT_LATER" == "TRUE" ]; then 

952 # Unmount the mount point if it wasn't mounted to begin with. 


n cd ; sudo umount $MOUNT POINT && echo "Unmounted $MOUNT POINT again." 
S54 ea 

3/55) 

356 

357 if [| "SSUCCESS" == "true" ]; then 

358 Colom SUCCES Sle 

359) exit 0 

JGO EL 

361 

362 # Should have already exited if backup worked. 

S363 Selncy VEVNCINUIe IAIN 1e cois: Jise a Chay imine? Le (rie Chek olik X 
364 exit SE_BACKUP 


Example A-33. An expanded cd command 


HT Ha HHH TE E FE AE FE FE FE HEH HE AE FE AE FE FE E FE FE EE EEE EEE 


GENLI 
by Phil Braham 


FE EE TE AE E FE AE FE ERR EEE HEH HEHE E E E E E E HEE EERE 
Latest version of this script available from 
http://freshmeat.net/projects/cd/ 

FEFE TE AE TE FE AE REET HEH HH EEE HEH EEE EE EERE HEE EERE 


.cd_new 


An enhancement of the Unix cd command 


There are unlimited stack entries and special entries. The stack 
ntries keep the last cd_maxhistory 

directories that have been used. The special entries can be 
assigned to commonly used directories. 


Mop pop opp PPP PY 
O (o 0» -1 O Oi i5 (). NM HIP. O xo 0 -1 O O1 4 CQ I E 


The special entries may be pre-assigned by setting the environment 


Zl variables CDSn or by using the -u or -U command. 
BD 
23 The following is a suggestion for the .profile file: 
24 
25 @xeliLal # Set up the cd command 
26 alias cd='cd_new' # Replace the cd command 
27 eel =U # Upload pre-assigned entries for 
28 #+ the stack and special entries 
Gel =D # Set non-default mode 
alias @="cd_new Q" # Allow @ to be used to get history 


For help type: 


WWWW WN 
Hs. (ES) (SS) [3 4€» wo 


col ia (gue 


35 
36 
37 
38 
99 
40 
41 
42 
43 
44 
45 
46 
47 
48 
49 
50 
Syl 
52 
6 
54 
35 
56 
57 
58 
59 
60 
61 
62 
63 
64 
65 
66 
67 
68 
69 
70 
WAL 
12 
13 
74 
75 
76 
Wa 
78 
9 
80 
81 
82 
83 
84 
85 
86 
87 
88 
89 
90 
gili 
92 
9S 
94 
95 
96 
23 
98 
99 
100 


(rol Hl 


FE E AE E HE E HE HE FE HE HE FE FE EEE FE FE HE FE ESE EGE FE EGE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE HEE HEHE HEHE HEH HE FH 
Version di sl 


Written by Phil Braham - Realtime Software Pty Ltd 
(realtime@mpx.com.au) 

Please send any suggestions or enhancements to the author (also at 
phil@braham.net) 


PHT HE HHT HH EH HH AE FE Ho EE Ea EEE EEE EEE 


(exe Jan (()) 
{ 
S(PRINTF) "Ss" "cd [dir] 
femp esms] leialo] Rsa] | 
Iesi] pe») (p [p39) [EE 
«dir» Go to directory 
0-n Go to previous directory (0 is previous, 1 is last but 1 etc) 
n is up to max history (default is 50) 
@ List history and special entries 
@h List history entries 
@s List special entries 
-g [<dir>] Go to literal name (bypass special names) 
Toig aber wo edlülowy eoeess tee chus eme VOY, dv, Vola” eee 
=O Change default action verbose. (S note) 
=D) Change default action silent. (S note) 
-s«n» Go to the special entry <n>* 
-S«n» Go to the special entry «n» 
and replace it with the current dir* 
“esns Chie] Go te Chimeciioimy «eec 
and then put it on special entry «n»* 
=I Jewels] (Go ie «eee «etse 
and put current dir on special entry «n»* 
—axn- Alternative suggested directory. See note below. 
= [eese] uu ntries to «file». 
-u [«file»] Update entries from «file». 
If no filename supplied then default file 
(S(CDPath)$(2:-"SCDFile")) is used 
F and -U are silent versions 
Sy Print version number 
-m Help 
=H Detailed help 


[O=O] (Clea e a a [el] v 
<dir>|0-9] 
I [ew] [pump [50 [el 


*The special entries (0 9) are held until log off, replaced by another 
entry or updated with the -u command 


Alternative suggested directories: 

If a directory is not found then CD will suggest any 

possibilities. These are directories starting with the same letters 
and if any are found they are listed prefixed with -a<n> 

where «n» is a number. 

It's possible to go to the directory by entering cd -a<n> 

on the command line. 


The directory for -r«n» or -R«n» may be a number. 
For example: 
& eg -:9 4 Co io history (ceri 4! fuel pic ie (ou Special enmtiy 3) 
$ cd -R3 4 Put current dir on the special entry 3 
and go to history entry 4 
& gel 83 Go to special entry 3 


Note that commands R,r,S and s may be used without a number 
and refer to 0: 


jet 
«o 


cd version 


nd 


(Cipit, | 


CDMS 


CDER 


CDPath - Set the 


CDFi 


cd_version 


0 


printf "Version: 


The previous directories 
environment variables CD[0] 
Similarly the special directories SO - $cd maxspecial are in 
the environment variable 

a may be accessed from 


default pathname for 
default filename for 


$ gel s Go to special entry O0 
S ed =$ Go to special entry 0 and make special 
entry 0 current dir 
$ @el =e i Go to history entry 1 and put it on special entry 
S eg =r Go to history entry 0 and put it on special entry 
" 

if S(TEST) "S$CD MODE" = "PREV" 
then 

S(PRINTF) "$cd mnset" 
else 

S(PRINTF) "$cd mset" 
3 3L 

Ga cm 0 

cd hm 
S(PRINTF) "Ss" " 


(0-$cd maxhistory) are stored in the 


= @D [ Sexo jueisdauab sre oe sy | 


CDS[0] - CDS[$cd_maxspecial] 
the command line 


the -f and -u commands is $CDPath 
the -f and -u commands is SCDFile 


the following environment variables: 
PROMPTLEN 
Prompt string is set to the right characters of the 
current directory. 

If not set then prompt is left unchanged 


- Set to the length of prompt you require. 


PROMP 


TOOT 


DRR = SEE cO Time: Gieiewiae) eo) Deos TENS) [OIMCMISIE c 


Default is: 
INSITE ONC. 8 
TOOL 
PROMPT SPOS?) 
Default is: 
IASI IE(GONE: 8 


N"NNINNe[01;34mNN] N" 
NOS TENE Oty Saba S] S 


NPNN[NNe[00mNN]SN" 
(resets colour and displays $). 
NINN[NNe[00mNN] #\" 
(resets colour and displays #). 
default path for the -f & -u options. 


Default is home directory 
1 Set the default filename for the -f & -u options. 
Default is cdfile 
S$S(VERSION MAJOR).S$(VERSION MINOR) Date: $(VERSION DATI 


Truncate right. 


params: 
joll = ‘Sie iealins) 


2 — lencer JE) eKvIMNEEIES To 


returns string in tcd 


0 
0 


(sets colour to blue). 
(sets colour to red). 
= SEI 19 Xe giiime TO Swix le [SIX ONSE. 


E}\n" 


1467 eel rieme cane () 


168 { 

169 local icilen=S42 } 

i210) local plen=$ {#1} 

JL yas. local str="${1}" 

iU uz dlioyexvll.- CRNE ic 

1v lkoyerul deadlines 

174 ais Sume Seide -l3 Se 

WS then 

IEG ECAS NSISE jr 

iU 7) else 

178 let diff-$(plen)-$(tlen) 

MO elen=3 

180 LE MTSE) (Cuei) =le 2 

181 then 

182 let elen=S{diff} 

183 i3 

184 tlen--$(tlen] 

185 let tlen=${tlen}+S${elen} 

186 te (xol trillar: OS Silein |) SY nee sis Iia 

187 iE 3L 

188 } 

189 

190 # 

191 # Three versions of do history: 

WIDE cd dohistory  - packs history and specials side by side 
193 # cd dohistoryH - Shows only hstory 

194 # cd dohistoryS - Shows only specials 

195 # 

LIG «el clolaisicormy (0) 

Woy di 

195 cd getrc 

199 So DINING} Wistiereroieyy § yat 

200 local -i count=S{cd_histcount } 

201 while S(TEST) ${count} -ge 0 

20/2 do 

2103} CCl ricine seva: YSACD [eeuuae |} Steck lemen) 
204 S{PRINTF} "22d %-S{cd_lchar}.${cd_lchar}s " $(count) "$(tcd)" 
205 

206 CCl micie Tesewusxg YSIS [Goma] ie Steel rehar) 
207 S{PRINTF} "S%d %-S{cd_rchar}.${cd_rchar}s\n" $(count) "S{tcd}" 
208 count=$ {count }-1 

209 done 

210 } 

Zk 

21.2 cel elohiisttou wii (0) 

ZEE di 

Eu cd getrc 

BAS S(PRINTF) "History: Nn" 

216 local -i count-$(cd maxhistory) 

271.7) while S(TEST) ${count} -ge 0 

2119 do 

219 S{PRINTF} "S{count} %-S${cd_flchar}.${cd_flchar}s\n" ${CD[Scount] } 
LAO count=$ {count }-1 

221 done 

don 

Dee) 

224 CCl Clolairsitzorys (0 

2/2! A 

226 cd getrc 

22) S{PRINTF} "Specials:\n" 

229 local -i count=${cd_maxspecial} 

229 while S(TEST) ${count} -ge 0 

230 do 

29 S{PRINTF} "SS{count} %-S{cd_flchar}.${cd_flchar}s\n" S(CDS[S$count])! 


2 3 count=$ {count }-1 


233 
234 
235 
236 
237 
238 
239 
240 
241 
242 
243 
244 
245 
246 
247 
248 
249 
250 
251 
252 
299 
254 
255 
256 
257 
258 
259 
260 
261 
262 
263 
264 
265 
266 
267 
268 
269 
270 
Tt AL 
DUE 
273 
274 
DUS 
276 
2 
278 
279 
280 
281 
282 
283 
284 
285 
286 
287 
288 
289 
290 
291 
292 
293 
294 
ZIOIE 
296 
297 
298 


done 


cd getree (()) 


{ 


cd flchar-$(stty -a | awk -F \; 
Ufone 1 prime SZ SS JV || awk -F 
sur SWS) Siu iLane =e 0) 
then 
cd lchar-$(cd flchar)/2-5 
cd rchar-$(cd flchar])/2-5 
cd flchar-$(cd flchar)-5 


else 
cd_flchar=S$ {FLCHAR:=75} 
w (eel ieleineie LS! Wise! cor ites Cie 
cd lchar-S$(LCHAR:-235) 
cd rchar-$(RCHAR:-235] 
1E dl 


xol olesedkeeicao (0) 


{ 


local -i nm=0 
cd doflag-"TRUE" 


M94 jeri GA Qv) 


Qs & @h history 


ise (Spar) VS (CD MODEA = VERNEY! 
then 
stie SWS} =z Wsiecl esso 
then 
cd_npwd=0 
fj 
ít 
Em=s (echo: "Si{cdenpwa}™ eut oi 
ie Sume ASit = Ue 
then 
pm-$(echo "S${cd_npwd}" | cut -b 2) 


nm-$ (echo "$(cd npwd)" 
Case, "Sm aba 


a) cd npwd-$[(cd sugg[$nm] 
S) cd npwd-"$(CDS[S$nm]])" 
S) cd_npwd="${CDS[Snm] }" 
r) cd_npwd="$2" 
R) cd_npwd="$2" ; 
esac 

1E 3L 

ie SS) UStegloapyuol)w e WW =e 

sg 9 =a US co mows Y -te Sce medai 

then 

cd_npwd=$ {CD [$cd_npwd] } 
else 


case "Scd_npwd" in 


cd specDir-$nm ; 
CDS[$nm]= pwd ; 


ewe cl Som =i 2)} 


Ione 

ri 

A CDS Su we ps 
cd_doselection 
cd_doselection 


JESS eol dapowuel E Y 
story) >>/dev/null 2>61 


@ cul colanscomy p ce cloitlage Uus" mne 

Qh) cd dohistoryH ; cd doflag-"FALSE" ;; 

(S) @elcloinilsicomys| P: veo Tolont lec imb Sum. 95 
-dm)) rel Inu p. el olodlbegrE mons" 9.6 
=R Ce Jew A excl low Levey a 
=i) dee see VSO! 92 7 el lotias-"m»usum np 
=) ec uolose VION S2 y uL (kelege"ims pp 
-F) cd fsave "NOSHOW" $2 ; cd doflag-"FALSE" ;; 
=U) crcl wysilteyarel  PINOISISIONUM S29 Ce eor evo TALSE pF 
-g) cd_npwd="S2" ;; 
ol). eclicloicleicim Ibs Ciel veloncilem~ MANS de 
=D) cl Chicken Of eel een lea IAL Sia" pc 
-r) cd npwd-"$2" cd specDir-0 ; cd doselection 
-R) cd npwd-"$2" ; CDS[0]-'pwd' ; cd doselection 
-S) cd npwd-"$(CDS[0]J" ;; 


Usu 
ur wu 


mese 
us T 


USUS 0 
DS p 


US Ug 
UT 


299 -9)» ee aone ACDS LOY pg GooeS[O)e pwes' ps 


300 =V)) «exl weseedioa 8 xegL.elostleu inb 5 
301 esac 

S02 if aL 

39s I 

304 

505 cel encen O) 

306 { 

307 se GupES “SLED MODE V = MEREV! 

308 then 

309 CD_MODE="" 

310 ie Same] Sil =se d 

3L then 

312 SPRINTS rob mest j 
313} ial 

314 else 

SLs CD_MODE="PREV" 

316 aie Sf was} Sil eg 

ST then 

318 S{PRINTF} "S{cd_mnset}" 
319 itu 

320 ial 

a EE 

SAD 

Seo OO Sarre) O) 

3291 

225 local sfile=${CDPath}${2:-"S$CDFile"} 

SAG ae Sins} Wee. UIN 

SAT then 

328 SPRING): Weed to Sola! SsirdileS 
B29 ita 

330 S(RM) -f ${sfile} 

Sodi local -i count=0 

332 while S(TEST) S{count} -le ${cd_maxhistory} 
333} do 

334 Scho “CD Seouinc SWS [ESxeroxusue ]| OV Ss SERLE, 
339 count=$ {count }+1 

336 done 

3x9) J/ count=0 

338 while S(TEST) ${count} -le ${cd_maxspecial} 
339 do 

340 scho WOODS [Seow ]| — NNS TEDS l Corni] PUM Ss Si eensat Le} 
341 count=$ {count }+1 

342 done 

34s } 

344 

345 (el waktoe, C 

346 { 

347 local sfile=${CDPath}${2:-"SCDFile"} 

348 aie SAWS} WS abe > wu 

349 then 

350 Speed). “Witroysvelakioye; dexstoxn exe wa issue] 
Salt id 

952 5 Bienes 

ass. } 

354 

355 cd new () 

356 ( 

357 lexesui =a, Cbnir 

358 local -i choose-0 

35$ 

360 cd npwd-"$(1)" 

361 cd specDir--1 

362 eL oleseleciseu Heriya uS uU 

363 


364 if S{TEST} ${cd_doflag} = "TRUE 


then 
ae SHES WS CIPO) PM De. wgwe V 
then 


count-$cd maxhistory 
while S(TEST) $count -gt O0 


do 
CD[$count]-$(CD[$count-1]]) 
count=$ {count }-1 

done 

CD[0]=" pwd` 


ip aL 

command cd "${cd_npwd}" 2>/dev/null 
ie Swans} Se exp i 
then 


S{PRINTF} "Unknown dir: %s\n" "S${cd_npwd}" 
local -i ftflag=0 
tom 3L sua, US eel mowo ws 


do 
Sie SA WISP I! yok WS hat 
then 
ie Spams Seil ee @ 
then 
S{PRINTF} "Suggest:\n" 
ftflag-1 
fi 
Spe UVESeS telcos! tuse Mea 
cd sugg[$choose]-"$(i)" 
choose=${choose}+1 
if, 
done 
i3 
ipa 


it Ser! S(eolseeDim) ime sil 


then 
CDS [${cd_specDir}]=* pwd~ 
fi 
if ${TEST} ! -z "${CDL_PROMPTLEN}" 
then 
cd right trunc "${PWD}" ${CDL_PROMPTLEN} 


cd rp-$(CDL PROMPT PRE)S$(tcd)$(CDL PROMPT POST) 
export PS1-"$(echo ne ${cd_rp})" 


ie. 
} 
HE HH HE HH HH EH FE FE AE FE FE EE aE Ea EEE EEE EEE 


# # 
# Initialisation here # 
# # 


FE HEE IE FE AE FE AE FE FE FE FE FE FE FE AE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE AE FE FE AE FE FE AE FE FE FE FE AE FE FE AE FE FE FE FE AE FE FE AE FE FE E FE AE FE FE AE FE FE E FE FE AE TE AE HE HE HE 
# 

VERSION_MAJOR="1" 

VERSION_MINOR="2.1" 

VERSION_DATE="24-MAY-2003" 


alias cd=cd_new 


Set up commands 

M=/bin/rm 

IS — ESSE 

RINTF-printf # Use builtin printf 


Iri] A9) 


"U 


EFE FE FE E TE FE FE HE E TE FE FE HE TE FE AE FE E TE FE FE HE E FE FE AE E TE AE AE EE E TE AE E ER E E E E E EE E E EE ERE EE EEE EE HE HEE HE EH 
# 
Change this to modify the default pre- and post prompt strings. # 
These only come into effect if CDL_PROMPTLEN is set. # 


[Es- dE ES des SS MSs YS iy Sy fs qu ES Sy SS BS gies des SS ES Ss ES See ES SS ES ee SS iy qms qs ds is RSS ES Ss cfe qiu qíms SS See SS quy ee SSS SES SS SS SS ques SS 


31 
32 
33 
34 
395) 
36 
S7 
38 
9 
40 
41 
42 
43 
44 
45 
46 
47 
48 
49 
50 
Syl 
52 
53 
54 
55 
56 
57 
58 
59 
60 
61 
62 
63 
64 
65 
66 
67 
68 
69 
70 
qil 
Uz 
43 
74 
UD 
76 
a 
78 
Ws 
80 
81 
82 
83 
84 
65 
86 
87 
88 
89 
90 
galt 
92 
DS 
94 
95 
96 


# # 
FE TE TE FE FE FE FE FE TE FE FE FE FE FE TE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE EEE FE FE FE FE FE EEE HE FE FE HE FE FE FE HE FE FE FE HE HH HE HE 
stie HISE Siang} mer (0) 
then 


# CDL_PROMPT_PRE=S {CDL_PROMPT_PRE:="SHOSTNAME@" } 
CDL PROMPT PRE-S$(CDL PROMPT PRE:-"NN[NNe[01;31mNN]") 4 Root is in red 
CDL PROMPT POST-$[(CDL PROMPT POST:-"NANV[NNe[00mNN] £") 

else 


CDL PROMPT PRE-$(CDL PROMPT PRE:-"NX[NNe[01;34mNN]") 4 Users in blue 
CDL PROMPT POST-$(CDL PROMPT POST:-"NNV[NNe[00mNN] $") 


ita 
PHT HHH HE HH EH HT HE AE FE EH FE AE FE HE AE FE SE EE a EEE EEE 


cd_maxhistory defines the max number of history entries allowed. 
typeset -i cd_maxhistory=50 


HEHE HHT HH EH HT HE AE EH HE EEE EEE EEE 


cd_maxspecial defines the number of special entries. 
typeset -i cd_maxspecial=9 


FETE HEHE HEH HEHE EE EH EEE HEH FE HE FE E EE HEHE HEH EEE EH HEHE EE HE EH EH HE EH 
cd_histcount defines the number of entries displayed in 


+ the history command. 
typeset -i cd_histcount=9 


HGH HE EE EE EH HE HE EEE EE EE HH ER EEE EEE RE EE HEE HE EEE RE EE 
export CDPath-$(HOME]/ 

Change these to use a different 

+ default path and filename 

export CDFile=${CDFILE:=cdfile} # for the -u and -f commands 


ET EHH EH HT HE AE FE FE AE FE AE FE EEE EE EEE EEE 


EWOSSet =i cul icine cel remus (oL MCNA 
# This is the number of chars to allow for the 
cd_flchar=${FLCHAR:=75} #+ cd_flchar is used for for the @s & @h history 


typeset -ax CD CDS 

# 

cd_mset="\n\tDefault mode is now set - entering cd with no parameters \ 
has the default action\n\tUse cd -d or D for cd to go to Ñ 

previous directory with no parameters\n" 

cd_mnset="\n\tNon-default mode is now set - entering cd with no \ 
parameters is the same as entering cd 0\n\tUse cd -d or \ 

-D tO Change cerawle Ciel actiona” 


# # 


<<DOCUMENTATION 


Written by Phil Braham. Realtime Software Pty Ltd. 
Released under GNU license. Fr to use. Please pass any modifications 
or comments to the author Phil Braham: 


realtime@mpx.com.au 


cdll is a replacement for cd and incorporates similar functionality to 
the bash pushd and popd commands but is independent of them. 


This version of cdll has been tested on Linux using Bash. It will work 


on most Linux versions but will probably not work on other shells without 
modification. 


looks OVS biete; aL yan 


cdll allows easy moving about between directories. When changing to a new 
directory the current one is automatically put onto a stack. By default 
50 entries are kept, but this is configurable. Special directories can be 
kept for easy access - by default up to 10, but this is configurable. The 
most recent stack entries and the special entries can be easily viewed. 


The directory stack and special entries can be saved to, and loaded from, 
a file. This allows them to be set up on login, saved before logging out 
or changed when moving project to project. 


In addition, cdll provides a flexible command prompt facility that allows, 


for example, a directory name in colour that is truncated from the left 
iit ais Gece (too lom. 


Setting up cdll 


Copy cdll to either your local home directory or a central directory 
such as /usr/bin (this will require root access). 


Copy the file cdfile to your home directory. It will require read and 
write access. This a default file that contains a directory stack and 
special entries. 


To replace the cd command you must add commands to your login script. 
The login script is one or more of: 


/etc/profile 

—^/.bash, profile 
—/.bash, login 
~/.profile 

~/.bashre 
/etc/bash.bashrc.local 


To setup your login, -/.bashrc is recommended, for global (and root) setup 
add the commands to /etc/bash.bashrc.local 


To set up on login, add the command: 


«dir»/cdll 
For example if cdll is in your local home directory: 
^/cdll 
Jt oe. fuse Ana eens 
/usr/bin/cdll 
If you want to use this instead of the buitin cd command then add: 


alias cd='cd_new' 
We would also recommend the following commands: 
alias Q-'cd new Q' 
Ciel =U) 
(ol =D) 


If you want to use cdll's prompt facilty then add the following: 
CDL_PROMPTLEN=nn 

Where nn is a number described below. Initially 99 would be suitable 

number. 


Thus the script looks something like this: 


FE FEAE HH HH EH HT HEH HE EE EEE EEE EEE E 


ny (ex. ON) Xe») Xoxy (ex. 19») 
(cor =] (ox (nl ges ep IS) [= 


OO 
N H H 
E AD 


# 
# 
CD 


al 
al 
eel 
cd 
# 


The fu 


There 


withou 


stack 


cd 


CD Setup 

HG HE EERE EE EE TE FE HE HE FE HE EE HE E ERE ERE EEE E E EE E E HE EEE 
L_PROMPTLEN=21 Allow a prompt length of up to 21 characters 
/usr/bin/cdll Initialise cdll 

ias cd='cd_new' Replace the built in cd command 

ias Q(-'cd new @' Allow @ at the prompt to display history 

= Upload directories 

=) Set default action to non-posix 

FEFE HE EEE E TE HEH TE FE HE HE FE HE HE FE HE E TE FE EEE FE FE EE HE ERE EE E E E E EE 


ll meaning of these commands will becom 


clear later. 


are a couple of caveats. If another program changes the directory 
t calling cdll, then the directory won't be put on the stack and 
also if the prompt facility is used then this will not be updated. Two 
programs that can do this are pushd and popd. 


simply enter: 


To update the prompt an 


Note that if the previous entry on the stack is the current directory 


d 


s $ @) 


is used 


then the stack is not updated. 
Usage 
eel feiri [O=S] melee] lag <cir>] fre] [=D] [eee] 
elise ||O=S)]) [mac] [eeu [09-91] [—s<m>]| [SS] 
Pw) [pu] fec] lem gem psg Pw) 
«dir» Go to directory 
0-n Goto previous directory (0 is previous, 
iL sp diede. louie de. Gites); 
n is up to max history (default is 50) 
@ List history and special entries (Usually available a 
@h List history entries 
@s List special entries 
-g [<dir>] Go to literal name (bypass special names) 
Wass: sts} CO allon aieessis Co chines Cahe VOU, Vb Ur Vola! ice 
z Change default action verbos (S note) 
=D Change default action silent. (S note) 
-s«n» Go to the special entry «n» 
ESO Go to the special entry «n» 
and replace it with the current dir 
-r«n» [«dir»] Go to directory «dir» 
and then put it on special entry «n» 
=< [gio] (Gg te (cblueexeiouy «ole 
and put current dir on special entry <n> 
=a<n> Alternative suggested directory. See note below. 
=i [exe] wail MEELES CO Ki ILS: S 
-u [«file»] Update entries from «file». 
If no filename supplied then default file (-/cdfile) 
F and -U are silent versions 
SV Print version number 
m Help 
-iH Detailed help 
Examples 
These examples assume non-default mode is set (that is, cd with no 


parameters will go to the most recent stack directory), that aliases 
have been set up for cd and @ as described above and that cd's prompt 
facility is active and the prompt length is 21 characters. 


629 
630 
631 
G32 
G33 
634 
O39 
636 
637 
638 
639 
640 
641 
642 
643 
644 
645 
646 
647 
648 
649 
650 
651 
652 
653 
654 
ODS 
656 
657 
658 
659 
660 
661 
662 
663 
664 
665 
666 
667 
668 
669 
670 
671 
672 
673 
674 
675 
676 
677 
678 
679 
680 
681 
682 
683 
684 
685 
686 
687 
688 
689 
690 
691 
692 
($95) 
694 


TO 


To 


To 


To 


/home/phil$ @ 

List the entries with the @ 
Slat EGRE B 

Output of the @ command 


Skipped thes ntries for brevity 


1 /home/phil/ummdev Sil 
Most recent two history entries 
0 /home/phil/perl/eg S0 


and two special entries are shown 


/home/phil$ cd /home/phil/utils/Cdll 
Now change directories 
/home/phil/utils/Cdll$ R 

Prompt reflects the directory. 
alike oue S 

New history 


1 /home/phil/perl/eg Sil 


History entry 0 has moved to 1 
0 /home/phil so 


and the most recent has entered 
go to a history entry: 


/home/phil/utils/Cdll$ cd 1 

# Go to history entry 1. 
/home/phil/perl/eg$ 

# Current directory is now what was 1 


go to a special entry: 


/home/phil/perl/eg$ cd -si 
# Go to special entry 1 
/home/phil/umm/ummdev$ 
# Current directory is S1 


go to a directory called, for example, 
jineme/jeiar Ils eel er i 


# -g ignores the special meaning of 1 
/home/phil/1$ 


put current directory on the special 1 


/home/phil/perl 


/home/phil/umm/ummdev 


/home/phil/perl 


/home/phil/umm/ummdev 


des 


isc eis Sig 


ffect if the directory is 


ed =i . # OR 
@iel cL us # These have the sam 
#+ . (the current directory) 


To go to a directory and add it as a special 


The directory for -r«n» or -R«n» may be 
For example: 
S eol -ro 4 Co to misitory capies 4 
S gel -RI 4 Pit cwucriesE le Gn icin 
history entry 4 
S gel =s3 Go to special entry 3 


Note that commands R,r,S and s may be 

refer to 0: 

$ ed =g Go to special entry 0 

$ eg -$ Go to special entry 0 
Guieieeiaic Claire 

S cel =r i Go to history entry 1 

$ (Gg =r Go to history entry 0 


Alternative suggested directories: 


a number. 


and put it on special entry 3 
e special entry 3 and go to 


used without a number and 


and make special entry 0 


and put it on special entry 0 
and put it on special entry 0 


If a directory is not 


found, then CD will suggest any 


possibilities. These are directories starting with the same letters 
and if any are found they are listed prefixed with -a<n> 


where <n> is a number 


. It's possible to go to the directory 


by entering cd -a«n» on the command line. 


Use cd -d or -D to change default cd action. cd -H will show 


current eyele aoVol 


The history entri 
Qoo = Cb] 


S (0-n) are stored in the environment variables 


Similarly the special directories S0 9 gies alin ila nvironment 


variable CDS[0] - 


CDS 19] 


and may be accessed from the command line, for exampl 


is =l SICS [3 


I 


(ede SACI) (Gil) } esL dee o tes 


The default pathname for the -f and -u commands is ~ 
The default filename for the -f and -u commands is cdfile 


Configuration 


The following environment variables can be set: 


CDL PROMPTLEN .- Set to the length of prompt you require. 


Prompt string 
directory. If 
Gaet chils ie 

shortened to, 


CDEP ROME aE IR: 


is set to the right characters of the current 
not set, then prompt is left unchanged. Note 
the number of characters that the directory is 
not the total characters in the prompt. 


E — Set to the string to prefix the prompt. 


Default is: 
non-root: "\\[\\e[01;34m\\]" (sets colour to blue). 


COOL: 


HANAN NS Ole be NIV (SEES Coleus i) zee. 


CDL_PROMPT_POST = SEI CO ElaS Sraa to Switirike ile: jmoore a 
Default is: 
non-root: "\\[\\e[00m\\]$" 


TOCNE 


Nobel 
COE PROMPT eR 


(resets colour and displays $). 
TNS TAN We Oia ST ge 


(resets colour and displays #). 


m & POSI only c 


CDPath - Set the default path for the -f & -u options. 
Default is home directory 


CD ye aL iL Set the default filename for the -f & -u options. 
Default is cdfile 


There are three variables defined in the file cdll which control the 
number of entries stored or displayed. They are in the section labeled 


'Initialisation here' 
cd maxhistory 
cd maxspecial 


«xol -Taiat ene coun 


towards the end of the file. 


- The number of history entries stored. 
Default is 50. 

- The number of special entries allowed. 
Default is 9. 

— The number of history and special entries 
displayed. Default is 9. 


761 Note that cd_maxspecial should be >= cd_histcount to avoid displaying 


762 Special entries that can't be set. 
763 

764 

765 Version: 1.2.1 Date: 24-MAY-2003 

766 


767 DOCUMENTATION 


Example A-34. A soundcard setup script 


!/bin/bash 
Soundcard-on.sh 


Script author: Mkarcher 

http://www.thinkwiki.org/wiki 

/Script for configuring the CS4239 sound chip in PnP mode 

ABS Guide author made minor changes and added comments. 

Couldn't contact script author to ask for permission to use, but 
* the script was released under the FDL, 
+ so its use here should be both legal and ethical. 


Sound-via-pnp-script for Thinkpad 600E 
+ and possibly other computers with onboard CS4239/CS4610 
* that do not work with the PCI driver 

+ and are not recognized by the PnP code of snd-cs4236. 
Also for some 770-series Thinkpads, such as the 770x. 
Run as root user, of course. 


These are old and very obsolete laptop computers, 
ar bourt tnle peties Seriot Le very 1bavsHETelUleTt acer, 
+ as it shows how to set up and hack device files. 


NPRPRPRPRP PPP PY 
O (o 00 -1 O Oi i (). NM P. O xo 0 -1 O O1 4 CQ I E 


NNN PN 
ge (X [5 [3 


25 # Search for sound card pnp device: 


YN 
-1 @) 


for dev in /sys/bus/pnp/devices/* 

do 
grep CSC0100 $dev/id > /dev/null && WSSDEV-$dev 
grep CSC0110 Sdev/id > /dev/null && CTLDEV-$dev 


i) 
[99] 


done 
Oi qas 
WSSDEV = /sys/bus/pnp/devices/00:07 
CTLDEV - /sys/bus/pnp/devices/00:06 


These are symbolic links to /sys/devices/pnp0/ 


Activate devices: 


CO CO CO CO CO CO CO CO CO CO Dd 
Wer Co) SS) rex; Gal des es IS) pA «e» wol 


Thinkpad boots with devices disabled unless "fast boot" is turned off 
ANQ) ser (auo. 183106 YS})) 5 
41 
42 echo activate > SWSSDEV/resources 
43 echo activate > SCTLDEV/resources 
44 
45 
46 # Parse resource settings. 
47 
48 { read # Discard "state = active" (s below). 
49 read bla portl 
50 read bla port2 
5i read bla port3 
52 read bla irq 


33) 
54 


77 


95 
96 
2 
98 
29 
100 
101 
102 
103 
104 
105 


read bla dmal 

read bla dma2 

mher WlolE SU eae: labels an Che frrcst fredi Ware, Y Weicetec,, Werter 
These are discarded. 


Haeke yyalicl IIMS TOS IPO ruS aren Jones WSS, IPOTEZA 

+ OPL, port3: sb (unneeded) 
paeh ACP USPIMSsOOIrRES ares perels OP, jocwit2s slo; joewesis WSs 

(ACPI bios seems to be wrong here, the PnP-card-code in snd-cs4236.c 
+ uses the PnPBIOS port order) 

Detect port order using the fixed OPL port as reference. 
3i || epext25ws-7) e Use | 

^^^^ Strip out everything following hyphen in port address. 
SO, wit jooimei us (9s 30—(0 5x53 7 

t we're left with 0x530 -- the start address of the port. 
then 

# PnPBIOS: usual order 

port-$(portl$$-*) 

oplport-$í(port2$$-*) 
else 
# ACPI: mixed-up order 
port-$(port3£$-*) 
oplport-$í(portl1$$-*) 


ít 
) « SWSSDEV/resources 
To see what's going on here: 


cat /sys/devices/pnp0/00:07/resources 


state = active 

16) ODS 0-053 T 

io 0x388-0x38b 

349. Ox2210 0x2 5] 

aee; 3) 

dma 1 

dma 0 

SERS "bla" labels in first field (discarded). 


{ read # Discard first line, as above. 
read bla portl 
cport=S {port1%%—* } 
# ANANN 
# Just want _start_ address of port. 
box SC TIEDIDY/ iesu ees 


# Load the module: 


modprobe --ignore-install snd-cs4236 port-$port cport=S$cport\ 


fm port-$oplport irq-$irq dmal-$dmal dma2-$dma2 isapnp=0 index=0 
# See the modprobe manpage. 


106 exit $? 


Example A-35. Locating split paragraphs in a text file 


(Om. fs (69 [oy I 


#!/bin/bash 

# find-splitpara.sh 

# Finds split paragraphs in a text file, 
#+ and tags the line numbers. 


ARGCOUNT=1 # Expect one arg. 
OFF=0 # Flag states. 
ON=1 


E_WRONGARGS=85 


file="$1" # Target filename. 
lineno-1 # Line number. Start at 1. 
Flag-$OFF # Blank line flag. 


if [ $4 -ne "SARGCOUNT" ] 

then 
echo "Usage: ~basename $0' FILENAME" 
exit $E WRONGARGS 

feat 


Mop p opp ppppogÀ: 
O (0 0 -1 O UO i ( M P O (0 0 10 


N N 
N e 


file_read () # Scan file for pattern, then print line. 
{ 

while read line 

do 


NNN NH 
HAHN OB 0 


if [[ "$line" =~ ^[a-z] && $Flag -eq SON ]] 
then # Line begins with lowercase character, following blank line. 
echo =i "Ule " 
echo "Sline" 

3E 3L 


N 
[99] 


xls (fp) Sine sese Ss T] 
then # If blank line, 
Flag=SON #+ set flag. 

else 
Flag=SOFF 

ae: 


CO CO CO CO CO CO CO CO CO CO Dd 
Oreo So) OTE WN TES oo 


op 
i €» 


((lineno--)) 


done 
jer doupiblb # Redirect file into function's stdin. 


file read 


e» 2 


U Aga amÉ SP Am am a 
(S) We) (os) —] (ex, Cal dex E S [o 


# e = 
This is line one of an example paragraph, bla, bla, bla. 
This is line two, and line three should follow on next line, but 


there is a blank line separating the two parts of the paragraph. 
# 


(Gn ab Conk Ton, ah Gn) Gah oak 7 
Woy (o9) s @py (On GS (63 IS) (558 


Running this script on a file containing the above paragraph 
yields: 


Oo 
(5) 


[Oe 
IAS jp 


4:: there is a blank line separating the two parts of the paragraph. 


Ov OV 
ds CO 


There will be additional output for all the other split paragraphs 
in the target file. 


Or OV 
an oO 


Example A-36. Insertion sort 


NPRPRPPRP PPP PY 
O (o 0» -1 O Oi i (). NM PS. O xo 0 - O O1 4 CQ I E 


(Go (uS) TON INSP ARS) ARSE INS) Toe ISS) (85r RS) 
[= (€» We) eer | (xy Gal qe (oer ISS) E 


C0 CO CO CO CO CO CO CO 
We) Geor <3) ex) Gal des (9) I) 


DA e 
aS 


2 Pb bP PP am us 
Wey Kesh e| py On SS (69. [5S 


CO O1 
e oO 


(Onl Gal ET (Oni (On) (mp (Om. (Oni 
We) (eor v ony (Gal HES (69) 55) 


(e ny (OM (63 en. fo» 
(Gn dE (09) IS) [9 8» 


! /bin/bash 
insertion-sort.bash: Insertion sort implementation in Bash 
Heavy use of Bash array features: 
ae (string) slicing, merging, etc 
URL: http://www.lugmen.org.ar/-jjo/jjotip/insertion-sort.bash.d 
+ /insertion-sort.bash.sh 


Author: JuanJo Ciarlante <jjo@irrigacion.gov.ar> 
Lightly reformatted by ABS Guide author. 

License: GPLv2 

Used in ABS Guide with author's permission (thanks!). 


Test with: of LMSAC EL CiN—-GOwME OAE ie 
Og bash insertion-sort.bash -t 
The following *doesn't* work: 
sh insertion-sort.bash -t 
Why not? Hint: which Bash-specific features are disabled 
ar Awüsxewor aeibligialalinvey fl (syeuealjore low; eim isyehealjone o Shi? 


S{DEBUG:=0} # Debug, override with:  DEBUG-1 ./scriptname 
Parameter substitution -- set DEBUG to 0 if not previously set. 


(GJuoloveul arrears "lig 
typeset -a list 


Load whitespace-separated numbers from stdin. 
ake) p SHARE es Se er ielaresien 
DEBUG=1 
read -a list < <( od -Ad -w24 -t u2 /dev/urandom ) # Random list. 
# ^ ^ process substition 
else 
read -a list 
idi 
numelem=${#list[*]} 
# Shows the list, marking the element whose index is $1 
#+ by surrounding it with the two chars passed as $2. 
# Whole line prefixed with $3. 
showlist () 
{ 
exeo MSIVSilaisie [EG] sOssi} S2 0s IS tiste [Sil] SIZ tsir Silas [EG] S353 5 
} 
# Loop pivot  -- from second element to end of list. 
ror i=l} ixinbimeilems Gb )) clo 
((@EBUG Jussessisvexwdbabewe ab wp M n 
# From current | pivot , back to first element. 
norte gets 3p 3g-- »)y ele 
# Search for the 1st elem. less than current "pivot" 
[p "sSqrssene[s-42]j" alka US ilies [ak JI] em exceed. 
done 
(( i==j )) && continue 44 No insertion was needed for this element. 
W^ 2 o o Move listli (estore) io ie lerr or Jte lc 
list=(${list[@]:0:j} $(1ist[i]) $(list[j]l)N 
# (0, j-1) (i) {3} 
$(list[80]:j41:i-(j*1)) S[list[Q]:i-1)) 
d { jar, aii] (ac. lasti 
( (DEBUG) )&&showlist j "<>" "x" 
done 
echo 
Selno — W————— y 
echo $'Result:\n'S{list[@] } 


exp S? 


Example A-37. Standard Deviation 


!/bin/bash 
sd.sh: Standard Deviation 


The Standard Deviation indicates how consistent a set of data is. 
It shows to what extent the individual data points deviate from the 
+ arithmetic mean, i.e., how much they "bounce around" (or cluster). 
It is essentially the average deviation-distance of the 
+ data points from the mean. 


To calculate the Standard Deviation: 


1 Find the arithmetic mean (average) of all the data points. 
2 Subtract each data point from the arithmetic mean, 
and square that difference. 
3 Add all of the individual difference-squares in 4 2. 
4 Divide the sum in # 3 by the number of data points. 
This is known as the "variance." 


Mop pop opp PPP PY 
O (o 0» -1 O Oi i (). NN PB. O xo 0 -1 O O1 4 Q Io E 


5 The square root of # 4 gives the Standard Deviation. 
# 

Zu 
22 count=0 # Number of data points; global. 
ZONES # Scale to be used by bc. Nine decimal places. 
24 E DATAFILE-90 # Data file error. 
25 
26 Set data fil 
2 su || Vo =~ “Si | a Sjoseniny tills cis Cincl—lliline: clicer? 
28 then 
29 datafile-"$1" # ASCII text file, 
30 else #+ one (numerical) data point per line! 
31 datafile-sample.dat 
RE ur # See example data file, below. 
33 
34 if [ ! —e "Sdatafile” | 
35 then 
36 echo "\""Sdatafile"\" does not exist!" 
37 exit $E_DATAFILE 
Se stab 
S9 s 
40 
41 
42 arith mean () 
ass 
44 local rt=0 # Running total. 
45 local am=0 # Arithmetic mean. 
46 local ct=0 # Number of data points. 
47 
48 while read valu # Read one data point at a time. 
49 do 
50 rt=$ (echo "scale-$SC; Srt + $value" | bc) 
alk (C Gigaes? )) 
92 done 
59 
54 am=$ (echo "scale-$SC; $rt / $ct" | bc) 
55 
56 echo Sam; return Sct # This function "returns" TWO values! 
5/7) Ww  QeuEXgms Wese Intille (uses wall mot work aif See 2 2551 
58 # To handle a larger number of data points, 


56) #+ simply comment out the "return $ct" above. 
60) J& <!Seleieeiea Le # Feed in data file. 


62 sd () 

63 { 

64 meanl=$1 # Arithmetic mean (passed to function). 

65 n=$2 # How many data points. 

66 sum2=0 # Sum of squared differences ("variance"). 

67 avg2=0 # Average of $sum2. 

68 sdev=0 # Standard Deviation. 

69 

70 while read valu # Read one line at a time. 

Ti do 

72 diff=$ (echo "scale-$SC; $meanl - $value" | bc) 

pe # Difference between arith. mean and data point. 

74 gitiz-S(excime VWeeele-sscp Suri = Selec | Jor) e Scuarsck 

US sum2=S (echo "scale-$SC; Ssum2 + Sdif2" | bc) # Sum of squares. 
76 done 

V7 

78 avg2=S (echo "scale-$SC; $sum2 / $n" | bc) # Avg. of sum of squares. 
79 sdev=S (echo "scale-$SC; sqrt(Savg2)" | bc) # Square root = 
80 echo $sdev # Standard Deviation. 
81 

82 ) <"S$datafile" # Rewinds data file. 

83 

84 

85 # # 

86 mean-$(arith mean); count=$? # Two returns from function! 

87 std dev-$(sd $mean $count) 

88 

89 echo 

90 scho VüNjbWIle)eus oie Cata pointe im VU Sclaiceues ihe NU = Se@ounie 

91 echo "Arithmetic mean (average) = $mean" 

92 echo "Standard Deviation = Sstd_dev" 

93 echo 

94 # # 

9 

96 exit 

97 

98 This script could stand some drastic streamlining, 

99 #+ but not at the cost of reduced legibility, please. 
100 
1L (0)31. 


102 TET RTT GB GGBGMBABBRERETA 444 B B B . B B 4 4. 4. 44 4 - 44-441 
103 A sample data file (samplel.dat): 


104 
105 Lo 3H) 
106 19). (9 
107 18.88 
108 15. 9L 
109 18.64 
LALO) 

ji 


$ sh sd.sh samplel.dat 


Number of data points in "samplel.dat" = 5 
Arithmetic mean (average) = 18.756000000 
Standard Deviation = .235338054 


PRPRPPRPRPP 
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Example A-38. A pad file generator for shareware authors 


1 #!/bin/bash 
2 # pad.sh 


NO +t H H H H H H H = it 
D he) (ee) Sa} ony Gal der (9 IS) [L3 «c». o) (oe) Sl (ox; Gn) dex. $3) 


(G9) (9) Dx [Sr [mx [NSP dX Ir 1S) deor de» 
[= «9 (ex Ce) Sa) (exc (Ont des. (er Ss) ds 


w 
N 


WWWW WW CO 
O 0 TAHA BW 


40 


od 
[4 


iP bP bP am uA am aus 
OWA Oo i C IN 


C1 Gal 
e oO 


[91 
N 


(On OR T OOT O On 
«oO 00 STEET os WwW 


60 


Oo OV 
iS) [= 


63 


(Oy) (ex, x93» Ley) 
=| tony (On qum 


68 


FE FE TE TE TE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE EEE EERE FE FE FE FE HE EEE HEHE HEHE HF 
PAD (xml) file creator 

+ Written by Mendel Cooper <thegrendel.abs@gmail.com>. 
+ Released to the Public Domain. 


Generates a "PAD" descriptor file for shareware 
+ packages, according to the specifications 

+ of the ASP. 
http://www.asp-shareware.org/pad 

HREHE EEE EE EEE HE EE EEE EE HE HE EERE EE EEE EE EEE EE EEE HE EE EH 


Accepts (optional) save filename as a command-line argument. 
ie p =a Mette 


then 

savefile=$1 
else 

savefile=save_file.xml # Default save_file name. 
Ea 


===== PAD file headers ===== 

HDR1="<?xml version=\"1.0\" encoding=\"Windows-1252\" ?>" 
HDR2="<XML_DIZ_INFO>" 

HDR3="<MASTER_PAD_VERSION_INFO>" 

HDR4="\t<MASTER_ PAD VERSION>1.15</MASTER_PAD_VERSION>" 
HDR5="\t<MASTER_PAD_INFO>Portable Application Description, or PAD 

for short, is a data set that is used by shareware authors to 

disseminate information to anyone interested in their software products. 
To find out more go to http://www.asp-shareware.org/pad«/MASTER PAD INFO»" 
HDR6-"«/MASTER PAD VERSION INFO»" 


# 
ical Ik IL shiny 0) 
{ 
ame [ eum 2 ] 
then 
cohom =i) Wisse Ww # Get user input. 
else 
Scho =a VSI SAR Wo as meleliicneiovll (pese E 
iE aL 
read var # May paste to fill in field. 
# This shows how flexible "read" can be. 
aie [| —-— “Sige o] 
then 
echo -e "\t\t<$1 /»" >>Ssavefile # Indent with 2 tabs. 
TOU" 
else 
echo -e "\t\t<$1>$var</$1>" >>Ssavefile 
return S{#var} # Return length of input string. 
iE iL 
} 
check field length () # Check length of program description fields. 


{ 
# $1 = maximum field length 
# $2 actual field length 
ie qn USA e US 
then 
echo "Warning: Maximum field length of $1 characters exceeded!" 
feat 


) 


fs 
ie) 


clear # Clear screen. 
echo "PAD File Creator" 
c ho Ww " 
echo 
# Write File Headers to file. 


echo $HDR1 >Ssavefile 
echo SHDR2 >>Ssavefile 
echo SHDR3 >>Ssavefile 
echo -e SHDR4 >>Ssavefile 
echo -e SHDR5 >>S$savefile 
echo SHDR6 >>S$savefile 


# Company_Info 

echo "COMPANY INFO" 
CO_HDR="Company_Info" 

echo "<SCO_HDR>" >>Ssavefile 


fill_in Company_Name 
fill in Address 1 

fill in Address 2 

fail ue (Cade "Lexum 

fill in State Province 
fill in Zip Postal Code 
is JLIL 308 (oun y 


If applicable: 

fill in ASP Member "[Y/N]" 
fill in ASP Member Number 
fill, in ESC, Member "[Y/N]" 


Se oc ch ok 


fill in Company WebSite URL 


clear # Clear screen between sections. 
Contact Info 
echo "CONTACT INFO" 


CONTACT HDBe"UContaocte nte" 

echo "«$CONTACT HDR»" >>Ssavefile 

fill in Author First, Name 

fill in Author Last Name 

Ea Sig Auri oue. Jina IL 

EWU bm. (Ceoieaucieg,_ In aes leute 

fill_in Contact_Last_Name 

ifs ILI alin, Contact Seman 

echo -e "\t</SCONTACT_HDR>" >>Ssavefile 
END Contact_Info 


clear 


# Support_Info 
echo "SUPPORT INFO" 
SUPPORT_HDR="Support_Info" 
echo "<SSUPPORT_HDR>" >>Ssavefile 
fill_in Sales_Email 
it3LILIL aa Swjsjoouete_inime a IL 
ipa ILI akin, Genera IL _iayqivaval 1L 
fill in Sales Phone 
fill in Support Phone 
fill in General Phone 
ifs ILI alioy Web Pavor> 
echo -e "\t</SSUPPORT_HDR>" >>Ssavefile 
END Support_Info 


135) 
136 
1.5/3 
138 
139 
140 
141 
142 
143 
144 
145 
146 
147 
148 
149 
1.59) 
nioi 
152 
1.5.3) 
154 
1155) 
156 
S7 
158 
15$ 
160 
IGAN 
162 
163 
164 
165 
166 
167 
168 
169 
170 
173 
1L 7122 
1L 713) 
174 
LPS) 
176 
ea 
178 
139 
180 
181 
182 
183 
184 
185 
186 
187 
188 
ILS 
190 
19 
1l 92 
119,3 
194 
195 
196 
197 
198 
199 
200 


Seno N7 SCO RIDERY 


# END Company_Info 


clear 


# Program Info 
"PROGRAM INFO" 


echo 

PROGRAM 
echo "«$ 
EIL aL 
tablLlL atm 
Pall abe 
iE, ILdL cabe 
tablbdL alia. 
tablLdL alia 
taLlll 3m 
Pal ILL abre 
3E3LILIL. digi 
eal ILL aki 
Bat LIL alin 
EaLlLdL cae 
echo; ec 

# File 

echo "FI 


PROGRAM HDR 


pEfcOremo wer 


Lie oore sui (IS. 


NO 


Info 
qm. JUNE (QU 


FILEINFO HDR-"File 
FILEINFO HDR»" »»$s 


echo 


"cS 


E kaL due 
fa TN 
EILL ah 
ELILE Gum 
IIIA ug 
TESLILIL agi 
TESLILIE Sum 


echo 
# 


=B 


END 


clear 


# 
echo 


Expi 


HDR="Program_Info" 


>" >>$sa 


Program_Name 


sion 


Program_Cost_Other 
Program_Type "[Shar 
Program_Release_Sta 
Program_Install_Support 


Support 


Program_Language "[ 


KRON 


Filename_V 


rsioned 


Filename_Previous 
Filename_Generic 
Filename_Long 
File_Size_Bytes 


File Size K 


File Size MB 
"\t</SFILEINFO_HDR>" >>Ssavefile 


TELS tree) 


re_Info 


"RY 


PIRE INFO" 


EXP I 


RE_H 


echo 
aE akal 


"<$ 
in 


DR="Expire_ 
EXPIRE HDR» 


f dum 
ELLI. Gum 
iat ILL sum 
ELLIE akro 
TESLILIL agi 
f3LILIL Sum 


echo 
# 


= 2 


xpire Mont 
xpire Day 
xpire Year 


El Bi Bd Dd Bd [d 


KRON 


>>Ssavefile 


vefile 


Program_Release_Month 
Program_Release_Day 
Program_Release_Year 
Program_Cost_Dollars 


ware/Freeware/GPL]" 
tus "[Beta, Major Upgrade, 


"[Win9x/Win2k/Linux/etc.]" 
English/Spanish/etc.]" 


avefile 


" >>Ssavefile 


n 


"\t</SEXPIR 


END 


Expire Info 


clear 


E HDR»" 


# More Program Info 
"ADDITIONAL PROGRAM INFO" 


echo 


T3LILIL sm 
its pb sim 
ia, LiL ate 
sfa N um 
ELI 3m 
EEL Gum 


# 


END 


Program_Change_Info 
Program_Specific_Category 
Program_Categories 
Includes_JAVA_VM "[Y/N]" 
Includes_VB_Runtime 
Includes_DirectX "[Y/N]" 
More Program_Info 


Has Expire Info "Y/N" 
xpire Count 
xpire Based On 

xpire Other Info 


>>Ssavefile 


" [Y/N] " 


Sve. 


201 echo "«/SPROGRAM HDR»" >>S$savefile 
202 4 END Program Info 


204 clear 


206 # Program Description 

207 echo "PROGRAM DESCRIPTIONS" 

208 PROGDESC HDR-"Program Descriptions" 
echo "<SPROGDESC_HDR>" »»$savefile 


N 
S 
ie) 


N 
= € 


LANG="English" 
echo “<SLANG>" >>Ssavefile 


echo "(may cut and paste into field)" 


NONNNNNN NH 


2. 
3 
4 
15 echo 
6 
T 
8 


219 #+ "Char_Desc" fields with a text editor, 


fill_in Keywords "[comma + space separated]" 


echo "45, 80, 250, 450, 2000 word program descriptions" 


# It would be highly appropriate to compose the following 


220 #+ then cut-and-paste the text into the answer fields. 


221 echo 


Zoe Ecc EN | 45 characters 


DAS) WILL be. (lovee IDYe exo 7255, 
2224. check tiele lengen 45 Ws pw 
225 echo 
PIG iid 35e: Ciar IDS eve HO 
221 Ciel rielo lengra (9) Wise 


229) iesbiLJb ab (Clone IDEs 250) 
230 check_field_length 250 "$?" 


cde fi sino Char Desc 450 
29.5] iesLl1L1L abe: (Clekeue DESS 210010) 


235 echo "</SLANG>" >>Ssavefile 
236 echo "«/SPROGDESC HDR»" >>Ssavefile 
237 4 END Program Description 


239 clear 
240 echo "Done."; echo; echo 
Dai exea o. "Sys atk see NAUES ERE 3L dE NIU 


243 exit 0 


Example A-39. A man page editor 


1 #!/bin/bash 

2 maned.sh 

3 A rudimentary man page editor 

4 

5 Version: 0.1 (Alpha, probably buggy) 

6 Author: Mendel Cooper <thegrendel.abs@gmail.com> 

y Reldate: 16 June 2008 

8 License: GPL3 

9 

10 

11 savefile= # Global, used in multiple functions. 
12 E_NOINPUT=90 # User input missing (error). May or may not be 
13 

14 =========== Markup Tags ============ 4 


15 TopHeader-".TH" 
16 NameHeader-".SH NAME" 


(eucalig abel a 


Jy 
18 
ey, 
20 
21 
22 
29 
24 
25 
26 
227] 
28 
29 
30 
Sl 
32 
339 
34 
39 
36 
377 
38 
39 
40 
41 
42 
43 
44 
45 
46 
47 
48 
49 
50 
Salt 
52 
53 
54 
55 
56 
57 
58 
59 
60 
61 
62 
63 
64 
65 
66 
67 
68 
69 
70 
31 
72 
13 
74 
WS 
76 
33 
78 
79 
80 
81 
82 


SyntaxHeader-".SH SYNTAX" 
SynopsisHeader-".SH SYNOPSIS" 
InstallationHeader=".SH INSTALLATION" 
DescHeader=".SH DESCRIPTION" 
OptHeader-".SH OPTIONS" 
FilesHeader-".SH FILES" 
EnvHeader-".SH ENVIRONMENT" 
AuthHeader=".SH AUTHOR" 
BugsHeader-".SH BUGS" 
SeeAlsoHeader-".SH SEE 
BOLD=".B" 

# Add more tags, as needed. 

# See groff docs for markup meanings. 
# 


ZUNS OM 


start «(}) 
( 

clear 
echo 
BENG Wo———- y 
echo 
echo 
echo 
echo 
echo; 


} 


# Clear screen. 


"Simple man page creator" 
"Author: Mendel Cooper" 
"License: GPL3" 

echo; echo 


progname () 
{ 
echo 
read 


-n "Program name? " 


name 


[Hit RETURN 


echo 
read 
if [ 
then 

section-1 
13. 


-n "Manpage section? 
section 


-z "$section" ] 


akag T 
then 
gaver ea U Sieme Y; WSsereie ab coa Y 
echo -n "$1 " »»$savefile 
namel=$ (echo "$name" | tr a-z A-Z) 


-n "$name" ] 


echo -n "$namel" >>Ssavefile 
else 

celo Eso ro MENOS TS Ui 

exit $E NOINPUT 


The script-abort if no 


Exercise: 


ar aif aO  3LoyeuUnE e 


echo n " \"Ssection\"">>Ssavefile 


=in PSren Y 
ver 
-n 
>>Ssavefile 


-n "Short description 
sdesc 
"SNameHeader">>Ssavefile 
""SBOLD" "Sname"">>Ssavefile 
"\— "Ssdesc"">>Ssavefile 


for default 


(NS) ] " 


# Most man pages are in section 1. 


Filename suffix - section. 
Change to uppercase, 


* per man page convention. 


Mandatory input. 
Creme ar erect o 


# Append, 


filename input is a bit clumsy. 


Rewrite this section so a default filename is used 


always append. 


" N"Version $ver \"">>Ssavefile 


LO = 5 worede] z X 


86 
87 


pt 
«o 


} 
a bey (() 
{ # This function more or less copied from "pad.sh" script. 
EG ial Vise WU # Get user input. 
read var # May paste (a single line only!) to fill in field. 
aie [| =m Wise | 
then 
echo "$1 " >>Ssavefile 
echo -n "Svar" >>Ssavefile 
else # Don't append empty field to file. 
Teruna Sih NONDO 7 NOEL Cwealicaleeill Mere, 
EA 
echo >>Ssavefile 
} 
end () 
{ 
clear 
echo -n "Would you like to view the saved man page (y/n)? " 


read ans 


ae [| S ansu = Wig toy TU Seas sec Ungu Chen exit, deal 
exec less "Ssavefile" # Exit script and hand off control to "less" 
#+ ... which formats for viewing man page source. 
} 
# # 
Seanas 
progname "$TopHeader" 
fill_in "$SynopsisHeader" "Synopsis" 
fill_in "SDescHeader" "Long description" 


# May paste in *single line* of text. 
fill_in "SOptHeader" "Options" 

ili jin “Siwsikesitieercleie” “Visa les! 

irsLILT. 359; WSE ecceri Ano 

fill_in "SBugsHeader" "Bugs" 

fi JLik_ alin WSiSeevAlseisieercleie) VS also" 

fill in "$OtherHeader" ... as necessary. 
end # o... exit not needed. 


# 


Note that the generated man page will usually 
+ require manual fine-tuning with a text editor. 
However, it's a distinct improvement upon 
+ writing man source from scratch 
+ or even editing a blank man page template. 


[The main deficiency of the script is that it permits 
* pasting only a single text line into the input fields. 
This may be a long, cobbled-together line, which groff 
will automatically wrap and hyphenate. 
However, if you want multiple (newline-separated) paragraphs, 
* these must be inserted by manual text editing on the 
+ script-generated man page. 
Exercuse ndier eie) wedge) 


This script is not nearly as elaborate as the 
+ full-featured "manedit" package 
+ http://freshmeat.net/projects/manedit/ 
+ but it's much easier to use. 


Example A-40. Petals Around the Rose 


NPRPRPRPRP PPP PY 
COMIDGTHRWNHNHFPOWOMAIDGURWNE 


[SOY SSF [m$ TSS) SS) Roy de» 
SS} fey) (ap des (o IS) [3 


CO CO CO CO CO CO CO CO CO CO MO DN 
We) Co b (ox Gl de Co MS) i (» We Co) 


am e 
[x c» 


Bob A 
BS C90 DN 


45 


A 
(oD) 


47 


od 
co 


49 
50 
Syl 
52 
53) 
54 
55) 
56 
57 
58 
59 
60 


WIN=6 


bonel 
bonel 
bonel 
bonel 
bonel 
bonel 
bone2 
bone2 
bone2 
bone2 
bone2 
bone2 
bone3 
bone3 
bone3 
bone3 
bone3 
bone3 


hits-0 


Bones 


1 


!/bin/bash -i 
petals.sh 


FE E HE E HE E HE E HE E HE E E EAE EEE EAE ERE EAE ERE EGE EGE EGE EGE HE HH HHH HH HE HH HH HH 
Petals Around the Rose 


Version 0.1 Created by Serghey Rodin 
Version 0.2 Modded by ABS Guide Author 


License: GPL3 
Used in ABS Guide with permission. 
PEGE E HEE EHH THEE HE HEHEHE HE HEE EE HEHEHE HE EEE HEHE HEHE EEE EH EH E E E E E E H 


Correct guesses. 
Mastered the game. 


ALMOST=5 One short of mastery. 
EXIT-exit Give up early? 


RANDOM-$$ Seeds the random number generator from PID of script. 


(ASCII graphics for dice) 


| 
O 
© 10) ©) x © 


" 
" 
" " 
" 
" " 
" 
" 
" " 
" 
" 
" 
o " 
o " 


| 
Oo (9) (OQ © © 
[0] 


bone=" 


&- dex Gl pS Co [53 I ex Gal eS GOS) [ey Gi dem © de» 


# Functions 


ASEE CETONS (0) 1 


clear 
echo -n "Do you need instructions? (y/n) "; read ans 


aLié 


[ 


"Sins a= Wega =o US anew = wy" 1; then 


clear 
echo er Valse agi? — xy Jb TIS: 


# "cat document" 
cat ««INSTRUCTIONSZZZ 


The nam 


of the game is Petals Around the Rose, 


and that name is significant. 
Five dice will roll and you must guess the "answer" for each roll. 
It will be zero or an even number. 


fo 
«o 


After your guess, you will be told the answer for the roll, 


that's ALL the information you will get. 


Six consecutive correct guesses admits you to the 


Fellowship of the Rose. 
INSTRUCTIONSZZZ 


echo -e "\033[0m" s uem (ues lebe. 
else clear 
i3 


fortune () 
1 
RANGE=7 
FLOOR=0 
number=0 
while [ "$number" -le $FLOOR ] 
do 
number=$RANDOM 
let "number %= SRANGE" i d = Gz 
done 


return Snumber 


throw () { # Calculate each individual die. 
toca BISS? 
itueibUudep 182—599 
i&oueicibugkeyg BOSSER 
TOmeniaes Bas” 
EOmewaASe IB 


calc () { # Function embedded within a function! 
case "$1" in 
3 ) rose-2;; 
5 ) rose-4;; 
* ) rose=0;; 
esac # Simplified algorithm. 


# Doesn't really get to the heart of the matter. 


WSC Vicia SiO SS) 


answer=0 


calc "SB1"; answer=$ (expr Sanswer + $(echo 
calc "SB2"; answer=$ (expr Sanswer + $(echo 
calc "SB3"; answer=$ (expr Sanswer + $(echo 
calc "SB4"; answer=$ (expr Sanswer + $(echo 
calc "SB5"; answer=$ (expr Sanswer + $(echo 


game () 
{ # Generate graphic display of dice throw. 
throw 


echo -e "\033[1m" s Bokeh 
echo -e "\n" 
cho "Sbone\t$bone\tSbone\t$bone\t$bone" 


echo -e \ 


"S {bonel [$B1]}\t${bonel [$B2]}\t${bonel [$B3] }\t${bonel [$B4] }\t${bonel [$B5]}" 


echo -e \ 


$?) 
$?) 
$9) 
S2) 
S2) 


but 


127 "S{bone2[$B1] }\t${bone2 [$B2]}\t${bone2 [$B3] }\t${bone2 [$B4] }\t${bone2[$B5]}" 
12 echo -e \ 

129 "$(bone3[$B1])Nt$(bone3[$B2] ) t$ (bone3[$B3] }\t${bone3[$B4] }\t${bone3[$B5]}" 
130 cho "Sbone\tSbone\tS$bone\t$bone\t$bone" 

WSI echo -e "\n\n\t\t" 

132 echo -e "X033[0m" s diei: (onesie NOO, 

1.9/3) cho -n "There are how many petals around the rose? " 

isa j 

135 

136 

197 

138 # # 

139 

140 instructions 

141 

La wuesLlie: lp USjoeiceul Je "Sx T # Main loop. 

IANS) lo) 

144 game 

145 read petal 

146 echo "$petal" | grep [0-9] »/dev/null # Filter response for digit. 

LAG) # Otherwise just roll dice again. 
148 suE [| USE eq © 1 # If-loop #1. 

149 then 

TSO if [ "Spetal" == "Sanswer" ]; then # If-loop #2. 

VSL echo -e "\nCorrect. There are Spetal petals around the rose.\n" 
152 (( Ines ») 

115,3 

154 xis | USmouEg" eg "SWDN" y coen 4 If-loop #3. 

1.5/5; exime S "Wg|S g4 7" Red type. 

156 echo -e "\033[1m" Bold. 

LS echo "You have unraveled the mystery of the Rose Petals!" 

158 cho "Welcome to the Fellowship of the Rose!!!" 

159 echo "(You are herewith sworn to secrecy.)"; echo 

160 echo -e "\033[0m" Tire or rcd obe. 

161 break Eronen 

162 else echo "You have Shits correct so far."; echo 

163 

164 aie [ VUES" sso, UMS jp Then 

165 echo "Just one more gets you to the heart of the mystery!"; echo 
166 ira 

167 

168 iab # Close if-loop #3. 

169 

11 3/0) else 

13711 echo -e "\nWrong. There are Sanswer petals around the rose. n" 

du hits=0 # Reset number of correct guesses. 

17:3 f # Close if-loop #2. 

174 
175 echo -n "Hit ENTER for the next roll, or type \"exit\" to end. " 
176 read 

ib ie | USING! = Wor qe leu: GEHE 

178 ia 

LYS 

180 ak # Close if-loop #1. 

181 

182 clear 

183 done # End of main (while) loop. 

184 

185 ### 

186 

Ley exu Se 

188 

189 # Resources: 

190 up ee 

191 # 1) http://en.wikipedia.org/wiki/Petals Around the Rose 

192 # (Wikipedia entry.) 


193 # 2) http://www.borrett.id.au/computing/petals-bg.htm 
194 # (How Bill Gates coped with the Petals Around the Rose challenge.) 


Example A-41. Quacky: a Perquackey-type word game 


!/bin/bash 
qky.sh 


HERE HEHE EE EEE EE EEE HE EE EEE EE ERE EEE EE EE E TE HE EEE E E EEE E E EE EEE 
QUACKEY: a somewhat simplified version of Perquackey [TM]. 


Author: Mendel Cooper <thegrendel.abs@gmail.com> 

vers on (9) 5 11,02 03 May, 2008 

License: GPL3 

HEHEHE HE EE EEE EE EEE HE EE EEE EE EEE HE EE EEE EE EE E HE EE EEE EE EH EE EE HEE 


dE JE db db db dk 


WLIST-/usr/share/dict/word.lst 
(ATOMS Nore Ilis Gea lle: aNG lokeuetes 
ASCII word list, one word per line, UNIX format. 
A suggested list is the script author's "yawl" word list package. 
heras // bash searen alin yeni (0s Ss 22 dE rete 5 pre 
or 
http://ibiblio.org/pub/Linux/libs/yawl-0.3.2.tar.gz 


NPRPRPPRP PPP PY 
O (o 0» -1 O Oi i (). NN PS. O xo 0 -1 O O1 i CQ I E 


NONCONS=0 # Word not constructable from letter set. 
21 CONS=1 # Constructable. 
2A SUCCHIS=0 
23 NG-1 
24 FAILURE-'' 
25 NULL=0 Zero out value of letter (if found). 
26 MINWLEN-3 Minimum word length. 
27 MAXCAT-5 Maximum number of words in a given category. 
28 PENALTY-200 General-purpose penalty for unacceptable words. 
29 total- 
30 E DUP-70 Duplicate word error. 
Sil 
32 TIMEOUT=10 Time for word input. 
33 
34 NVLET=10 10 letters for non-vulnerable. 
35 VULET=13 13 letters for vulnerable (not yet implemented!). 
36 
37 declare -a Words 
38 declare -a Status 
39 declar a Score=( 00000000000) 
40 
41 
A ierciesies—(( t um m 1e i Il de je, te le € st Cl et 3b qb và Y Wy WD dE ae 
AGS AY xe ge xe 4B Gy Gr d Gr dev dy aL dB SE dor 3L dE GL (b SE Spes d5 ee ey dL ow 
Ald iv ol fel sov Xo» We wer Wy o) db JL je (9 SB i) GL epe S x oL do. se. dep 2 © Cl js) 
4b iE Gp t 3L 3E 1L WS qwe om © © v x uw se Ie ) 
46 4$ Letter distribution table shamelessly borrowed from "Wordy" game, 
47 #+ ca. 1992, written by a certain fine fellow named Mendel Cooper. 
48 
49 declare -a LS 
50 


51 numelements=${#letters[@] } 
52 randseed="$1" 

5.5 

SARS PEUSEL Sn) 

[xs 

56 clear 


57 echo "Welcome to QUACKEY, the anagramming word construction game."; echo 


58 


60 


ja 
Ko) 


echo -n "Do you need instructions? (y/n) "; read ans 


abit |p evene = Way ey WiscumeW = “Wie png tc laveia 
clear 
Seho —e ArI Sipam — we REC ieoicscpcomacl, "WD Sio 2 Tun" Rue DUS, 
cat <<INSTRUCTION1 


QUACKEY is a variant of Perquackey [TM]. 

The rules are the same, but the scoring is simplified 
and plurals of previously played words are allowed. 
"Vulnerable" play is not yet implemented, 

but it is otherwise feature-complet 


As the game begins, the player gets 10 letters. 
The object is to construct valid dictionary words 
of at least 3-letter length from the letterset. 
Each word-length category 

3-lerter, 4d-letter, 5-letterf, sso == 
fills up with the fifth word entered, 
and no further words in that category are accepted. 


The penalty for too-short (two-letter), duplicate, unconstructable, 
and invalid (not in dictionary) words is -200. The same penalty applies 
to attempts to enter a word in a filled-up category. 


INSTRUCTION1 

echo -n "Hit ENTER for next page of instructions. "; read azl 

cat ««INSTRUCTION2 

The scoring mostly corresponds to classic Perquackey: 
The first 3-letter word scores 60, lus 10 for each additional one. 
The first 4-letter word scores 120; jollwis 20 for each additional one. 
The first 5-letter word scores ZOO, jolws 50 for each additional one. 
The first 6-letter word scores 300, plus 100 for each additional one. 
The first 7-letter word scores 500, plus 150 for each additional one. 
The first 8-letter word scores 750, plus 250 for each additional one. 
The first 9-letter word scores 1000, plus 500 for each additional one. 
The first 10-letter word scores 2000, plus 2000 for each additional one. 
Category completion bonuses are: 


3-letter words 100 

4-letter words 200 

5-letter words 400 

6-letter words 800 

7-letter words 2000 

8-letter words 10000 

This is a simplification of the absurdly baroque Perquackey bonus 
Scoring system. 


INSTRUCTION2 


echo -n "Hit ENTER for final page of instructions. "; read azl 


cat ««INSTRUCTION3 


Hitting just ENTER for a word entry ends the gam 


Individual word entry is timed to a maximum of 10 seconds. 
*** Timing out on an entry ends the game. *** 
Aside from that, the game is untimed. 


Game statistics are automatically saved to a file. 


124 
26 
126 
3257] 
128 
129 
130 
ese 
1L 512 
LSS) 
134 
136 
136 
1.373 
138 
1S9 
140 
141 
142 
143 
144 
145 
146 
147 
148 
149 
150 
LSA 
152 
15:5) 
154 
1155 
156 
15 
158 
LS’, 
160 
161 
162 
163 
164 
165 
166 
167 
168 
169 
170 
7a 
WZ 
IS 
174 
1176 
176 
AUT 
178 
Le 
180 
181 
182 
183 
184 
18,5) 
186 
187 
188 
189 


For competitive ("duplicate") play, a previous letterset 
may be duplicated by repeating the script's random seed, 
command-line parameter \$1. 

For example, "gqky 7633" specifies the letterset 

(Q Heil aL dE. se Jm our ek de 


INSTRUCTION3 
echo; echo -n "Hit ENTER to begin game. "; read azl 
echo -e "\033[0m" 5s tura OE 3eexel. 
else clear 
L1 
clear 


seed random () 


{ # Seed random number generator. 
if [ -n "Srandseed" ] # Can specify random seed. 
then #+ for play in competitive mode. 


# RANDOM="Srandseed" 
echo "RANDOM seed set to "$randseed"" 
else 
randseed-"$$" # Or get random seed from process ID. 
echo "RANDOM seed not specified, set to Process ID of script 
EA 


RANDOM-"$randseed" 


echo 


get letset () 
( 
element=0 
cho -n "Letterset:" 


for lset in $(seq SNVLET) 

do # Pick random letters to fill out letterset. 
LS [element ]="${letters[$((RANDOM%numelements) )]}" 
((element++) ) 

done 


echo 
echo "S{LS[@]}" 


add_word () 

{ 
wrd="$1" 
local idx=0 


Status[0]="" 
Status[3]="" 
Status[4]="" 


while [ "$(Words[idx])" != '' ] 
do 


NONNNNNN NH 


N 
ie) 


if 
the 


L VStineicls lick] t = Towie ] 


n 


Status [3]="Duplicate-word-PENALTY" 
et "Score[0]= 0 - SPENALTY" 

et "Score[1]--$PENALTY" 

Cercuri EADE 


1 
i 


iE aL 


CUE CE) 


done 


Words [idx]="$wrd" 


gets 


core 


get score() 


{ 


local 
local 
Trocar 
Tocai 
local 
local 


wlen=0 
score=0 
bonus=0 
first_word=0 
add_word=0 
numwords=0 


wlen=S {#wrd} 
numwords=S {Score [wlen] } 
Score[2]=0 


Status[4]="" u^ dügubahellstexe Wioyomus” aco O 
case "Swlen" in 
3) first_word=60 
add, word-10;; 
4) first word-120 
add word-20;; 
5) first word-200 
add, word-50;; 
6) first word-300 
add word-100;; 
7) first word-500 
add word-150;; 
8) first word-750 
add word-250;; 
9) first word-1000 
add word-500;; 
10) first word-2000 
add word-2000;; # This category modified from original rules! 
esac 


( (Score [wlen]++) ) 

${Score[wlen] } 
# Category completion bonus scoring simplified! 

case Swlen in 


aie [ 
then 


3 


- Oo) os 


8 


esac 


bonus-100;; 
bonus-200;; 
bonus-400;; 
bonus-800;; 
bonus-2000;; 
bonus-10000;; 

# Needn't worry about 9's and 10's. 


-eq SMAXCAT ] 


Status[4]-"Category-$wlen-completion***BONUS***" 
Score[2]-S$bonus 


else 


Strarus # 


iE aL 


Erase it. 


256 
257 
258 
259 
260 
261 
262 
263 
264 
265 
266 
267 
268 
269 
270 
ZF i 
22 
273 
274 
BAS 
276 
27) 
278 
219 
280 
281 
282 
283 
284 
285 
286 
287 
288 
289 
290 
Z9 
292 
293 
294 
295 
296 
297 
298 
299 
300 
301 
302 
303 
304 
305 
306 
S07 
308 
302; 


[99 
e 


CO) CO CO CO WWW CO CO 
Kop (09) — Go» Gal de sy |» [5 


W C2 
N N + 
iS 


let "score = 
ase {| VSinwinigoiccls” sexs 0) | 


then 


Sitaliesie_\w@iatel +e 


Score [0]=Sscore 


else 


Score [0]=Sadd_word 


if a # All this to distinguish last-word score 


#+ from total running score. 


let "Score[1] 
let "Score[1] 


) 


get word () 
{ 


local wrd=' 


read -t ŞTIM 


echo $wrd 


is_constructable 


{ # This is the most complex and difficult-to-write function. 
# Local copy of letter set. 


local =a local TESS "S{LS[@]}™ ) 
local is_found=0 
local idx=0 
local pos 
local strlen 
Tocai local- vwwewcebq Wsidw i 
strlen=${#local_word} 
wha dei Tsira she str enie] 
do 
is_found=$ (expr index "${local_LS[*]}" 
axe [| Wiss seca!” sec MSINONICONS T 
then 
echo "SFAILURE"; return 
else 
((pos = ($is found - 1) / 2)) 
local, LS[pos]-$NULL 
( (idx++) ) 
ipa 
done 
echon SSUSCHSS! 
return 
} 
abs Syst lls! (0) 


{ # Surprisingly easy to check if word in dictionary 


fgrep -qw "$1" 


exciso) SP 


check word () 
{ 
abe [po Vel 
then 
return 
ie, 


Status[1]=" 
Status[2]=" 
Status [3]=" 


Wo 


EOUT wrd 


0 


"SWLIST" 


+= S{Score[0]}" 
i= dd sS eoue[21 Ju 


# Timed read. 


# ... courtesy of 'grep' 


Sadd_word * Snumwords" 


# Compensate for spaces betw. 
# Zero out used letters. 


# Bump index. 


US ilove wieneelg atebx a d 17 
# Not constructable! 


letters! 


922 
BAS 
324 
3215) 
326 
921 
328 
SAS, 
330 
S3 
392 
333) 
334 
S85) 
336 
33 
338 
S3 
340 
341 
342 
343 
344 
345 
346 
347 
348 
349 
350 
S5 
352 
353 
354 
325 
356 
357 
358 
359 
360 
361 
362 
363 
364 
365 
366 
367 
368 
369 
370 
331 
3712 
S73 
374 
S78) 
376 
377 
378 
NI 
380 
SOL 
382 
33 
384 
385 
386 
387 


Status[4]="" 
iscons=$(is_constructable "S1") 
zs (qp VSigsoceme”! ] 
then 
Status[1]-"constructable" 
wes (stes valne WS IL") 
sue [| US" sec "USSOCCHSS"U ] 
then 
Status [2]="valid" 
Site lems alt 


wie [ 
then 


${Score[strlen]} -eq "SMAXCAT" ] 


Category full! 


Status [3]="Category-Sstrlen-overflow-PENALTY" 


return SNG 
E 
Case Verr lems iim 
ko] 2) 
Status [3]="Two-letter-word-PENALTY" 
return SNG;; 
0) 
Status[3]="" 
Metin GXSUICICHIS SS p 
esac 
else 
Status[3]2"Not-valid-PENALTY" 
return $NG 
FIL 
else 
Status [3]="Not-constructable-PENALTY" 
return SNG 


i3 
### FIXME: Streamline the above code block. 
} 
display_words () 
{ 
local idx=0 
local wlenO 
clear 
eho "eese 2 S{LS[@]}" 
echo "Threes: Fours: Fives: Sixes: Sevens: marele Y 
go) '" 
while [ "$(Words[idx])" != '' ] 
do 
wlen0=$ { #Words [idx] } 
case "S$wlenO" in 
3) S9 
A eeno em © rene 
ey SCN Hat. N Sn 
6) echo en " ME des 
m echo =m * Mags 
Sjvcecho em ^ 
esac 
echo "S${Words [idx] }" 
((idx++) ) 
done 


, 


43 


52 
53 


### FIXME: The word display is pretty crude. 
} 
play () 
{ 
word="Start game" # Dummy word, to start 
while [ "Sword" ] # If player just hits return (null word), 
do #+ then game ends. 
echo "Sword: "S{Status[@]}"" 
echo -n "Last score: [${Score[0]}] TOTAL score: [${Score[1]}]: 


total=${Score[1] } 
word-$ (get word) 
check word "Sword" 


ai [ PSE" see VSSUCCIASSY ] 
then 
add word "Sword" 
else 
let "Score[0]- 0 - SPENALTY" 
let "Score[1]-=SPENALTY" 
ipa 


display_words 
done # Exit game. 


### FIXME: The play () function calls too many other functions. 


### This verges on "spaghetti code" !!! 


end_of_game () 
{ # Save and display stats. 


THITASSEASRASAHAHSSESHSSSAutosavetttit dT EAHRSEAHRAHAATAH ETE 
savefile-qky.save.$$ 

# AS JBJDD) Gye SESE 

echo ‘date >> S$savefile 

cho "Letterset # Srandseed (random seed) ">> Ssavefile 
cho -n "Letterset: " >> Ssavefile 

echo "S{LS[@]}" >> Ssavefile 
Chom " >> $savefile 

echo "Words constructed:" >> $savefile 

echo "S{Words[@]}" >> Ssavefile 

echo >> $savefile 

Echo" Scones tora! >> Ssaveriilke 


Gelo WSEEIEUSIELSS ISIE Tels! Lone Genyercl aim WU See enE icd \ 
FE FE TE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE FE ERE EERE FE FE FE FE HE EEE HEE HEHE HH HE HE E 


Scho "Gems ror Cals woeuinels Stora 
echo "Words: ${Words[@]}" 


UR e d 
instructions 
Seed random 
get letset 
play 
end of game 


epee SP 


# TODO: 


Next word: 


454 

455 1) Clean up code! 

456 2) Prettify the display words () function (maybe with widgets?) . 
457 3) Improve the time-out ... maybe change to untimed entry, 

458 #+ but with a time limit for the overall round. 

459 4) An on-screen countdown timer would be nice. 

460 5) Implement "vulnerable" mode of play for compatibility with classic 
461 #+ version of the game. 

462 6) Improve save-to-file capability (and maybe make it optional). 
463 7» ia Jomo! ud 

464 

465 For more info, reference: 

466 http://bash.deta.in/qky.README.html 


Example A-42. Nim 


!/bin/bash 
nim.sh: Game of Nim 


Author: Mendel Cooper 
Reldate: 15 July 2008 
License: GPL3 


ROWS-5 Five rows of pegs (or matchsticks). 
WON-91 Exit codes to keep track of wins/losses. 
LOST-92 Possibly useful if running in batch mode. 
QUIT-99 
peg msg- Peg/Pegs? 
Rows O NE 2 a) # Array holding play info. 
$ (Rows [0] holds total number of pegs, updated after each turn. 


Other array elements hold number of pegs in corresponding row. 


Mop pop p PPP PP 
O (o 00 -1 OV Oi i (). M. I2. O xo O0 -1 O O1 i C) I ES 


instructions () 
( 
clear 
tput bold 

21. cho "Welcome to the game of Nim."; echo 
22 echo -n "Do you need instructions? (y/n) "; read ans 
29 
24 aie Tp Swag rs Vays =e Wiser) cx el |e plerum 
25) clear 
26 Seha -S VUE Ssadilin! sr Yellow Eer Oven ree enf bole, 
27 cat <<INSTRUCTIONS 
28 
29 Nim is a game with roots in the distant past. 
30 This particular variant starts with five rows of pegs. 
Sil 
32 ig BO alee Tia 
S9 28 I ft dd 
Sar: lero AI 
Sona: | | 
36 53 | 
37 
38 The number at the left identifies the row. 
3 


40 The human player moves first, and alternates turns with the bot. 

41 A turn consists of removing at least one peg from a single row. 

42 It is permissable to remove ALL the pegs from a row. 

43 For example, in row 2, above, the player can remove 1, 2, 3, or 4 pegs. 
44 The player who removes the last peg loses. 

45 

46 The strategy consists of trying to be the one who removes 


47 
48 
49 
50 
Syl 
52 
93 
54 
35 
56 
57 
58 
59 
60 
61 
62 
63 
64 
65 
66 
67 
68 
69 
70 
qil 
T 
19) 
74 
UD 
76 
wy 
78 
[9 
80 
81 
82 
83 
84 
85 
86 
87 
88 
89 
90 
walt 
92 
93 
94 
9S 
96 
23 
98 
99 
100 
101 
102 
103 
104 
105 
106 
107 
108 
109 
110 
JL13E 
1.12 


the next-to-last peg(s), leaving the loser with the final peg. 


To exit the gam arly, hit ENTER during your turn. 
INSTRUCTIONS 
echo; echo -n "Hit ENTER to begin game. "; read azx 
echo -e "\033[0m" # Restore display. 
else tput sgr0; clear 
atat 
clear 
} 
TeL mer (0) 
{ 
let "Rows[0] = ${Rows[1]} + $(Rows[2]) + ${Rows[3]} + ${Rows[4]} + \ 
$(Rows[5])" # Add up how many pegs remaining. 
} 
display () 


{ 
index=1 # Start with top row. 


echo 
while [ "Sindex" -le "SROWS" ] 
do 
p=$ {Rows [index] } 
acho in UW Satiavclesce id # Show row number. 
# 


# Two concurrent inner loops. 


indent=Sindex 
while [ "Sindent" -gt 0 ] 
do 
Chom ag, Wu # Staggered rows. 
( (indent--)) # Spacing between pegs. 
done 


ailes T Vso ge O] 
do 
echos ninade 
(==) 
done 


echo 
( (index++) ) 
done 


tally_up 
rp=$ {Rows [0] } 
xi [ Ves" -ee d. | 


then 


peg msg-peg 
final msg-"Game over." 


else # Game not yet over 

peg msg-pegs 

final msg-"" H^ o o o SO Vittinell message” ds lobes 
at ak 


ALS) 


114 echo " Srp Speg_msg remaining." 
wis echo " eaS A 

WG 

alely, 

118 echo 

ag) }} 

120 

121 player_move () 

AZ 4 

WAS} 

124 echo "Your move:" 

dL 5 

126 echo -n "Which row? " 

127 while read idx 

128 do # Validity check, etc. 
1,29) 

130 aie [D o VUSzgbx" ] i? ANEEL ASEC CURES 
feg then 

137 echo "Premature exit."; echo 

133 tput sgr0 # Restore display. 
134 exit SQUIT 

135 ie aL 

136 

LSY aie | VSick! cow VSIROWSY -o “Sarebe -lr il i # Bounds check. 
138 then 

119969) echo "Invalid row number!" 

140 echo -n "Which row? " 

141 else 

142 break 

143 fu 

144 # TODO: 

145 # Add check for non-numeric input. 
146 # Also, script crashes on input outside of range of long double. 
147 # Fix this. 

148 

149 done 

150 

1:54 cho -n "Remove how many? " 

152 while read num 

153 do # Validity check. 
154 

155 ie (p. USA —] 

156 then 

ILS echo "Premature exit."; echo 

158 tput sgr0 # Restore display. 
159 exit SQUIT 

160 ít 

161 

162 ie [p Uus" gm ROYS [ack] } =o "Sw" =le 3 | 
IGS then 

164 echo "Cannot remove $num!" 

1615 cho -n "Remove how many? " 

166 else 

167 break 

168 ia 

169 done 

dL 3) # TODO: 

TI # Add check for non-numeric input. 

172 # Also, script crashes on input outside of range of long double. 
iU 33 FOREX CNTS. 

174 

ds let "Rows[idx] -= $num" 

LTG 


37/9) display 
178 tally up 


180 if [ ${Rows[0]} -eq 1 ] 


181 then 

182 echo " Human wins!" 

183 echo " Congratulations!" 

184 tput sgr0 # Restore display. 

185 echo 

186 exit SWON 

187 ia 

188 

189 if | S{Rows[0]} -eq 0 ] 

190 then # Snatching defeat from the jaws of victory 
IKON echo " Bio ode 

192 echo " You just removed the last peg!" 
1919 echo " Bot wins!" 

194 ‘ewe sere) # Restore display. 

195 echo 

196 exit $LOST 

1197 ix 

i199 } 

199 

200 

201 bot_move () 

202 { 

203 

204 row_b=0 

205 while [[ $row b -eq 0 || S(Rows[row b]) -eq 0 ]] 
206 do 

207 row_b=SRANDOM # Choose random row. 
208 let "row_b %= SROWS" 

209 done 

210 

ALT 

E SU num b-20 

213 r0=$ {Rows [row b]) 

214 

PALS) sie [L Wess" ecg db o] 

21.65 then 

DAT num_b=1 

218 else 

219 lee Viet l9 = Sie — LV 

220 # Leave only a single peg in the row. 
22) Ea # Not a very strong strategy, 

222. #+ but probably a bit better than totally random. 
223 

224 let "Rows[row b] -= $num b" 

225 echon =n. “Visors | 

226 echo "Removing from row $row_b H 

22) 

228 sie [p Henum l9" -e6 di] 

DAY) then 

230 peg_msg=peg 

22a else 

232 peg_msg=pegs 

299 ipa 

234 

235 echo " $num b $peg msg." 

236 


29 display 
238 tally up 


239 

240 se [| Spese] ew 1 i 

241 then 

242 echo " Bot wins!" 

243 tput sgr0 # Restore display. 


244 exit SWON 


245 iE aL 


246 

Day} 

248 

249 

250 # # 
AS il O EEU CEOS # If human player needs them 

252 Ewe Solel # Bold characters for easier viewing. 
253 display # Show game board. 

254 

255 while [ true ] # Main loop. 

25 CO # Alternate human and bot turns. 


257] player move 
258 bot_move 


259 done 

260 # 
261 

262 Exercise: 

23 WR oce 

264 Improve the bot's strategy. 

265) There is, in fact, a Nim strategy that can force a win. 


266 See the Wikipedia article on Nim: http://en.wikipedia.org/wiki/Nim 
267 Recode the bot to use this strategy (rather difficult). 
268 


209 Curiosities: 

2IG jp ——————----- 

231 Nim played a prominent role in Alain Resnais' 1961 New Wave film, 
272 #+ Last Year at Marienbad. 

213 

274 In 1978, Leo Christopherson wrote an animated version of Nim, 

2-15) sir Aore Iai, were ielevey MRSS MCS a 


Example A-43. A command-line stopwatch 


!/bin/sh 
sw.sh 
A command-line Stopwatch 


Author: Padraig Brady 

http://www.pixelbeat.org/scripts/sw 

(Minor reformatting by ABS Guide author.) 

Used in ABS Guide with script author's permission. 

INGESSs 

This script starts a few processes per lap, in addition to 
the shell loop processing, so the assumption is made that 
this takes an insignificant amount of time compared to 

the response time of humans (-.1s) (or the keyboard 
interrupt rate (-.05s)). 

Pu dos Sols musk lo ntered twice if characters 
(erroneously) entered before it (on the same line). 

'?' since not generating a signal may be slightly delayed 
on heavily loaded systems. 

Lap timings on ubuntu may be slightly delayed due to: 
https://bugs.launchpad.net/bugs/62511 


NPRPRPPRP PPP PY 
O (o 00 -1 O Oi i (). NM P. O xo 0 -1 O O1 4 CQ I E 


2i Changes: 

BD V1.0, 23 Aug 2005, Initial release 

225) V1.1, 26 Jul 2007, Allow both splits and laps from single invocation. 
24 Only start timer after a key is pressed. 

25 Indicate lap number 

26 Cache programs at startup so there is less error 
27 due to startup delays. 

28 V1.2, 01 Aug 2007, Work around 'date' commands that don't have 


29 
20 
Sal 
E 
33 
34 
39 
36 
37 
EIS 
3 
40 
41 
42 
43 
44 
45 
46 
47 
48 
49 
50 
il 
52 
53 
54 
55 
56 
5 
58 
59 
60 
61 
62 
63 
64 
65 
66 
67 
68 
69 
70 
qi 
1/2 
is 
74 
15 
76 
Va 
78 
YS) 
80 
81 
82 
83 
84 
85 
86 
87 
88 
89 
90 
gili 
22 
9S 
94 


nanoseconds. 
Use stty to change interrupt keys to space for 
laps etc. 
Ignore other input as it causes problems. 
V1.3, 01 Aug 2007, Testing release. 
V1.4, 02 Aug 2007, Various tweaks to get working under ubuntu 
and Mac OS X. 
V1.5, 27 Jun 2008, set LANG-C as got vague bug report about it. 


export LANG-C 


vlimi =e 0) # No coredumps from SIGQUIT. 


izes "UU ISS q emer (CRuel- 4 Just im Case, 
save_tty= stty -g` && trap "stty Ssave_tty" EXIT # Restore tty on exit. 
Siciesy Gwae V. V Ge Soca stus labe arion chan Coal- 
GiEipw Gor "9" I 2 roc spits eee ilum Cea Dy 
stty -echo # Don't echo input. 
cache progs() { 
stty » /dev/null 
date » /dev/null 
grep . « /dev/null 
(echo "import time" | python) 2» /dev/null 
bc « /dev/null 
sed '' « /dev/null 
priae Val" S veles ibl ll 
/usr/bin/time false 2» /dev/null 
cat « /dev/null 
} 
cache_progs # To minimise startup delay. 
date +%s.%N | grep -qF 'N' && use_python=1 4 If ‘date’ lacks nanoseconds. 


now() { 


sue [| Verse jonyclneia” ]p Cien 
echo "import time; print time.time()" 2>/dev/null | python 
else 
Orien WS Zs “CANES. aso SIN 
iE aL 
} 
fmt_seconds() { 
seconds-$1 
mins= echo $seconds/60 | bc^ 
nae [D Unam t= U^ I dried 
seconds= echo "Sseconds - ($mins*60)" | bc'^ 
echo "Smins:$seconds" 
else 
echo "Sseconds" 
IE aL 
} 
total() { 
end=" now 
ttoal- echo Ses Secene (| Ise” 
fmt seconds $total 
} 
stop() { 
[ "Slapped" ] && lap "Slaptime" "display" 
totall 
exit 
} 
lap() { 
Lae tme= cxlo VSL" | Sel sin ^ "mg sees [E ^09. 1 \ (a \) /\l fa” 
[ ! "Slaptime" -o "$laptime" = "0.00" ] && return 


925 # Signals too frequent. 
96 laptotal= echo Slaptime+OS$laptotal | bc” 
ei sae p WS c WeliisyollehyW Lp en 
98 lapcount-'echo OSlapcount+1 be 
99 laptime-' fmt seconds $1laptotal' 
100 ceho Silejore sme U^ (Sileysrerouwvare)) y 
101 lapped="true" 
102 laptotal="0" 
103 ica 
104 } 
105 
106 echo =m "Ses ieu ley | iow salig | Quel-c ite stop | Space o SES. 
1509) 3) 
108 while true; do 
LOS: trap true INT QUIT # Set signal handlers. 
110 laptime=/usr/bin/time -p 2>&1 cat »/dev/null^ 
iL avi ret-$? 
Lil Tead YY INE OY # Ignore signals within this script. 
113 side [| Sret Gr iL =e Siete wr 2 =o Suet q 130 ]; then # SIGINT = stop 
114 [| PL eseiccice! i es f Sele S627 eeaieg } 
THES stop 
GEG elif [ $ret er 9 =© Suet er iLshL Tg een # SIGQUIT = lap 
W aie [ 4 USstramcY l2. 1e 
IEG start= now || exit 1 
ALS) echo >&2 
120 continue 
12i dal 
122 lap "Slaptime" "display" 
1,278) else # eof = split 
1A [ 2 WSsiecugicW I) s CONE mE 
15) total 
126 lap "Slaptime" # Update laptotal. 
12 3) $E al 
128 done 
1129) 


130 xx. GE 


Example A-44. An all-purpose shell scripting homework assignment solution 


!/bin/bash 


Author: 


License: 


DLA-1 
P1=2 
P2=4 
P3=7 
PP1=0 
PP2=8 
AXL=9 
E_LZY=99 


NPRPRPPRP PPP PY 
SCOMIDGTHRWNHHFOWOAIRDRGUBRWNE 


ND Nb 
IND he 


declare -a L 


N 
w 


This script may be turned in to your instructor 
+ in fulfillment of ALL shell scripting homework assignments. 
It's sparsely commented, but you, 


the student, 


mpg 4 9 i7 29 (8 1s JJ J9. Mo 20» A) aA 3) 29" 


homework.sh: All-purpose homework assignment solution. 
Ma luec (Coojpex 

If you substitute your own name as author, 
+ possibly a lesser sin than cheating on your homework! 
Public Domain 


then it is plagiarism, 


can easily remedy that. 
rhe script author repudiates all responsibility! 


o ES 


24 
25 
26 
221) 


29 1 


2 
30 
spl 
32 
33 
34 
39 
36 
3 
38 
39 
40 
41 
42 
43 
44 
45 
46 
47 
48 
49 
50 
EX 
52 
53 
54 
55 
56 
57 
58 
39 
60 
61 
62 
63 
64 
65 
66 
67 
68 
69 
70 
Til 
72 
e 
74 
15 
76 
pu 
78 
19 
80 
81 
82 
83 
84 
85 
86 
87 
88 
89 


apibus 29 45 134 189 I9 29 A Sy 9 © 39r te 2; (0 ADU 1L 24 29r 17 AG AL 
12]-29 3:9. 7 Qr iS) 29. $9 29. 3 OW Ail A 249 3,9 «4 Ge ila v4 7 L9  y4 3 
i 9]-"19 14 29. 72 14. 12 15 id 4 19-4 29) 39 eh 3b 22€ 
Jeb au) 7: 4 d. 354 d 2. JA Ug dU] 29- 0) i59. 3H$. (y GaSe a 4 3L3L aS) 9 
BESES EES db va uode. vt 29» 9. 2 9 A t5 "S 20) 4 2- 24V 29» JL PA) 92 A 4 eU 
[Olle 92 29. ie 29 T4. $5 29 0 45 J'y 4 4$ & J2- 2O ike Zou 
ey LA MIL 9r s. oy diy db JUR ats} 704, 
ipe 39 9 29 G6 ily 9. 4 29 12.4 29 0 2 2 le ay S ey 19 6 di 24 29" 
i[pe9]e19 Y 9 13 30 29 24 i24 20 26" 
declare -a \ 
eniaint JA JR J) dm Je 46; deb E O MN ©) E IRS coy ow Wy 3€ we ea 5 8 " V 
xe. Jag (D 
{ 
Geno =m "pedem p etA 
echo- =a = Wa” 
sleep $DLA 
} 
lg ax- ()) 
( 
echo -e '\E[31;48m\033[1m' 
} 
ex (()) 
{ 
ceho —e Vat 
sleep SDLA 
} 
restore () 
{ 
echo -e 'X033[0m' i? Bolol (Que. 
tput sgr0 # Normal. 
} 
pl K) 
{ 
itus Jüg;e aia Sil 
do 
pe le Vitex” 
done 
} 
# 
1o) 36 
for i in $(seq 0 SMAXL) 
do 
jg-J "ems jv 
we [ "Si? eg UEelV || UExU eg "92" || TEX eg "SPS" JT 
then 
(Que 
cy [RD Seguro er Seal) WD Re exer WIS TT 
then 
Gig (oie 
i3 
done 
petere 
# 
echo 


29r 


91 exit SE_LZY 


93 # A typical example of an obfuscated script that is difficult 
94 #+ to understand, and frustrating to maintain. 

95 # In your career as a sysadmin, you'll run into these critters 
96 #+ all too often. 


Example A-45. The Knight's Tour 


!/bin/bash 
ITE @wlIS a Slo 


author: mendel cooper 

reldate: 12 Jan 2009 

license: public domain 

(Not much sense GPLing something that's pretty much in the common 
+ domain anyhow.) 


FE E E E HE HE HE E E FE HE E HE EEE HE FE HE HE E FE E FE E EEE HE E E E E EEE HEE HEE HEE HE EEE HEE HEHE HEHE 
The Knight's Tour, a classic problem. 


The knight must move onto every square of the chess board, 
but cannot revisit any square he has already visited. 


And just why is Sir Knight unwelcome for a return visit? 

Could it be that he has a habit of partying into the wee hours 
+ of the morning? 
Possibly he leaves pizza crusts in the bed, empty beer bottles 
+ all over the floor, and clogs the plumbing. 


Mop pop opp PPP PY 
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23l 

22 

23 

2A Usage: ktour.sh [start-square] [stupid] 

25 

26 Note that start-square can be a square number 

Aq) se Sus. ie henra ngea 0) c ($9. Sc ie 

28 a square designator in conventional chess notation, 


such as aly Ex h3, (eto, 


If start-square-number not supplied, 
* then starts on a random square somewhere on the board. 


"stupid" as second parameter sets the stupid strategy. 


Examples: 

kroum oem 25 starts on square #23 (h3) 

ktour.sh g6 stupid starts on square #46, 

using "stupid" (non-Warnsdorff) strategy. 


CO CO CO CO CO CO CO CO CO CO Dd 
Wer (S) cL rex Gal des fes IS) [l^ e» Wl 


40 TEESETITASASTTSSASAHHRREAHRSSEATHETSASAASEASEATRASATAYASRATASTAREATOSEATTAS 
41 

42 DEBUG- # Set this to echo debugging info to stdout. 
ASM SUCCES S0) 

44 FAIL-99 

45 BADMOVE--999 

46 FAILURE-1 

47 LINELEN-21 # How many moves to display per line. 

48 # # 

49 # Board array params 

50 ROWS=8 # 8 x 8 board. 


(COILIS- S) 
let "SQUARES — SROWS * SCOLS" 


or ol 
NP 


PRPRPPrPRPP PR 


(oy =a) on Onl des (3) JS» J 


let "MAX = SSQUARES - 1" 
MIN=0 
# 64 squares on board, indexed from 0 to 63. 


VISITED=1 
NVISITED--1 
VSYM="##" 


tartpos= # Starting position (square #, 0 - 63). 
urrpos= # Current position. 
ovenum= # Move number. 


U 
U 
# 
# Global variables. 
S 
© 
m 
CRITPOS=37 # Have to patch for £5 starting position! 


declare -i board 

# Use a one-dimensional array to simulate a two-dimensional one. 

# This can make life difficult and result in ugly kludges; see below. 
declar i moves # Offsets from current knight position. 


initialize board () 
1 


Localidad 


itoue alebx 3um 05 553] 

do 
board[$idx]=SUNVISITED 

done 


LIME lexoweuegl (() 
( 


Toca MAX 


echo " iM 
fore ory 38m 47550] # Reverse order of rows 
do #+ so it prints in chessboard order. 
let "rownum = $row + 1" # Start numbering rows at 1. 
echo -n "Srownum |" # Mark board edge with border and 
inoue Collum. asc’ $0.57] #+ “algebraic notation." 
do 
let "idx = SROWS*$row + Scolumn" 
if [ S{board[idx]} -eq SUNVISITED ] 
then 
echo -n "SUNVSYM y T4 
else # Mark square with move number. 
permei ROZE 9! "Stiooaracl( ich Up Ceno — Ww W 
i3 
done 
acho SS =m VWs \VoVall" x e as a lssielksjoace. 
echo # -e enables echoing escaped chars. 
done 
echo " d 
echo " a b e d e if g Tayi 
} 
failure () 
{ # Whine, then bail out. 
echo 
print_board 
echo 


LLS echo y Waah!!! Ran out of squares to move to!" 

120) echo -n " Knight's Tour attempt ended" 

IAI echo " on $(to algebraic $currpos) [square #Scurrpos]" 

122 echo uu after just Smovenum moves!" 

123 echo 

124 exit SFAIL 

125 3 

126 

LAT 

128 

1129) s«lbenE cools: () # Translate x/y coordinates to board position 
130 ( #+ (board-array element 4). 

13 # For user input of starting board position as x/y coords. 

1,952) # This function not used in initial release of ktour.sh. 

133 # May be used in an updated version, for compatibility with 

134 #+ standard implementation of the Knight's Tour in C, Python, etc. 
135) ae [| o VSI c arg USAZU. T 

136 then 

iiey return SFAIL 

138 ied 

139 

140 local xc-$1 

141 local yc=$2 

142 

11403] let "board aindex = sxe * SROWS + yo" 

144 

145 alse || Sboarc imole -Lr SMIN ~o Sbhoarc imece cje SAX | 

146 then 

147 return SFAIL # Strayed off the board! 

148 else 

149 return Sboard_index 

LSO Ta 

IKESA ji 

1852 

153 

154 

155 ico xeleyelonssute ()) # Translate board position (board-array element #) 
156 4 #+ to standard algebraic notation used by chess players. 
ESN ie (| e USA] 

158 then 

15$ return SFAIL 

160 ie 

1,1. 

162 local element no-$1 # Numerical board position. 

163 local col uex—4( a ly © cle sc Gp im )) 

164 icol serw ehars ( d 2 S OE Oe Fs) 

165 

166 lee "row ie = Sedlemewue na / GIONIS 

167 let Veg no Seleweun no € SROWSY 

168 tl-$(col arr[col no]); t2=${row_arr[row_no] } 

169 local apos=$t1$t2 # Concatenate. 

170 echo Sapos 

yak jr 

dL 2 

ys 

174 

175 cron edelewsuie () # Translate standard algebraic chess notation 
i765. 4 #+ to numerical board position (board-array element 4). 
117 7 # Or recognize numerical input & return it unchanged. 
dL 8) zd (p =e US ] 

ys) then 

180 return SFAIL 

181 iat # If no command-line arg, then will default to random start pos. 
182 

INS) Ieee. ate 


184 


local ix count-0 


NONNNNNN NH 


N 
«o 


local b index # Board index [0-63] 
local alpos-"$1" 


arow=S{alpos:0:1} # position = 0, length = 1 
acol=S${alpos:1:1} 


ie [|| Saron =~ [ipsus 41 Numerical input? 
then # POSIX char class 
ime [|| Saeco - geehrt] 11 Number followed by a letter? Illegal! 
then return $FAIL 
else if [ Salpos -gt S$MAX ] Off board? 
then return $FAIL 
else return Salpos Return digit(s) unchanged 
al + if within range. 
feat 
ita 
if [[ $acol -eq SNIN || $acol -gt $ROWS 1] 
then # Outside of range 1 - 8? 
return SFAIL 
ita 


for 3b alin cr lo @ Cl e i qp m 
do # Convert column letter to column number. 


alae, qp AS naon soe WS 
then 
break 
Ít3 
(( ((atsx- eYoxDuemE coa) ) # Find index count. 
done 
Ub aeo # Decrementing converts to zero-based array. 


let "b index = $ix count + $acol * SROWS" 


if [ $b index -gt $MAX ] # Off board? 
then 

return SFAIL 
LT 


return $b index 


generate moves () # Calculate all valid knight moves, 
#+ relative to current position ($1), 
#+ and store in $(moves) array. 
local kt hop-1 # One square :: short leg of knight move. 
local kt skip-2 # Two squares :: long leg of knight move. 
# 


local valmov=0 Valid moves. 
local row Dos ler "sew Doe = Sil 9 Sco" 


let "movel = -$kt skip + SROWS" # 2 sideways to-the-left, 1 up 
ai [|| "ewe Sro POS = Sige skio lhe SNIN I] # An ugly, ugly kludge! 
then # Can't move off board. 


move1=$BADMOV. 
else 
((valmov+t+) ) 


E 


# Not even temporarily. 


se 
let "move2 = Ske hop + oke skip * SROWS" # 1 sideways to-the-left, 2 up 
ai [l| "eee Sow pos = SE meg ~le SMIN TI # Kludge continued 
then 
move2=SBADMOVE 
else 


((valmov+t) ) 


251 
2159 
253 
254 
255 
256 
257 
258 
25e, 
260 
261 
262 
263 
264 
265 
266 
267 
268 
269 
270 
2 
PVA 
273 
274 
275 
276 
22-13) 
278 
279 
280 
281 
282 
283 
284 
285 
286 
287 
288 
289 
290 
291 
292 
293 
294 
295 
296 
29 
298 
299 
3090 jj 
301 
302 
303 
304 
SOS. x 
306 
307 
308 
309 
310 
Sii 
312 j 
S13 
314 
SL) 


316 do move () 


ausi (xe lexoxedetok i) 


E SÈ 
let "move3 = 
ae [|| esar Sro Dos r Ske noo 
then 
move3=$BADMOV 
else 
( (valmov++)) 
fa 
let "move4 = Skt_skip + 
iit [|| "ewe Srov pos + Ser Skip 
then 
move4=$BADMOV 
else 
((valmov+t+) ) 
ie aL 
ler movad = Skt skio ~ SRONSY 
ii [|| ear Sron DOS x Ske Skio 
then 
move5=$BADMOV 
else 
( (valmov++)) 
IEL 
let "move6 = 
wie [| 
then 
move 6=$BADMOV. 
else 
((valmov+t+) ) 
if 
let "move7 = 
ae. URN 
then 
move 7=$BADMOV. 
else 
((valmov+t+) ) 
if aL 
let "move8 = Ske skip - SROWS" 
sue [|| "ewe Sron pos = Ske Skip 
then 
move8=$BADMOV 
else 
((valmov+t+) ) 
fd # There must be a better 


Ske hop + Skre skip = SROWS" # 1 sideways 
-ge $COLS ]] 


ESI 


SROWS" # 2 Sideways 
-ge SCOLS T 


E 


# 2 sideways 
=g2 SOS. I 


Lh 


Sikt hop - pke skip 
"ee SLOW OOS sr SIE noS 


* SROWS" 4 1 sideways 
-0e SCOLS JI 


LT 


—fSr hod = SE sigo 
Years Sron DOS = Hre hoa 


* SROWS" # 1 sideways 
-l1t SMIN ]] 


Es 


# 2 sideways 
-lt SMIN ]] 


Ga 


way to do this. 


to-the-right, 


EOE nei 3 9]lae y 


1E(6)— E Joe — real (e auem 


TO TREERNE; 


Bo-the-Iofn. 


to-the-left, 


up 


up 


dn 


dn 


dn 


dn 


local m=( $valmov $movel $move2 
# S{moves[0]} = number of valid 
# S{moves [1] } $(moves[8]) = 
Sho "Sd [rs] eU # Elements of 


moves. 
possible moves. 


# Is position actually on the board? 


aie [| 
then 
return SFAILURE 
else 
return SSUCCESS 
teak 


UST eo "SMIN" | | S pw -gt "SMAX" 1] 


# Move the knight! 


array to stdout for capture in a var. 


$move3 $move4 Smove5 $move6 Smove7 $move8 


Sy 4 

S9 local valid moves-0 
31.9) local aapos 

32/0 currposl-"$1" 

321 lmin-$ROWS 

322 iex-0 

9255 squarel= 


324 mpm= 

325) mov= 

S26 declare -a p moves 
221 


328 TEHSITAEASRASAHAHSTASRASTSSSSS DECIDE-MOVE T$STAIJSAASAHASdBRAGEAHRAHAHAHRAEHAHE 
329 iat | SSitencicjoos =e SCEITEQOS | 
330 then # CRITPOS = square #37 


Sen decide_move 

332 else # Needs a special patch for startpos=37 !!! 
3/93) decide move patched 4 Why this particular move and no other ??? 
334 ie 3 

335 FEFE HE EEE E TE EE EE TE FE HE EEE FE HE EE FE HE E HE EEE RE EE EE HE E EE HE E TE EE EE E E EE EEE E E EE E E E EE EEE 
336 

do (( ++movenum )) # Increment move count. 

338 let "square = $currposl + ${moves[iex]}" 

339 

340 Tig SEE HERE HE EE ER DEBUG HEHEHE HEHEHE EE 

341 SLE JS | 

342 then debug 4 Echo debugging information. 

3439 fi 

344 FERE FE HE TE FE FE HE E TE FE HHH HE EEE EE HEH HE HE ERE HEH E E EE EERE EE 

345 

346 Lit [| VSecmaee! Scie SMA [| Wesxewuence" =e SN || | 

347 S{board[square]} -ne SUNVISITED ] 

348 then 

349 (( --movenum ) ) # Decrement move count, 

B50) echo "RAN OUT OF SQUARES!!!" #+ since previous one was invalid. 
35 return SFAIL 

952 ipa 

353 

354 board[square]-$movenum 

93515 currpos-$square Update current position. 

356 ((valid moves-t-4)); moves [0]=Svalid_moves 

357 aapos=S (to algebraic $square) 

3519 echo -n "Saapos " 

359 test $(( $Moves $ SLINELEN )) -eq 0 && echo 

360 # Print LINELEN-21 moves per line. A valid tour shows 3 complete lines. 
SGA return Svalid_moves Found a square to move to! 

362 }} 

363 

364 

365 

366 do move stupid() # Dingbat algorithm, 

S67 1 #+ courtesy of script author, *not* Warnsdorff. 

368 local valid moves-0 

369 local movloc 

376) local squareloc 


Sq local aapos 
EX local cposloc-"$1" 


373 

374 it(oue unowllee alin 41559] 

975) do # Move to first-found unvisited square. 

376 let "squareloc = Scposloc + ${moves[movloc]}" 

3H 3) is on board $squareloc 

378 if [ $? -eq $SUCCESS ] && [ ${board[squareloc]} -eq $UNVISITED ] 
STS then # Add conditions to above if-test to improve algorithm. 
380 (( ++movenum ) ) 

SET board[squareloc]=Smovenum 


382 currpos=Ssquareloc # Update current position. 


((valid_moves++) ); # moves[0]-$valid moves 
aapos-$ (to algebraic $squareloc) 
echo -n "Saapos " 


test $(( $Moves $ SLINELEN )) -eq 0 && echo sr Ixengeue Ai moves aae 
return $valid moves # Found a square to move to! 
iE aL 
done 


return SFAIL 


# If no square found in all 8 loop iterations, 
#+ then Knight's Tour attempt ends in failure. 
# Dingbat algorithm will typically fail after about 30 - 40 moves, 
#+ but executes _much_ faster than Warnsdorff's in do_move() function. 
} 
decide_move () # Which move will we make? 
{ # But, fails on startpos=37 !!! 
FOr iow 30m. 45.509]. 
do 
let "squarel = Scurrposl + S{moves[mov] }" 
is on board $squarel 
if [[ $? -eq $SUCCESS && ${board[squarel]} -eq SUNVISITED ]] 
then Find accessible square with least possible future moves. 
This is Warnsdorff's algorithm. 
What happens is that the knight wanders toward the outer edge 
+ of the board, then pretty much spirals inward. 
Given two or more possible moves with same value of 
+ least-possible-future-moves, this implementation chooses 
TF ele uso NIShoscNIne Ve s. 
This means that there is not necessarily a unique solution 
+ for any given starting position. 
possible moves Ssquarel 
mpm=$? 
p_moves [mov] =Smpm 
3E [| Smom dE Sila | # If less than previous minimum 
then # nS 
lmin=Smpm # Update minimum. 
iex=Smov # Save index. 
ita 
iE 31 
done 
} 
decide_move_patched () # Decide which move to make, 
(ETE DEAE #+ but only if startpos-37 !!! 
FOr imow aay {ils ot} 
do 
let "squarel = Scurrposl + S$(moves[mov])" 
is on board $squarel 
if [[ $? -eq $SUCCESS && ${board[squarel]} -eq S$UNVISITED ]] 
then 
possible moves Ssquarel 
mpm-$? 
p moves [mov] -$mpm 
if [ Smpm -le S$lmin ] # If less-than-or equal to prev. minimum! 
then 4 AS 
lmin-S$mpm 


49 iex=Smov 

50 i£ 

51 

52 ít 

53) done # There has to be a better way to do this. 
5:410} 

59 

56 

5 

58 possible moves () # Calculate number of possible moves, 
ONE #+ given the current position. 

60 

61 Sae D 7 RM STR] 

62 then 

63 return SFAIL 

64 ia. 

65 

66 local curr_pos=$1 

67 local valid_mov1=0 

68 local icx=0 


69 local movl 
70 local sq 
73. declar a movesloc 
72 
73) movesloc-( $(generate moves $curr pos) ) 
74 
mS iEgue iugi aber db] 
76 do 
33) let "sq = $curr pos + $(movesloc[movl])" 
78 is on board $sq 
79 if [ $? -eq $SUCCESS ] && [ ${board[sq]} -eq SUNVISITED ] 
80 then 
81 Civan iel wire ssedbsesr) A 
82 a 
83 done 
84 
85 return Svalid_movl # Found a square to move to! 
86 } 
87 
88 
89 strategy () 
90 14 
91 echo 
92 
93 ie [| -a “Soroen i 
94 then 
95 for Moves in {1..63} 
96 do 
97 cposl-$1 
98 moves-( $(generate moves $currpos) ) 
499 do move stupid "$currpos" 
E iit [ 92 See SAI | 
501 then 
502 failure 
503 id 
504 done 
505 i3 
506 
507 # Don't need an "else" clause here, 


508 #+ because Stupid Strategy will always fail and exit! 
509 for Moves in {1..63} 


510 do 

Si cposl-$1 

5d moves-( $(generate moves $currpos) ) 
NN do move "Scurrpos" 


514 ie [ $9 seq STAIL I 


then 
failure 
iral 
done 
# Could have condensed above two do-loops into a single one, 
echo #+ but this would have slowed execution. 
print board 
echo 
echo "Knight's Tour ends on $(to algebraic $currpos) [square #$currpos]." 
return SSUCCESS 
} 
debug () 
{ # Enable this by setting DEBUG=1 near beginning of script. 
loea m 
CHORN y 
echo " At move number  $movenum:" 
echo " *** possible moves = Smpm ***" 
# echo "### Square = Ssquare ###" 
echo "Imin = Slmin" 
echo "S{moves[@]}" 
i&gus iol alin {ily oi} 
do 
Scho -n (Sin) eS i9 mones [fill] jf " 
done 
echo 
cho "iex = $iex :: moves[iex] = ${moves[iex]}" 
echo "square = $square" 
Cho 5 
echo 
) # Gives pretty complete status after ea. move. 
# # 
# int main () { 
MOM algebrate US 
startpos-$? 
ade qp VWSciesiecos! ee, “Sma” T f Okay even if no $1. 
then # ESN ASS Okay even if input -1t 0. 
echo "No starting square specified (or illegal input)." 
let "startpos = SRANDOM % S$SQUARES" # 0- 63 permissable range. 
ipa 
THE WS = Were | 
then 
STUPID=1 
exelloye) =m W ### Stupid Strategy ###" 
else 
STUPID-'' 
exolmo) =i WO Bt Wweusmeoloscitit ^ es Allereeaielon ee 
ia 
initialize board 


movenum=0 

board[startpos]=Smovenum # Mark each board square with move number. 
currpos=Sstartpos 

algpos=$ (to algebraic $startpos) 


5g 

582 echo; echo "Starting from $algpos [square #$startpos] ..."; echo 
583 echo -n "Moves:" 

584 

585 strategy "Scurrpos" 

586 

587 echo 

588 

589 exit 0 # return 0; 

590 

55 ) 4 End of main() pseudo-function. 

592 # 
593 
594 
595 Exercises: 
BING gp me 
597 
598 1) Extend this example to a 10 x 10 board or larger. 
59g 2) Improve the "stupid strategy" by modifying the 


600 do move stupid function. 

601 Hint: Prevent straying into corner squares in early moves 

602 (the exact opposite of Warnsdorff's algorithm!). 

603 3) This script could stand considerable improvement and 

604 Streamlining, especially in the poorly-written 

605 generate moves() function 

606 and in the DECIDE-MOVE patch in the do move() function. 

607 Must figure out why standard algorithm fails for startpos-37 
608 #+ but not on any other, including symmetrical startpos-26. 

609 Possibly, when calculating possible moves, counts the move back 
610 #+ to the originating square. If so, it might be a relatively easy fix. 


Example A-46. Magic Squares 


! /bin/bash 
msquare.sh 
Magic Square generator (odd-order squares only!) 


Author: mendel cooper 

reldate: 19 Jan. 2009 

License: Public Domain 

A C-program by the very talented Kwon Young Shin inspired this script. 
http://user.chollian.net/-brainstm/MagicSquare.htm 


Definition: A "magic square" is a two-dimensional array 
of integers in which all the rows, columns, 
and *long* diagonals add up to the same number. 
Being "square," the array has the same number 
of rows and columns. That number is the "order." 
An example of a magic square of order 3 is: 


Mop pop pp PPP PY 
O (o 0» -1 OY O1 iS (). M. IB. O xo 0 -1 O O1 i CQ) I9 


eg d. de 

cc yg 

a 9 2 

All the rows, columns, and the two long diagonals add up to 15. 

2l 
22 
23 Globals 
24 EVEN-2 
25 MAXSIZE-31 Ww oll seems x Sil ces. 
26 E usage-90 # Invocation error. 


27 dimension- 
28 declare -i square 
29 


30 usage_message 
eb o 
92 
33 
34 
35) 
36 
37 
38 
39 f 
40 
41 
42 calculate 
43 ( 
44 
45 
46 
47 
48 
49 
50 
5l 
52 
53 
54 
55 
56 
57 
58 
59 
60 } 
61 
62 
63 print_square 
64 { 


echo " 


echo " 


# 


O 


dimension=$ 


TOL 
do 


( 
# 
# 
let 


let 
let 


done 
done 
# Plain 


echo "Usage: 


(k=0; 
Calculat 
Bash doesn't support multidimensional arrays. 
Wool = Sls = $3 a (ebbmeglj)"r 
"row 
"index 


square [Sindex]=cell_val; 


Q) 


$0 order" 


where \"order\" 


(square size) 1 


alm elas rangers — Sik! 


# H 


"s wher 


above. 


the actual w 


16 


1 


lert Welninvavels] = Siclaijmernsiatein = Sis 


j € dimension; 


k < dimension; 


local row col index dimadj j k cell val-1 


Brae) JJ 


k++) ) 
then convert to 1 


indices, 


gy wo2 = Sik 


math, 


0 


Srow* (Sdimension) 


let 
+ Sdimension"; 

ar feu" 
esri valiy) 


weon 


# Output square, 


let "dimadj /= 2" 


let 


65 
66 
67 
68 
69 
70 
qa 
72 
Tà 
74 
1/5 
76 
13 
78 
Q9 
80 
81 
82 
83 
84 
85 
86 
87 
88 
89 
90 
2t 
92 
9S 
94 
25 


local cow COL mek cl 
let "dl = $dimension 


1" 


# Adjust for zer 


roa Ow aoa S 
do 


oie COL sin 
do 
let "idx 
joanne ie a 
done 


echo # N 


seq 0 Sdl) 


S (sec; 0 Sal) 


Sol U^ WS sensus akebsc]] FG 


wline after each row. 


done 


Sron * $dimension + $col" 


echo -n 


S an ODD integer" 


# Actually works for squares up to order 159, 
#+ but large squares will not display pretty-printed in a term window. 
Try increasing MAXSIZE, 
exit SE usage 


ork gets done. 


ao 1.5, 


-dim. array index. 
PIEVE 
%= Sdimension" 


"row %= Sdimension" 


visualization not required. 


one row at a time. 


o-indexed array. 


# Displays up to 13th order neatly in 80-column term window. 


EH TE HEH EH HT FE AE FE FE HH AE FE AE FE EH EE aE 


TE 
th 


fi 


1 


LE 
en 
usage message 


usu ] 


— 


t "test even 


TY pb Ei 


= $1 $ SEVEN" 


TE 
th 


ftat 


ca 
pr 


[ $test even 
en 
usage message 


iheiiulaies: Sal 
int_square 


$ 
-eq 0 ] 


0 
# Can' 


t 


# echo "S{square[@]}" 


ws" —gt SMAS LA 


# 


] 


D 


] 


EBUG 


handle even-order squares. 


then truncate. 


96 
97 exit $? 


98 Hee RE HE HH HHH HH EEE EE HH HE HE EEE E E HE E E E HE ERE EE HEH HE 
9$ 
100 
101 Exercises: 
102 i —————-—-- 
103 1) Add a function to calculate the sum of each row, column, 
104 and *long* diagonal. The sums must match. 
105 Hals sus. the mecie Comeiceine xor Cheie jecuceiewilaie oree Setene 
106 2) Have the print_square function auto-calculate how much space 
MON to allot between square elements for optimized display. 
108 This might require parameterizing the "printf" line. 
109 3) Add appropriate functions for generating magic squares 
110 with an *even* number of rows/columns. 
IDE aes ts moame yie s 
112 See the URL for Kwon Young Shin, above, for help. 


Example A-47. Fifteen Puzzle 


!/bin/bash 
fifteen.sh 


Classic "Fifteen Puzzle" 

Author: Antonio Macchi 

Lightly edited and commented by ABS Guide author. 
Used in ABS Guide with permission. (Thanks!) 


The invention of the Fifteen Puzzle is attributed to either 
Sam Loyd or Noyes Palmer Chapman. 
The puzzle was wildly popular in the late 19th-century. 


Object: Rearrange the numbers so they read in order, 
uw aieo dL cx die 


(c9) sal (oxi (up de Gp IS) |= (Ox Qo» (9) c] (x (On des Gol IS) [5 
dc 


| Ji 2 3 4 | 
| 5 6 7 ih | 
| eB TOES 
TESTES lee IS) | 

19 

20 

PA 

22 FHT HH HH HE HHH HE HHH HT 

23] Constants # 

24 SQUARES=16 + 

AE FAIL=70 T 

26 E PREMATURE EXIT-80 4 

27 Ht e EH HHH HHH HH HE HHH HT 

28 

BS) 

30 FTTH HH 

Sil Data # 

32 FTE EHF 

Sio) 

Say iehbyvAk EX di A. y Abs. (SW decor dig) Ede AL S dod To WoW 

25 

36) 

37 FtHHE HE HHH HHH 

38 Functions # 

39 FHHRE HE HHH HHH 

40 


41 function swap 
42 { 


43 
44 
45 
46 
47 
48 
49 
50 
51 
52 
93 
54 
55 
56 
5 
58 
5$ 
60 
61 
62 
63 
64 
65 
66 
67 
68 
69 
70 
Eit 
172 
13 
74 
35 
76 
V7 
78 
HS 
80 
81 
82 
83 
84 
85 
86 
87 
88 
89 
90 
2L 
22 
93) 
94 
95 
96 
27 
98 
29 
100 
OAL 
102 
103 
104 
iOS 
106 
107 
108 


local 15e 
tmp=$ {Puzzle[$1] } 


Puzzles dS uz 
Puzzle[$2]=Stmp 


function Jumble 


{ # Scramble the pieces at beginning of round. 


leeel 3t joe 199582 


itgue 3b Ge fil, 5 LOO} 
do 
posli-$(( SRANDOM 
pos2-$(( SRANDOM 
swap Sposl $pos2 
done 


SQUAR 


$3 
% SSQUAR 


TE HN ET 
nw 


EUMOCIE Sia Iie abiotic Pye e 


{ 
local nil 3.2 jouzoos 
puzpos=0 


clear 


exeo Wiamicer Glatt tO GXOLuESV BC # Better that than Ctl-C. 


Chom, s , ^ Pat # Top border. 
ipoue LIL ating 4f iL, S4] 
do 
ioe 302. alin fil, sd] 
do 
juexuspi "I 62s V wEmzile[Smpuzes] )" 
(LC jowkjexosarar ))) 
done 
Schor YW 4 Right-side border. 
test $il = 4 || echo "+ + + + +" 
done 
Chom ! : ! FaN # Bottom border. 


function GetNum 
{ # Test for valid input. 
local puznum garbage 


while true 


do 
echo "Moves: $moves" # Also counts invalid moves. 
read -p "Number to move: " puznum garbage 
se [p Verza = Wome’ d eied cexelexop. ece $ 


test -z "Spuznum" -o -n "S${puznum//[0-9]/}" && 


test $puznum -gt 0 -a $puznum -lt $SQUAR 
done 
return Spuznum 


function GetPosFromNum 
( # $1 = puzzle-number 
local puzpos 


oN jexbeexors abe. s15] 
do 


ES && 


E PR 


EMATURE 


PX 


ouest 


continue 


K 


fat 


O 


errererrrrrr rrr 
(9) Jp vox, Onl SOO I= TRO 


f= 
«o 


test "S$(Puzzle[$puzpos])" = "$1" && break 


done 
return Spuzpos 


function Move 
( 4 $1=Puzzle-pos 


ese Sil oie S md rece US eue et Sal = 4 3d pe e SE cu 
&& swap Sl $(( $1 — 4 )) && return 0 
iex SQ Sis@ Ji ane 3 es cesic "Seule sS Lg] 
&& swap S1 $(( S1 + 1)) && return 0 
test Sil ihe 12 qe ese VS sweet Sal ux gu ex W ux 
inte ewan Sil S S) NS SE SEIS 
case S(( Siga )) we O &s Tear. "SEwuzezlels9 Sil = i »J1 m 
swap $1 $(( $T = T )) && return 0 
xeexEuem di 
} 
function Solved 
{ 
local pos 
for OS wa 09.352] 
do 
Tst VGA Rib z iherESjovesr| FY = SCC Sos ae db J) || || zerten SPANG 
# Check whether number in each square = square number. 
done 
Tarira (0) # Successful solution. 


HHEEHHEEEHEEEEEHEE HEHE MAIN 
moves=0 
Jumble 


0 


THEE HE HHT HHH HH EH HE HH { 


while true # Loop continuously until puzzle solved. 


do 
echo; echo 
PrintPuzzle 
echo 
while true 
do 
GetNum 
puznum=$? 
GetPosFromNum Spuznum 
puzpos-$? 
((moves++) ) 
Move Spuzpos && break 
done 
Solved && break 
done 


echo; echo 
PrintPuzzle 


echo; echo "BRAVO!"; echo 


exit 0 


THE HT EH HT HH EH EH FE AE FE FE FE FE FE AE FE EE EE Y 


# Exercise: 


# Rewrite the script to display the letters A - O, 
#+ rather than the numbers 1 - 15. 


Example A-48. The Towers of Hanoi, graphic version 


NPRPRPPRP PPP PY 
O (o 00 -1 O Oi i (). M PB. O xo 0 -1 O O1 4 Q I0 E 


ISS) DSF o» [9r SS oy de» 
eS} (m (ap dee (9 IS) [5 


SB GR C0 C0 CO CO CO CO CO CO CO CO hM) DY 
Poo oa oO ft wNw Pr So a 


QO fF SF bP bP SP BS am aum 
(&») Xe) (er SS) (ox (On. dex Go 9) 


(On (Sah ei 
w Ne 


54 


on 
U 


56 
5 
58 
59 
60 


! /bin/bash 

The Towers Of Hanoi 

(estemos erie (Imsinen lsevsia)) Cojowseneiac (C)) ZOOO Amie SENE. 
All Rights Reserved. 

http://hanoi.kernelthread.com 


hanoi2.bash 

Version 2.00: modded for ASCII-graphic display. 

Version 2.01: fixed no command-line param bug. 

Uses code contributed by Antonio Macchi, 

+ with heavy editing by ABS Guide author. 

This variant falls under the original copyright, see above. 
Used in ABS Guide with Amit Singh's permission (thanks!). 


## Variables && sanity check ### 


NOPARAM=8 6 
BADPARAM=87 # Illegal no. of disks passed to script. 
E NOEXIT-88 


DISKS-$(1:-$E NOPARAM] 4 Must specify how many disks. 


oves-0 
WIDTH=7 
ARGIN-2 


# Arbitrary "magic" constants; work okay for relatively small # of disks. 
# BASEWIDTH-51 # Original code. 

let "basewidth = SMWIDTH * SDISKS + SMARGIN" # "Base" beneath rods. 
# Above "algorithm" could likely stand improvement. 


### Display variables ### 
Jiewg Wekisi<sik = SIDS = IL! 

let "spacesl = SDISKS" 

lec Wesce = 2 cs Swiss 


lert Vilasimewea ic = SDISKS = 1" # Final move? 


declare -a Rod1 Rod2 Rod3 


Tg FE FEE FE HE HHH EH HT HEE HE FE HEH HEH 


function repeat { # $1-char $2=number of repetitions 


ilocal # Repeat-print a character. 
ror (€ sweep. imeS2e usw JIA cle 

exelmg. aa "SL 
done 


function FromRod ( 
local rod summit weight sequenc 


while true; do 
rod-$1 
tee Ssesd/l^21230]415 || || comedians 


sequence=S (echo $(seq 0 $disksl | tac)) 


66 


70 
Hal 


puo 
74 


84 


88 
89 


fs 
«o 


for summit in $sequence; do 
eval weight-N$(Rod$(rod) [$summit]]) 
test Sweight -ne 0 && 
( echo "Srod $summit Sweight"; return; ) 


done 
done 


function ToRod { # $1-previous (FromRod) weight 
local woo. iwi Sic weight sequenc 


while true; do 


rod=$2 
mex. Soo [A123 ])} | |) comesame 
sequence=S (echo $(seq 0 $disksl | tac)) 
TORES AAE in $sequence; do 
eval weight=\${Rod${rod}[$firstfree]} 
test Sweight -gt 0 && { (( firstfreet+t+ )); break; } 
done 


test $weight -gt $1 -o S$firstfree = 0 e 
4 eeng Vroco sriret rrea; sexy ] 
done 


Tanet kOn Denek | 
local disk rod empty fill sp sequence 


repeat " " Sspacesl 

Eene n W 

repeat " " Sspaces2 

excelso) <a. (| 

repeat " " Sspaces2 

echon wp" 

sequence=S (echo $(seq 0 Sdisksl | tac)) 


for disk in $sequence; do 
ioe deoxol sum {il 5,3) clo 


eval empty-$(( $DISKS - (Rod${rod}[$disk] / 2) 
eval £111=\${Rod$ {rod} [$disk] } 
repeat " " Sempty 
peg Sirih “Git (0 6 ieee YoY Stall |||) acing —im 
repeat " " Sempty 
done 
echo 
done 
repeat "=" Sbasewidth # Print "base" beneath rods 
echo 
} 
display () 
{ 
echo 
PrintRods 


# Get rod-number, summit and weight 
itque ~imieouieverc! S ) 
eval ROS (roe sterne: loli ES riese [LL] } T0) 


# Get rod-number and first-free position 
erexeoumeE-( "memes SQsoesEI2E) $9" 5 
eval Rod${second[0]}[${second[1]}]=${first [2] } 


)) 


11273 


128 

129 echo; echo; echo 

130 aie || SIROCE leue jV = 1 | 

131 then # Last move? If yes, then display final position. 
1:82 echo "+ Final Position: $Moves moves"; echo 

11913] PrintRods 

134 dE al 

155 

136 

Sy 


138 # From here down, almost the same as original (hanoi.bash) script. 
139 


140 dohanoi() { # Recursive function. 
141 case $1 in 

142 0) 

143 Pi 

144 yl 

145 donano "$(($1-1))" $2 $4 $3 
146 if [ "SMoves" -ne 0 ] 

qu then 

148 echo "+ Position after move $Moves" 
149 3E aL 

nei ((Moves-t-)) 

151 (XcloYo) maii Next move will be: " 
3.52 echo $2 "--»" $3 

115,3 display $2 $3 

154 cdokenot VS ( (Sil) A S4 Se Sg 
1155 Pi 

156 esac 

dy 

1159 

159 

160 setup arrays () 

Gil A 

i62 local dim n elem 

163 


164 let "gel = Si = dw 
165 elem=Sdiml 


166 

Vey for mn ian S(seq 0) Sdimi) 
168 do 

169 lert Voci [Seilem]) = 2 * Sia p d" 
170 Rod2[$n]=0 

1721 Rod3 [$n]=0 

1172 ( (elem--)) 

dL 09) done 

174 } 

17/5) 

176 

177 ### Main ### 

17/8) 


179 setup arrays SDISKS 
IS) exellao e echo UEO tCar E IPOS L ETONN 


181 

182 case $4 in 

183 i» ease S((Si50)))) sum # Must have at least one disk. 
184 L) 

185 disks-$1 

186 Cohan Si i 9 2 

187 # Total moves Zig 1, where n = number of disks. 
188 echo 

15339 exit 0; 

1L ON) BE 

igon 25) 


1192 echo "$0: Illegal value for number of disks"; 


193 exit $E BADPARAM; 


194 o. 

11905) esac 

196 a 

IEO 

198 clear 

199 echo "usage: $0 N" 

200 echo " Where \"N\" is the number of disks." 
201 exit $E NOPARAM; 

202 1 

203 esac 

204 

205 c» dum NOX ETI # Shouldn't exit here. 
206 

207 # Note: 


208 # Redirect script output to a file, otherwise it scrolls off display. 


Example A-49. The Towers of Hanoi, alternate graphic version 


! /bin/bash 

The Towers Of Hanoi 

Oriec mal veXesestexe (acme boes) Cojowseneine (KC) 2000 mie SLAEN 
All Rights Reserved. 

http://hanoi.kernelthread.com 


hanoi2.bash 

Version 2: modded for ASCII-graphic display. 

Uses code contributed by Antonio Macchi, 

+ with heavy editing by ABS Guide author. 

This variant also falls under the original copyright, see above. 
Used in ABS Guide with Amit Singh's permission (thanks!). 


Variables # 
NOPARAM=8 6 
BADPARAM=8 7 # Illegal no. of disks passed to script. 
|. NOEXIT-88 
ny # Interval, in seconds, between moves. Change, if desired. 
DISKS-$1 
oves-0 


J 


NPRPRPPRP PPP PY 
O (o 0» -1 O Oi i5 (). NM PS. O xo 0 -1 O O1 4 CQ) I 


NNN 
w Ne 


WIDTH=7 

ARGIN=2 

# Arbitrary "magic" constants, work okay for relatively small # of disks. 
# BASEWIDTH=51 # Original code. 

let "basewidth = SMWIDTH * SDISKS + SMARGIN" # "Base" beneath rods. 

# Above "algorithm" could likely stand improvement. 


Nb 
Gn gs 


No ON 
ETEO 


N 
[99] 


# Display variables. 

ler Woiskel = SEIS = diu 
let "spacesl = SDISKS" 

let "spaces2 = 2 * SDISKS" 


let VWlasicmewea ic = SDILSIKS = IW # Final move? 


declare -a Rod1 Rod2 Rod3 


CO CO CO CO CO CO CO CO CO CO DN 
Wey «oor <3) fon) Gal des (8) [Sox J «e ke) 


od 
C 


FE HE AE FE AE E FE AE FE HE E FE EH EE 


B 
[n 


D e 
WEN 


function repeat { # $1-char $2-number of repetitions 


44 
45 
46 
47 
48 
49 
50 
Sl 
52 
53) 
54 
93 
56 
57 
58 
59 
60 
61 
62 
63 
64 
65 
66 
67 
68 
69 
70 
pu 
112 
33 
74 
US 
76 
E 
78 
US 
80 
81 
82 
83 
84 
85 
86 
87 
88 
89 
90 
gi 
92 
93 
94 
95 
96 
2 
98 
99 
100 
101 
102 
LOS) 
104 
1195; 
106 
107 
108 
109 


Local 3e # Repeat-print a character. 


zoe (( mess m<S25 mui 5 clo 
Scho =m "SU 
done 


function FromRod 4 


local rod summit weight sequenc 


while true; do 


rod=$1 
teen Sirod/ (A123) l cort inve 
sequence=S (echo $(seq 0 $disksl | tac)) 


for summit in $sequence; do 
eval weight=\${Rod${rod}[Ssummit] } 
test Sweight -ne 0 && 
( echo "$rod $summit Sweight"; return; ) 


done 
done 


function ToRod { 4 $1-previous (FromRod) weight 


losal growl IESE dee weight sequenc 


while true; do 


rod-$2 
exec. SdeexeU, [^3:2:3 «d |) corni acia 
sequence-$ (echo $(seq 0 $disksl | tac)) 
Ose ib3L1E SEE de. in Ssequence; do 
eval weight=\${Rod${rod} [$firstfree] } 
test Sweight -gt 0 && ( (( firstfreet+t+ )); break 
done 


test $weight -gt $1 -o $firstfree = 0 && 
| cxlo 'Sueoxo Sur3teguriticee s PACM } 


done 


function PrintRods { 


local disk rod empty fill sp sequence 


Toure emus S O 


repeat " " Sspacesl 

Eloy ie) Vv 

repeat " " Sspaces2 

Echo m pw 

repeat " " Sspaces2 

echo "||" 

sequence=S (echo $(seq 0 $disksl | tac)) 


for disk in $sequence; do 
mene soel tin Hil, She clo 


eval empty-$(( $DISKS - (Rod${rod}[$disk] / 2) ) 
eval fi11=\${Rod${rod} [$disk] } 
repeat " " Sempty 
ees Gril ce © we deeem VU Siti ||| seine =m 
repeat " " Sempty 

done 

echo 

done 


repeat "=" Sbasewidth # Print "base" beneath rods. 


my 


) 


PRPRPPPrRPP RPE 
(S9) =] (ox Gr gum Go m3 I=) «m» 


bh 
«o 


echo 


display () 
1 
echo 
PrintRods 


# Get rod-number, summit and weight 
mesem ~imieemikyexe! Sd" ) 
eval Rod${first[0]}[${first[1]}]=0 


# Get rod-number and first-free position 


Seoul TERO Suaesw[20)) 92" ) 
eval Rod${second[0]}[${second[1]}]=${first [2] } 


sic L UStRecS [lasicimewes nli" 1] 


then # Last move? If yes, then display final position. 


ioe en 0 0) 
echo; echo "+ Final Position: $Moves moves" 
PrintRods 

£3 


Sleep SDELAY 


# From here down, almost the same as original (hanoi.bash) 


dohanoi() { # Recursive function. 
case $1 in 
0) 
" T. 3E 
Colmamon "US((S1-1))" $2 $4 Se 
ise | WSMGwes" we @ ] 
then 


toutt Cus O- ©) 
echo; echo "+ Position after move $Moves" 


iti 

((Moves-t-)) 

Glave) =i W Next move will be: Wy 
echo $2 "--»" $3 

display $2 $3 

Glo)eewwos VUS(q(Si-ly)yp" S4 Sg $2 


esac 


setup arrays () 


{ 


local dim n elem 


Ivete, Weim = S1 = JD 
elem=Sdiml 


fore sm im Seer O Sehin) 
do 
lee "exeb[Selew| = 2 © Sum 4 al 
Rod2 [$n]= 
Rod3 [$n]= 
( (elem--) 
done 


0 
0 
) 


SGIWUISIE s 


177 ### Main HEH 
IFS) creg Vroe coord" © 
leo cott Civie 

181 clear 


183 setup_arrays SDISKS 


Iss) conc eris (0) 0) 
186 echo; echo "+ Start Position" 


188 case $4 in 
189 1) case SUEE9)) 3m # Must have at least one disk. 


191 disks-$1 

192 dohanoi Si i 3 2 

193 # Total moves 2 ^m 1, where n = # of disks. 
194 echo 

HADIS exit 0; 

19E Pi 


198 echo "$0: Illegal value for number of disks"; 
199 exit $E BADPARAM; 


S 

N 
`~ 
`~ 


2 
2 
204 echo "usage: $0 N" 

205 echo Y Where \"N\" is the number of disks." 
2 

2 

2 


06 exit $E_NOPARAM; 


08 esac 


210 exit $E NOEXIT # Shouldn't exit here. 


214 # There is a minor bug in the script that causes the display of 
215 #+ the next-to-last move to be skipped. 
Ale Gar Bax Tules 


Example A-50. An alternate version of the getopt-simple.sh script 


1 #!/bin/bash 

2 # UseGetOpt.sh 

3 

4 # Author: Peggy Russell <prusselltechgroup@gmail.com> 
3 

6 UseGetOpt () ( 

declare inputOptions 

declare -r E OPTERR-85 

declare -r ScriptName=S$ {0##*/} 

declare -r ShortOpts-"adf:hlt" 

declare -r LongOpts-"aoption,debug,file:,help,log,test" 


DoSomething () ( 
echo "The function name is '${FUNCNAME}'" 
# Recall that $FUNCNAME is an internal variable 
#+ holding the name of the function it is in. 


(se; =] rex) Gr dew GS) [m3 [= G5» Mey (er oc 


19) 
20 
21 
22 
IO 
24 
215 
26 
20) 
28 
2 
30 
Sl 
32 
33 
34 
99 
36 
37 
38 
99 
40 
41 
42 
43 
44 
45 
46 
47 
48 
49 
50 
Syl 
52 
6 
54 
35 
56 
57 
58 
59 
60 
61 
62 
63 
64 
65 
66 
67 
68 
69 
70 
qil 
WZ 
vs 
74 
75 
76 
wy 
78 
US 
80 
81 
82 
83 
84 


input Options=S (getopt -o "S(ShortOpts)" —-long \ 


WS ioingOjors} meae WS (SicseajorNenmns |} == WS Ue w) 


it [| (99 ee ©) |) (Si -ee 9) Iip them 
echo "Usage: S{ScriptName} [-dhlt] {OPTION...}" 
exit $E OPTERR 

i3 


eval set -- "S{inputOptions}" 


Only for educational purposes. Can be removed. 


echo "++ Test: Number of arguments: Toi l 
echo '++ Test: Looping through "$Q"' 
for a aus URSUS. Clo 

echo m IF Sia 
done 


while true; do 
casen SB ain 
== aaeoa [ =a) Argument found. 
seno “Ojetesloin [SLV 


LN 


=—cleloue | =e) Enable informational messages. 
echo "Option [$1] Debugging enabled" 


ve 


—-iale || =i) Check for optional argument. 
(eee: USZW aba + Double colon is optional argument. 
PS Not there. 
Scho YOsicatoia ISL] Wee derav” 


Saali 
EF 


2r Ge (Ole: a 
echo WOjosiom ISL] Usine sbegexne, [LS pw 
shift 
Pr 
esac 
DoSomething 


LN 


= loe || b) ss menle lores 
echo "Option [$1] Logging enabled" 


r 


--test | -t) # Enable testing. 
echo "Option [$1] Testing enabled" 


vr 


==lnieiliy || 29) 
echo "Option [$1] Display help" 
break 
ri 
—-) # Done! S# is argument number for "--", $@ 
echo "Option [$1] Dash Dash" 


break 

Pr 

5) 

echo "Major internal error!" 
exit 8 


85 Pr 


86 

87 esac 

88 echo "Number of arguments: [$4]" 

89 shift 

90 done 

DUI 

92 shift 

95 # Only for educational purposes. Can be removed. 

94 # 

DIS echo "++ Test: Number of arguments after \"--\" is [$#] They are: [$@]" 
96 exiguo "sr Test: lxoxeypuwwe] ielmiceuicjia "eu 

97 foe a im Uds clo 

98 echo +4 Sal” 

9g done 
100 # 
1O 
102 5 
103 
104 SEHSTSASHEHAHAHEASHAHARUESEA4AHAHAHAHASSS M A ION F#FFEEEEEEEEEEE EEE EEE HE 
105 # If you remove "function UseGetOpt () {" and corresponding "}", 
106 #+ you can uncomment the "exit 0" line below, and invoke this script 
107 #+ with the various options from the command-line. 
108 # 
109 # exit 0 
1L 1,0) 
111 echo "Test 1" 
112 UseGetOpt -f myfile one "two three" four 
113 
114 echo;echo "Test 2" 
115 UseGetOpt -h 
116 
117 echo;echo "Test 3 Shore (ODE ome" 
118 UseGetOpt -adltf myfile  anotherfile 
11$ 
120 echo;echo "Test 4 hong Oorioma” 
121 UseGetOpt --aoption debug log test file myfile anotherfil 


123 exit 


Example A-51. The version of the UseGetOpt.sh example used in the Tab Expansion appendix 


!/bin/bash 


UseGetOpt-2.sh 

Modified version of the script for illustrating tab-expansion 
* of command-line options. 

See the "Introduction to Tab Expansion" appendix. 


Possible epiütiemgs =a =C = =l == =- 
3r dois em debug teal JL log test help 


Author of original script: Peggy Russell <prusselltechgroup@gmail.com> 


UseGetOpt () { 

declare inputOptions 

declare -r E_OPTERR=85 

declare -r ScriptName=S$ {0##*/} 

declare -r ShortOpts="adf:hlt" 

declare -r LongOpts-"aoption,debug,file:,help,log,test" 


(5) Wer (ee) =) fex; Cal Hes ies I [| «9» Wer (O9 c] ep) (onl gE (93) [em [3 


fs di 


21 DoSomething () { 


22 echo "The function name is '${FUNCNAME}'" 

2:9 } 

24 

25 inputOptions=$ (getopt -o "${ShortOpts}" --long \ 
26 "S(LongOpts)" --name "${ScriptName}" -- "S${@}") 
2] 

28 sx IE (82 ee ©) ||) S; ee; 9) Tip them 

29 edio VWsages SiSerilioeNeme)! I Cinka] (OPTION . 5 jeu 
30 exit $E OPTERR 

Sil fa 

32 

83 ewal ssu -—— VS iror ec AoT rons] V 

34 

35 

36 while true; do 

37) aise, US IED ase 

38 SSAGIELOM || =a) Argument found. 

39) ceho VOprtion [SLY 

40 Pi 

41 

42 --debug | -d) Enable informational messages. 
43 echo "Option [$1] Debugging enabled" 

44 P 

45 

46 --iidle | =i) Check for optional argument. 
47 Gace USAW “shai + Double colon is optional argument. 
48 5r) Not there. 

49 echo "Option [$1] Use default" 

50 shift 

5A ji 

52 

5S 7) Gp GOE 3E 

54 echo “VOjsiciem ISi] Weave; imove [92] V 
55 shift 

56 P 

5 

58 esac 

59 DoSomething 

60 Pi 

61 

62 --log | -1) # Enable Logging. 

63 echo "Option [$1] Logging enabled" 

64 Pi 

65 

66 --test | -t) # Enable testing. 

67 echo "Option [$1] Testing enabled" 

68 Pi 

69 

70 ==lneiio. || 9) 

yi echo "Option [$1] Display help" 

72 break 

WS eR 

74 

15 ==) # Done! S# is argument number for "--", SO is V=- 
76 echo "Option [$1] Dash Dash" 

T3 break 

78 P 

VO) 

80 23) 

81 echo "Major internal error!" 

82 exit 8 

83 Hn 

84 

85 esac 


86 echo "Number of arguments: [$4]" 


87 shift 


88 done 
89 

90 shift 
9 

92 u a) 

93 

94 exit 


Example A-52. Cycling through all the possible color backgrounds 


#!/bin/bash 


# show-all-colors.sh 

# Displays all 256 possible background colors, using ANSI escape sequences. 
# Author: Chetankumar Phulpagare 

# Used in ABS Guide with permission. 

T1=8 

T2=6 

T3=36 

offset=0 


irene sawn satiny {@)5 6 7} 


Mop p opp ppppop: 
O (o 0» -1 O Oi i (). M I2. O xo 0 -1 O O1 iS CQ) I 


Gor 
oe inn som d i} 
POT 
shownum— echo YSortfses + AR = si{num2) a enun" | be. 
echo -en "\E[0;48;5;${shownum}m color ${shownum} \E[0Om" 
} 
done 
Zi echo 
22 } 
23 done 
an 
25 offset=16 
cus aroe. a morus t 
BI lo 
26 Por Tine an. AS ot 
29 do { 
30 CST OTM Se CET Dl 
Sil ele 4 
32 shownum= echo "Soffset + ST2 * S{num3} \ 
319 te Suu ae SUES} «ww Segun) || exer 
34 echo -en "\E[0;48;5;${shownum}m color ${shownum} \E[Om" 
35 } 
36 done 
37 echo 
38 } 
39) done 
40 } 
41 done 
42 
43 offset=232 
dC Humb vn Mo meee a 
45 Glo 4 
46 shownum= expr Soffset + S$numl^ 
47 echo -en "\E[0;48;5;${shownum}m $(shownum) NE [0m" 
48 } 
49 done 
50 
51 echo 


Example A-53. Morse Code Practice 


!/bin/bash 

sam.sh, v. .01a 

Still Another Morse (code training script) 
With profuse apologies to Sam (F.B.) Morse. 
Author: Mendel Cooper 

License: GPL3 

Reldate: 05/25/11 


Morse code training script. 
Converts arguments to audible dots and dashes. 
Note: lowercase input only at this time. 


Get the wav files from the source tarball: 
http://bash.deta.in/abs-guide-latest.tar.bz2 
DOT-'soundfiles/dot.wav' 
DASH-'soundfiles/dash.wav' 

aybe move soundfiles to /usr/local/sounds? 


Mop pop pp PPP PY 
O (o 00 -1 O Oi i$ (). NM PB. O xo 0 - O O1 4 CQ I9 


21 LETTERSPACE-300000 # Microseconds. 

22 WORDSPACE-980000 

2S) Nice and slow, for beginners. Maybe 5 wpm? 
24 

25 EXIT_MSG="May the Morse be with you!" 

26 E_NOARGS=75 # No command-line args? 
273) 

28 

29 

30 declar A mors # Associative array! 
31 # # 
32 morse[a]="dot; dash" 

33 morse[b]="dash; dot; dot; dot" 

34 morse[c]="dash; dot; dash; dot" 

35 morse[d]="dash; dot; dot" 

36 morse[e]="dot" 

37 morse[f]="dot; dot; dash; dot" 

38 morse[g]="dash; dash; dot" 

29 morsse[h]e"dobts; dots dot; dot" 

40 morse[i]-2"dot; dot;" 

41 morse[j]="dot; dash; dash; dash" 

42 morse[k]="dash; dot; dash" 

43 morse[1]="dot; dash; dot; dot" 

44 morse[m]="dash; dash" 

45 morse[n]="dash; dot" 

46 morse[o]="dash; dash; dash" 

47 morse[p]="dot; dash; dash; dot" 

48 morse[q]="dash; dash; dot; dash" 

49 morse[r]="dot; dash; dot" 

50 omorsets]e"dots dots dor" 

51 morse[t]="dash" 

52 morse [ul="dot; dot; dash" 

53 morse[v]="dot; dot; dot; dash" 

54 morse[w]="dot; dash; dash" 

55 morse[x]="dash; dot; dot; dash" 

56 morse[y]="dash; dot; dash; dash" 

57 morse[z]="dash; dash; dot; dot" 

58 morse[0]="dash; dash; dash; dash; dash" 
59 morse[1]="dot; dash; dash; dash; dash" 
60 morse[2]="dot; dot; dash; dash; dash" 


[e 
«o 


3]="dot; 
4]-2"dot; 
5]="dot; 
6]="dash; 
morse[7]="dash; 
8]="dash; 
9]="dash; 
iE 
? 


dots dot; dash; dash” 
dope cor? ook ewes ne 
Sone Ooty dor dob" 
cors corc: cery e 


dash; 
dash; 
dash; 


Gols Cot. date 
des dots cok” 
dash; dash; dot" 


# The following must be escaped or quoted. 
morse -z"dots dot dash; dash; dot; dot" 
morsel.le"dot; dash; dob; dash; dot; dash" 
morse[,]="dash; dash; dot; dot; dash; dash" 
ouse/leVekms Choice ker ccs (lou. 

morse galee cash: cese cler casing coh" 
# 


# 


pley letter () 
{ 


eval $(morse[ 
# Why is 'eva 


$1]} 


# Play dots, dashes from appropriate sound 


l' necessary here? 


IRSIPANCIE 


usleep SLETTE 


extract letters 
{ 
local pos=0 
local len=1 
eis les ra 


O 


# Pause in between letters. 


# Slice string apart, letter by letter. 
# Starting at left end of string. 
# One letter at a time. 


while [ $pos It $strlen ] 


do 


letter=${l:pos:len} 
# DN SES E EE See Chapter 10.1. 
play letter $letter 


(excog) =i Wei 
((pos++) ) 
done 


# Mark letter just played. 


HePHHHHHHE Play the sounds #####H##HHHHEH 
dot () { aplay "SDOT" 2&>/dev/null; } 
dash() { aplay "SDASH" 2&>/dev/null; } 
HEHEHE EEEEEEEEEEEEEEEEE EEE EHH HE EHH HE HH 


no_args () 


{ 


declar a 


usag 


usage=( $0 wordl word2 ... ) 


echo "Usage 
echo S${usag 


pH pU 


elal 


itgue- unces 30m 10. i 2 3 


do 


extract letters ${usage[index] } 


usleep SWORDSPACE 


echo my 
done 
# echo "Usage 


echo; echo 


# int main() 


# { 


clear 
echo " 


Print space between words. 


2 [X0 wueusell worl? nog N 


SAM" 


# Clear the terminal screen. 


fales. 


127 echo "Still Another Morse code trainer" 


128 echo " Author: Mendel Cooper" 
129 echo; echo; 

130 

Wal awe qp v weg. 

132 then 


ios no_args 

ed echo, r echo, echo YS JUS CU weave 
USS exit SE_NOARGS 

i3 ia. 
1559] 
LS Oco; exeo. "gru # Print text that will be played. 
1,39 

LAO. xauanpablL |p =e WSL m 

141 do 

142 exwbieewi leiexs Sil 

143 SDE On to next word. 

144 usleep SWORDSPACE 
145 echon cn M. MI Print space between words. 
146 done 

147 

1A Sehor Scligp echo "seb MISE Gr 

149 

150 exit 0 

SEa wi 
1,52 

153 # Exercises: 

JL a 

155 # 1) Have the script accept either lowercase or uppercase words 
JL. es as arguments. Hint: Use 'tr' 3 

157 # 2) Have the script optionally accept input from a text file. 


Example A-54. Base64 encoding/decoding 


!/bin/bash 
base64.sh: Bash implementation of Base64 encoding and decoding. 


Copyright (c) 2011 vladz <vladz@devzero.fr> 
Used in ABSG with permission (thanks!). 


Encode or decode original Base64 (and also Base64url) 
a ceon STDIN dE) SADOU 


Usage: 


Encode 

$ ./base64.sh « binary-file > binary-file.base64 
Decode 

$ ./base64.sh -d « binary-file.base64 » binary-file 


Mop op op pppHpmpgÀ: 
O (o 00 -1 O Oi i$ (). M P O «o 0 -1 O O1 BRUNE 


Reference: 
[1] RFC4648 - "The Basel6, Base32, and Base64 Data Encodings" 
http://tools.ietf.org/html/rfc46484section-5 
2 
2g 
2d The base64 charset[] array contains entire base64 charset, 
24 and additionally the character "="... 
25 base64 charset-( {A..Z} {a..z} {0..9} + = ) 
26 # Nice illustration of brace expansion. 
BY} 


28 # Uncomment the ### line below to use base64url encoding instead of 


29 
30 
Sil 
52 
39 
34 
35) 
36 
3 
38 
39 
40 
41 
42 
43 
44 
45 
46 
47 
48 
49 
50 
5a 
52 
53 
54 
55 
56 
57 
58 
5$ 
60 
61 
62 
63 
64 
65 
66 
67 
68 
69 
70 
THE 
72 
WS 
74 
1S 
76 
EN 
78 
T$, 
80 
81 
82 
83 
84 
85 
86 
87 
88 
89 
90 
gi 
92 
93) 
94 


original base64. 
t base64 charset-( {A..Z} {a..z} {0..9} - _= ) 
Output text width when encoding 

(64 characters, just like openssl output). 


text_width=64 


function display base64 char { 


Convert a 6-bit number (between 0 and 63) into its corresponding values 


+ in Base64, then display the result with the specified text width. 


printf "$(base64 charset[$1])"; (( width++ )) 
(( width $ text width -- J && josciswei V Nu 


function encode base64 { 


# 


Encode thr 8-bit hexadecimal codes into four 6-bit numbers. 
We need two local int array variables: 

c8[]: to store the codes of the 8-bit characters to encode 
c6[]: to store the corresponding encoded values on 6-bit 
declare -a -i c8 c6 


Convert hexadecimal to decimal. 
eu S (oii ValloaseHiloo 54.8 (0/8 2 T Nave file Zen) Nas ileae atin! || exe». jj 


Let's play with bitwise operators 
ar (Oee9-loiE sue) 4x(6-losdbs. (Xguheuc salem) s 
(€ eor] = egeo] m 2 WV) 
(( eet = ((eSO0] & 3$) «e 4) | (esi 4» py) 


# The following operations depend on the c8 element number. 
case ${#c8[*]} in 


Ay cw cce quee op Ed ETE ceca npn opes oor esce y 
(( COIS] = C82] € GS )) pg 
2) (( esr2] = (eS e 15) << 2 ») 
(4 COIS] = 64 )) Fe 
iy (( eel = eel = GA ») gg 
esac 


for char in ${c6[@]}; do 
display base64 char ${char} 
done 


function decode base64 { 
# Decode four base64 characters into three hexadecimal ASCII characters. 


# c8[]: to store the codes of the 8-bit characters 
# c6[]: to store the corresponding Base64 values on 6-bit 
declare -a -i c8 c6 


# Find decimal value corresponding to the current base64 character. 
ioe current Cla im Sissi Sfilsilel}) SfileQei} Stiles ila clo 
| Uet eurian Cla}! = Val Tq gE leues 


position=0 

while [ "${current_char}" != "$(base64 charset [${position}]}" ]; do 
(X POSTE mH )) 

done 


c6-( $(c6[*1) ${position} ) 
done 


# Let's play with bitwise operators 
#+ (4x8-bit into 3x6-bits conversion). 


(( eso] = (cola) «<< 2) | eor z 4) m) 


# The next operations depends on the c6 elements number. 


95 case ${#c6[*]} in 
96 3) («€ ee ( «esu 3x5) ss 4) | («e912] se 2) ») 
o (4 c8i2Z] = (@6[2] & 3) «« $ ))g umes C82] rr 
98 4» («€ egi] e ( (eo o 15) << 4) | (eee) S 2) 3) 
99 (C esa]  €t1ee[2] & 3) << $) | ol] 9» 8f 
100 esac 
iL(O) iL 
102 ror Clase sin Sieg) ke rele; 
103 peier Weiss (Gouealinvese "mU S)feloveise jt) i 
104 done 
195 Jj 
106 
107 
108 4 main () 
109 
WLO sts [p "USD S wexspu pg. ce lanes # decode 
MLI 
i2 # Reformat STDIN in pseudo 4x6-bit groups. 
113 content-$ (cat | be = “mm” | secl se "S/ GIA fe) 
114 
ALS for chars in ${content}; do decode base64 ${chars}; done 
116 
117 else 
1L 3:8] # Make a hexdump of stdin and reformat in 3-byte groups. 
119 content-$ (cat - | xxd -ps -u | sed -r "s/(\w{6})/\1 /g" | 
42200) ieig ol UNasIV 
112211. 
1622 for chars in ${content}; do encode base64 ${chars}; done 
WAS} 
124 echo 
1,275 
WAG ital 


Example A-55. Inserting text in a file using sed 


1 #!/bin/bash 

2 Prepends a string at a specified line 

3 #+ in files with names ending in "sample" 

4 #+ in the current working directory. 

5 000000000000000000000000000000000000 

6 This script overwrites files! 

7 Be careful running it in a directory 

8 #+ where you have important files!!! 

9 000000000000000000000000000000000000 

10 

LI Create a couple of files to operate on 

T2 Olsample 

LS 02sample 

14 EG. 

15 These files must not b mpty, else the prepend will not work. 
16 

17 lineno-1 # Append at line 1 (prepend). 

18 filespec-"*sample" # Filename pattern to operate on. 

1g 
20 string-$ (whoami) # Will set your username as string to insert. 
2 # It could just as easily be any other string. 
22 
23 for file in $filespec # Specify which files to alter. 
Dak (le 5 dea eO 
25 Secl =i WSilnmeme Ti Wax Sup 
26 # ^^ -i option edits files in-place. 
27 t ^ Insert (i) command. 


28 
29 
30 
Sil 
32 
ES 
34 
E 
36 
ey 


echo WWSie qute lv 
done 
echo "Warning: 


xat O 


# Exercise: 


files possibly clobbered!" 


# Add error checking to this script. 


# It needs it badly. 


Example A-56. The Gronsfeld Cipher 


NPRPRPPRP PPP PY 
O (o 0» -1 O Oi i$ (). M PS. O xo 0 -1 O O1 4 CQ Io E 


[Sy [Sor ISS) SSP SS) IMSr [e 
=| tony (Gal dex (Oy) [Sy TY 


CO CO CO CO CO CO CO CO CO CO DNO DN 
We) we =] exi (np ES (65). DS) d (em). (xe). ei 


op 
a) 


op 
WN 


44 
45 
46 
47 
48 
49 


!/bin/bash 
gronsfeld.bash 


License: GPL3 
Reldate 06/23/11 


Allegedly, 


Note that this is 


Global Variables 
Enc suffix-"29379" 


GROUPLEN-5 


in the 17th Century. 


[This is an implementation of the Gronsfeld Cipher. 
It's essentially a stripped-down variant of the 

polyalphabetic Vigenére Tableau, 
[The classic Gronsfeld has a numeric sequenc 
but here we substitute a letter string, 
this cipher was invented by the eponymous Count Gronsfeld 


but with only 10 alphabets. 
as the key word, 
for ease of use. 


It was at one time considered to be unbreakabl 
##not### a secure cipher by modern standards. 


Encrypted text output with this 5-digit suffix. 
WALLS LUMACCILOMAS AS a CeCe o ifle). 
+ and when used to generate passwords adds security. 


Default_key="gronsfeldk" 


ntered below 


The script uses this if key not 

(at "Keychain"). 

Change the above two values frequently 
+ for added security. 


Output in groups of 5 letters, per tradition. 


alphal=( abcdefghijklmnopqgrstuvwxyz ) 


alpha2=( {A..Z} ) 
wraplen=26 

dflag- 

E NOARGS-76 
DEBUG=77 

declar a offsets 


HettttttKeychain#t#tttt 
key= 


# 10 characters! 


HTH HE HHT AE FE FE AE HH EH E E 


# Function 

O 

(od 
# Why ": 


! 


Encrypt or decrypt, 
()" as a function name? Just to prove that it can be done. 


Output in all caps, per tradition. 
Use alpha2=( {a..z} ) for password generator. 
Wrap around if past end of alphabet. 
Decrypt flag (set if $Enc_suffix present). 
Missing command-line args? 
Debugging flag. 
This array holds the numeric shift values for 
+ encryption/decryption. 


HEH 


### Put key here!!! 


HEH 


depending on whether $dflag is set. 


local idx keydx mlen offl shft 


50 
Bl 
52 
55 
54 
59 
56 
57 
58 
59 
60 
61 
62 
63 
64 
65 
66 
67 
68 
69 
70 
pit 
172 
13 
74 
75 
76 
p 
78 
US 
80 
81 
82 
83 
84 
85 
86 
87 
88 
89 
90 
il 
92 
93 
94 
95 
96 
IT 
98 
99 
100 
o 
102 
103 
104 
105 
106 
107 
108 
109 
110 
idu 
112 
LL) 
114 
11,8) 


Local jollesinceqeSS i 
local mlen=${#plaintext} 


for (( idx=0; idx<Smlen; idx++ )) 
do 
let "keydx = $idx $ $keylen" 
shft-S(offsets[keydx]) 


aie || =m VSee ] 

then # Decrypt! 
let voril = Segar abies VS falljoioel ||} Siolame a seb ad) = SsioseiceW 
# Shift backward to decrypt. 

else # Encrypt! 
ler vozel e S(exgoie mce U'Sdpedhgeieudl[ 51 3 Siisilesuoeescic galekeo il e Sela 
# Shift forward to encrypt. 
test $(( $idx $ SGROUPLEN)) = 0 && echo -n " " # Groups of 5 letters. 
# Comment out above line for output as a string without whitespace, 
#+ for example, if using the script as a password generator. 

ii 


((o£f1-—) ) # Normalize. Why is this necessary? 


aie || Sorri d © | 

then # Catch negative indices. 
let "offl += Swraplen" 

ie aL 


((off1 %= Swraplen) ) # Wrap around if past end of alphabet. 
echo -n "S{alpha2[off1]}" 
done 


wie dp — “schtilacg! ] 
then 
Beho YW Summae. STE aloe 
# echo "SEnc_suffix" # For password generator. 
else 
echo 
ipa 
) 4 End encrypt/decrypt function. 


s ame mecum (d) 1 


# Check for command-line args. 

wie [ =z SX | 

then 
echo "Usage: $0 TEXT TO ENCODE/DECODE" 
exit $E NOARGS 

iE dL 


ie [p Sil} =S Ue sie T 
# SSKONS jesse (eXepaeucigl- line ues 
then 
dflag-ON 
SCRE cimo Marl # Flag decrypted text with a "+" for easy ID. 
iE aL 


sig [| = Wege. 1 
then 

key="SDefault_key" # "gronsfeldk" per abov 
fn 


keylen=S {#key} 


116 


LLY ror (i ackeaOp nebe<Sikexvileimp ackerr J) 

118 do # Calculate shift values for encryption/decryption. 

iS) offsets [idx]=$ (expr index "S{alphal[*]}" ${key:idx:1}) # Normalize. 
120 ((offsets[idx]--)) # Necessary because "expr index" starts at 1, 

12 11 #+ whereas array count starts at 0. 

122 # Generate array of numerical offsets corresponding to the key. 

LAS) # There are simpler ways to accomplish this. 

124 done 

LAS 

126 aics=S (echo "Ss" | med -e Vs/ fs" | te Ao” aw | sel "s 1O—O1) 7 er » 


127 # Remove whitespace and digits from command-line args. 
128 # Can modify to also remove punctuation characters, if desired. 
1219 


LSO # Debug: 

IPS # echo "Sargs"; exit SDEBUG 

132 

133 s. WSeueciss” dme addshcsftuncudonuenamedeue 

134 # : is a null operator, except . . . when it's a function name! 

135) 

136 Gu 92 a |) egl0u-s&cudggt 

137 

LSE 

139 Dk ck ck ck Ck ck ck Ck ck Ck ck ck Ck ck cC ck KKK KK KKK KKK KKK KKK ck kk ck Ck ck kk ck kk ck ko ck ko ko ck Mk Sk ko Sk kv Mk ko ko kokok # 
140 This script can function as a password generator, 

141 #+ with several minor mods, see above. 

142 That would allow an easy-to-remember password, even the word 

143 #+ "password" itself, which encrypts to vrgfotvo29379 

144 #+ a fairly secure password not susceptible to a dictionary attack. 
145 Or, you could use your own name (surely that's easy to remember!). 
146 For example, Bozo Bozeman encrypts to hfnbttdppkt29379. 

EAJ Dk Ck ck ck 0k ck ck Ck ck Ck ck ck Ck ck Ck ck Ck ck ck ck ck Ck ck ck Ck ck ck ck ck ck ck ck ck ck kk ck Ck ck kk ck kk ck ko ck kk ck ko Sk ko Sk kv Mk ko ko kokok # 


Example A-57. Bingo Number Generator 


!/bin/bash 

bingo.sh 

Bingo number generator 

Reldate 20Aug12, License: Public Domain 


HERE E ETE ET EH EH EH EEE HEE EH EE HE HEH EEE EH HEH HE EEE EE HEHEHE E E E E EEE 
This script generates bingo numbers. 

Hitting a key generates a new number. 

Hitting 'q' terminates the script. 

In a given run of the script, there will be no duplicate numbers. 
When the script terminates, it prints a log of the numbers generated. 
HERE AE FE HE TE FE FE TH HHH EEE HE EEE EH HEHE HE HEE EH EE HE HEE EE EE HE HE EERE EE 


MIN=1 # Lowest allowable bingo number. 
MAX=75 # Highest allowable bingo number. 
COLS=15 # Numbers in each column (BIN GO). 
SINGLE DIGIT MAX-9 


(ee) lb fox (nb dem 463) IS) f (€» o) (eer Sa) (ex (Gap dee Go IS) [E 


19 declar a Numbers 
20 Prefix-(B I N G O) 


22 initialize Numbers () 
BS 4 jin Weisel) CASN OUE CO [SibXeu6lo n 


24 # They'll be incremented if chosen. 
235 local index=0 
26 uae || "USUsrokesx" ees SMAX || 


27 do 


28 
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57 
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vil 
WZ 
U3 
74 
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76 
pu 
78 
WS 
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84 
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88 
89 
90 
2t 
92 
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Numbers [index]-^0 
((index++) ) 
done 


Numbers [0]=1 # Flag zero, so it won't be selected. 


generate_number () 


{ 


local number 


while [ 1 ] 
do 
let "number = $(expr SRANDOM % SMAX)" 
if [ ${Numbers[number]} -eq 0 ] # Number not yet called. 
then 
let "Numbers [number]+=1" # Flag it in the array. 
break # And terminate loop. 
PE # Else if already called, loop and generate another number. 
done 
# Exercise: Rewrite this more elegantly as an until-loop. 


return $number 


print_numbers_called () 
{ # Print out the called number log in neat columns. 


# echo ${Numbers[@] } 
local pre2=0 # Prefix a zero, so columns will align 
#+ on single-digit numbers. 
echo "Number Stats" 


for (( index-1; index«-MAX; index++) ) 
do 
count=$ {Numbers [index] } 
let "t = Sindex Jes # Normalize, since array begins with index 0. 
ler "regla = Stexqoe Sic / SCOLS Y 
pre=${Prefix[column]} 
ur GCln@ =m. Venena iib ES FW 


ise | Sexe SE a SCOLS) =eq (0 1 


then 
echo # Newline at end of row. 
ia 
aie | “Saiiclesx epe SSN DICLE INO || se Check ror siting ile=Cligalic inwimesie. 
then 
cho -n "SpreSindex#S$count " 
else # Prefix a zero. 
cho -n "SpreSpre2Sindex#$count " 
ied 
done 
} 
# main () { 
RANDOM-$$ # Seed random number generator. 
initialize Numbers # Zero out the number tracking array. 


PRPrPPrPrPP ER 


LLG, 
120 
IAAL 
11212) 
12:3) 
124 
LAS 
126 


clear 
echo "Bingo Number Caller"; echo 
wells |p WESS exten MT # Main loop. 
do 
read -s -n1 p "Hit a key for the next number [q to exit] " key 
# Usually 'q' exits, but not always. 
i Cam always lot (CIL aie qp irenils. 
echo 
generate_number; new_number=$? 
let "column = $(expr $new number / SCOLS)" 
echo -n "S{Prefix[column]} " # B-I-N-G-O 
cho $new number 
done 
echo; echo 
# Game over 
print numbers called 
echo; echo "[#0 = not called . . . #1 = called]" 
echo 
e». O 
# } 


# Certainly, this script could stand some improvement. 
#See also the author's Instructable: 
#www.instructables.com/id/Binguino-An-Arduino-based-Bingo-Number-Generato/ 


To end this section, a review of the basics .. . and more. 


Example A-58. Basics Reviewed 


NPRPRPPRP PPP PY 
O (o 00 -1 O Oi i (). M PB. O xo 0 «1 O O1 i Q I0 E 


NORE [R9 (S3 [55x dE» 
(Om gs ©) PS) [5 


!/bin/bash 
basics-reviewed.bash 


i3 JE xtension == *.bash == specific to Bash 


Copyright (c) Michael S. Zick, 2003; All rights reserved. 
License: Use in any form, for any purpose. 
Revision: S$ID$ 


Edited for layout by M.C. 
(author of the "Advanced Bash Scripting Guide") 
Fixes and updates (04/08) by Cliff Bamford. 


This script tested under Bash versions 2.04, 2.05a and 2.05b. 
It may not work with earlier versions. 

This demonstration script generates on intentional-- 
+ "command not found" error message. S line 436. 


The current Bash maintainer, Chet Ramey, has fixed the items noted 
+ for later versions of Bash. 


gd HEH 


26 
2 
28 
29 
30 
Si 
32 
33 
34 
39 
36 
ST 
38 
3g 
40 
41 
42 
43 
44 
45 
46 
47 
48 
49 
50 
Sl 
52 
55 
54 
S) 
56 
57 
58 
59 
60 
61 
62 
63 
64 
65 
66 
67 
68 
69 
70 
pni 
p 
T3 
74 
75 
76 
33 
78 
US 
80 
81 
82 
83 
84 
85 
86 
87 
88 
89 
90 
91 


### Pipe the output of this script to 'more' ### 


###+ else it will scroll off the page. ### 
T4 T4 
### You may also redirect its output ### 
###+ to a file for examination. HHH 
T4 T 


Most of the following points are described at length in 
+ the text of the foregoing "Advanced Bash Scripting Guide." 


TP I SEA 


Variables are not typed unless otherwise specified. 


Variables are named. Names must contain a non-digit. 
File descriptor names (as in, for example: 2»&1) 
ar (exoxaWbEUA (ON. (hem: 


Parameters and Bash array elements are numbered. 
(Parameters are very similar to Bash arrays.) 


A variable name may be undefined (null reference). 
unset VarNull 


A variable name may be defined but empty (null contents). 
VarEmpty-'' # Two, adjacent, single quotes. 

A variable name may be defined and non-empty. 
VarSomething-'Literal' 


A variable may contain: 
* A whole number as a signed 32-bit (or larger) integer 
IN Bese ILI) 

A variable may also be an array. 


A string may contain embedded blanks and may be treated 
+ as if it where a function name with optional arguments. 


The names of variables and the names of functions 
+ are in different namespaces. 


A variable may be defined as a Bash array either explicitly or 
+ implicitly by the syntax of the assignment statement. 
inpqollal@alir, 2 
declare -a ArrayVar 


# The echo command is a builtin. 
echo $VarSomething 


# The printf command is a builtin. 


# Translate %s as: String-Format 

printf $s $VarSomething # No linebreak specified, none output. 
echo # Default, only linebreak output. 

# The Bash parser word breaks on whitespace. 


# Whitespace, or the lack of it is significant. 
# (This holds true in general; there are, of course, exceptions.) 


This demonstration script is mostly just a reorganized presentation. 


PRPPrPrPrRPEP PR 


Be 


or (ee ss] (xy Gal dE. Go) je» [3 
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Translate the DOLLAR SIGN character as: Content-Of. 


Extended-Syntax way of writing Content-Of: 
echo ${VarSomething} 


The ${ ... ) Extended-Syntax allows more than just the variable 
+ name to be specified. 
In general, $VarSomething can always be written as: ${VarSomething}. 


Call this script with arguments to see the following in action. 


# Outside of double-quotes, the special characters @ and * 
#+ specify identical behavior. 
# May be pronounced as: All-Elements-Of. 


# Without specification of a name, they refer to the 
#+ pre-defined parameter Bash-Array. 


4 Glob-Pattern references 
echo $* # All parameters to script or function 
(exeleo. Sie # Same 


# Bash disables filename expansion for Glob-Patterns. 
# Only character matching is active. 


# All-Elements-Of references 
echo $e # Same as above 
echo ${@} # Same as above 


Within double-quotes, the behavior of Glob-Pattern references 
* depends on the setting of IFS (Input Field Separator). 
Within double-quotes, All-Elements-Of references behave the sam 


Specifying only the name of a variable holding a string refers 
* to all elements (characters) of a string. 


To specify an element (character) of a string, 
+ the Extended-Syntax reference notation (see below) MAY be used. 


Specifying only the name of a Bash array references 
+ the subscript zero element, 
+ NOT the FIRST DEFINED nor the FIRST WITH CONTENTS element. 


Additional qualification is needed to reference other elements, 
+ which means that the reference MUST be written in Extended-Syntax. 
The general form is: ${name[subscript]}. 


[The string forms may also be used: S${name:subscript } 
+ for Bash-Arrays when referencing the subscript zero element. 


BONA N ISS ISP TNS) IS) 


N 
«o 


Bash-Arrays are implemented internally as linked lists, 
+ not as a fixed area of storage as in some programming languages. 


Characteristics of Bash arrays (Bash-Arrays): 


If not otherwise specified, Bash-Array subscripts begin with 
+ subscript number zero. Literally: [0] 
This is called zero-based indexing. 


If not otherwise specified, Bash-Arrays are subscript packed 
+ (sequential subscripts without subscript gaps). 


Negative subscripts are not allowed. 


El 


lements of a Bash-Array need not all be of the same typ 


ti 


lements of a Bash-Array may be undefined (null reference). 
That is, a Bash-Array may be "subscript sparse." 


ti 


lements of a Bash-Array may be defined and empty (null contents). 


ti 


lements of a Bash-Array may contain: 
* A whole number as a signed 32-bit (or larger) integer 
$ A BHETEILING| 
* A string formated so that it appears to be a function name 
+ with optional arguments 
LE 
Defined elements of a Bash-Array may be undefined (unset). 
That is, a subscript packed Bash-Array may be changed 
+ into a subscript sparse Bash-Array. 
LE 


Elements may be added to a Bash-Array by defining an element 
* not previously defined. 

## 

For these reasons, I have been calling them "Bash-Arrays". 
I'll return to the generic term "array" from now on. 
== Je 


Cimo W 


# Lines 202 - 334 supplied by Cliff Bamford. (Thanks!) 
# Demo --- Interaction with Arrays, quoting, IFS, echo, * and @ aS 


#+ all affect how things work 
ArrayVar[0]-2'zero' 0 normal 
ArrayVar[1]-one 1 unquoted literal 
ArrayVar[2]-2'two' 2 normal 
ArrayVar[3]-2'three' 3 normal 
ArrayVar[4]='I am four' 4 normal with spaces 
ArrayVar[5]-'five' 5 normal 
unset ArrayVar[6] 6 undefined 
ArrayValue[7]='seven' 7 normal 
ArrayValue[8]='' 8 defined but empty 
ArrayValue[9]='nine' 9 normal 

Glee). Here is the array we are using for this test' 
echo 
echo "ArrayVar[0]-2'zero' # 0 normal" 
echo "ArrayVar[1]=one # 1 unquoted literal" 
echo "ArrayVar[2]='two' # 2 normal" 
echo "ArrayVar[3]='three' # 3 normal" 


224 echo "ArrayVar[4]='I am four' # 4 normal with spaces" 
225 echo "ArrayVar[5]='five' # 5 normal" 

226 echo "unset ArrayVar[6] # 6 undefined" 

227 echo "ArrayValue[7]='seven' # 7 normal" 

228 echo "ArrayValue[8]-»'' 4 8 defined but empty" 
229 echo "ArrayValue[9]='nine' # 9 normal" 

230 echo 

231 

232 

233 echo 

234 echo '---Case0: No double-quotes, Default IFS of space,tab,newlin 
2/95. IU Se." NAZO S V 'xS«(9)9) U (SU WO" # In exactly this order. 
236 echo 'Here is: printf $q {${ArrayVar[*]}!' 

237 printf Sq $(ArrayVar[*]) 

238 echo 

239 echo 'Here is: printf %q {${ArrayVar[@]}!' 

240 printf $q ${ArrayVar[@] } 

241 echo 

242 echo 'Here is: echo ${ArrayVar[*]}' 

243 echo S{ArrayVar[@] } 

244 echo 'Here is: echo {${ArrayVar[@]}' 

245 echo S(ArrayVar[GQ]) 

246 

247 echo 

248 echo '---Casel: Within double-quotes - Default IFS of space-tab- 
249 wewlime ===! 

250) 30m S9 WV S" Ng eue V sso U i Rase thu bytes, 


2S remo. Vies Les Joakinen ae; Wi Oq2wex e Weus [L1 3 VV 
ASA jeunesse Gey US perenne [E] hU 

253 echo 
254 echo 'Here is: printf %q "{${ArrayVar[@]}"' 
255 peiner Sep "US passes Wane [8] JEU 

256 echo 
257 echo 'Here is: echo "$[(ArrayVar[*])"' 
258 echo "S{ArrayVar[@]}" 

259 echo “kere is: echo "{${ArrayVar[@]}"' 
260 echo "S{ArrayVar[@]}" 

26 1L 
262 echo 

29.9; regime; Y=—=—CASSZS Waitin cloulsle-cmMores = Tre as ep 
264 IFS-'q' 

265 echo 'Here is: printf $q "(S$(ArrayVar[*])"' 

266 printf sq "S{ArrayVar([*]}" 

267 echo 
268 echo 'Here is: printf $q "{${ArrayVar[@]}"' 
269 printf Sq "S{ArrayVar[@]}" 


270 echo 

271 echo 'Here is: echo "S${ArrayVar[*]}"' 

272 echo "S{ArrayVar[@]}" 

273 echo 'Here is: echo "(S$(ArrayVar[G])"' 

274 echo "S{ArrayVar[@]}" 

2 15 

276 echo 

ZU eme "-—-Qescess WülEuus glowisle-omotes = TS xg ^" 
278 IFS-2'^' 


DUS) cem; "exe 3b B. oeaiei Sep AS Aen Wee [1| PY 
200 printi oer WS paese [E] fw 

281 echo 
282 echo 'Here is: printf %q "{${ArrayVar[@]}"' 
ABS einer Sep WS sse Venue [Efe] EV 

284 echo 
285 echo 'Here is: echo "$[(ArrayVar[*])"' 
286 echo "S{ArrayVar[@]}" 

287 echo 'Here is: echo "(S$(ArrayVar[G])"' 
288 echo "S{ArrayVar[@]}" 

289 


WWWWW CO CO CO 


WW 
ND + 
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echo 
echo '---Case4: 


Within double-quotes - IFS is ^ followed by 


space,tab,newline' 


TRESS SAS xs (gU 
echo 'Here is: 


$'Nx0OO'S'NxOA' # ^ + space tab newline 
(eI MELE Seep WIS quee eu [L1] jw "v 


Prints Sq “S{ArrayVar|[*] }" 


echo 
Scho Vera 184 printi Se) "YS dX ene le] pu" 
printf $q "S(ArrayVar[Q])" 
echo 
cho 'Here is: echo "S{ArrayVar[*]}"' 
echo "S${ArrayVar[@]}" 
cho 'Here is: echo "{${ArrayVar[@]}"! 
echo "S${ArrayVar[@]}" 
echo 
echo '---Case6: Within double-quotes IFS set and empty ' 
IFS-'' 
echo 'Here is: printf $q "{${ArrayVar[*]}"' 
joueabagedE fep Ue avese nya tete [Lc ]] ge 
echo 
echo 'Here is: printf $q "{${ArrayVar[@]}"' 
printf $q "S(ArrayVar[Q])" 
echo 
cho “Here is: echo "S{ArrayVar[*]}"' 
echo "S${ArrayVar[@]}" 
cho 'Here is: echo "($(ArrayVar[G])"' 
echo "S${ArrayVar[@]}" 


echo 
echo '---Case7: 
unset IFS 

echo 'Here is: 


Within double-quotes - IFS is unset' 


iBye3ummEiE Sep "De Aerea e p wv 


jowssbgwEJE Ber US uere eue || || |v 


echo 
echo 'Here is: 


princi s6 U Ded esce wrewe [LG T] jV 


printf $q "S$(ArrayVar[Q])" 


echo 

cho 'Here is: echo "S{ArrayVar[*]}"' 
echo "S{ArrayVar[@]}" 

cho 'Here is: echo "{${ArrayVar[@]}"! 
echo "S${ArrayVar[@]}" 


echon = n PNA qu Cases 


Bee HES Jose 


T4 


to the default. 


Default is exactly these thr bytes. 
ISHS 1 Nx 20) VS WAI U S57 Ness 0 


# In exactly this order. 


Interpretation of the above outputs: 
A Glob-Pattern is I/O; the setting of IFS matters. 


T4 


Recall: 


TG 


An All-Elements-Of does not consider IFS settings. 


Note the different output using the echo command and the 
+ quoted format operator of the printf command. 


The abov xamples demonstrate the possible variations. 


cho 


Parameters are similar to arrays and have the similar behaviors. 


oS) 
i m 
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# To retain the shape of a sparse array, additional script 
#+ programming is required. 


Tg 
# The source code of Bash has a routine to output the 
#+ [subscript]=value array assignment format. 


# As of version 2.05b, that routine is not used, 
#+ but that might change in future releases. 


# The length of a string, measured in non-null elements (characters): 
echo 


eo Y Non-quoted references j 

echo 'Non-Null character count: 'S{#VarSomething}!' characters.' 

# test='Lit'$'\x00''eral' # S$'\x00' is a null character. 
# echo S{#test} # See that? 


The length of an array, measured in defined elements, 
+ including null content elements. 


echo 

cho 'Defined content count: 'S${#ArrayVar[@]}' elements.' 
That is NOT the maximum subscript (4). 
That is NOT the range of the subscripts (1. . 4 inclusive). 
It IS the length of the linked list. 

## 


Both the maximum subscript and the range of the subscripts may 
+ be found with additional script programming. 


The length of a string, measured in non-null elements (characters): 
echo 

CROM Quoted, Glob-Pattern references y 

echo 'Non-Null character count: '"${#VarSomething}"' characters.' 


# The length of an array, measured in defined elements, 
#+ including null-content elements. 


echo 
cho 'Defined element count: '"S{#ArrayVar[*]}"' elements.' 
# Interpretation: Substitution does not effect the ${# ... ) operation. 


# Suggestion: 
# Always use the All-Elements-Of character 
#+ if that is what is intended (independence from IFS). 


Define a simple function. 
I include an underscore in the nam 
+ to make it distinctive in th xamples below. 
# 
Bash separates variable names and function names 
+ in different namespaces. 
The Mark-On yeball isn't that advanced. 
# 
—simple() { 
echo m 'SimpleFunc'S@ # Newlines are swallowed in 
} #+ result returned in any case. 
7 duse ( cso }) wYORCGe sein alihvolas: a COmnanc ie PUNSELON s 
po taS S oca.) mocarcion ie pronounced: Result Ore: 
# Invoke the function _simple 
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Try passing arguments. 


Try passing arguments. 


No variable by that name. 


Gives an error messag 
SimpleFunc: command not found 


r the name of a defined function. 


f _simple is subject to evaluation. 


in-line Bash commands. 


An Output NOT A Command. 


echo 
eeno Y= = OWESUIE OE imeEiom Sunmola = =! 
_simple d 
echo 
# or 
( simple) # 
echo 
cho '- Is there a variable of that name? -' 
echo $ simple not defined # 
Invoke the result of function _simple (Error msg intended) 
LE 
$( simple) # 
line 436: 
echo 
LE 
The first word of the result of function simple 
+ is neither a valid Bash command no 
## 
This demonstrates that the output o 
LE 
Interpretation: 
A function can be used to generat 
A simple function where the first word of result IS a bash command: 
## 
—jesesbewe ()) i 
ceho =m "jeweabewe:t “ye; USB 
} 
EERO Y= = OUREIOUIES OIF iümetom —jorimt = —! 
.print parml parm2 
echo 


$( print parml parm2) 


echo 


$( print $VarSomething) 
echo 


# Function variables 


# 

echo 

Geog "-— = Iumetaugi weuciélolleas = =" 

# A variable may represent a signed i 


# A string may be used like a functio 


# set -vx 
declare -f funcVar 


funcVar- print 
$funcVar parmi 
echo 


funcVar-$( print ) 


Executes: printf $q parml parm2 
S) above IFS examples for the 
+ various possibilities. 


The predictable result. 


nteger, a string or an array. 
n name with optional arguments. 


Enable if desired 
+ in namespace of functions 


Contains name of function. 
Samne Gis. omine E TELS [SOLE 


Conranlas vestie (out PUCELO, 
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$funcVar 
$funcVar $VarSomething 


ING taare, ING) (GXSEJSIUHE c 
The predictable result. 


echo 
funcVar-$( print $VarSomething) SVarSomething replaced HERE. 
$funcVar The expansion is part of the 
echo * variable contents. 
funcVar-"$( print $VarSomething)" SVarSomething replaced HERE. 
$funcVar The expansion is part of the 
echo * variable contents. 
# The difference between the unquoted and the double-quoted versions 
#+ above can be seen in the "protect literal.sh" example. 
# The first case above is processed as two, unquoted, Bash-Words. 
# The second case above is processed as one, quoted, Bash-Word. 
# Delayed replacement 
# 
echo 
Gio. Y Delayed replacement : 

funcVar-"$( print '$VarSomething')" 4 No replacement, single Bash-Word. 
eval $funcVar # SVarSomething replaced HERE. 
echo 
VarSomething-'NewThing' 
eval $funcVar # SVarSomething replaced HERE. 
echo 
# Restore the original setting trashed above. 
VarSomething-Literal 
# There are a pair of functions demonstrated in the 
#+ "protect literal.sh" and "unprotect literal.sh" examples. 
# These are general purpose functions for delayed replacement literals 
#+ containing variables. 

REVIEW: 

A string can be considered a Classic-Array of elements (characters). 


(in concept, anyway). 


Wine MOTELO 


Bash-Array: array_name. 


he Extended-Syntax string opera 
elements of an array. 


A string operation applies to all elements 


(characters) of the string 


S{array_name[@]} represents all elements of the 


tions can be applied to all 


4 


This may be thought of as a For-l 


im cne tmanreialization one SEO 
Li 


Each operation on a vector of strings. 


Parameters are similar to an array. 

he initialization of a parameter array for a script 

and a parameter array for a function only differ 

which never changes its setting. 


Subscript zero of the script's parameter array contains 


(ny (ex (ex. (63) ony yi Xoxy |} «om! 
(oy (99) «| (xy (On HES GS) PS) [5 


# 


+ the name of the script. 


Se + OSE OSE che SHE HE 
h 


Subscript zero of a function's parameter array DOES NOT contain 
+t the name of the function. 


current function is accessed by the SFUNCNAME variable. 


The name of th 

A quick, review list follows 
echo 
echo '- - Test (but not change) 
echo '- null reference -' 


echo -n ${VarNull-'NotSet'}' ' 
echo ${VarNull} 
echo -n $(VarNull:-'NotSet')' ' 
echo ${VarNull} 


Geko Y= mull Comeemcs —" 
echo -n ${Var 
echo ${VarEmp 


echo -n $(Varl 


echo ${VarEmp 


Empty-' Empty ' ) ' ' 


ty} 


ty} 


DOES — mue)" v 


Choma 


contents 


echo $(VarSomething-'Content') 
echo $(VarSomething:-'Content'j 


(quick, 


"ox. fioreuci) c 


NotSet 
NewLine only 
NotSet 
Newline only 


Only the space 
Newline only 
Empty 

Newline only 


Literal 
Literal 


part of the tests 


Cing "= Soares Arrey —V 
echo ${ArrayVar[@]-'not set'} 
ASCII-Art time 
Star YW==VeS, N==a© 
Unset t Ni S4 
Empty N Y SE 
Contents N N S{# 
Either the first and/or the second 
+ may be a command or a function invocation string. 
echo 
eximo Y= = "eget L itor uncleitzmecl = =! 
declare -it 
cee) A 
t=St-1 


# Null referenc 


t=S{#VarNull1} 
${VarNull- _decT } 


echo $t 


# Null contents, 


, 


set: t = l 


set: t == 0 


t=S{#Varl 


Empty 


} 


$(VarEmpty- _decT } 


secho. Sr 


# Contents, s 
VarSomething='_simple' 
t=${#VarSomething} 
$(VarSomething- _decT } 


echo $t 


# Exercise: 


Ser E 


unset _decT 
VarSomething=Literal 


ues 


# Results in zero. 
# Function executes, t now -1. 


# Results in zero. 
#2 CBE frunetion NOK cesse 


t == number of non-null characters 


clean up that example. 


Se SE ch ok 


Set to valid function name. 
non-zero length 

Function _simple executed. 
Note the Append-To action. 


620 echo 


(92L Scho t —"exehE Ehotel Changen —! 
622 echo '- Assignment if null reference -' 
623 echo -n ${VarNull="NotSet'}!' ' # NotSet NotSet 


624 echo S$(VarNull) 
625 unset VarNull 


626 
627 echo '- Assignment if null reference -' 
(62/9. eho =a Siweuenlls="NeEeSecl}" V # NotSet NotSet 


629 echo S${VarNull} 
630 unset VarNull 


631 
632 echo '- No assignment if null contents -' 
633 echo -n ${VarEmpty='Empty'}' ' # Space only 


634 echo ${VarEmpty} 
635 VarEmpty='' 


636 
637 echo '- Assignment if null contents -' 
638 echo -n ${VarEmpty:='Empty'}' ' # Empty Empty 


639 echo ${VarEmpty} 
640 VarEmpty='' 


641 

642 echo '- No change if already has contents -' 

643 echo ${VarSomething='Content'} # Literal 
644 echo ${VarSomething:='Content' } # Literal 
645 

646 

647 "Subscript sparse" Bash-Arrays 

648 

649 Bash-Arrays are subscript packed, beginning with 
650 #+ subscript zero unless otherwise specified. 

651 

652 The initialization of ArrayVar was one way 

653 #+ to "otherwise specify". Here is the other way: 
654 

655 echo 

656 declare -a ArraySparse 

657 ArraySparse-( [1]-one [2]="' [4]='four' ) 


658 4 [0]2null reference, [2]=null content, [3]=null referenc 
659 


660 echo ' Array-Sparse List ! 
661 4 Within double-quotes, default IFS, Glob-Pattern 
662 


GOs WMHS) Nos] U f. V VOSS Nossa v 
664 printf tq "S[ArraySparse[*])" 


665 echo 

666 

667 Note that the output does not distinguish between "null content" 
668 #+ and "null reference". 

669 Both print as escaped whitespac 

670 # 

(ONE Note also that the output does NOT contain escaped whitespac 
672 #+ for the "null reference(s)" prior to the first defined element. 
673 # 

674 This behavior of 2.04, 2.05a and 2.05b has been reported 

675 #+ and may change in a future version of Bash. 

676 

677 To output a sparse array and maintain the [subscript]=value 

678 #+ relationship without change requires a bit of programming. 

579 One possible code fragment: 

680 # 

681 local 1=${#ArraySparse[@] } # Count of defined elements 
682 local f=0 # Count of found subscripts 
683 local i=0 # Subscript to test 

684 ( # Anonymous in-line function 


685 foie (( diss sweep. s — m e  g s «€ dL pg sies 


do 
# ‘if defined then...' 


S{ArraySparse[$i]+ eval echo '\ ['S$i']='S{ArraySparse[$i]} ; (( f£++ 


done 


The reader coming upon the above code fragment cold 
+ might want to review "command lists" and "multiple commands on a line" 
+ in the text of the foregoing "Advanced Bash Scripting Guide." 
# 

Note: 

The "read -a array name" version of the "read" command 
+ begins filling array name at subscript zero. 

ArraySparse does not define a value at subscript zero. 
# 

The user needing to read/write a sparse array to either 
+ external storage or a communications socket must invent 
+ a read/write code pair suitable for their purpose. 


Exercise: clean it up. 


unset ArraySparse 


echo 
echo '- - Conditional alternate (But not change)- -' 
echo "- Ne wdleeuceyeuse aie muL merece =! 


echo n ${VarNull+'NotSet'}' ' 
echo ${VarNull} 
unset VarNull 


echo '- No alternate if null reference -' 
echo -n ${VarNull:+'NotSet'}' ' 

echo ${VarNull} 

unset VarNull 


cho '- Alternate if null contents -' 
echo m SH Wencliijsieyar Vimo! pw v # Empty 
echo ${VarEmpty} 
VarEmpty-'' 
echo '- No alternate if null contents -' 
secho =o Gibwieuclwwuxzsy garter yy v # Space only 
echo S$(VarEmpty) 
VarEmpty-'' 
cho '- Alternate if already has contents -' 


# Alternate literal 
echo -n ${VarSomething+'Content'}' Y # Content Literal 
echo ${VarSomething} 


# Invoke function 


echo -n ${VarSomething:+ $( simple) }' Y # SimpleFunc Literal 
echo ${VarSomething} 
echo 
Co. " SUES Aucuey = = 
echo ${ArrayVar[@]+'Empty' } # An array of 'Empty' (ies) 
echo 
eco Y= = Tesi 2 COL UCE as = =! 


Cacia al it 
—3umem () 4 
t=$t+1 


p 


} 


=] Oy Gn dE. Go) je» [3 


# Note: 
# This is the same test used in the sparse array 
#+ listing code fragment. 


ss yall refsrance, gets ic == =I 

t=${#VarNull}-1 # Results in minus-one. 
SE IBVZEISTS IN STRIS e # Does not execut 

echo $t' Null reference' 

5: INUULIL contents, set: i == 0) 

t=${#VarEmpty}-1 # Results in minus-one. 
${VarEmpty+ _incT } # Executes. 

echo $t' Null content' 

# Contents, set: t == (number of non-null characters) 
t=S{#VarSomething}-1 # non-null length minus-one 
$(VarSomething- _incT } # Executes. 

echo Sie’ - (hoyos: " 

# Exercise: clean up that example. 


RSET b 
unset MINEL 


# ${name?err_msg} ${name:?err_msg} 

# These follow the same rules but always exit afterwards 

#+ if an action is specified following the question mark. 

# The action following the question mark may be a literal 

#+ or a function result. 

HHH 

# S{name?} S{name:?} are test-only, the return can be tested. 


# Element operations 

# 

echo 

echo '- - Trailing sub-element selection y 
# Strings, Arrays and Positional parameters 


# Call this script with multiple arguments 


#+ to s the parameter selections. 
Schon ALL v 
echo ${VarSomething: 0} # all non-null characters 
echo ${ArrayVar[@]:0} # all elements with content 
echo ${@:0} # all parameters with content; 
# ignoring parameter[0] 
echo 
echo YS AMDIMESH b 
echo ${VarSomething:1} # all non-null after character[0] 
echo ${ArrayVar[@]:1} # all after element[0] with content 
echo ${@:2} # all after param[1] with content 
echo 
GIN. Y= RENEGA cungei =N 
echo ${VarSomething:4:3} # ral 
# Three characters after 
i? Characters] 
Gao); U- SOseSS duce; Gueule —'! 
echo ${ArrayVar[@]:1:2} # four The only element with content. 


818 
819 
820 
821 
822 
823 
824 
325 
826 
827 
828 
829 
830 
831 
832 
833 
834 
935 
836 
9 317) 
838 
839 
840 
841 
842 
843 
844 
845 
846 
847 
848 
849 
850 
851 
852 
853 
854 
855 
856 
857 
858 
859 
860 
861 
862 
863 
864 
865 
866 
867 
868 
869 
870 
qi 
872 
873 
874 
875 
876 
877 
878 
879 
880 
881 
882 
883 


# Two elements after (if that many exist). 
# the FIRST WITH CONTENTS 
#+ (the FIRST WITH CONTENTS is being 
#+ considered as if it 
#+ were subscript zero). 
# Executed as if Bash considers ONLY array elements with CONTENT 
wu prine ieg AS Array Vana TOR SEU # Try this one 


a akin Versto 2408. 2.05: wel AOSS 
#+ Bash does not handle sparse arrays as expected using this notation. 


# The current Bash maintainer, Chet Ramey, has corrected this. 


Cio " Jews cunce =" 
ecimo 9188222] # Two parameters following parameter[1] 
# New victims for string vector examples: 


stringZ=abcABC123ABCabc 
arrayZ=( abcabc ABCABC 123123 ABCABC abcabc ) 


eyseuceceu-( jib —Veloxeaoc [SIH VWNKCARIC! fpa" qnylevi2917295 ») 
echo 
Seno " c = auem GEL) — "eere = oV 
echo " = = yictin array — -l Silarrayz [0] = = v 
Emo Y Sparse array = =—'Sfsparsea le pia = % 
Choma TON null ref, [2]==null ref, [4]==null content - ' 
echo ' - [1]=abcabc [3]=ABCABC [5]=123123 - ' 
(log. Y non-null-reference count: '$[(4sparseZ[G])' elements' 
echo 
echo '- - Prefix sub-element removal Y 
Co. " Glob-Pattern match must include the first character. - -' 
gig Glob-Pattern may be a literal or a function result. - -' 
echo 
# Function returning a simple, Literal, Glob-Pattern 


alen) 1 
echo =i "eleg 

} 

Glave: "— SNORE SEER ES EA 
echo ${stringZ#123} # Unchanged (not a prefix). 
echo S{stringZ#$ (_abc) } # ABCI23ABCabc 
echo S{arrayZ[@]#abc} # Applied to each element. 
# echo S${sparseZ[@]#abc} # Version-2.05b core dumps. 
# Has since been fixed by Chet Ramey. 


# The -it would be nic iP LIEGE SH UlOSSie sort - (QE 


# echo S${#sparseZ[@] #*} # This is NOT valid Bash. 
echo 
(cimo) Y= Oest oreo =! 
echo ${stringZ##1*3} # Unchanged (not a prefix) 
echo S${stringZ##a*C} # abc 
echo S${arrayZ[@]##a*c} sr INBICUNEC, 123123) ABCABC 
# echo S${sparseZ[@]##a*c} # Version-2.05b core dumps. 
# Has since been fixed by Chet Ramey. 
echo 
echo '- - Suffix sub-element removal T 
Co. " Glob-Pattern match must include the last character. - -' 
ag Glob-Pattern may be a literal or a function result. - -' 


echo 
Gho "— Simoxtei SUE =o! 

echo ${stringZ%1*3} # Unchanged (not a suffix). 

echo ${stringZ%$(_abc) } # abcABC123ABC 

echo S{arrayZ[@]%abc} # Applied to each element. 
# echo S${sparseZ[@]%abc} # Version-2.05b core dumps. 
# Has since been fixed by Chet Ramey. 


# The -it would be nice- Last-Subscript-Of 


# echo S${#sparseZ[@] %*} 


ec 
ec 
ec 
Xe; 
ce 


# echo S${sparseZ[@]%%b*c} 


NO 
NO 
no 
no 
NO 


# This is NOT valid Bash. 


'—- Longest suffix -' 

$(stringZz$$1*3) # Unchanged (not a suffix) 
$(stringZz$$b*c) # a 

S{arrayZ[@]%s%b*c} # a ABCABC 123123 ABCABC a 


# Version-2.05b core dumps. 


: Glob-Pattern may be a literal or Glob-Pattern function result. 


'—- — Second specification may be a literal or function result. 
'—- — Second specification may be unspecified. Pronounce that' 


# Has since been fixed by Chet Ramey. 
echo 
Gig." Sub-element replacement : 
(moy " Sub-element at any location in string. - -' 
exeimo. J > WIIESe Secte Caron was mb (Gllgle-isiesm = =) 
cho 
echo 
echo 
echo ' as: Replace-With-Nothing (Delete) - -' 
echo 


# Function returning a simple, Literal, Glob-Pattern 


IAS) 1 
Seino =m UJLASU 

} 

cho '- Replace first occurrence -' 
echo ${stringZ/$(_123) /999} # Changed (123 is a component). 
echo ${stringZ/ABC/xyz} # xyZABC123ABCabc 
echo S{arrayZ[@]/ABC/xyz} # Applied to each element. 
echo ${sparseZ[@] /ABC/xyz} # Works as expected. 
echo 

cho '- Delete first occurrence -' 
echo $(stringZ/$(. 123)/] 
echo $(stringZ/ABC/) 
echo $(arrayZ[GQ]/ABC/) 
echo ${sparseZ[@]/ABC/} 

# The replacement need not be a literal, 

#+ since the result of a function invocation is allowed. 

# This is general to all forms of replacement. 
echo 

cho '- Replace first occurrence with Result-Of -' 
echo $(stringZ/$( 123)/$( simple)) # Works as expected. 
echo $(arrayZ[0]/ca/$( simple)]) # Applied to each element. 
echo ${sparseZ[@]/ca/S$(_simple) } # Works as expected. 
echo 

cho '- Replace all occurrences -' 
echo $[(stringZ//[b2]/X) i; OK out Io's uel 2 "gl 
echo $(stringZ//abc/xyz] # xyzABC123ABCxyz 
echo ${arrayZ[@]//abc/xyz} # Applied to each element. 
echo ${sparseZ[@]//abc/xyz} # Works as expected. 


950 


951 echo 

952 echo '- Delete all occurrences -' 

953 echo ${stringZ//[b2]/} 

954 echo ${stringZ//abc/} 

955 echo ${arrayZ[@]//abc/} 

956 echo ${sparseZ[@]//abc/} 

957 

958 echo 

959 echo '- - Prefix sub-element replacement ! 

OG celo "— = Karek mise nelice wies cirst  (elseeieeues = =) 

961 echo 

962 

963 echo '- Replace prefix occurrences -' 

964 echo ${stringZ/#[b2]/X} # Unchanged (neither is a prefix). 
965 echo ${stringZ/#$ (_abc) /XYZ} # XYZABC123ABCabc 

966 echo S${arrayZ[@]/#abc/XYZ} # Applied to each element. 
967 echo ${sparseZ[@]/#abc/XYZ} # Works as expected. 

968 

969 echo 

970 echo '- Delete prefix occurrences -' 

GL eyelne, SH benExcshiQ(9 47 sro 1| 74] 

972 echo $[(stringZ/4$ (_abc) /} 

973 echo ${arrayZ[@]/#abc/} 

974 echo ${sparseZ[@]/#abc/} 

975 

976 echo 

977 echo '- - Suffix sub-element replacement : 

978 echo '- - Match must include the last character. - -' 

979 echo 

980 

981 echo '- Replace suffix occurrences -' 

982 echo $(stringZ/$[b2]/X) # Unchanged (neither is a suffix). 
Ness secho Sil Strina 539 (Ls d9X8)) (sea } # abcABC123ABCXYZ 

984 echo S{arrayZ[@]/%abc/xYZ} # Applied to each element. 
985 echo ${sparseZ[@]/%abc/XYZ} # Works as expected. 

986 

987 echo 

988 echo '- Delete suffix occurrences -' 

989) echo S enexsboq 4 s 992 1] 7} 

SO) ceho SeT viel V ex ((_aileye!) // }} 

991 echo ${arrayZ[@]/%abc/} 

992 echo ${sparseZ[@]/%abc/} 

995 

994 echo 

9905 sero V= > Goechal cases (Qi LI (ellelo-IeuEitewem. = =" 

996 echo 

99g 

9S exeo V= preiris aLL =! 

999 4 null substring pattern means 'prefix' 

1000 echo ${stringZ/#/NEW} # NEWabcABC123ABCabc 
1001 echo S${arrayZ[@]/#/NEW} # Applied to each element. 
1002 echo ${sparseZ[@]/#/NEW} # Applied to null-content also 
1003 # That seems reasonable. 
1004 

1005 echo 

1O06 echo Y= Swikitis alll =! 

1007 # null substring pattern means 'suffix' 

1008 echo ${stringZ/%/NEW} # abcABC123ABCabcNEW 

1009 echo S${arrayZ[@]/%/NEW} # Applied to each element. 
1010 echo ${sparseZ[@]/%/NEW} # Applied to null-content also. 
dE) 3L 3L # That seems reasonable. 
TALZ 

1013 echo 

1014 echo '- - Special case For-Each Glob-Pattern - -' 

LOLS xeleg. Yo = = = Weis 15 A gubee-ie-laswe leen i 


1016 echo 


WO) 7) 

1018 _GenFunc() { 

TOOLS echo =ia $107 # Illustration only. 
1020 # Actually, that would be an arbitrary computation. 
LOZ ft 

1022 


1023 # All occurrences, matching the AnyThing pattern. 

1024 # Currently //*/ does not match null-content nor null-reference. 
1025 4 /#/ and /$/ does match null-content but not null-reference. 
1026 echo ${sparseZ[@]//*/S (_GenFunc) } 


1O27 

1028 

1029 A possible syntax would be to make 

1030 #+ the parameter notation used within this construct mean: 

LO Sal S{1} The full element 

1032 $(2) - The prefix, if any, to the matched sub-element 
OSS ${3} The matched sub-element 

1034 $(4) - The suffix, if any, to the matched sub-element 
1035 

1036 echo $(sparseZ[G]//*/$( GenFunc ${3}) } # Same as ${1} here. 
LOST Perhaps it will be implemented in a future version of Bash. 
1038 

1039 


1040 exit 0 


Example A-59. Testing execution times of various commands 


#!/bin/bash 

# test-execution-time.sh 

# Example by Erik Brandsberg, for testing execution time 

#+ of certain operations. 

# Referenced in the "Optimizations" section of "Miscellany" chapter. 


count=50000 
echo "Math tests" 
echo weca via We Jy” 


Tine tor (( t=O 1< S@ownmes rN) 
do 

result=$(( $i%2 )) 
done 


echo "Math via *expr*:" 


Tine for (( step. ax Sew@wnmes- xp) 
do 

result-'expr "$i$2"^ 
done 


NPRPRPPRP PPP PY 
O (o 0» -1 O Oi i (). NM HIP. O x0 0 -1 O O1 4 CQ I9 E 


20 echo Mais aram selle 

22. vime ier (i step a< Seow; iur) ) 
23 do 

24 let result=$i%2 

25 done 

26 

27 echo 

28 echo "Conditional testing tests" 
29 

30 echo "Test via case:" 

Sil Gine ror (( n=07 a< Segun; a5) ) 
32 elo) 

33 Case S Sus) am 


3A ON; 


35) 1). S: ER 


36 esac 

37 done 

38 

39 CEO Wut wem sie [hin uxo cmoress” 
40) Ese: tor (( mes L< SECOUER abes) ) 
41 do 

42 ae Jb SUC Suse) = Qr Tg. eae 
43 H 

44 else 

45 

46 pu 

47 done 

48 

49 echo "Test with if [], quotes:" 
540. cime toe d(( ae i< Sewn? abe) ) 
51L ele 

52 aaa [p USO Saa 3) b Se O rg. Rae 
53 : 

54 else 

55 B 

56 ER 

57 done 

58 

DO exeimgo Wee waitin it [D]; weti ex 
60 tine ore (( 107 1< SemgwuEg i) 
61 do 

62 zs [p S(( Si82 )) -ee 0 Ip them 
63 B 

64 else 

65 

66 teak 

67 done 

68 

69 exit $? 


Example A-60. Associative arrays vs. conventional arrays (execution times) 


#!/bin/bash 

# assoc-arr-test.sh 

# Benchmark test script to compare execution times of 
#  numeric-indexed array vs. associative array. 

# Thank you, Erik Brandsberg. 


count=100000 # May take a while for some of the tests below. 
declare simple # Can change to 20000, if desired. 

declare -a arrayl 

declare -A array2 

declare -a array3 

declare -A array4 


echo "===Assignment tests===" 
echo 


echo "Assigning a simple variable:" 

# References $i twice to equalize lookup times. 

inane tor (( a=Os ax Segun ats) js cle 
simple-$i$i 


Mop p opp ppppÀpGÀG:! 
O (o 00 -1 O Oi i (). MN P O xo 0 -1 O O1 4 CQ Io E 


done 


NNN 
Ww N e 


eelao, We 


N 
A 


25 
26 
27 
28 
29 
30 
St 
32 
39 
34 
39 
36 
3) 
38 
39 
40 
41 
42 
43 
44 
45 
46 
47 
48 
49 
50 
Sul 
52 
53) 
54 
53 
56 
57 
58 
59 
60 
61 
62 
63 
64 
65 
66 
67 
68 
69 
70 
pat 
72 
13 
74 
WS 
76 
77 
78 
79 
80 
81 
82 
83 
84 
85 
86 
87 
88 
89 
90 


echo 
time 


done 


echo 


echo 
time 


done 


echo 


echo 
time 


done 


echo 


echo 
time 


done 


echo 


echo 
time 


done 


echo 


echo 
time 


done 


echo 


echo 
time 


done 


echo 


echo 
time 


done 


echo 


echo 
time 


done 


echo 


echo 
time 


"Assigning a numeric index array entry:" 


rowr (C sto 3b Suez: aut) 2 cle 
arrayl[S$i]-$i 


"Overwriting a numeric index array entry:" 


tox (( 120° ax Seoumes i9))2 Glo 
arrayl[S$i]-$i 


"Linear reading of numeric index array:" 


ror (((( 107 a< Sueouuoez- a3) 9 clo 
simple-arrayl[S$i] 


"Assigning an associative array entry:" 


iow (spp s Seems ads) )e clo 
array2[S$i]-$i 


"Overwriting an associative array entry:" 


noe E a=02 i< Seona at) ))s cle 
array2[S$i]-$i 


"Linear reading an associative array entry:" 


one (( 1205 ax S@oumimer mah) )s clo 
simple=array2 [$i] 


"Assigning a random number to a simple variable:" 


icone (( 107 a< Seen s: at) )) 6 clo 
simple=$RANDOM 


"Assign a sparse numeric index array entry randomly into 64k cells:" 


one (C step a< Semwnies i)e clo 
array3[S$RANDOM]-$i 


"Reading sparse numeric index array entry:" 


Ow vedios. ain "Sqeuemesz Se] ive clo 
simple=Svalue 


"Assigning a sparse associative array entry randomly into 64k cells:" 


one (( sep i< SemgwuEg: rris clo 
array4 [SRANDOM]=$i 


91 done 

Ogg ctm 

95 echo "Reading sparse associative index array entry:" 
96 time for value in "S{array4[@]}"; do 

97 simple=Svalue 


98 done 


IOO szw S? 
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Appendix B. Reference Cards 


The following reference cards provide a useful summary of certain scripting concepts. The foregoing text 
treats these matters in more depth, as well as giving usage examples. 


Table B-1. Special Shell Variables 


$0 Filename of script 
$2 


$ Last argument of previous command 
$! Process ID (PID) of last job run in background 


* Must be quoted, otherwise it defaults to $@. 


Table B-2. TEST Operators: Binary Comparison 


Operator Meaning [Operator [Meaning 


Fea — Bqualto | Bua to 
pe [Equito 
sno (Notequlto t= — Notequalto 
pit qpesthan | [Lessthan (ASC) * 
Ele — essthanorequalto | | 

ot Greaterthan | Greater than (ASCID * 


-Z String is empty 

-n String is not empty 
Arithmetic Comparison |within double parentheses (( ... )) |] | 
Bo Greaterthan 0 S 


>= Greater than or equal to poc 
E kesma o ooo |o 


<= ess than or equal to E es 


* [f within a double-bracket [| ... ]] test construct, 


Table B-3. TEST Operators: Files 


Operator Tests Whether [= 
Fe — JHieedss d | 


then no escape \ is needed. 


Operator Tests Whether 


r File has read permission 


Lr [File is a regular file a 


d File is a directory 
h File is a symbolic link 
EL ^^ JFleisasymboliclink | | 


ze — JHieisappe | | 


-5 File is a socket 
-t Fil Is associated with a terminal a 
E 


read 
li tial 
ee es E! 
l 


NOT (inverts sense of above 
tests) 


-wW File has write permission 


-X File has execute permission 


-g sgid flag set 


u suid flag set 


-k "sticky bit" set 


F File F1 is newer than F2 * 


a ee 
O c es 


F1 -ot F2 File Fl is older than F2 * 


F1 -ef F2|Files Fl and F2 are hard links to the same 
file * 


* Binary operator (requires two operands). 


Table B-4. Parameter Substitution and Expans 


${var=$DEFAULT} 


ion 


If var not set, evaluate expression as SDEFAULT * 


S 


var:=$D] 


EFAULT } |If var not set or is empty, evaluate expression as SDEFAULT * 


S{var+SOTHER} If var set, evaluate expression as SOTHER, otherwise as null string 


S{var:+SOTHER} _ If var set, evaluate expression as SOTHER, otherwise as null string 
$(var?$ERR MSG) |f var not set, print SERR_MSG and abort script with an exit status of 1.* 


S{var:?SERR_MSG} If var not set, print SERR_MSG and abort script with an exit status of 1.* 


Is{!varprefix*} [Matches all previously declared variables beginning with varprefix 


S${!varprefix@} Matches all previously declared variables beginning with varprefix 


* [f var is set, evaluate the expression as $var with no side-effects. 


# Note that some of the above behavior of operators has changed from earlier versions of Bash. 


Table B-5. String Operations 


S{#string} Length of $string 
tring:posit Extract substring from $stringat Sposition 


tring:position:length} Extract $length characters substring from $string 
at Sposition [zero-indexed, first character is at 
position 0] 


g#substring} Strip shortest match of $subst ring from front of 
Sstring 


Sstring 
Sstring 
Sstring 
E Ye, 


string/substring/replacement } Replace first match of Ssubst ring with 
Sreplacement 


g//substring/replacement Replace all matches of Ssubst ring with 
Sreplacement 


g/#substring/replacement If Ssubst ring matches front end of $string, 
substitute replacement for $substring 


substitute replacement for $substring 
C (ge S| 
a a a | | 
Sstring 
Sstring 


expr index "Sstring" Ssubstring 


expr substr $string Sposition 
Slength 


expr match "Sstring" 
'\ (Ssubstring\) ' 


expr "$string" : '\(Ssubstring\)' 
expr match "Sstring" 

'.*\ (Ssubstring\) ' 

expr "$string" : 

'.*\ (Ssubstring\) ' 


* Where Ssubst ring is a Regular Expression. 


Table B-6. Miscellaneous Constructs 


Expression 


Numerical position in $st ring of first character in 
Ssubstring* that matches [0 if no match, first 
character counts as position 1] 


Extract $length characters from $string starting at 
Sposition [0 if no match, first character counts as 
position 1] 


Extract Ssubst ring*, searching from beginning of 
Sstring 

Extract Ssubst ring* , searching from beginning of 
Sstring 

Extract Ssubstring*, searching from end of 
Sstring 

Extract Ssubst ring’, searching from end of 
Sstring 


Brackets 

if [ CONDITION ] 
if [[ CONDITION ]] 
Array[1]=elementl 


[a-z] 


urly Brackets 
{variable} 
{!variable} 
commandl; command2; . . . 
stringl,string2,string3,...] 


(a..z] 


commandN; 


Interpretation 


Test construct 

Extended test construct 

Array initialization 

Range of characters within a Regular Expression 


Parameter substitution 
Indirect variable reference 
) Block of code 


Brace expansion 
Extended brace expansion 


hd 


Parentheses 
command2 ) 
lement2 


( commandl; 
Array=(elementl 
result-$ (COMMAND) 
» (COMMAND) 

< (COMMAND) 


lement3) 


Double Parentheses 


(( var = 78 )) 


Text replacement, after find and xargs 


ommand group executed within a subshell 
Array initialization 

ommand substitution, new style 
Process substitution 


Process substitution 


Integer arithmetic 


(( vart+ )) C-style variable increment 
var-- )) C-style variable decrement 


varO0 = var1«98?9:21 )) C-style ternary operation 


var=$(( 20 + 5 )) Integer arithmetic, with variable assignment 


"variable" Weak" quoting 


mum 


Back Quotes pO 
result-' COMMAND ~ Command substitution, classic style 
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Appendix C. A Sed and Awk Micro-Primer 


This is a very brief introduction to the sed and awk text processing utilities. We will deal with only a few 
basic commands here, but that will suffice for understanding simple sed and awk constructs within shell 
scripts. 


sed: a non-interactive text file editor 

awk: a field-oriented pattern processing language with a C-style syntax 

For all their differences, the two utilities share a similar invocation syntax, use regular expressions , read input 
by default from stdin, and output to stdout. These are well-behaved UNIX tools, and they work together 
well. The output from one can be piped to the other, and their combined capabilities give shell scripts some of 


the power of Perl. 


<p) One important difference between the utilities is that while shell scripts can easily pass arguments to sed, 
itis more cumbersome for awk (see Example 36-5 and Example 28-2). 


C.1. Sed 


Sed is a non-interactive [1] stream editor. It receives text input, whether from stdin or from a file, performs 
certain operations on specified lines of the input, one line at a time, then outputs the result to stdout or toa 
file. Within a shell script, sed is usually one of several tool components in a pipe. 


Sed determines which lines of its input that it will operate on from the address range passed to it. [2] Specify 
this address range either by line number or by a pattern to match. For example, 3d signals sed to delete line 3 
of the input, and /Windows/d tells sed that you want every line of the input containing a match to 
"Windows" deleted. 


Of all the operations in the sed toolkit, we will focus primarily on the three most commonly used ones. These 
are printing (to stdout), deletion, and substitution. 


Table C-1. Basic sed operators 


Operator Name Effect 
[address-range]/p print Print [specified address range] 


[address-range]/d delete — [Delete [specified address range] 


s/patternl/pattern2/ substitute |Substitute pattern2 for first instance of 
pattern! in a line 
[address-range]/s/patternl/pattern2/ substitute Substitute pattern2 for first instance of 
pattern! in a line, over address-range 


[address-range]/y/patternl/pattern2/ transform |replace any character in patternl with the 
corresponding character in pattern2, over 
address-range (equivalent of tr) 


[address] i pattern Filename i Insert pattern at address indicated in file 
Filename. Usually used with -i 
in-place option. 


global Operate on every pattern match within each 
matched line of input 


$^; Unless the g (global) operator is appended to a substitute command, the substitution operates only on the 
first instance of a pattern match within each line. 
From the command-line and in a shell script, a sed operation may require quoting and certain options. 


1 sed -e '/*S/d' $filename 

2 # The -e option causes the next string to be interpreted as an editing instruction. 
3 # (If passing only a single instruction to sed, the "-e" is optional.) 

4 # The "strong" quotes ('') protect the RE characters in the instruction 

5 #+ from reinterpretation as special characters by the body of the script. 

6 # (This reserves RE expansion of the instruction for sed.) 

7 # 


8 # Operates on the text contained in file $filename. 


In certain cases, a sed editing command will not work with single quotes. 


filename-filel.txt 
pattern=BEGIN 


sed "/*Spattern/d" "Sfilename" # Works as specified. 
# sed '/*Spattern/d' "$filename" has unexpected results. 


Ol w= G9 NS 


6 # Jo GEMS basten eS veich Siciweome Cuisine (" sso "VJ 
7 #+ "Spattern" will not expand to "BEGIN". 


8^) Sed uses the —e option to specify that the following string is an instruction or set of instructions. If there 
is only a single instruction contained in the string, then this may be omitted. 


sed -n '/xzy/p' $filename 

# The -n option tells sed to print only those lines matching the pattern. 

# Otherwise all input lines would print. 

# The -e option not necessary here since there is only a single editing instruction. 


dE (X [5 [5 


Table C-2. Examples of sed operators 


Bd Delete 8th line of input. 
/^s/d Delete all blank lines. 


1,/^$/d Delete from beginning of input up to, and 
including first blank line. 

/Jones/p Print only lines containing "Jones" (with -n 
option). 

s/Windows/Linux/ Substitute "Linux" for first instance of 
"Windows" found in each input line. 

s/BSOD/stability/g Substitute "stability" for every instance of 
"BSOD" found in each input line. 


s/ *S// Delete all spaces at the end of every line. 


s/00*/0/g Compress all consecutive sequences of zeroes 
into a single zero. 


| sed -e '1i How Prints "How far are you along?" as first line, 
"Working on it" as second. 


file.txt Inserts 'Linux is great.' at line 5 of the file 
file.txt. 


/GUI/d Delete all lines containing "GUI". 
Delete all instances of "GUI", leaving the 
remainder of each line intact. 


Substituting a zero-length string for another is equivalent to deleting that string within a line of input. This 
leaves the remainder of the line intact. Applying s/GUI// to the line 


The most important parts of any application are its GUI and sound effects 

results in 

The most important parts of any application are its and sound effects 

A backslash forces the sed replacement command to continue on to the next line. This has the effect of using 
the newline at the end of the first line as the replacement string. 


doge ^ 7X 

2 /g 
This substitution replaces line-beginning spaces with a newline. The net result is to replace paragraph indents 
with a blank line between paragraphs. 


An address range followed by one or more operations may require open and closed curly brackets, with 
appropriate newlines. 


1 /[0-9A-Za-z]/,/^S$/( 
2 ^g 
Su 


This deletes only the first of each set of consecutive blank lines. That might be useful for single-spacing a 

file, but retaining the blank line(s) between paragraphs. 

<=>) The usual delimiter that sed uses is /. However, sed allows other delimiters, such as %. This is useful 
when / is part of a replacement string, as in a file pathname. See Example 11-10 and Example 16-32. 


i ) A quick way to double-space a text file is sed G filename. 


For illustrative examples of sed within shell scripts, see: 


. Example 36-1 

. Example 36-2 

. Example 16-3 

. Example A-2 

. Example 16-17 
. Example 16-27 
. Example A-12 
. Example A-16 
. Example A-17 
. Example 16-32 
. Example 11-10 
. Example 16-48 
. Example A-1 

. Example 16-14 
. Example 16-12 
. Example A-10 
. Example 19-12 
. Example 16-19 
. Example A-29 
. Example A-31 
. Example A-24 
. Example A-43 
. Example A-55 


= = 
POwoOooONaA NWN 


Ree eee Re ee 
No o00-10 tA RU WP 


NNN W 
w Neo 


For a more extensive treatment of sed, refer to the pertinent references in the Bibliography. 
Notes 


[1] Sed executes without user intervention. 


[2] If no address range is specified, the default is all lines. 
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text 


Next 
Awk 


Next 


C.2. Awk 


Awk [1] is a full-featured text processing language with a syntax reminiscent of C. While it possesses an 
extensive set of operators and capabilities, we will cover only a few of these here - the ones most useful in 
shell scripts. 


Awk breaks each line of input passed to it into fields. By default, a field is a string of consecutive characters 
delimited by whitespace, though there are options for changing this. Awk parses and operates on each separate 
field. This makes it ideal for handling structured text files -- especially tables -- data organized into consistent 
chunks, such as rows and columns. 


Strong quoting and curly brackets enclose blocks of awk code within a shell script. 


Sil is misle Fil, S2 ws misli pä, Cite, 


echo one two | awk '(print $1}!' 
one 


echo one two | awk '(print $2}! 
two 


But what is field 40 ($0)? 
echo one two | awk '(print $0J' 
one two 

All the fields! 


awk '(print $3)' Sfilename 
Prints field 43 of file $filename to stdout. 


ewe "Texesuo Sil SS Sp" Siew lencme 
Prints fields #1, #5, and #6 of file $filename. 


NPRPRPRPRP PPP PY 
O io 00 -1 O Oi i& (0. M. I. O xo 0 -1 O) O1 iS CQ) IO 5 


21 awk '(print $0)' $filename 
22 Diciimes theren irer iel 
23 Same effect as: Gat Sur:leuweWNS s 2 o OH a a o SEC "V Srileneme 


We have just seen the awk print command in action. The only other feature of awk we need to deal with here 
is variables. Awk handles variables similarly to shell scripts, though a bit more flexibly. 


1 ( total += $(column number) ) 
This adds the value of co1umn number to the running total of tota». Finally, to print "total", there is an 
END command block, executed after the script has processed all its input. 

JL END | prime total } 
Corresponding to the END, there is a BEGIN, for a code block to be performed before awk starts processing 
its input. 


The following example illustrates how awk can add text-parsing tools to a shell script. 


Example C-1. Counting Letter Occurrences 


! /bin/sh 
letter-count2.sh: Counting letter occurrences in a text file. 


Seri by myall |lmyed@woilla. tr] s 
Used in ABS Guide with permission. 
Recommented and reformatted by ABS Guide author. 


(exy (nl dEx (99) [s [3 


# 
# 
# 
# 
# 
# 


# Version 1.1: Modified to work with gawk 3.1.3. 
# (Will still work with earlier versions.) 


7 
8 
9 
0 
1 INIT_TAB_AWK="" 

12 # Parameter to initialize awk script. 
13 count_case=0 
4 
5 
6 
7 
8 


FILE PARSE-$1 


E PARAMERR-85 


18 usage() 

19 4 

20 echo "Usage: letter-count.sh file letters" 2>é1 

2l # For example: ./letter-count2.sh filename.txt a b c 
22 exit SE PARAMERR # Too few arguments passed to script. 
23 i 

24 

2i ase || Jk sme SESAME Ye qgeXeno 

26 echo "$1: No such file." Axei 

29 usage # Print usage message and exit. 
2g. EL 

29 

SO ase [ zm USZV ]| p we 

E echo "$2: No letters specified." 2>61 

62 usage 

Sis} teal 

34 

35 eimi 4 Letters specified. 

36 for letter in "echo $@ # For each one 

37 do 

38 INIT_TAB_AWK="$INIT_TAB_AWK tab_search[${count_case}] = \ 
39 \USieceee\ Wo Pinal caol Steoume_ecase}!] = Up V 

40 # Pass as parameter to awk script below. 

41 count_case= expr S$count case + 1° 

42 done 

43 

44 DEBUG: 

45 echo SINIT TAB AWK; 

46 


47 cat SFILE PARSE | 


48 Pipe the target file to the following awk script. 
49 

50 

5l Earlier version of script: 


52 awk -v tab_search=0 -v final_tab=0 -v tab=0 -v \ 
59 nb_letter=0 -v chara=0 -v chara2=0 \ 


55 awk \ 

56 "BEGIN { SINIT_TAB AWK } \ 

57 4 solace (\SO, tala, WA )p Y 

Bis} ror (ohara slink Tab) X 

59 4 sore (levara? imn TAD Searah A 
60 4 slik feao searcileharaAl == tableharal) T tinal caoleneraZl on P Pod OW 
SiL WIND { ror (ehara im tinal tab) \ 

G2 4t prine tao searchleharal] "WU => W final tablehnaral jk TU 


64 Nothing all that complicated, just 
65 #+ for-loops, if-tests, and a couple of specialized functions. 


Oy ed SP 
68 
69 4 Compare this script to letter-count.sh. 


For simpler examples of awk within shell scripts, see: 


. Example 15-14 
. Example 20-8 

. Example 16-32 
. Example 36-5 

. Example 28-2 

. Example 15-20 
. Example 29-3 

. Example 29-4 

. Example 11-3 

. Example 16-61 
. Example 9-16 

. Example 16-4 
. Example 10-6 

. Example 36-19 
. Example 11-9 

. Example 36-4 

. Example 16-53 
. Example T-3 


= = 
POwoOooOonNnaAN FWY 


=. = m.e ee 
CONN tA BW LD 


That's all the awk we'll cover here, folks, but there's lots more to learn. See the appropriate references in the 
Bibliography. 


Notes 


[1] Its name derives from the initials of its authors, Aho, Weinberg, and Kernighan. 
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Appendix D. Parsing and Managing Pathnames 


Emmanual Rouat contributed the following example of parsing and transforming filenames and, in particular, 
pathnames. It draws heavily on the functionality of sed. 


!/usr/bin/env bash 


Management of PATH, LD LIBRARY PATH, MANPATH variables... 
By Emmanuel Rouat <no-email> 

(Inspired by the bash documentation 'pathfuncs' and on 
discussions found on stackoverflow: 
http://stackoverflow.com/questions/370047/ 
http://stackoverflow.com/questions/273909/4346860 ) 

LAS mOciiiniecls Set Sep 22 12301255 Casi 2012 


he following functions handle spaces correctly. 
These functions belong in .bash profile rather than in 
.bashrc, I guess. 


The modular aspect of these functions should make it easy 
to expand them to handle path substitutions instead 
of path removal etc.... 


See http://www.catonmat.net/blog/awk-one-liners-explained-part-two/ 
(item 43) for an explanation of the 'duplicate-entries' removal 


NPRPRPRP PP PP PY 
O (o 0» -1 O Ui i O 9. I. O (o 0 -1 O O1 i CQ I E 
d 


Z1 Gite! Ss gt wales qaas) 

BE 

23 

24 Show $80 (usually PATH) as list. 

2/5. ECMACEILOM jo Show { local pp—" S" me iex jp co [|| Sim}! Nm &e 

26 echo -e ${!p//:/\\n}; done } 

2 

28 4 Filter out empty lines, multiple/trailing slashes, and duplicate entries. 
29 1wmeiEiom T9. italics () 

30 { ene Vp WIS (eese ewlo(/ yas "WES Ng WW)yTIssIs" B3 
Sil 

32 4 Rebuild list of items into ':' separated word (PATH-like). 

33 itwuaeiEiom o lounliel() 4 peste -ec n] 

34 

35 sip Clean ol (typically PATHI and xeredojvist dle ir 

36 function p clean() 

37 { local p=${1} && eval $(p)-»'$(p show $(p) | p filter | p build)' ;) 

38 

39 4 Remove $1 from $2 (found on stackoverflow, with modifications). 


[i 
e 


itum [9X xeut() 
{ local d-$(echo $1 | p filter) p-$(2) && 
eval S4epe"S(e show S49) || [e filter | crag 5v VSee | qe Jewsdgb" pi 


[i 
[En 


# Same as previous, but filters on a pattern (dangerous... 

jar (lea. tee ormi wie u/i Gist [exenedetescian d) . 

function p_rmpat () 

{ local d-$(echo $1 | p filter) p-$(2) && eval S{p}='S$(p_show S${p} | 
je filter | gras -v "Se" [ p llo" g) 


Cr fF PF FP Se Pe a 
© Wey (er Sa) fey) Gal dex GO [e$ 


# Delete $1 from $2 and append it cleanly. 


51 function p append() 

52 4 local d= lecho S | gxxiiex) p=S(2)} && pm "Se" Sf» ee 
53 eval S{p}='S(p_show S{p} d | p_build)' ;} 

54 

55 # Delete $1 from $2 and prepend it cleanly. 

56 function p prepend() 


57 { local d=$(echo $1 | p filter) p=${2} && p rm "S{d}" S{p} && 
58 eval $(p)-2'$(p show d $(p) | p build)' ;} 
59 


60 
61 
62 
63 
64 
65 
66 
67 
68 
69 
70 
Wil 
WZ 
U3 
74 
US 
76 
77 
78 
WS 
80 
81 
82 
83 
84 
85 
86 
87 
"kk 


# Some tests: 

echo 

MYPATH-"/bin:/usr/bin/:/bin://bin/" 

p_append "/project//my project/bin" MYPATH 

echo "Append '/project//my project/bin' to '/bin:/usr/bin/:/bin://bin/'" 
echo "(result should be: /bin:/usr/bin:/project/my project/bin)" 

echo SMYPATH 


echo 
MYOTHERPATH-"/bin:/usr/bin/:/bin:/project//my project/bin" 

p prepend "/project//my project/bin" MYOTHERPATH 

echo "Prepend '/project//my project/bin' \ 

tto " Monme /'wisue// Ioan sons /Txe oec / Jn jossorexete/ exi 9 W 

echo "(result should be: /project/my project/bin:/bin:/usr/bin)" 
echo SMYOTHERPATH 


echo 
p_prepend "/project//my project/bin" FOOPATH # FOOPATH doesn't exist. 
echo "Prepend '/project//my project/bin' to an unset variable" 

echo "(result should be: /project/my project/bin)" 

echo SFOOPATH 


echo 
BARPATH-"/a:/b/://b c://a:/my local pub" 

p.clean BARPATH 

echo "Clean BARPATH-'/a:/b/://b c://a:/my local pub'" 
echo "(result should be: /a:/b:/b c:/my local pub)" 
echo SBARPATH 


David Wheeler kindly permitted me to use his instructive examples. 


Mop pop opp PPP PY 
O (o 0» -1 O Oi i (). M P O xo 0 -1 O O1 4 CQ Io EO 


ISS) [eS TO [mor ASS) (bor HS) 
ssl] py Gal Ss (oov [S J 


WWN NY 
(= Gk es) 


w w 
Wd 


Doing it correctly: A quick summary 
by David Wheeler 
http://www.dwheeler.com/essays/filenames-in-shell.html 


So, how can you process filenames correctly in shell? Here's a quick 
summary about how to do it correctly, for the impatient who "just want the 


answer". In short: Double-quote to use "$variable" instead of $variable, 
set IFS to just newline and tab, prefix all globs/filenames so they cannot 
begin with "-" when expanded, and use one of a few templates that work 


correctly. Here are some of those templates that work correctly: 


JUS SEU S (oero E AANE N Y 
# Remove SPACE, so filenames with spaces work well. 


# Correct glob use: 
#+ always use "for" loop, prefix glob, check for existence: 


Fore itiike aia o9 s elo w WSS Ul w co ANDAR Joyeliesy PU cuu 
az Jp xe Waray J| o TEjakeu # Make sure it isn't an empty match. 
COMMAND 455 “Sere 
ia 
done 


# Correct glob use, but requires nonstandard bash extension. 
shopt -s nullglob # Bash extension, 
#+ so that empty glob matches will work. 


gue fila 3Um 54/7 p clo iP Use U.4/:7. NNR loge Vell 
(COMIMVANID) 545 WSs” 
done 


35 # These handle all filenames correctly; 
36 #+ can be unwieldy if COMMAND is large: 
SJ redial ooo -e»xee COMMANID,., X] WE 
38 find ... -exec COMMAND... {} \+ 4 If multiple files are okay for COMMAND. 
3 
40 
41 
42 # This skips filenames with control characters 
43 #+ (including tab and newline). 
24  3ige-US (edm Tae") © 
4/5. Comirroliclnaics="'S (primer "= NOIL NOS TNI 77] 5v © 
4$ arene ara Ils) sen Siae , | sine "US etudes lenes) £e 
47 COMMAND "Sfile" 
48 done 
49 
5 
51 
52 # Okay if filenames can't contain tabs or newlines -- 
53 #+ beware the assumption. 
54 3g S-US(peimEf "VaWEU)V 
5S ito isle siga Sx 52) S clo 
56 COMMAND "$file" 
57 done 
58 
59) 
60 
61 # Requires nonstandard but common extensions in find and xargs: 
(02. itiiacl o rint | sarga 0 COMMAND 
63 
64 # Requires nonstandard extensions to find and to shell (bash works). 
65 4 variables might not stay set once the loop ends: 
55 itimel a oeme || walle tsa" eme =z —go YY file gp CO acc 
67 COMMAND "$file" # Use quoted "$file", not $file, everywhere. 
68 done 
69 
70 
mL 
72 # Requires nonstandard extensions to find and to shell (bash works). 
73 # Underlying system must include named pipes (FIFOs) 
74 +#+ or the /dev/fd mechanism. 
75 # In this version, variables *do* stay set after the loop ends, 
76 # and you can read from stdin. 
77 #+ (Change the 4 to another number if fd 4 is needed.) 
78 
WS) winki, ads megb Sie el WY aile «ed 6 lo) 
80 COMMAND "Sfile" # Use quoted "$file" -- not $file, everywhere. 
GL come 4s < (rimel . [uam 
82 
(99) 
84 # Named pipe version. 
85 # Requires nonstandard extensions to find and to shell's read (bash ok). 
86 # Underlying system must include named pipes (FIFOs). 
87 # Again, in this version, variables *do* stay set after the loop ends, 
88 # and you can read from stdin. 
89 # (Change the 4 to something else if fd 4 needed). 
90 
91 mkfifo mypipe 
9)2 
OS ELl o ori o AE & 
94 while IFS="" read -r -d "" file <&4 ; do 
95 COMMAND "$file" # Use quoted "$file", not $file, everywhere. 
96 done 4« mypipe 
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Appendix E. Exit Codes With Special Meanings 


Table E-1. Reserved Exit Codes 


Example Comments 


Catchall for general errors — |let "varl = 1/0" Miscellaneous errors, such as "divide by 
zero" and other impermissible operations 


2 Misuse of shell builtins empty function() |Missing keyword or command, or 
(according to Bash permission problem (and diff return code on 
documentation) a failed binary file comparison). 


0 
) 
Command invoked cannot — |/dev/null Permission problem or command is not an 
execute executable 


Rr ED ded d takes only integer args in the range 0 - 
255 (see first footnote) 
script 
uM ELE is fatal error signal 2, (130 = 128 
Control-C + 2, see above) 
exit -1 exit takes only integer args in the range 0 - 
255 


According to the above table, exit codes 1 - 2, 126 - 165, and 255 [1] have special meanings, and should 
therefore be avoided for user-specified exit parameters. Ending a script with exit 127 would certainly cause 
confusion when troubleshooting (is the error code a "command not found" or a user-defined one?). However, 
many scripts use an exit / as a general bailout-upon-error. Since exit code 1 signifies so many possible errors, 
it is not particularly useful in debugging. 


There has been an attempt to systematize exit status numbers (see /usr/include/sysexits.h), but this 
is intended for C and C++ programmers. A similar standard for scripting might be appropriate. The author of 
this document proposes restricting user-defined exit codes to the range 64 - 113 (in addition to 0, for success), 
to conform with the C/C++ standard. This would allot 50 valid codes, and make troubleshooting scripts more 
straightforward. [2] All user-defined exit codes in the accompanying examples to this document conform to 
this standard, except where overriding circumstances exist, as in Example 9-2. 


c Issuing a $? from the command-line after a shell script exits gives results consistent with the table above 
only from the Bash or sh prompt. Running the C-shell or tcsh may give different values in some cases. 


Notes 


[1] Out of range exit values can result in unexpected exit codes. An exit value greater than 255 returns an 
exit code modulo 256. For example, exit 3809 gives an exit code of 225 (3809 % 256 = 225). 


[2] An update of /usr/include/sysexits.h allocates previously unused exit codes from 64 - 78. It 
may be anticipated that the range of unallotted exit codes will be further restricted in the future. The 
author of this document will not do fixups on the scripting examples to conform to the changing 
standard. This should not cause any problems, since there is no overlap or conflict in usage of exit codes 
between compiled C/C++ binaries and shell scripts. 
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Appendix F. A Detailed Introduction to I/O and I/O 
Redirection 


written by Stéphane Chazelas, and revised by the document author 


A command expects the first three file descriptors to be available. The first, fd O (standard input, st din), is 
for reading. The other two (fd 1, stdout and fd 2, stderr) are for writing. 


There isa stdin, stdout, and a stderr associated with each command. 1s 2>&1 means temporarily 
connecting the stderr of the Is command to the same "resource" as the shell's stdout. 


By convention, a command reads its input from fd 0 (st din), prints normal output to fd 1 (stdout), and 
error ouput to fd 2 (stderr). If one of those three fd's is not open, you may encounter problems: 


bash$ cat /etc/passwd »&- 
cat: standard output: Bad file descriptor 


For example, when xterm runs, it first initializes itself. Before running the user's shell, xterm opens the 
terminal device (/dev/pts/«n» or something similar) three times. 


At this point, Bash inherits these three file descriptors, and each command (child process) run by Bash inherits 
them in turn, except when you redirect the command. Redirection means reassigning one of the file 
descriptors to another file (or a pipe, or anything permissible). File descriptors may be reassigned locally (for 
a command, a command group, a subshell, a while or if or case or for loop...), or globally, for the remainder of 
the shell (using exec). 


ls > /dev/null means running Is with its fd 1 connected to /dev/nul11. 


bash$ lsof -a -p $$ -d0,1,2 


COMMAND PID USER FD TYPE DEVICE SIZE NODE NAME 

bash 363 bozo Ou CE — 136,1 3 /dev/pts/1 
bash 33 looo lu CHR SG 3 /dev/pts/1 
bash Sieg) Toxoya(o) 2u Chir 136, 3 /dev/pts/1 


bash$ exec 2> /dev/null 
bash$ lsof -a -p $$ -d0,1,2 


COMMAND PID USER FD TYPE DEVICE SIZE NODE NAME 

bash STL OOA Ou CE ISG, i 3 /dev/pts/1 
bash 371 DOZO iil CHR 136.1 3 /dev/pts/1 
bash STL BOZO 2w CHR pS 120 /dev/null 


bash$ bash -c 'lsof -a -p $$ -d0,1,2' | cat 


COMMAND PID USER FD TYPE DEVICE SIZE NODE NAME 
lesot 379 root Ou CHR 136,1 3 /dev/pts/1 
lsof STS woo lw FIFO 0, (0) 7118 pipe 
liget 379 root 2u CHR 136,1 3 /dev/pts/1 


bash$ echo "$(bash -c 'lsof -a -p $$ -d0,1,2' 2>&1)" 
COMMAND PID USER FD TYPE DEVICE SIZE NODE NAME 


lsof 426 root Ou CHR — 3,9085 1i 3 /dev/pts/1 
leot 426 root lw FIFO O, (9) 7520 pipe 
lsof 426 root 2w FIFO @, (9) 7520 pipe 


This works for different types of redirection. 


Exercise: Analyze the following script. 


#! /usr/bin/env bash 


Wnkftslito) Jemo iiio Jiu [3o 
waile reacli ep clo echo "39s Sap done < /iug/ixirgl & esee T> /upjs:suiitol 
exec B (wlule reac ap clo echo “WDE: Sa, To Fole cons >67) 


exec 3>&1 
( 
( 
( 
wile reac cip elo) Scho WigmO2s3 Sale clone < /icime/icuico® | tes clenr/Siecleeie SN 
| tee /dev/fd/4 | tee /dev/fd/5 | tee /dev/fd/6 >&7 & exec 3» /tmp/fifo2 


NPRPRPRP PPP PP 
COMIKDGTKRWNHFOWOCMIDUARWNE 


echo lst, to stdout 
sleep 1 
echo 2nd, to stderr >&2 
sleep 1 
echo See to fd 3 55 
sleep 1 
echo 4th, to fd 4 364 
2l sleep 1 
D echo 5th, to fd 5 55 
29 Sleep 1 
24 echo Gth, throch a pipe | sed Ys/. PUPS &, EO EC 5/" 9&5 
25 sleep 1 
26 echo 7th, to fd 6 456 
27 Sleep 1 
28 echo th, to fd 7 267 
29 sleep 1 
30 echo Sth, to fa 9 245 
Sil 
3e ) 4>&1 >&3 3>&- | while read a; do echo "FD4: $a"; done 1>&3 5>&- 6>&- 
33 J Sse Ses | wails reac ap clo echo UiBIDSE Sale ke l>e G>% 
34 ) 6>&1 >&3 | while read a; do echo "FD6: Sa"; done 3»&- 
25 
36 MM -E /oma/fiiol J/upo/i1£92 
37 
38 


39 # For each command and subshell, figure out which fd points to what. 
40 # Good luck! 


41 

42 exit 0 
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Appendix G. Command-Line Options 


Many executables, whether binaries or script files, accept options to modify their run-time behavior. For 
example: from the command-line, typing command -o would invoke command, with option o. 


G.1. Standard Command-Line Options 


Over time, there has evolved a loose standard for the meanings of command-line option flags. The GNU 
utilities conform more closely to this "standard" than older UNIX utilities. 


Traditionally, UNIX command-line options consist of a dash, followed by one or more lowercase letters. The 
GNU utilities added a double-dash, followed by a complete word or compound word. 


The two most widely-accepted options are: 
e-h 
--help 


Help: Give usage message and exit. 
e-v 


—-version 
Version: Show program version and exit. 
Other common options are: 
e-a 
--all 


All: show all information or operate on all arguments. 
e-1 


--list 


List: list files or arguments without taking other action. 
e -o 


Output filename 
-q 


--quiet 


Quiet: suppress stdout. 
e-r 


-R 
--recursive 


Recursive: Operate recursively (down directory tree). 
eV 


--verbose 


Verbose: output additional information to stdout or stderr. 


227 
--compress 
Compress: apply compression (usually gzip). 
However: 
* [n tar and gawk: 
-f 
--file 


File: filename follows. 
* In cp, mv, rm: 


-—force 
Force: force overwrite of target file(s). 


Many UNIX and Linux utilities deviate from this "standard," so it is dangerous to assume that a given 
option will behave in a standard way. Always check the man page for the command in question when in 
doubt. 


A complete table of recommended options for the GNU utilities is available at the GNU standards page. 
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G.2. Bash Command-Line Options 


Bash itself has a number of command-line options. Here are some of the more useful ones. 
.-c 


Read commands from the following string and assign any arguments to the positional parameters. 


bash$ bash -c 'set a b c d; IFS="+-;"; echo "$*"' 
atb+ct+d 
e-r 
--restricted 


Runs the shell, or a script, in restricted mode, 
e -—posix 


Forces Bash to conform to POSIX mode. 
e -—version 


Display Bash version information and exit. 
e —— 


End of options. Anything further on the command line is an argument, not an option. 
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Appendix H. Important Files 


startup files 
These files contain the aliases and environmental variables made available to Bash running as a user 
shell and to all Bash scripts invoked after system initialization. 

/etc/profile 
Systemwide defaults, mostly setting the environment (all Bourne-type shells, not just Bash [1]) 

/etc/bashrc 
systemwide functions and aliases for Bash 

SHOME/.bash, profile 
user-specific Bash environmental default settings, found in each user's home directory (the local 
counterpart to /etc/profile) 

SHOME/.bashrc 
user-specific Bash init file, found in each user's home directory (the local counterpart to 
/etc/bashrc). Only interactive shells and user scripts read this file. See Appendix M for a sample 
.bashrc file. 


logout file 


SHOME/.bash, logout 
user-specific instruction file, found in each user's home directory. Upon exit from a login (Bash) shell, 
the commands in this file execute. 


data files 

/etc/passwd 
A listing of all the user accounts on the system, their identities, their home directories, the groups they 
belong to, and their default shell. Note that the user passwords are not stored in this file, [2] but in 


/ etc/shadow in encrypted form. 


system configuration files 


/etc/sysconfig/hwconf 
Listing and description of attached hardware devices. This information is in text form and can be 
extracted and parsed. 


bash$ grep -A 5 AUDIO /etc/sysconfig/hwconf 

class: AUDIO 

louis ICI 

detached: 0 

driver: snd-intel8x0 

desc: "Intel Corporation 82801CA/CAM AC'97 Audio Controller" 
vendorId: 8086 


$^) This file is present on Red Hat and Fedora Core installations, but may be 
missing from other distros. 


Notes 


[1] This does not apply to csh, tcsh, and other shells not related to or descended from the classic Bourne 
shell (sh). 


[2] In older versions of UNIX, passwords were stored in /et c/passwd, and that explains the name of the 
file. 
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Appendix I. Important System Directories 


Sysadmins and anyone else writing administrative scripts should be intimately familiar with the following 
system directories. 


e /bin 


Binaries (executables). Basic system programs and utilities (such as bash). 
e/usr/bin[ll 


More system binaries. 
e /usr/local/bin 


Miscellaneous binaries local to the particular machine. 
e /sbin 


System binaries. Basic system administrative programs and utilities (such as fsck). 
e /usr/sbin 


More system administrative programs and utilities. 
e/etc 


Et cetera. Systemwide configuration scripts. 


Of particular interest are the /etc/ fstab (filesystem table), /et c/mt ab (mounted filesystem 


table), and the /etc/inittab files. 
e /ctc/rc.d 


Boot scripts, on Red Hat and derivative distributions of Linux. 
e /usr/share/doc 


Documentation for installed packages. 
e/usr/man 


The systemwide manpages. 
e /dev 


Device directory. Entries (but not mount points) for physical and virtual devices. See Chapter 29. 
e /proc 


Process directory. Contains information and statistics about running processes and kernel parameters. 


See Chapter 29. 
e /sys 


Systemwide device directory. Contains information and statistics about device and device names. This 
is newly added to Linux with the 2.6.X kernels. 
e /mnt 


Mount. Directory for mounting hard drive partitions, such as /mnt / dos, and physical devices. In 
newer Linux distros, the /media directory has taken over as the preferred mount point for I/O 
devices. 

e /media 


In newer Linux distros, the preferred mount point for I/O devices, such as CD/DVD drives or USB 
flash drives. 
e /var 


Variable (changeable) system files. This is a catchall "scratchpad" directory for data generated while a 
Linux/UNIX machine is running. 


e /var/log 


Systemwide log files. 
e /var/spool/mail 


User mail spool. 
e/lib 


Systemwide library files. 
e /usr/lib 


More systemwide library files. 
e /tmp 


System temporary files. 
e /boot 


System boot directory. The kernel, module links, system map, and boot manager reside here. 


Ed Altering files in this directory may result in an unbootable system. 


Notes 


[1] Some early UNIX systems had a fast, small-capacity fixed disk (containing /, the root partition), and a 
second drive which was larger, but slower (containing /usr and other partitions). The most frequently 
used programs and utilities therefore resided on the small-but-fast drive, in /bin, and the others on the 
slower drive, in /usr/bin. 


This likewise accounts for the split between / sbin and /usr/sbin,/liband /usr/lib,etc. 
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Appendix J. An Introduction to Programmable 
Completion 


The programmable completion feature in Bash permits typing a partial command, then pressing the [Tab] key 
to auto-complete the command sequence. [1] If multiple completions are possible, then [Tab] lists them all. 
Let's see how it works. 


bash$ xtra[Tab] 


Xtraceroute xtrapin xtrapproto 
xtraceroute.real xtrapinfo xtrapreset 
xtrapchar XLEapout xtrapstats 


bash$ xtrac[Tab] 
xtraceroute xtraceroute.real 


bash$ xtraceroute.r[Tab] 
xtraceroute.real 


Tab completion also works for variables and path names. 


bash$ echo $BASH [Tab] 


SBASH S$BASH COMPLETION S$BASH SUBSHELL 
SBASH ARGC S$BASH COMPLETION DIR  $BASH VERSINFO 
S$BASH ARGV S$BASH LINENO S$BASH VERSION 
SBASH COMMAND SBASH SOURCE 


bash$ echo /usr/local/ [Tab] 
bin/ etc/ include/ libexec/ sbin/ eui, 
doc/ games / lib/ man/ share/ 


The Bash complete and compgen builtins make it possible for tab completion to recognize partial parameters 
and options to commands. In a very simple case, we can use complete from the command-line to specify a 
short list of acceptable parameters. 


bash$ touch sample command 

bash$ touch filel.txt file2.txt file2.doc file30.txt file4.zzz 
bash$ chmod +x sample command 

bash$ complete -f -X '!*.txt' sample command 


bash$ ./sample [Tab] [Tab] 
sample command 
ical del ese, ELIGA esac iz 31 1L: edes: 


The -f option to complete specifies filenames, and -X the filter pattern. 


For anything more complex, we could write a script that specifies a list of acceptable command-line 
parameters. The compgen builtin expands a list of arguments to generate completion matches. 


Let us take a modified version of the UseGetOpt.sh script as an example command. This script accepts a 
number of command-line parameters, preceded by either a single or double dash. And here is the 
corresponding completion script, by convention given a filename corresponding to its associated command. 


Example J-1. Completion script for UseGetOpt.sh 


1 # file: UseGetOpt-2 
2 4 UseGetOpt-2.sh parameter-completion 
3 
4  UseGetOpt-2 () # By convention, the function name 
S 4 #+ starts with an underscore. 
6 Toca Meur 
7 # Pointer to current completion word. 
8 # By convention, it's named "cur" but this isn't strictly necessary. 
9 
10 COMPREPLY= () # Array variable storing the possible completions. 
i cur=S$ {COMP_WORDS [COMP_CWORD] } 
12 
13 case “Seuss? aia 
14 =) 
15 COMPREPLY=( S eueupgsea i -a -Cl =i -1 =e h aoption --debug \ 
16 ies dL log test help i Sew ) ee 
17 # Generate the completion matches and load them into $COMPREPLY array. 
18 # xx) May add more cases here. 
19 # yy) 
20 # ZZ) 
21 esae 
27 
29 return 0 
24 ) 
25 


26 complet F _UseGetOpt-2 -o filenames ./UseGetOpt-2.sh 
27 t (sew Ke sISONCSUNGMANON NS UN WORSE Elm Unc tiOn . WSSESECOIE=Z . 


Now, let's try it. 


bash$ source UseGetOpt-2 


bash$ ./UseGetOpt-2.sh -[Tab] 
== --aoption  --debug ies. JL help ==llog T test 
-a =ë] =É =h =1 -t 


bash$ ./UseGetOpt-2.sh --[Tab] 
== --aoption  --debug Ean help = leg --test 


We begin by sourcing the "completion script." This sets the command-line parameters. [2] 


In the first instance, hitting [Tab] after a single dash, the output is all the possible parameters preceded by one 
or more dashes. Hitting [Tab] after two dashes gives the possible parameters preceded by two or more dashes. 


Now, just what is the point of having to jump through flaming hoops to enable command-line tab completion? 
It saves keystrokes. [3] 


Resources: 
Bash programmable completion project 
Mitch Frazier's Linux Journal article, More on Using the Bash Complete Command 


Steve's excellent two-part article, "An Introduction to Bash Completion": Part 1 and Part 2 


Notes 


[1] This works only from the command line, of course, and not within a script. 

[2] Normally the default parameter completion files reside in either the /etc/profile.d directory or in 
/etc/bash completion. These autoload on system startup. So, after writing a useful completion 
script, you might wish to move it (as root, of course) to one of these directories. 

[3] Ithas been extensively documented that programmers are willing to put in long hours of effort in order 
to save ten minutes of "unnecessary" labor. This is known as optimization. 
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Appendix K. Localization 


Localization is an undocumented Bash feature. 


A localized shell script echoes its text output in the language defined as the system's locale. A Linux user in 
Berlin, Germany, would get script output in German, whereas his cousin in Berlin, Maryland, would get 
output from the same script in English. 


To create a localized script, use the following template to write all messages to the user (error messages, 
prompts, etc.). 


#!/bin/bash 

# localized.sh 

# Script by Stéphane Chazelas, 

#+ modified by Bruno Haible, bugfixed by Alfredo Pironti. 


gettext.sh 


E CDERROR-65 


error() 

( 
joueahowege: WS mE 
exit $E CDERROR 


Mop pop opp PPP PY 
O (o 0» -1 O Oi i$ (). NM P. O xo 0 -1 O O1 4 CQ Io E 


ecl Swaie [|] error eyel cercani Can "ie col io \\\Swae. VU 
The triple backslashes (escapes) in front of $var needed 
+ "becaus val gettext expects a string 
+ where the variable values have not yet been substituted." 
-- per Bruno Haible 

Di wail 49 V certe Vinton iae values W U xe 
22 
23 
24 
25 
26 Alfredo Pironti comments: 
2 
28 This script has been modified to not use the $"..." syntax in 
20) v Seeley (our jelavey VW Gere WY 55 aN SAEC 
30 This is ok, but with the new localized.sh program, the commands 
31 #+ "bash -D filename" and "bash --dump-po-string filename" 
32 #+ will produce no output 
33 #+ (because those command are only searching for the $"..." strings)! 
34 The ONLY way to extract strings from the new file is to use the 
35 'xgettext' program. However, the xgettext program is buggy. 
36 
97 Note that 'xgettext' has another bug. 
38 
39 The shell fragment: 
40 gettext -s "I like Bash" 
Ad) will be correctly extracted, but 
42 xgettext -s "I like Bash" 
43 ite dbrss 
44 'Xgettext' will extract "-s" because 
45 #+ the command only extracts the 
46 #+ very first argument after the 'gettext' word. 
47 
48 
49 Escape characters: 
50 
Sil To localize a sentence lik 
52 echo -e "Hello\tworld!" 


53 #+ you must use 

54 cho U geltet \Wisieililo\ yenor llchun u 

55 The "double escape character" before the `òt' is needed because 
56 #+ 'gettext' will search for a string like: 'Hello\tworld' 
$7 This is because gettext will read one literal ~\') 

58 #+ and will output a string like "Bonjour\tmonde", 

59 #+ so the 'echo' command will display the message correctly. 
60 

61 You may not use 

62 echo "gettext NISI dL le Nes JL NW Y 

63 #+ due to the xgettext bug explained abov 

64 

65 

66 

67 Let's localize the following shell fragment: 

68 echo "-h display help and exit" 

69 

70 PileSt, que uou clo ims 

qi echot gettext \Y ala chisjsileny leds  uevel exalt VU UU 

72 This way 'xgettext' will work ok, 

73 #+ but the 'gettext' program will read "-h" as an option! 

74 

TS One solution could be 

76 echo "gettext -- \"-h display help and ezic Y 

a This way 'gettext' will work, 

78 #+ but 'xgettext' will extract "--", as referred to above. 
p 

80 The workaround you may use to get this string localized is 
81 cho "gettext \"\\0-h display help and exitV"^" 

82 We have added a \0 (NULL) at the beginning of the sentence. 
83 This way 'gettext' works correctly, as does 'xgettext.' 
84 Moreover, the NULL character won't change the behavior 

85 #+ of the 'echo' command. 

86 


bash$ bash -D localized.sh 
Uu i, Gel ico) Wee" 
"Enter the value: " 


This lists all the localized text. (The —D option lists double-quoted strings prefixed by a $, without executing 
the script.) 


bash$ bash --dump-po-strings localized.sh 
WB es 

Insgs'ceu eom CCl CO g3% 

Ine erster Wy 

f: a:7 

msgid "Enter the value: " 

msgstr UU 


The --dump-po-strings option to Bash resembles the -D option, but uses gettext "po" format. 


$^; Bruno Haible points out: 


Starting with gettext-0.12.2, xgettext -o - localized.sh is recommended instead of bash 
--dump-po-strings localized.sh, because xgettext . . . 


1. understands the gettext and eval_gettext commands (whereas bash --dump-po-strings understands only 
its deprecated $"..." syntax) 


2. can extract comments placed by the programmer, intended to be read by the translator. 


This shell code is then not specific to Bash any more; it works the same way with Bash 1.x and other 
/bin/sh implementations. 


Now, build a language. po file for each language that the script will be translated into, specifying the 
msgstr. Alfredo Pironti gives the following example: 


fr.po: 
L 43 286 
2 megicl “Cam: ec to Swarr. 
3 msgstr "Impossible de se positionner dans le repertoire $var." 
4 #: a:7 
5 msgid "Enter the value: " 
(5 megsti "durer la valeur g V 
7 
8 # The string are dumped with the variable names, not with the %s syntax, 
9 #+ similar to C programs. 
10 #+ This is a very cool feature if the programmer uses 
11 #+ variable names that make sense! 


Then, run msgfmt. 


msgfmt -o localized.sh.mo fr.po 


Place the resulting 1ocalized.sh.mo file in the /usr/local/share/locale/fr/LC, MESSAGE 
directory, and at the beginning of the script, insert the lines: 


[02] 


1 TEXTDOMAINDIR-/usr/local/share/locale 
2 TEXTDOMAIN=localized.sh 


If a user on a French system runs the script, she will get French messages. 


$^; With older versions of Bash or other shells, localization requires gettext, using the -s option. In this 
case, the script becomes: 


#!/bin/bash 
# localized.sh 


__CDERROR=65 


error() { 
local format=$1 
SMi iE qe 
primet "S(gettew: -s VSformat) Y "Sp" See 
10 exit $E CDERROR 
Jom 
112 exl svaz ||| error "Cau" col to Ss." Vevar” 
l3 reacli -p YS (gettext -3 Viae (tbe value: 7) var 
14 # 


The TEXTDOMAIN and TEXTDOMAINDIR variables need to be set and exported to the environment. This 
should be done within the script itself. 


© ~] oy, OV d 69 IND ES 


ie) 


This appendix written by Stéphane Chazelas, with modifications suggested by Alfredo Pironti, and by Bruno 
Haible, maintainer of GNU gettext. 
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Appendix L. History Commands 


The Bash shell provides command-line tools for editing and manipulating a user's command history. This is 
primarily a convenience, a means of saving keystrokes. 


Bash history commands: 


1. history 
2. fe 


bash$ history 
1 mount /mnt/cdrom 
2 eel uns celum 
3 Is 


Internal variables associated with Bash history commands: 


1. SHISTCMD 
2. SHISTCONTROL 
3. SHISTIGNORE 
4. $HISTFILE 
5. SHISTFILESIZE 
6. SHISTSIZE 
7. SHISTTIMEFORMAT (Bash, ver. 3.0 or later) 
8. !! 
9. !$ 
10. !# 
11.!N 
12. !-N 
13. STRING 
14. !9STRING? 
15. ^STRING^string^ 


Unfortunately, the Bash history tools find no use in scripting. 


1 #!/bin/bash 

2 a; Imole slm 

3 # A (vain) attempt to use the 'history' command in a script. 
4 

5 history # No output. 

6 

7 var-$(history); echo "Svar" # Svar is empty. 

8 

9 # History commands are, by default, disabled within a script. 
10 # However, as dhw points out, 
11 #+ set -o history 
12 #+ enables the history mechanism. 
1.3 
14 set -o history 
15 var-$(history); echo "$var" # 1 var=S (history) 


bash$ ./history.sh 
(no output) 


The Advancing in the Bash Shell site gives a good introduction to the use of history commands in Bash. 
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Appendix M. Sample .bashrc and 
.bash profile Files 


The ~/.bashrc file determines the behavior of interactive shells. A good look at this file can lead to a 
better understanding of Bash. 


Emmanuel Rouat contributed the following very elaborate .bashrc file, written for a Linux system. He 
welcomes reader feedback on it. 


Study the file carefully, and feel free to reuse code snippets and functions from it in your own . bashrc file 
or even in your scripts. 


Example M-1. Sample .bashrc file 


ing) 


ERSONAL S$HOME/.bashrc FILE for bash-3.0 (or later) 
By Emmanuel Rouat [no-email] 


bast meciliinecs twe Now 20) 222042547 Caw 212 


This file is normally read by interactive shells only. 
+ Here is the place to define your aliases, functions and 
+ other interactive features like your prompt. 


The majority of the code here assumes you are on a GNU 
+ system (most likely a Linux box) and is often based on code 
+ found on Usenet or Internet. 


See for instance: 
http://tldp.org/LDP/abs/html/index.html 
http://www.caliban.org/bash 
http://www.shelldorado.com/scripts/categories.html 
http://www.dotfiles.org 


Mop pop ppppmogÀ: 
O (o 0» -1 O Oi i$ (0. M. IS. O xo 0 -1 O O1 i8 CQ) IO E 


2 

29 The choice of colors was done for a shell with a dark background 
23 #+ (white on black), and this is usually also suited for pure text-mode 
24 #+ consoles (no X server available). If you use a white background, 
25 #+ you'll have to do some other choices for readability. 

26 

27 This bashrc file is a bit overcrowded. 

28 Remember, it is just just an example. 

29 Tailor it to your needs. 

30 

Si # 
32 

33 --» Comments added by HOWTO author. 

34 

35) If not running interactively, don't do anything 

36 am USES T && scene 

ST 

38 

39 

40 Source global definitions (if any) 

41 

42 

43 

44 if [| -£ /etc/bashre ]; then 


/etc/bashrc 4 --» Read /etc/bashrc, if present. 


A e 
a O1! 


ita 


47 


48 

49 

50 Automatic setting of SDISPLAY (if not set already). 

Sb This works for me - your mileage may vary. 5 

52 The problem is that different types of terminals give 

53 #+ different answers to 'who am i' (rxvt in particular can be 
54 #+ troublesome) however this code seems to work in a majority 
Sy ue Cue CdS ES: 

56 

57 

58 function get_xserver () 

59- 4 

60 case STERM in 

61 xterm ) 

62 AMSIMRVGIR=S (wae am a | awk Horine SNE? || su sel UV" J 
63 # Ane-Pieter Wieringa suggests the following alternative: 
64 # I AM-$(who am i) 

65 # SERVER=S {I_AM#* (} 

66 # SERVER=S {SERVER%*) } 

67 XSERVER=S { XSERVERSS%: * } 

68 Pi 

69 aterm | rxvt) 

70 # Find some code that works here. 

wale B 

WZ esie 

13} 

74 

75 af [ -z S{DISPLAY:;=""} ]; then 

TG, get xserver 

p aba [| e S SERVER || S{XSERVER} == $(hostname) | | 

13 S{XSERVER} == "unix" ]]; then 

TO DISPLAY=":0.0" # Display on local host. 

80 else 

81 DISPLAY=S {XSERVER}:0.0 # Display on remote host. 
82 3E 3L 

(o desk 

84 

85 export DISPLAY 

86 

87 # 

88 # Some settings 

89 # 

90 

91 #set -o nounset # These two options are useful for debugging. 


92 #set -o xtrace 

93 alias debug="set -o nounset; set -o xtrace" 
94 

95 wb —9 € # Don't want coredumps. 
QS: ISIE O MOr 

97 set -o noclobber 

98 set -o ignoreeof 


99 

100 

101 4 Enable options: 

102 shopt -s cdspell 

103 shopt -s cdable vars 

104 shopt -s checkhash 

105 shopt -s checkwinsize 

106 shopt -s sourcepath 

107 shopt -s no empty cmd completion 

10S Slaeore = (ewnelauLenr 

109 shopt -s histappend histreedit histverify 
110 shopt -s extglob # Necessary for programmable completion. 
LLI 


112 # Disable options: 


119. Simoj ~u merien 


114 unset MAILCHECK # Don't want my shell to warn me of incoming mail. 
LS 

LLG 

iby 

TURNS Greeting, motd etc. 

LIS 

120 

q 2 Color definitions (taken from Color Bash Prompt HowTo). 
1622 Some colors might look different of some terminals. 
11229) For example, I s 'Bold Red' as 'orange' on my screen, 
124 hence the 'Green' 'BRed' 'Red' sequence I often use in my prompt. 
LAS) 

126 

12) Normal Colors 

128 Black='\e[0;30m' Black 

129 Red-'Ne[0;31m' Red 

130 Green-'Ne[0;32m' Green 

sil YàelLlesse" wes S." Yellow 

132 Blue='\e[0;34m' Blue 

133 Purple='\e[0;35m' Purple 

134 Cyan='\e[0;36m' Cyan 

135 White='\e[0;37m' White 

136 

137 # Bold 

138 BBlack='\e[1;30m' Black 

139 BRed='\e[1;31m' Red 

140 BGreen='\e[1;32m' Green 

141 BYellow='\e[1;33m' Yellow 

142 BBlue='\e[1;34m' Blue 

143 BPurple='\e[1;35m' Purple 

144 BCyan='\e[1;36m' Cyan 

145 BWhite='\e[1;37m' White 

146 

147 # Background 

148 On_Black='\e[40m' Black 

149 On Red-'Ne[41m' Red 

150 On Green-'Ne[42m' Green 

151 On Yellow-'Ne[43m' Yellow 

152 Om iB boe" ve raten" Blue 

153 On Purple-'Ne[45m' Purple 

154 On Cyan-'Ne[46m' Cyan 

155 On White-'Ne[47m' White 

156 

15/7 mue \S s Color Reset 

158 

1589 


160 ALERT-$(BWhite)$(On Red) 4 Bold White on red background 

161 

GZ 

163 

164 echo -e "${BCyan}This is BASH ${BRed}${BASH_VERSION%.*}${BCyan}\ 

165 - DISPLAY on ${BRed}S$DISPLAYS{NC}\n" 

166 date 

1.97 ase || -x /usr/gemes/tortcune |} then 

168 /usr/games/fortune -s # Makes our day a bit more fun.... :-) 
LOS) ix 

TPO 

FAL Ewueweinateue Se () # Function to run upon exit of shell. 
Le 1 

IS cho "S(BRed)Hasta la vista, baby${NC}" 

174 } 

ILS Teed Sac, EN 

LTG 
177 # 
178 4 Shell Prompt - for many examples, see: 


[RO TS TNS) INS) PSI TS: ISS) ISS) 


N 
ie) 


(bad). 


http://www.debian-administration.org/articles/205 
http://www.askapache.com/linux/bash-power-prompt.html 
http://tldp.org/HOWTO/Bash-Prompt-HOWTO 
https://github.com/nojhan/liquidprompt 
Current Format: [TIME USERGHOST PWD] » 
JEJE S 
Green == machine load is low 
Orange == machine load is medium 
Red == machine load is high 
ALERT == machine load is very high 
USER: 
Cyan == normal user 
Orange == SU to user 
Red == root 
OVS Wg 
Cyan == local session 
Green == secured remote connection (via ssh) 
Red == unsecured remote connection 
PWD 
Green == more than 10% free disk space 
Orange == less than 10% free disk space 
ALERT == less than 5% free disk space 
Red == current user does not have write privileges 
Cyan == current filesystem is size zero (like /proc) 
ER 
White == no background or suspended jobs in this shell 
Cyan == at least one background job in this shell 
Orang == at least one suspended job in this shell 
Command is added to the history file each time you hit enter, 
SO c/s chveni lasle io s skelle (sta egtem =e") . 
Test connection type: 
aie dp cum SPSS ACONNE CTT TON M Te ielevexot 
CNX-$ (Green) # Connected on remote machine, via ssh (good). 
Gulavie [Ep WB Sees e (gro jy E WV I ile Sela. 
CNX-$ (ALERT ) # Connected on remote machine, not via ssh 
else 
CNX-$ (BCyan) # Connected on local machine. 
feai 
# Test user type: 
if [[ ${USER} == "root" ]]; then 
SU=S {Red} # User is root. 
elif [[ S(USER) != $(logname) ]]; then 
SU=S {BRed} # User is not login user. 
else 
SU=S {BCyan} # User is normal (well most of us are). 
ie al 
NCPU=S (grep -c 'processor' /proc/cpuinfo) # Number of CPUs 
SLOAD=$ (( 100*${NCPU} )) # Small load 
MLOAD=$ (( 200*S{NCPU} )) # Medium load 


XLOAD=$ (( 400*${ 


NCPU} 


)) 


# 


Xlarge load 


# Returns system load as percentage, i.e., '40' rather than '0.40)'. 
function load() 


{ 


local SSLOAND=S (cuit CL U 
# System load of the current host. 
echo $((10#$SYSLOAD)) 


# 


EL J/ieweexc l@aclenwe || 1 =o 4w) 


Convert to decimal. 


245 
246 
247 
248 
249 
250 
251 
252 
299 
254 
255 
256 
257 
258 
259 
260 
261 
262 
263 
264 
265 
266 
267 
268 
269 
270 
aT AL 
272 
273 
274 
275 
276 
277 
278 
279 
280 
281 
282 
283 
284 
285 
286 
287 
288 
289 
290 
2 9 
292 
293 
294 
295 
296 
297 
298 
299 
300 
301 
302 
303 
304 
305 
306 
307 
308 
309 
310 


# Returns a color indicating system load. 


function load color() 


{ 


local SVSLOND=S (Gel) 


sig S S NOAD) 
echo -en ${AL] 
elif [ ${SYSLOAD} 

echo -en 


esie [I 


S(SYSLOAD] 


-gt ${XLOAD} 


]; then 


ERT} 


-gt ${MLOAD} ]; then 


$ {Red} 


-oE HIS] J7 estem 


cho 


n ${BRed} 


else 
cho 


n ${Green} 
iE aL 


} 


# Returns a color according to free disk space in SPWD. 
function disk color() 


{ 


mie qp How VSM! ] B sedere 
echo -en ${Red} 
# No 'write' privilege in the current directory. 
ess p c WS DEDE J- B7! 
local used-$(command df -P "SPWD" | 
ew “NID ocine SS} doe (p/m Uu uy 
aie [ Suse) ot 99. Ie iiem 
echo -en ${ALERT} # Disk almost full (>95%). 
elif [ ${used} -gt 90 ]; then 
cho n S(BRed) # Free disk space almost gone. 
else 
cho n S{Green} # Free disk space is ok. 
3b dL 
else 
echo -en ${Cyan} 
# Current directory is size '0' (like /proc, /sys etc). 
iE dL 


) 


# Returns a color according to running/suspended jobs. 
function job color() 


{ 


aie [ S(joos s | we -1) =e VOY Jp ilem 
cho n S(BRed) 
eli | Soos - | we -1) -gE YOY i g iem 
echo -en $(BCyan) 
if di 


# Adds some text in the terminal frame (if applicable). 


# Now we construct the prompt. 
PROMPT COMMAND-"history -a" 
case $(TERM) in 

*term aexewie || diste) 
Sede A eleac cedo) VP TVA\ LS NCI] © 
Time of day (with load info): 
Sees UN T\S oac eolon V 1L [VA\ [Stier \ T] Y 
User@Host (with connection type info): 
PSI=S{PSI}S\IS{SUP\] \UNTS{NCH\I@\ [STENX}\] \A\NTS{NC}\] E 
PWD (with 'disk space' info): 
Sie. erst Eun TS (hiss color] VII Wit] \ ENCIAN u 
Prompt (with 'job' info): 
PS1=${PS1}"\[\$ (job_color) \]>\[${NC}\] " 
Set title of current xterm: 
DISS PS PON NS OS Tule Vel) Weve) 


WWWWW WW CO 
(cor e| vor) Onl SS eo [S5 J 


CO CO 
Is f 
CG) Xe} 


Bn 


Ssa 


PS1="(\A \u@\h NW) > " 4 --> PS1="(\A \u@\h Nw) > " 


# --» Shows full pathname of current dir. 


export TIMEFORMAT-$'Nnreal $3RNtuser $3UNtsys %3S\tpcpu %P\n' 
export HISTIGNORE-"&:bg:fg:ll:h" 


export HISTTIMEFORMAT-"$(echo -e ${BCyan}) [$d/$m %H: 


ae 


M:%S]$(echo -e ${NC}) " 


export HISTCONTROL=ignoredups 
export HOSTFILE=$HOME/.hosts # Put a list of remote hosts in ~/.hosts 


ALIAS 


ES AND FUNCTIONS 


Arguably, some functions defined here are quite big. 
If you want to make this file smaller, these functions can 
+ be converted into scripts and removed from here. 


Personnal Aliases 


alias rm='rm -i' 

euius Gee =i! 

alias mv-'mv -i' 

# -> Prevents accidentally clobbering files. 
alias mkdir='mkdir -p' 


alias h='history' 

altas Im 39/9 c1. 

alias which='type -a' 

aleas EE NC 

# Pretty-print of some PATH variables: 


alias path-'echo -e ${PATH//:/\\n}' 
alias libpath= echa -e SD LTBRNRY PATKY / 8 // X Wm J-" 


alias du='du -kh' # Makes a more readable output. 
alias df='df -kTh' 
# 


# The 'ls' family (this assumes you use a recent GNU 1s). 


# Add colors for filetype and human-readable sizes by default on 'ls': 


alias Jie UV die =i m Coo 

alras IDV ils; IBS # Sort by extension. 

almas Ik Vals; d e: # Sort by size, biggest last. 

alias EES IS -lItr' # Sort by date, most recent last. 

guste leuis lues # Sort by/show change time,most recent last. 
alias Iu-'Is -ltur' # Sort by/show access time,most recent last. 
# The ubiquitous 'll': directories first, with alphanumeric sorting: 
gulsicis: JS Wks y group-directories-first" 

alias lm-'ll |more' # Pipe through 'more' 

gulias ISL JR # Recursive ls. 

alias la-2'll -A' # Show hidden files. 

alias tree='tree -Csuh' # Nice alternative to 'recursive ls' 


# 
# Tailoring 'less' 
# 
alias more='less' 


export PAGER=less 

export LESSCHARSET-'latinl' 

export LESSOPEN='|/usr/bin/lesspipe.sh $s 2»&-' 

Use this if lesspipe.sh exists. 

export LESS-'-i -N -w za -g M = sf SR =P Piesic Y 
Jerch » oosslo\{ePWoimaine glos Agote. lelog—s 5 a 


# LESS man page colors (makes Man pages more readable). 
export LESS TERMCAP mb-$'NE[01;31m' 

export LESS TERMCAP md-$'NE[01;31m' 

export LESS TERMCAP me-$'NE[0m 

export LESS TERMCAP se-$'NE[Om' 

export LESS TERMCAP so-$'NE[01;44;33m' 

export LESS TERMCAP ue-$'NE[Om' 

export LESS TERMCAP us-$'NE[01;32m' 


# 


# Spelling typos - highly personnal and keyboard-dependent 


alias xs='cd' 
alias vf='cd' 
alias moer='more' 
alias moew='more' 
alias kk='1l' 


# A few fun ones 


# 
# Adds some text in the terminal frame (if applicable). 


UME MOM xealte ce) 
{ 
case "STERM" in 
*xerms | vt) 
echo -en "Nego; S*Na" ;; 
"RB 


esac 


# Aliases that use xtitle 
alias top='xtitle Processes on $HOST && top' 
alias make='xtitle Making $(basename $PWD) ; make' 


i? oo Gol iQ elis 
function man() 
( 
ite aL - lo 
Meaicls Wie S(lsasemeimis Sli: sel aJ cioar) manva 
command man -a "$i" 
done 


# Make the following commands run in background automatically: 
# 


function te() # wrapper around xemacs/gnuserv 
{ 
aie l VS (epineilsnere -—loenEcim -avaL t 2245-) Y == Ue" jp chen 
Cine lieie ep VHON; 
else 
( xemacs "S@" &); 
1E3L 
} 
function soffice { command soffice "S@" & } 


() 
itQbhg «cab aLlopa, IeskiatSncep<(()) 4 Comnmangi Lre Wise m T 
function xpdf() ( command xpdf "S@" & } 


File & strings related functions: 


Find a file with a pattern in name: 
Puneti i810 (0) E Eao 2 SESS 36 —soginSs US IMSSUISY uoa y 


Find a file with pattern $1 in name and Execute $2 on it: 
ieibiovele ei S) A Lael o Tye dt Sines V6 US go PUU sau \ 
mee SiZs-sxle ty WB 73 


# Find a pattern in a set of files and highlight them: 
#+ (needs a recent version of egrep). 
UME OIA rene de (D) 


{ 


OPTIND=1 
local mycase="" 
local usage="fstr: find string in files. 
Usages ewr [pet] \hoeicicencin\Y AV enmane joeiciceicin\ Yi) MH 


while getopts :it opt 
do 
case "Sopt" in 
i) mycase="-i " ;; 
5) Cela USbiseeisW P AEV pp 
esac 
done 
Site S(( SOPTIND = 1 jj 
ae, dp See alte ak eb ae levee 
echo "Susage" 
return; 
iE aL 
Finel » SEVIS i Senne VS(Q9—e pT pex || Y 
xargs -0 egrep color-always -sn S{case} "$1" 2>&- | more 
} 
function swap () 


{ # Swap 2 filenames around, if they exist (from Uzi's bashrc). 
local TMPFILE-tmp.$$ 


[ $4 -ne 2 ] && echo "swap: 2 arguments needed" && return 1 
[ ! -e $1 ] && echo "swap: $1 does not exist" && return 1 
[ ! -e $2 ] && echo "swap: $2 does not exist" && return 1 


my "ST" STMPEIIDI 
mv "$2" "$1" 
Inv SAMEA TEES 2 


E 


509 j 

Sil) 

Hii iwc iO@im Exicwsicie (() # Handy Extract Program 

SIA 1 

5)13) ie [p EO Sub qp o» delen 

514 case $1 in 

515 Teele, Z2) ibus xew]u Sil BE 

SG SEGUE 16124) eae xev Sil BE 

51 7 "i doa.) bunzip2 ST 207 

SL AREA) bineare 5e Sil SR 

Aly, ** oo) gunzip $1 af 

520 ory cis) ipeue Saye Sil e 

524 tS elo 72:21) car xewjut ol oS 

522 9e dE) tew syai Sil ous 

523 Bg ASN vioza Sil TA 

524 * 2) uncompress $1 BE 

325 Ato Mhz) ee Se Sab 2s 

526 vd) edho “VSI! cannot Ins eoxciceicinecl wale Sexccmercie<'! ep 
527 esac 

528 else 

S29 exeimo MESIO ate uo. ~r wedsuel EE 

5:30) ít 

eui 4 

532 

533 

534 Creates an archive (*.tar.gz) from given directory. 

5935 ieibhovleskein imeleeiceue()) 4 tar chm VSTISS/} cere ou“?  WEdes/4/Ws p 
536 

537 Create a ZIP archive of a file or folder. 

HIF LUMGELOSIM Waedsezidqo() d zip =e USTIISS/)h.zijp" WSU ¢ ] 

539 

540 Make your directories and files access rights sane. 

541 function sanitize() ( chmod -R u-rwX,g-rX,o- "S@" ; } 

542 

343 

544 Process/system related functions: 

545 

546 

547 

548 function my ps() { ps $@ -u SUSER © pid,$cpu,$mem,bsdtime,command ; } 
549 function pp() { my-ps f | awk '!/awk/ && SO~var' var=S{1:—".*"} ; } 
550 

551 

552 itumciEd om. LSE) # kill by process name 

353. 1 

554 local pid pname sig-"-TERM" # default signal 

555 ae [p ES a ow dp EA A 2p: e 

556 echo "Usage: killps [-SIGNAL] pattern" 

55/7 return; 

558 £1 

5/59) se [p Sap SB ie ielekewet SESI p. Ea 

560 for pid in $(my_ps| awk '!/awk/ && $0-pat ( print $1 }' pat=S{!#} ) 
561 do 

562 pname-$ (my ps | awk 'Sl~var ( print $5 }' var=Spid ) 
563 if ask "Kill process $pid «$pname» with signal $sig?" 
564 then kill $sig $pid 

565 Ea 

566 done 

9o | 

568 

569 function mydf () u^ eSiweyye—joreaione, gut "GNE" Quite. 

SIO 4 # Inspired by 'dfc' utility. 

SE for Tae cde 

572 

573 xs [ L dw Sits 1 


574 then 


echo -e $fs" :No such file or directory" ; continue 
í£t3 
local info-( $(command df -P $fs | awk 'END{ print $2,$3,$5 
local free-( $(command df -Pkh Sfs | awk 'END( print $4 }') 
local mogrars=S (t 20 = Sqasso[Li)lp 7 SqseteLonr J) 
local out="[" 
tow (359232075 Ira) e Glo 
as [ Sigh abe Sfinlosicascis} l9 iesu 
out=Sout"*" 
else 
out-$out"-" 
i3 
done 


out=${info[2]}" 


echo -e Sout 
done 


uneton my 319) (() 


{ 


MY IP-$(/sbin/ifconfig ethO | 


# Get IP adress on 


WS || (Verse frea om SiS) ¥ 


thernet. 


awk '/inet/ { print $2 


sed -e s/addr://) 
echo $(MY IP:-"Not connected" } 


itin cc LeyaY ALL (() # Get current host related info. 
( 
echo -e "\nYou are logged on ${BRed}$HOST" 
echo -e "XnS(BRed)Additionnal information:$NC " ; uname -a 
echo -e "\n${BRed}Users logged on:$NC " ; w -hs | 
pe =cl UV w 33 || deese || Wate 
ceho -6 W\niS {BREC Curren Cate SNC Y date 
echo -e "\n${BRed}Machine stats :$NC " ; uptime 
echo -e "\n${BRed}Memory stats :$NC " ; free 
cono cU mS BREC DiSkepace QONE U Mm cH ESIEIOMHR 
echo -e "\nS{BRed}Local IP Address :$NC" my. ip 
echo -e "\n${BRed}Open connections :$NC "; netstat -pan inet; 
echo 
} 
# 
# Misc utilities: 
# 


function repeat () 


{ 


local i max 


# Repeat n times command. 


MESS lLp. be 
icone (area. sb <> mas o i)o tle jj c C lika Syntes 
eval "SQ"; 
done 
} 
function ask() # See 'killps' for example of us 
{ 
eeno Siok WIS Uum] V p reac ang 
case "Sans" in 
wex|pxes» seein 0) £p 
Ay roDurm pee 
esac 


function corename() 


# Get name of app that created a corefile. 


lan) 
) 


) 


641 { 


642 irene isles § Clo 

643 echo -m Sicsike 9 p Geo core=Sfil batch | head -1 

644 done 

645 } 

646 

647 

648 

649 

650 

Goal PROGRAMMABLE COMPLETION SECTION 

652 Most are taken from the bash 2.05 documentation and from Ian McDonald's 
653 "Bash completion' package (http://www.caliban.org/bash/#completion) 
654 You will in fact need bash more recent then 3.0 for some features. 
655 

656 Note that most linux distributions now provide many completions 
657 "out of the box' however, you might need to make your own one day, 
658 so I kept those here as examples. 

659 

660 

6G sie [ VS (BANS WIHRSIONS. epu We W3.9V Tg sies 

662 echo "You will need to upgrade to version 3.0 for full \ 

663 programmable completion features" 

664 return 

(95. Eu 

666 

667 shopt -s extglob # Necessary. 

668 

669 complete -A hostname rsh rcp telnet rlogin ftp ping disk 

670 complete -A export printenv 

671 complete -A variable export local readonly unset 

672 complete -A enabled builtin 

673 complete -A alias alias unalias 

674 complete -A function function 

675 complete -A user su mail finger 

GIG 

677 complete -A helptopic help # Currently same as builtins. 

678 complete -A shopt shopt 

679 complete -A stopped -P '$' bg 

680 complete -A job -P '$' fg jobs disown 

681 

682 complete -A directory mkdir rmdir 

683 complete -A directory -o default cd 

684 


685 # Compression 


686 complet it O Ceramide =x Ye ot (majo|| Zine) Aia 

687 complet if =) Clevtailic =x "9p (aaa || mune) V queas 

688 complet © Cleiraylibe =x Ys oar (|)? compress 

689 complet i 9 CETERAE —» Yl gm z # uncompress 

690 complet i —© eee. xe Pe ose (ea eA gzip 

691 complet i xe) Coralie =X "VJ wasser) " gunzip 

692 complet it =o cereale =x "v.9(09z22]1842)"  l9ogip2 

693 complet t O eeiegult x Ul aap (lo? [189221 V loyplinysijoy2 

694 complet i =o Gkeuewb xX Ul wss( ao Ae’ | 2 [za ers devo 2 |) idisse 
695 

696 

(997 ir DOCUINIEIMNES — XO agger ISOLE ONL s goo 

698 complet tf -o default -X '!*.+(ps|PS)' gs ghostview ps2pdf ps2ascii 
699 complet E exo) Cleireinilic -X \, 


TOO Y le, 4e (oat. | DWI 
701 complet f 


)' dvips dvipdf xdvi dviselect dvitype 

o defaul X Uds scp ace | eium) " geieo@ieSac! jacheZios 

702 complet Oo defaul X '!*.@(@(? (e) ps|?(E)PS|pdf|PDF) ?N 

TOS (eG || ASA) cioe ou om)" wr je 

704 complet f -o default -X '!*.texi*' makeinfo texi2dvi texi2html texi2pdf 
705 complet o default -X '!*.tex' tex latex slitex 

706 complet © eee. =< Yi ily! Joys 


complet i =O Ceme —x Vee gah (micas swe) A lane Zins) 
complet it =) default =x 7 
Nee «e (eloe || DOS || Sais || aw; | eyes || Pea || Sexe | SPA" | Caw || CSv|locl? OD? || oxes: || O17) V — exe iesu 


# Multimedia 
complet t eg default =x \ 
'!* + (gif |GIF|jp*g|JP*G|bmp|BMP|xpm|XPM|png|PNG)' xv gimp ee gqview 


complet E O (keel xX 9 lose (anes) " iaer2 S. wor 
complet t —@  clestewbUbe =< Ud cares (OEE)! xs 2; 
complet t en) Cleitawilic =x \ 


'!*., (mp [23] |MP [23] |ogg|OGG|wav|WAV|pls|\ 
m3u|xm|mod|s[3t]m|it|mtm|ult|flac)' xmms 

complet f O default -X '!*.@(mp?(e)g|MP? (E)G|wma|avil|AVI|\ 
asf|vob|VOB|bin|dat|vcdlps|pes|fli|viv|rm|ram|yuv|mov|MOV|qt|N 
QT | wmv | mp3 | MP 3 | ogg | OGG | ogm | OGM | mp4 | MP4 | wav | WAV | asx|ASX)' xine 


complet it —@ deraut XAR  joxsiedl joveyellS) 


# This is a 'universal' completion function - it works when commands have 
#+ a so-called 'long options' mode , ie: 'ls cul" stiasiceeercl gr Vile: —a" 
# Needs the '-o' option of grep 
#+ (try the commented-out version if not available). 
# First, remove '=' from completion word separators 
#+ (this will allow completions like 'ls color-auto' to work correctly). 
COMP. WORDBREAKS-$ (COMP WORDBREAKS /=/ } 
_get_longopts () 
{ 
$51 help | sed yd oc Vel "s/.*--\ ([*[:space:].,]*\).*/--\1/"| N 
Ferajo ^92" legs =w p 

S Jedi | grep -0 -a U"--—[I^lssepeceslasl]*" | cns -S VSZ" | some =u 
} 
_longopts () 
{ 

Locs tuz 

cur=$ {COMP_WORDS [COMP_CWORD] } 

Case, YS xe gu Shin 

=—*) oe 
JE 
ay return ;; 
esac 
case "$1" in 
\~*) eval cum" Si" sc 
d (emot SL. pop 

esac 

COMPREPLY-( $( get longopts ${1} ${cur} ) ) 
} 
complet o default -F  longopts configure bash 
complet o default -F  longopts wget id info a2ps ls recode 
ae (D) 
( 

local cur ext regex tar untar 

COMPREPLY-() 

cur-$(COMP WORDS [COMP_CWORD] } 

# If we want an option, return the possible long options. 


case "Scur" in 


-*) COMPREPLY=( $(_get_longopts $1 Scur ) ); return 0;; 


esac 


sie || SCOMEOWORD. -—exs il lg iem 
COMPRAPLV=( S couse =W Ve w x u r cl AY == Sour ) ) 
return 0 


ia 


case "S(COMP WORDS[1])" in 
8 (3) gr dE) 
COMPREPLY-( $( compgen -f $cur ) ) 
return 0 


se C anys) a6) 
ext-'tar' 
regex=Sext 
E) 
ext-'tar.gz' 
regex-'tNV(arN.N) N(gzNIZXN) ' 
ee [cs] ae) 
ext-'t?(dr.)bz?(2)' 
regex-'tN(arN.N)bz2N?' 


LA 


COMPREPLY-( $( compgen -f $cur ) ) 
return 0 


LA 


esac 
aie [il WSCOMIP ini = Te i SeexeY Uc ji) 2 ilaem 
# Complete on files in tar file. 
# 
# Get name of tar file from command line. 
ieu (( echo VSCOME LENES | Y 


eel G Vales XO Js" EEEN SA 


# Devise how to untar and list it. 
untar=t$ {COMP_WORDS[1]//[*Izjyf]/} 


COMPREPLY-( $( compgen -W "$( echo $( tar Suntar Star \ 


Df Cleg/mealil jy jy —— “Seu 5 
return 0 


else 
# File completion on relevant files. 
COMPREPLY-( $( compgen -G Scur\*.S$ext ) ) 


fa 


return 0 


complete -F tar -o default tar 


_make () 


{ 


local mdef makef makef dir-"." makef inc gcmd cur prev i; 
COMPREPLY-(); 
cur-$(COMP WORDS [COMP_CWORD] ) ; 
prev-$(COMP WORDS [COMP. CWORD-1] }; 
ease "Sue sb 

—*£f) 


) 


) 


839 
840 
841 
842 
843 
844 
845 
846 
847 
848 
849 
850 
851 
852 
933) 
854 
855 
856 
857 
858 
359 
860 
861 
862 
863 
864 
865 
866 
867 
868 
869 
870 
871 
872 
873 
874 
8) 7115) 
876 
877 
878 
9o 
880 
881 
882 
883 
884 
885 
886 
887 
888 
889 
890 
891 
892 
893 
894 
895 
896 
SSi 
898 


esac; 


COMPREPLY-($(compgen -f $cur )); 
return 0 


LN 


case "Scur" in 
d 


COMPREPLY-($( get longopts $1 $cur )); 
return 0 


LN 


make reads 
GNUmakefile, 

then makefile 

then Makefile 


f [ -f ${makef_dir}/GNUmakefile ]; then 


makef=$ {makef_dir}/GNUmakefile 


CIS 


[ -£ S(makef dir)/makefile ]; then 


makef-$(makef dir)/makefile 


el aie 


[ -£ S(makef dir)/Makefile ]; then 


makef=S$ {makef_dir}/Makefile 


else 


makef=S {makef_dir}/*.mk 


ig aL 


# Local convention. 


# Before we scan for targets, see if a Makefile name was 
#+ specified with -f. 


for (( i20; i < ${#COMP_WORDS[@]}; i++ )); do 
if [I ${COMP_WORDS[i]} == -f ]]; then 
# eval for tilde expansion 
eval makef=S {COMP_WORDS [i+1] } 
break 
i3 
done 


[ ! 2f Smakef | && return 0 


# Deal with included Makefiles. 


ip UA 
E 


makef inc-$( grep 


?include' Smakef | 
sedie Uere to Smaker (olabac UP 9) 


ror fila im Smaker ine; clo) 


[ 


-f $file ] && makef="$makef $file" 


done 

# If we have a partial word to complete, restrict completions 

#+ to matches of that word. 

xi | - "Suns" 9 then Greuwck greo "^Scwus"" p» else wewmebExeeE p iu 

COMPREPLY-( $( awk -E':' '/^[a-zA-Z0-9] [*S#\/\t=]*: ([^9]11$) 7. N 
(eub (Sil f Jypions(a. abo rX)eweabsue 7A {Lak )) p v 
$makef 2>/dev/null | eval $gcmd J) 

F mak X '+($*|*.[cho])' make gmake pmake 


complet 


9o9o Tob Weil () 


900 
SOT 
202 
903 
904 


locen 
COMPR 
Cui 


cur prev 
EPLY-() 
(COMP WORDS [COMP_CWORD] } 


\ 


21$ 
920 
gos 
92 
929 


co 


Se SE och ok 


# Get a list of processes 
#+ (the first sed evaluation 
#+ takes care of swapped out processes, the second 
#+ takes care of getting the basename of the process). 
COMPREPLY-( $( ps -u $USER -o comm | \ 
sed -e '1,1d' -e 's#[]\[]##g' -e 's#*.*/##'| \ 
eue "dui Qe c (A° Semel /) qx 995" N) 


return 0 


mplete -F  killall killall killps 


Local Variables: 
mode:shell-script 
sh-shell:bash 
End: 


And, here is a snippet from Andrzej Szelachowski's instructive . bash. profile file. 


Example M-2. .bash profile file 


Mop p opp ppppogÀ: 
O (o 0» -1 O Oi i (). M P O xo 0 -1 O O1 4 Q Io P 


NNNNNN ND 
SU) env (nr des. py [9 dS 


N 
[99] 


CO CO CO CO CO CO CO CO CO CO DN 
© CO ISO Ole WN TES oo 


dis 


From Andrzej Szelachowski's -/.bash profile: 


ote that a variable may require special treatment 
if it will be exported. 


DARKGRAY='\e[1;30m' 
,IGHTRED='\e[1;31m' 
GREEN='\e[32m' 
YARIRILIOMNSY ses LI Ss Shia” 
,IGHTBLUE-'Ne[1;34m' 
NC='\e[m' 
AMS \~akie [| NSN Sep O 1] p- caian T= SLICERS H cule JU SIRI CUNE IOI YG JELA 
echo \$T V^" 
For "literal" command substitution to be assigned to a variable, 
+ use escapes and double quotes: 
+ ACAD as UT 
Otherwise, the value of PCT variable is assigned only once, 
+ when the variable is exported/read from .bash_profile, 
+ and it will not change afterwards even if the user ID changes. 
PS1="\nSGREEN[\w] \n$DARKGRAY ($PCTNCSDARKGRAY) - ($PCT\uSDARKGRAY) - ($PCTN! 
SDARKGRAY)SYELLOW-» SNC" 


Escape a variables whose value changes: 

asc [| \SUID) -ee © ds 
Otherwise the value of the EUID variable will be assigned only once, 
as above. 


When a variable is assigned, it should be called escaped: 
exco We. 
Otherwise the value of the T variable is taken from the moment the PCT 
variable is exported/read from .bash profile. 
So, in this example it would be null. 


When a variable's value contains a semicolon it should be strong quoted: 


40 # T='SLIGHTRED', 
41 # Otherwise, the semicolon will be interpreted as a command separator. 
42 


43 

44 # Variables PCT and PS1 can be merged into a new PS1 variable: 
45 

46 PS1="\*if [[ \SEUID -eq 0 ]]; then PCT='SLIGHTRED'; 

47 else PCT-'S$LIGHTBLUE'; fi; 


48 echo '\nSGREEN[\w] \nSDARKGRAY ('\$PCT'\t$DARKGRAY) —\ 

49 ('NSPCT'NuSDARKGRAY)-('NSPCT'N! SDARKGRAY)SYELLOW-» $NC'V" 

50 

Sil s^ ime tolek LS EQ USS strong GWOEMiNG tor pacts Gi Old ES weucislgle. 
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Appendix N. Converting DOS Batch Files to Shell 
Scripts 


Quite a number of programmers learned scripting on a PC running DOS. Even the crippled DOS batch file 
language allowed writing some fairly powerful scripts and applications, though they often required extensive 
kludges and workarounds. Occasionally, the need still arises to convert an old DOS batch file to a UNIX shell 
script. This is generally not difficult, as DOS batch file operators are only a limited subset of the equivalent 
shell scripting ones. 


Table N-1. Batch file keywords / variables / operators, and their shell equivalents 


Meaning 


command-line = DAE prefix 


environmental variable 


comment 


— [3E 


negate following test 


7 


dev/null "black hole" for burying command output 
echo echo (many more option in Bash) 


echo echo blank line 


set +v do not echo command(s) following 


DO [for var in [list]; do "for" loop 
label 


ump to another location in the script 


sleep pause or wait an interval 


menu choice 
if-test 


C 5/5 
E -HE 
© o |o 
| Sle le 
e. o [5 
[e] £5 S 2 
e 2s 
BS |= 
2. |S 
O JS 
5 
— 


IST FILENAME 


= 
= 

a 
€ 
zh 
— 
ie 
5 
5 
© 


] test if file exists 


if [ -z "$N" ] if replaceable parameter "N" not present 


source or . (dot operator) "include" another script 


COMMAND /C source or . (dot operator) "include" another script (same as CALL) 


export set an environmental variable 


shift left shift command-line argument list 


SGN -lt or -gt sign (of integer) 


ERRORLEVEL $? exit status 
stdin "console" (stdin) 


(generic) printer device 


first printer device 


Batch files usually contain DOS commands. These must be translated into their UNIX equivalents in order to 
convert a batch file into a shell script. 


Table N-2. DOS commands and their UNIX equivalents 


DOS Command |UNIX Equivalent 


OQ 
p] [ct 
E 


[s] 
BN 
E! 

E 
"Jj 
LT] 

L1] 


$^; Virtually all UNIX and shell operators and commands have many more options and enhancements than 
their DOS and batch file counterparts. Many DOS batch files rely on auxiliary utilities, such as ask.com, 


a crippled counterpart to read. 


DOS supports only a very limited and incompatible subset of filename wild-card expansion, recognizing 
just the * and ? characters. 
Converting a DOS batch file into a shell script is generally straightforward, and the result ofttimes reads better 
than the original. 


Example N-1. VIEWDATA.BAT: DOS Batch File 


REM VIEWDATA 


EM INSPIRED BY AN EXAMPLE IN "DOS POWERTOOLS" 


P. 
P. 


EM BY PAUL SOMERSON 


(O) 


ECHORORH 


F !$1--! GOTO VIEWDATA 

E IF NO COMMAND-LINE ARG... 
IND "$1" C:\BOZO\BOOKLIST.TXT 
OTO EXITO 
E PRINT LINE WITH STRING MATCH, THEN EXIT. 


EWDATA 
E C:\BOZO\BOOKLIST.TXT | MORI 
REM SHOW ENTIRE FILE, 1 PAGE AT A TIME. 


E 


|ES 


oy Cs} | xy (a) dex (55 IS) f=) €» Wey Csi | feny (On) dE (95 ISS) [3 


:EXITO 


The script conversion is somewhat of an improvement. [1] 


Example N-2. viewdata.sh: Shell Script Conversion of VIEWDATA.BAT 


#!/bin/bash 
# viewdata.sh 
# Conversion of VIEWDATA.BAT to shell script. 


DATAFILE=/home/bozo/datafiles/book-collection.data 
ARGNO-1 


# QECHO OFF Command unnecessary here. 


1 
2 
3 
4 
5 
6 
7 
8 
S 
10 if [ $4 —-lt "SARGNO" ] IF !$1--2! GOTO VIEWDATA 
11 then 
2 
3 
4 
5 
6 
p 
8 
9 
0 
il 


less SDATAFILI 
else 

grep "$1" SDATAFILI 
ial 


RI 


TYPI 


Dm 


C:\MYDIR\BOOKLIST.TXT | MORE 


TIND WILY (Cog MOI) IR \ EVOKE LSI, WOT 


E 


esac O EX TRO 


# GOTOs, labels, smoke-and-mirrors, and flimflam unnecessary. 
# The converted script is short, sweet, and clean, 
#+ which is more than can be said for the original. 


Ted Davis' Shell Scripts on the PC site had a set of comprehensive tutorials on the old-fashioned art of batch 
file programming. Unfortunately the page has vanished without a trace. 


Notes 


[1] Various readers have suggested modifications of the above batch file to prettify it and make it more 
compact and efficient. In the opinion of the ABS Guide author, this is wasted effort. A Bash script can 
access a DOS filesystem, or even an NTFS partition (with the help of ntfs-3g) to do batch or scripted 


operations. 
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Appendix O. Exercises 


The exercises that follow test and extend your knowledge of scripting. Think of them as a challenge, as an 
entertaining way to take you further along the stony path toward UNIX wizardry. 


On a dingy side street in a run-down section of Hoboken, New Jersey, 
there sits a nondescript squat two-story brick building with an inscription 
incised on a marble plate in its wall: 


Bash Scripting Hall of Fame. 


Inside, among various dusty uninteresting exhibits is a corroding, 
cobweb-festooned brass plaque inscribed with a short, very short 

list of those few persons who have successfully mastered the material 

in the Advanced Bash Scripting Guide, as evidenced by their performance 
on the following Exercise sections. 


(Alas, the author of the ABS Guide is not represented among the exhibits. 
This is possibly due to malicious rumors about lack of credentials and 


deficient scripting skills.) 


0.1. Analyzing Scripts 


Examine the following script. Run it, then explain what it does. Annotate the script and rewrite it in a more 
compact and elegant manner. 


1 #!/bin/bash 

2 

3 MAX=10000 

4 

E 

6 for((nr-l; nr«$MAX; nr+t) ) 
F do 

8 

E lee “ed = nre z 5" 
10 xit [ "Sel? -ne 3 ] 
il then 

2 continue 

3 al 

4 

E dct Eme s n 
6 we qp USZU mme 4] 
Ji then 

8 continue 

i9 3E ab 
20 
21 Tet TES = Nre %7 97 
22 sae [ "SES" me 5] 
23 then 
24 continue 
25 fa 
26 


27 break # What happens when you comment out this line? Why? 


29 done 

30 

9L echo "Number = Snr" 
32 

33 

34 exit d) 


Explain what the following script does. It is really just a parameterized command-line pipe. 


#!/bin/bash 


DIRNAME=/usr/bin 
FILETYPE="Shell script" 
LOGFILE=logfile 


file "SDIRNAME"/* | fgrep "SFILETYPE" | tee $LOGFILE | wc -1l 


oy (99^ s] fn (Gal dE (9 [Soy [S 


exe 0) 


Examine and explain the following script. For hints, you might refer to the listings for find and stat. 


#!/bin/bash 


# This code is released to the public domain. 


1L 

2 

3 # Author: Nathan Coulter 

4 

5 # The author gave permission to use this code snippet in the ABS Guide. 
6 


7 filme! —weeswolepicim i1 -type E -princi USe\OOO" || 4 
8 while read -d $'\000'; do 


9 mv "SREPLY" "$(date -d "$(stat © '%y' "SREPLY") " '+%Y%m%d3H%M%S' 
10 )-SREPLY" 
jT. done 
12 } 
13} 


14 # Warning: Test-drive this script in a "scratch" directory. 
15 # It will somehow affect all the files there. 


A reader sent in the following code snippet. 


1 while read LINE 
2 Clo) 

3 echo SLINE 
4 done « ^tail -f /var/log/messages' 


He wished to write a script tracking changes to the system log file, /var/log/messages. Unfortunately, 
the above code block hangs and does nothing useful. Why? Fix this so it does work. (Hint: rather than 


redirecting the stdin of the loop, try a pipe.) 


Analyze the following "one-liner" (here split into two lines for clarity) contributed by Rory Winston: 


il ewgoowiE SUNO; for © ium Sime see -—mewue Uc sese) 
2 elo exo SUM=S ( (SSUM r Se -L Si || ws VI prime Sil QU) themes echo SSUM 


Hint: First, break the script up into bite-sized sections. Then, carefully examine its use of double-parentheses 
arithmetic, the export command, the find command, the wc command, and awk. 


Analyze Example A-10, and reorganize it in a simplified and more logical style. See how many of the 
variables can be eliminated, and try to optimize the script to speed up its execution time. 


Alter the script so that it accepts any ordinary ASCII text file as input for its initial "generation". The script 
will read the first SROW*SCOL characters, and set the occurrences of vowels as "living" cells. Hint: be sure to 
translate the spaces in the input file to underscore characters. 
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O.2. Writing Scripts 


Write a script to carry out each of the following tasks. 
EASY 


Self-reproducing Script 
Write a script that backs itself up, that is, copies itself to a file named backup. sh. 


Hint: Use the cat command and the appropriate positional parameter. 
Home Directory Listing 
Perform a recursive directory listing on the user's home directory and save the information to a file. 
Compress the file, have the script prompt the user to insert a USB flash drive, then press ENTER. 
Finally, save the file to the flash drive after making certain the flash drive has properly mounted by 
parsing the output of df. Note that the flash drive must be unmounted before it is removed. 
Converting for loops to while and until loops 
Convert the for loops in Example 11-1 to while loops. Hint: store the data in an array and step through 
the array elements. 


Having already done the "heavy lifting," now convert the loops in the example to until loops. 
Changing the line spacing of a text file 

Write a script that reads each line of a target file, then writes the line back to stdout, but with an 

extra blank line following. This has the effect of double-spacing the file. 


Include all necessary code to check whether the script gets the necessary command-line argument (a 
filename), and whether the specified file exists. 


When the script runs correctly, modify it to triple-space the target file. 


Finally, write a script to remove all blank lines from the target file, single-spacing it. 

Backwards Listing 
Write a script that echoes itself to st dout, but backwards. 

Automatically Decompressing Files 
Given a list of filenames as input, this script queries each target file (parsing the output of the file 
command) for the type of compression used on it. Then the script automatically invokes the 
appropriate decompression command (gunzip, bunzip2, unzip, uncompress, or whatever). If a target 
file is not compressed, the script emits a warning message, but takes no other action on that particular 
file. 

Unique System ID 
Generate a "unique" 6-digit hexadecimal identifier for your computer. Do not use the flawed hostid 
command. Hint: md5sum /etc/passwd, then select the first 6 digits of output. 

Backup 
Archive as a "tarball" (* .tar.gz file) all the files in your home directory tree 
(/home/your-name) that have been modified in the last 24 hours. Hint: use find. 


Optional: you may use this as the basis of a backup script. 

Checking whether a process is still running 
Given a process ID (PID) as an argument, this script will check, at user-specified intervals, whether 
the given process is still running. You may use the ps and sleep commands. 

Primes 
Print (to stdout) all prime numbers between 60000 and 63000. The output should be nicely 
formatted in columns (hint: use printf). 


Lottery Numbers 
One type of lottery involves picking five different numbers, in the range of 1 - 50. Write a script that 
generates five pseudorandom numbers in this range, with no duplicates. The script will give the 
option of echoing the numbers to st dout or saving them to a file, along with the date and time the 
particular number set was generated. (If your script consistently generates winning lottery numbers, 
then you can retire on the proceeds and leave shell scripting to those of us who have to work for a 
living.) 


INTERMEDIATE 


Integer or String 
Write a script function that determines if an argument passed to it is an integer or a string. The 
function will return TRUE (0) if passed an integer, and FALSE (1) if passed a string. 


Hint: What does the following expression return when $1 is not an integer? 


expr $1 + 0 

ASCII to Integer 
The atoi function in C converts a string character to an integer. Write a shell script function that 
performs the same operation. Likewise, write a shell script function that does the inverse, mirroring 
the C itoa function which converts an integer into an ASCII character. 

Managing Disk Space 
List, one at a time, all files larger than 100K in the /home/username directory tree. Give the user 
the option to delete or compress the file, then proceed to show the next one. Write to a logfile the 
names of all deleted files and the deletion times. 

Banner 
Simulate the functionality of the deprecated banner command in a script. 

Removing Inactive Accounts 
Inactive accounts on a network server waste disk space and may become a security risk. Write an 
administrative script (to be invoked by root or the cron daemon) that checks for and deletes user 
accounts that have not been accessed within the last 90 days. 

Enforcing Disk Quotas 
Write a script for a multi-user system that checks users' disk usage. If a user surpasses a preset limit 
(500 MB, for example) in her /home/username directory, then the script automatically sends her a 
"pigout" warning e-mail. 


The script will use the du and mail commands. As an option, it will allow setting and enforcing quotas 
using the quota and setquota commands. 

Logged in User Information 
For all logged in users, show their real names and the time and date of their last login. 


Hint: use who, lastlog, and parse /etc/passwd. 

Safe Delete 
Implement, as a script, a "safe" delete command, sde1. sh. Filenames passed as command-line 
arguments to this script are not deleted, but instead gzipped if not already compressed (use file to 
check), then moved to a ~/ TRASH directory. Upon invocation, the script checks the ~/ TRASH 
directory for files older than 48 hours and permanently deletes them. (An better alternative might be 
to have a second script handle this, periodically invoked by the cron daemon.) 


Extra credit: Write the script so it can handle files and directories recursively. This would give it the 
capability of "safely deleting" entire directory structures. 

Making Change 
What is the most efficient way to make change for $1.68, using only coins in common circulations 
(up to 25c)? It's 6 quarters, 1 dime, a nickel, and three cents. 


Given any arbitrary command-line input in dollars and cents ($*.??), calculate the change, using the 
minimum number of coins. If your home country is not the United States, you may use your local 
currency units instead. The script will need to parse the command-line input, then change it to 
multiples of the smallest monetary unit (cents or whatever). Hint: look at Example 24-8. 

Quadratic Equations 
Solve a quadratic equation of the form Ax^2 + Bx + C = 0. Have a script take as arguments the 
coefficients, A, B, and C, and return the solutions to five decimal places. 


Hint: pipe the coefficients to bc, using the well-known formula, x = ( -B +/- sqrt ( B^2 - 
4AC ) ) / 2A. 

Table of Logarithms 
Using the bc and printf commands, print out a nicely-formatted table of eight-place natural logarithms 
in the interval between 0.00 and 100.00, in steps of .01. 


Hint: bc requires the —1 option to load the math library. 
Unicode Table 
Using Example T-1 as a template, write a script that prints to a file a complete Unicode table. 


Hint: Use the -e option to echo: echo -e NuXXXX', where XXXX is the Unicode numerical character 
designation. This requires version 4.2 or later of Bash. 

Sum of Matching Numbers 
Find the sum of all five-digit numbers (in the range 10000 - 99999) containing exactly two out of the 
following set of digits: ( 4, 5, 6 }. These may repeat within the same number, and if so, they count 
once for each occurrence. 


Some examples of matching numbers are 42057, 74638, and 89515. 

Lucky Numbers 
A lucky number is one whose individual digits add up to 7, in successive additions. For example, 
62431 is a lucky number (6 +2 +4+3 + 1 = 16, 1 +6 = 7). Find all the lucky numbers between 1000 
and 10000. 

Craps 
Borrowing the ASCII graphics from Example A-40, write a script that plays the well-known gambling 
game of craps. The script will accept bets from one or more players, roll the dice, and keep track of 
wins and losses, as well as of each player's bankroll. 

Tic-tac-toe 
Write a script that plays the child's game of tic-tac-toe against a human player. The script will let the 
human choose whether to take the first move. The script will follow an optimal strategy, and therefore 
never lose. To simplify matters, you may use ASCII graphics: 


al © | se] 

2 eee ee 

3 | x | 

4 ——————— M 

5 | el 

6 

Y Your move, human (row, column)? 
Alphabetizing a String 


Alphabetize (in ASCII order) an arbitrary string read from the command-line. 
Parsing 
Parse /etc/passwd, and output its contents in nice, easy-to-read tabular form. 
Logging Logins 
Parse /var/log/messages to produce a nicely formatted file of user logins and login times. The 
script may need to run as root. (Hint: Search for the string "LOGIN.") 
Pretty-Printing a Data File 


Certain database and spreadsheet packages use save-files with the fields separated by commas, 
commonly referred to as comma-separated values or CSVs. Other applications often need to parse 
these files. 


Given a data file with comma-separated fields, of the form: 


1 Jones,Bill,235 S. Williams St- Denver, CO 80221, (303) 244-7989 
2 Smith, Tom,404 Polk Ave.,Los Angeles,CA, 90003, (213) 879-5612 
3 


Reformat the data and print it out to stdout in labeled, evenly-spaced columns. 

Justification 
Given ASCII text input either from stdin or a file, adjust the word spacing to right-justify each line 
to a user-specified line-width, then send the output to stdout. 

Mailing List 
Using the mail command, write a script that manages a simple mailing list. The script automatically 
e-mails the monthly company newsletter, read from a specified text file, and sends it to all the 
addresses on the mailing list, which the script reads from another specified file. 

Generating Passwords 
Generate pseudorandom 8-character passwords, using characters in the ranges [0-9], [A-Z], [a-z]. 
Each password must contain at least two digits. 

Monitoring a User 
You suspect that one particular user on the network has been abusing her privileges and possibly 
attempting to hack the system. Write a script to automatically monitor and log her activities when 
she's signed on. The log file will save entries for the previous week, and delete those entries more 
than seven days old. 


You may use last, lastlog, and lastcomm to aid your surveillance of the suspected fiend. 
Checking for Broken Links 
Using lynx with the -t raversal option, write a script that checks a Web site for broken links. 


DIFFICULT 


Testing Passwords 
Write a script to check and validate passwords. The object is to flag "weak" or easily guessed 
password candidates. 


A trial password will be input to the script as a command-line parameter. To be considered 
acceptable, a password must meet the following minimum qualifications: 


Minimum length of 8 characters 

Must contain at least one numeric character 

© Must contain at least one of the following non-alphabetic characters: @, #, $, 96, &, *, +, -, = 
Optional: 


9 Do a dictionary check on every sequence of at least four consecutive alphabetic characters in 
the password under test. This will eliminate passwords containing embedded "words" found 
in a standard dictionary. 

Ò Enable the script to check all the passwords on your system. These do not reside in 

etc/passwd. 
This exercise tests mastery of Regular Expressions. 
Cross Reference 
Write a script that generates a cross-reference (concordance) on a target file. The output will be a 
listing of all word occurrences in the target file, along with the line numbers in which each word 
occurs. Traditionally, linked list constructs would be used in such applications. Therefore, you should 


investigate arrays in the course of this exercise. Example 16-12 is probably not a good place to start. 


Square Root 


Write a script to calculate square roots of numbers using Newton's Method. 


The algorithm for this, expressed as a snippet of Bash pseudo-code is: 
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(Isaac) Newton's Method for speedy extraction 
+ of square roots. 


guess = Sargument 
Sargument is the number to find the square root of. 
Sguess is each successive calculated "guess" -- or trial solution -- 


+ of the square root. 
Our first "guess" at a square root is the argument itself. 


oldguess = 0 
Soldguess is the previous $guess. 


tolerance - .000001 
To how close a tolerance we wish to calculate. 


loopcnt = 0 
Let's keep track of how many times through the loop. 
Some arguments will require more loop iterations than others. 


while [ ABS( $guess Soldguess ) -gt Stolerance | 
# RA KRAKRAKRAKRKRAKRAAKRAAKAAKAKRAKRARAARARN Fix up syntax, ule course. 
# "ABS" is a (floating point) function to find the absolute value 
#+ of the difference between the two terms. 
# So, as long as difference between current and previous 
#+ trial solution (guess) exceeds the tolerance, keep looping. 
do 

oldguess = $guess # Update Soldguess to previous Sguess. 

guess = ( Soldguess + ( Sargument / $oldguess ) ) / 2.0 

= 1/2 ( (Soldguess **2 + Sargument) / $oldguess ) 


equivalent to: 
= 1/2 ( Soldguess + Sargument / Soldguess ) 
Mee is, VYawerecquing; out tine terial soluirnem cuml 
+ the proportion of argument deviation 
+ (in effect, splitting the error in half). 
This converges on an accurate solution 
+ with surprisingly few loop iterations 
+ for arguments > S$tolerance, of course. 


((( oogst I) # Update loop counter. 
done 


It's a simple enough recipe, and seems at first glance easy enough to convert into a working Bash 
script. The problem, though, is that Bash has no native support for floating point numbers. So, the 
script writer needs to use bc or possibly awk to convert the numbers and do the calculations. It could 
get rather messy... 

Logging File Accesses 
Log all accesses to the files in /et c during the course of a single day. This information should 
include the filename, user name, and access time. If any alterations to the files take place, that will be 
flagged. Write this data as tabular (tab-separated) formatted records in a logfile. 

Monitoring Processes 


Write a script to continually monitor all running processes and to keep track of how many child 
processes each parent spawns. If a process spawns more than five children, then the script sends an 
e-mail to the system administrator (or root) with all relevant information, including the time, PID of 
the parent, PIDs of the children, etc. The script appends a report to a log file every ten minutes. 
Strip Comments 
Strip all comments from a shell script whose name is specified on the command-line. Note that the 
initial #! line must not be stripped out. 
Strip HTML Tags 
Strip all the HTML tags from a specified HTML file, then reformat it into lines between 60 and 75 
characters in length. Reset paragraph and block spacing, as appropriate, and convert HTML tables to 
their approximate text equivalent. 
XML Conversion 
Convert an XML file to both HTML and text format. 


Optional: A script that converts Docbook/SGML to XML. 

Chasing Spammers 
Write a script that analyzes a spam e-mail by doing DNS lookups on the IP addresses in the headers to 
identify the relay hosts as well as the originating ISP. The script will forward the unaltered spam 
message to the responsible ISPs. Of course, it will be necessary to filter out your own ISP's IP 
address, so you don't end up complaining about yourself. 


As necessary, use the appropriate network analysis commands. 
For some ideas, see Example 16-41 and Example A-28. 


Optional: Write a script that searches through a list of e-mail messages and deletes the spam 
according to specified filters. 

Creating man pages 
Write a script that automates the process of creating man pages. 


Given a text file which contains information to be formatted into a man page, the script will read the 
file, then invoke the appropriate groff commands to output the corresponding man page to stdout. 
The text file contains blocks of information under the standard man page headings, i.e., NAME, 
SYNOPSIS, DESCRIPTION, etc. 


Example A-39 is an instructive first step. 

Hex Dump 
Do a hex(adecimal) dump on a binary file specified as an argument to the script. The output should be 
in neat tabular fields, with the first field showing the address, each of the next 8 fields a 4-byte hex 
number, and the final field the ASCII equivalent of the previous 8 fields. 


The obvious followup to this is to extend the hex dump script into a disassembler. Using a lookup 
table, or some other clever gimmick, convert the hex values into 80x86 op codes. 

Emulating a Shift Register 
Using Example 27-15 as an inspiration, write a script that emulates a 64-bit shift register as an array. 
Implement functions to load the register, shift left, shift right, and rotate it. Finally, write a function 
that interprets the register contents as eight 8-bit ASCII characters. 

Calculating Determinants 
Write a script that calculates determinants [1] by recursively expanding the minors. Use a 4 x 4 
determinant as a test case. 

Hidden Words 
Write a "word-find" puzzle generator, a script that hides 10 input words in a 10 x 10 array of random 
letters. The words may be hidden across, down, or diagonally. 


Optional: Write a script that solves word-find puzzles. To keep this from becoming too difficult, the 
solution script will find only horizontal and vertical words. (Hint: Treat each row and column as a 
string, and search for substrings.) 

Anagramming 
Anagram 4-letter input. For example, the anagrams of word are: do or rod row word. You may use 
/usr/share/dict/linux.words as the reference list. 

Word Ladders 
A "word ladder" is a sequence of words, with each successive word in the sequence differing from the 
previous one by a single letter. 


For example, to "ladder" from mark to vase: 


il merk ==> pekk ==> pairt —— PASI > west -> Wase 


J ^ ^ ^ ^ 


Write a script that solves word ladder puzzles. Given a starting and an ending word, the script will list 
all intermediate steps in the "ladder." Note that all words in the sequence must be legitimate 
dictionary words. 

Fog Index 
The "fog index" of a passage of text estimates its reading difficulty, as a number corresponding 
roughly to a school grade level. For example, a passage with a fog index of 12 should be 
comprehensible to anyone with 12 years of schooling. 


The Gunning version of the fog index uses the following algorithm. 


- 


. Choose a section of the text at least 100 words in length. 

. Count the number of sentences (a portion of a sentence truncated by the boundary of the text 
section counts as one). 

. Find the average number of words per sentence. 


N 


W 


AVE_WDS_SEN = TOTAL_WORDS / SENTENCES 
4. Count the number of "difficult" words in the segment -- those containing at least 3 syllables. 
Divide this quantity by total words to get the proportion of difficult words. 


PRO_DIFF_WORDS = LONG_WORDS / TOTAL_WORDS 
. The Gunning fog index is the sum of the above two quantities, multiplied by 0.4, then 
rounded to the nearest integer. 


n 


G_FOG_INDEX = int ( 0.4 * (AVE_WDS_SEN + PRO_DIFF_WORDS ) ) 
Step 4 is by far the most difficult portion of the exercise. There exist various algorithms for estimating 
the syllable count of a word. A rule-of-thumb formula might consider the number of letters in a word 
and the vowel-consonant mix. 


A Strict interpretation of the Gunning fog index does not count compound words and proper nouns as 
"difficult" words, but this would enormously complicate the script. 

Calculating PI using Buffon's Needle 
The Eighteenth Century French mathematician de Buffon came up with a novel experiment. 
Repeatedly drop a needle of length n onto a wooden floor composed of long and narrow parallel 
boards. The cracks separating the equal-width floorboards are a fixed distance d apart. Keep track of 
the total drops and the number of times the needle intersects a crack on the floor. The ratio of these 
two quantities turns out to be a fractional multiple of PI. 


In the spirit of Example 16-50, write a script that runs a Monte Carlo simulation of Buffon's Needle. 
To simplify matters, set the needle length equal to the distance between the cracks, n = d. 


Hint: there are actually two critical variables: the distance from the center of the needle to the nearest 
crack, and the inclination angle of the needle to that crack. You may use bc to handle the calculations. 
Playfair Cipher 
Implement the Playfair (Wheatstone) Cipher in a script. 


The Playfair Cipher encrypts text by substitution of digrams (2-letter groupings). It is traditional to 
use a 5 x 5 letter scrambled-alphabet key square for the encryption and decryption. 
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ch letter of the alphabet appears once, except "I" also represents 


"J". The arbitrarily chosen key word, "CODES" comes first, then all 


iem 
al 


IG) 
gr 
fo 
in 


TH 


TH 


EO 


e rest of the alphabet, in order from left to right, skipping letters 
ready used. 


encrypt, separate the plaintext message into digrams (2-letter 
oups). If a group has two identical letters, delete the second, and 
rm a new group. If there is a single letter left over at the end, 
sert a Vul" character, CYP Caly ain Wx, 


TSS TAD LOE SECRET MESSAGE 


IS) JS) AAW O2 (Sis, CIR Jee IMI, SA Ela 


r each digram, there are three possibilities. 


1) 


or 


or 


3) 


Th 
G 
M 
T 


Th 


An 


Both letters will be on the same row of the key square: 
For each letter, substitute the one immediately to the right, in that 
row. If necessary, wrap around left to the beginning of the row. 


Both letters will be in the same column of the key square: 
For each letter, substitute the one immediately below it, in that 
row. If necessary, wrap around to the top of the column. 


Both letters will form the corners of a rectangle within the key square: 
For each letter, substitute the one on the other corner the rectangl 
which lies on the same row. 


e "TH" digram falls under case #3. 

H 

N 

U (Rectangle with "T" and "H" at corners) 
== U 

=> È 

e "SE" digram falls under case #1. 

OQ m m S (Row Comece Lio ae "SW uel "mu 


--» C (wraps around left to beginning of row) 


5 7/ 
58 
59 
60 To decrypt encrypted text, reverse the above procedure under cases #1 
61 and #2 (move in opposite direction for substitution). Under case #3, 

62 just take the remaining two corners of the rectangle. 

63 
64 
65 Helen Fouche Gaines' classic work, ELEMENTARY CRYPTANALYSIS (1939), gives a 
66 fairly detailed description of the Playfair Cipher and its solution methods. 


This script will have three main sections 


I. Generating the key square, based on a user-input keyword. 
II. Encrypting a plaintext message. 
III. Decrypting encrypted text. 
The script will make extensive use of arrays and functions. You may use Example A-56 as an 
inspiration. 


Please do not send the author your solutions to these exercises. There are more appropriate ways to impress 
him with your cleverness, such as submitting bugfixes and suggestions for improving the book. 


Notes 


[1] For all you clever types who failed intermediate algebra, a determinant is a numerical value associated 
with a multidimensional matrix (array of numbers). 


1 For the simple case of a 2 x 2 determinant: 

2 

E la bl 

4 |b al 

5 

6 The solution is a*a - b*b, where "a" and "b" represent numbers. 
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Appendix P. Revision History 


This document first appeared as a 60-page HOWTO in the late spring 
of 2000. Since then, it has gone through quite a number of updates 
and revisions. This book could not have been written without the 
assistance of the Linux community, and especially of the volunteers 
of the Linux Documentation Project. 


Here is the e-mail to the LDP requesting permission to submit version 0.1. 


From thegrendel@theriver.com Sat Jun 10 09:05:33 2000 -0700 
Deter Sat, 10 Jum 2000 0905-25 =O700) (MST) 

From: "M. Leo Cooper" <thegrendel@theriver.com> 

X-Sender: thegrendel@localhost 

To: ldp-discuss@lists.linuxdoc.org 

Subject: Permission to submit HOWTO 


Dear HOWTO Coordinator, 


I am working on and would like to submit to the LDP a HOWTO on the subject 
Or isum S\Kerenjocaing'! (shell seriene; Usine Hasht). AS wie happens, 

I have been writing this document, off and on, for about the last eight 
MOMENS gus SO, Amc i. (poule peel. a cirst Creare du ASCII rart Tommet. 30m 

a matter of just a few more days. 


I began writing this out of frustration at being unable to find a 
decent book on shell scripting. I managed to locate some pretty good 
articles on various aspects of scripting, but nothing like a complete, 
beginning-to-end tutorial. Well, in keeping with my philosophy, if all 
else fails, do it yourself. 
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As it stands, this proposed "Bash-Scripting HOWTO" would serve as a 
combination tutorial and reference, with the heavier emphasis on the 
tutorial. It assumes Linux experience, but only a very basic level 
of programming skills. Interspersed with the text are 79 illustrative 


SOURS: 
(Ont gm w 


26 example scripts of varying complexity, all liberally commented. There 

ZI eue ven exercises for the reader. 

28 

29 At this stage, I'm up to 18,000+ words (124k), and that's over 50 pages of 
30 text (whew!). 

3d 

32 

33 I haven't mentioned that I've previously authored an LDP HOWTO, the 

34 "Software-Building HOWTO", which I wrote in Linuxdoc/SGML. I don't know 
35 if I could handle Docbook/SGML, and I'm glad you have volunteers to do 
36 the conversion. You people seem to have gotten on a more organized basis 
37 these last few months. Working with Greg Hankins and Tim Bynum was nice, 
38 but a professional team is even nicer. 

3g 


Anyhow, please advise. 


Mendel Cooper 
thegrendel@theriver.com 
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Table P-1. Revision History 


Release Date Comments 
0.1 14 Jun 2000 Initial release. 
0.2 30 Oct 2000 Bugs fixed, plus much additional material and more example scripts. 


PPP PrP OOO 


12 Feb 2001 
08 Jul 2001 
03 Sep 2001 
14 Oct 2001 
06 Jan 2002 
31 Mar 2002 
02 Jun 2002 
16 Jun 2002 
13 Jul 2002 
29 Sep 2002 
05 Jan 2003 
10 May 2003 


Major update. 

Complete revision and expansion of the book. 

Major update: Bugfixes, material added, sections reorganized. 

Stable release: Bugfixes, reorganization, material added. 

Bugfixes, material and scripts added. 

Bugfixes, material and scripts added. 

TANGERINE release: A few bugfixes, much more material and scripts added. 
MANGO release: A number of typos fixed, more material and scripts. 
PAPAYA release: A few bugfixes, much more material and scripts added. 
POMEGRANATE telease: Bugfixes, more material, one more script. 
COCONUT release: A couple of bugfixes, more material, one more script. 


BREADFRUIT release: A number of bugfixes, more scripts and material. 
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21 Jun 2003 
24 Aug 2003 
14 Sep 2003 
31 Oct 2003 
03 Jan 2004 
25 Jan 2004 
15 Feb 2004 
15 Mar 2004 
18 Apr 2004 
11 Jul 2004 
03 Oct 2004 
14 Nov 2004 
06 Feb 2005 
20 Mar 2005 
08 May 2005 
05 Jun 2005 
28 Aug 2005 
23 Oct 2005 
26 Feb 2006 
15 May 2006 
18 Jun 2006 
08 Oct 2006 
10 Dec 2006 
29 Apr 2007 
24 Jun 2007 
10 Nov 2007 
16 Mar 2008 
11 May 2008 
21 Jul 2008 
23 Nov 2008 
26 Jan 2009 
23 Mar 2009 


PERSIMMON release: Bugfixes, and more material. 
GOOSEBERRY release: Major update. 
HUCKLEBERRY release: Bugfixes, and more material. 
CRANBERRY release: Major update. 
STRAWBERRY release: Bugfixes and more material. 
MUSKMELON release: Bugfixes. 

STARFRUIT release: Bugfixes and more material. 
SALAL release: Minor update. 

MULBERRY release: Minor update. 

ELDERBERRY release: Minor update. 
LOGANBERRY release: Major update. 

BAYBERRY release: Bugfix update. 

BLUEBERRY release: Minor update. 

RASPBERRY release: Bugfixes, much material added. 
TEABERRY release: Bugfixes, stylistic revisions. 
BOXBERRY release: Bugfixes, some material added. 
POKEBERRY release: Bugfixes, some material added. 
WHORTLEBERRY release: Bugfixes, some material added. 
BLAEBERRY release: Bugfixes, some material added. 
SPICEBERRY release: Bugfixes, some material added. 
WINTERBERRY release: Major reorganization. 
WAXBERRY release: Minor update. 
SPARKLEBERRY release: Important update. 
INKBERRY release: Bugfixes, material added. 
SERVICEBERRY release: Major update. 
LINGONBERRY release: Minor update. 
SILVERBERRY release: Important update. 
GOLDENBERRY release: Minor update. 
ANGLEBERRY release: Major update. 
FARKLEBERRY release: Minor update. 
WORCESTERBERRY release: Minor update. 
THIMBLEBERRY release: Major update. 


30 Sep 2009 BUFFALOBERRY release: Minor update. 
17Mar2010 ROWANBERRY release: Minor update. 

30 Apr 2011 SWOZZLEBERRY release: Major update. 

30 Aug 2011 VORTEXBERRY release: Minor update. 

05 Apr 2012 TUNGSTENBERRY release: Minor update. 

27 Nov 2012 YTTERBIUMBERRY release: Minor update. 

0 10 Mar 2014 YTTERBIUMBERRY release: License change. 
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Appendix Q. Download and Mirror Sites 


The latest update of this document, as an archived, bzip2-ed "tarball" including both the SGML source and 
rendered HTML, may be downloaded from the author's home site). A pdf version is also available (mirror 
site). There is likewise an epub version, courtesy of Craig Barnes and Michael Satke. The change log gives a 
detailed revision history. The ABS Guide even has its own £reshmeat.net/freecode page to keep 
track of major updates, user comments, and popularity ratings for the project. 


The legacy hosting site for this document is the Linux Documentation Project, which maintains many other 
Guides and HOWTOs as well. 


Many thanks to Ronny Bangsund for donating server space to host this project. 


Prev Home Next 
Revision History To Do List 
Advanced Bash-Scripting Guide: An in-depth exploration of the art of shell scripting 
Prev Next 


Appendix R. To Do List 


* A comprehensive survey of incompatibilities between Bash and the classic Bourne shell. 
e Same as above, but for the Korn shell (ksh). 
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Appendix S. Copyright 


The Advanced Bash Scripting Guide is herewith granted to the PUBLIC DOMAIN. This has the following 
implications and consequences. 


D 


All previous releases of the Advanced Bash Scripting Guide 
are as well granted to the Public Domain. 


D 
a 


All printed editions, whether authorized by the author or not, 
are as well granted to the Public Domain. This legally overrides 
any stated intention or wishes of the publishers. Any statement 
of copyright is void and invalid. 

THERE ARE NO EXCEPTIONS TO THIS. 
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Any release of the Advanced Bash Scripting Guide, whether in 

electronic or print form is granted to the Public Domain by the 

xpress directive of the author and previous copyright holder, Mendel 
Cooper. No other person(s) or entities hav ver held a valid copyright. 
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As a Public Domain document, unlimited copying and distribution rights 
are granted. There can be NO restrictions. If anyone has published or will 
in the future publish an original or modified version of this document, 
Te then only additional original material may be copyrighted. The core 

19 work will remain in the Public Domain. 
By law, distributors and publishers (including on-line publishers) are prohibited from imposing any 
conditions, strictures, or provisions on this document, any previous versions, or any derivative versions. The 
author asserts that he has not entered into any contractual obligations that would alter the foregoing 
declarations. 


Essentially, you may freely distribute this book or any derivative thereof in electronic or printed form. If you 
have previously purchased or are in possession of a printed copy of a current or previous edition, you have the 
LEGAL RIGHT to copy and/or redistribute it, regardless of any copyright notice. Any copyright notice is 
void. 


Additionally, the author wishes to state his intention that: 


iif YOU copy or gcisiEmlwte this book, kincily DO NOT 

use the materials within, or any portion thereof, in a patent or copyright 
lawsuit against the Open Source community, its developers, its 
distributors, or against any of its associated software or documentation 
including, but not limited to, the Linux kernel, Open Office, Samba, 

and Wine. Kindly DO NOT use any of the materials within 

this book in testimony or depositions as a plaintiff's "expert witness" in 
any lawsuit against the Open Source community, any of its developers, its 
distributors, or any of its associated software or documentation. 


A Public Domain license essentially does not restrict ANY legitimate distribution or use of this book. The 
author especially encourages its (royalty-free!) use for classroom and instructional purposes. 
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To date, limited print rights (Lulu edition) have been granted to one individual and to no one else. Neither that 
individual nor Lulu holds or ever has held a valid copyright. 


It has come to the attention of the author that unauthorized electronic and print editions of this book are 
being sold commercially on itunes®, amazon.com and elsewhere. These are illegal and pirated editions 
produced without the author's permission, and readers of this book are strongly urged not to purchase 
them. In fact, these pirated editions are now legal, but necessarily fall into the Public Domain, and any 
copyright notices contained within them are invalid and void. 


The author produced this book in a manner consistent with the spirit of the LDP Manifesto. 


Linux is a trademark registered to Linus Torvalds. 
Fedora is a trademark registered to Red Hat. 


Unix and UNIX are trademarks registered to the Open Group. 


MS Windows is a trademark registered to the Microsoft Corp. 


Solaris is a trademark registered to Oracle, Inc. 

OSX is a trademark registered to Apple, Inc. 

Yahoo is a trademark registered to Yahoo, Inc. 

Pentium is a trademark registered to Intel, Inc. 

Thinkpad is a trademark registered to Lenovo, Inc. 

Scrabble is a trademark registered to Hasbro, Inc. 

Librie, PRS-500, and PRS-505 are trademarks registered to Sony, Inc. 


All other commercial trademarks mentioned in the body of this work are registered to their respective 
owners. 


Hyun Jin Cha has done a Korean translation of version 1.0.11 of this book. Spanish, Portuguese, French, 
German, Italian, Russian, Czech, Chinese, Indonesian, Dutch, Romanian, Bulgarian, and Turkish translations 
are also available or in progress. If you wish to translate this document into another language, please feel free 
to do so, subject to the terms stated above. The author wishes to be notified of such efforts. 


Those generous readers desiring to make a donation to the author may contribute a small amount via Paypal 
to my e-mail address, «thegrendel.abs8gmail.com».(AnHonor Roll of Supporters is 
given at the beginning of the Change Log.) This is not a requirement. The ABS Guide is a free and freely 


distributed document for the use and enjoyment of the Linux community. However, in these difficult times, 
showing support for voluntary projects and especially to authors of limited means is more critically 
important than ever. 
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Appendix T. ASCII Table 


Traditionally, a book of this sort has an ASCII Table appendix. This book does not. Instead, here are several 
short scripts, each of which generates a complete ASCII table. 


Example T-1. A script that generates an ASCII table 


#!/bin/bash 

# ascii.sh 

# ver. 0.2, reldate 26 Aug 2008 
# Patched by ABS Guide author. 


# Original script by Sebastian Arming. 
# Used with permission (thanks!). 


exec ASCI txt i7 ewe Sicclowie ice Cile, 
#+ as in the example scripts 
#+ reassign-stdout.sh and upperconv.sh. 


COLUMNS=5 
OC 


NPRPRPPRP PPP PY 
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i-1 # Decimal counter 
21 o-1 # Octal counter 
22 
AS wanlla | VWSsw sake "SWBOgWONN IB Ck We don't have to count past 400 octal. 
24 paddi=" gu 
235 echo -n "$(paddi: SBIGSPACE} " # Column spacing. 
26 paddo-"00$o" 
27 # echo -ne "\\${paddo: SLITTLESPACE}" # Original. 
28 echo -ne "\\0${paddo: $LITTLESPACE)" # Fixup. 
29 d e 
30) echo -n " T" 
Sil if (( i % SCOLUMNS == 0)); then # New line. 
32 echo 
33 i3 
34 ( (arse, Gr) 
S3 ur idee Geral norec iog Cor 3} abe 10, awe 64 cecina is 100) 0era, 
36 (( i % SOCT == 0)) && ((O+=2) ) 
31 (( i $ SOCTSQU == 0)) && ((0o*-20)) 
38 done 
39 
AQ) ez GE 
41 
42 # Compare this script with the "pr-asc.sh" example. 
43 # This one handles "unprintable" characters. 
44 
45 4 Exercise: 
46 # Rewrite this script to use decimal numbers, rather than octal. 


Example T-2. Another ASCII table script 


1 #!/bin/bash 
2 # Script author: Joseph Steinhauser 


E Lightly edited by ABS Guide author, but not commented. 
4 Used in ABS Guide with permission. 
E 
6 
7 #-- File:  ascii.sh Print ASCII chart, base 10/8/16 (JETS-2012) 
8 
9 #-- Usage: ascii [oct|dec|hex|help|8|/10/16] 
OS 
Li sp Mois Serion joes Ovt a stmiaby oie ASCII Cher Codes Trom Zero te 127), 
12 #-- Numeric values may be printed in Basel0, Octal, or Hex. 
LO e 
14 #-- Format Based on: /usr/share/lib/pub/ascii with base-10 as default. 
IS sr ene mora Cerati mam ASEL 
16 
17 
18 -n "SBASH VERSION" ] && shopt -s extglob 
T9 
AQ ease SELU Sia 
Ad OCI || Oole Ce] Ee] e Obase-Octal; Numy=30;; 
22 hex|[Hh]?([Ee] [Xx]) |16|[Xx]) Obase-Hex; Numy-22X;; 
23) help|?(-) [h?]) sed =i "2,7" ISo" Scc 
24 codel [Cc] [00] [Dd] [Ee]) sed -n '/case/,S$p' SI E essiliE d e 
25 *) Obase-Decimal 
26 esac # CODE is actually shorter than the chart! 
27) 
28 printf "\t\t## SObase ASCII Chart ##\n\n"; FM1="|%0${Numy:-3d}"; LD--1 
29 
30 AB="nul soh stx etx eot enq ack bel bs tab nl vt np cr so si dle" 
31 AD-"dcl dc2 dc3 dc4 nak syn etb can em sub esc fs gs rs us sp" 
32 
33 for TOK in SAB SAD; do ABR[$((LD+=1))]=S$TOK; done; 
34 ABR[127]=del 
35) 
36 IDX-0 
37 while [ SIDX -le 127 ] && CHR="S{ABR[SIDX] }" 
38 do ((${#CHR}))&& FM22'$-3s'|| FM2-'printf '\\\\%o ' 
3g joins WENI PMZ USTDAN Xem (C (uunc) $99) | [exte "||" 
40 done 
41 
412) exane iS 
Example T-3. A third ASCII table script, using awk 
!/bin/bash 
ASCII table script, using awk. 
Author: Joseph Steinhauser 
Used in ABS Guide with permission. 
-- File: ascii Drine ASCII Clg, base 10/9/11 JETS-2010) 
-- Usage: ascii [oct|dec|hex|help|8/|10|16] 


oe) (eer p (ox; (sb de (65 PS) | 9» We) (cei | py (On des eS) [SY [55 


= Format Based on: 
c Ioue more detan 


Ocrais 


or Hex 


== Weis Serioa IIMS a Stuneiy OE AVC Chec Toces Tron Aero Co 127. 


-- Numeric values may be printed in Base10, (Basel6). 


/usr/share/lib/pub/ascii with base-10 as default. 


man ascii 


-n "SBASH VERSION" 


] && shopt -s extglob 


21 Case Sal’ Sm 


22 eer) Oel eee] [Te] ) (33 Obase=Octal; Numy=30;; 

23 hex| [Hh] ?([Ee] [Xx]) |16|[Xx]) Obase=Hex; Numy=2X; ; 

24 help|?(-) [h?]) sec sa '2,/* | p*eS/p' SOperiicg s 

25 codel [Ce] [Oo] [Dd] [He] )’sed =n "/casie/, SoY Sip esate p 

26 *) Obase=Decimal 

27 esac 

28 export Obase CODE is actually shorter than the chart! 

29 

30 awk 'BEGIN(print "\n\t\t## "ENVIRON["Obase"]" ASCII Chart ##\n" 

ER abe"soh,stx,etx,eot,enq,ack,bel,bs,tab,nl,vt,np,cr,so,si,dle," 

32 ad-"dcl,dc2,dc3,dc4,nak,syn,etb,can,em,sub,esc,fs,gs,rs,us,sp" 

93 gale (alo acl, sls.) pallor r9 Siena! s alone [| 1527] Ske we 

34 MS" [ SOY S D S del UV $39" 

35 ie (oie ((abrelst0) p aloe IDS) ndane n (tee ll ashi) gw we w || Nain 

36 pime (dew, Lebe, (Guelx aum esu) Palo [aeb] ssjorwamici (Ue sob») DU 

37 

38 exce SE 
Prev Home Next 
Copyright Index 


Advanced Bash-Scripting Guide: An in-depth exploration of the art of shell scripting 


Index 


This index / glossary / quick-reference lists many of the important topics covered in the text. Terms are 
arranged in approximate ASCII sorting order, modified as necessary for enhanced clarity. 


Note that commands are indexed in Part 4. 
ok ook ok 
^ (caret) 


* Beginning-of-line, in a Regular Expression 


e^ 
AN 


Uppercase conversion in parameter substitution 


~ Tilde 


e ~ home directory, corresponds to SHOME 
e ~/ Current user's home directory 

e ~+ Current working directory 

e ~- Previous working directory 


= Equals sign 


e = Variable assignment operator 
e = String comparison operator 


== String comparison operator 
e =~ Regular Expression match operator 


Example script 
< Left angle bracket 
e [s-less-than 
String comparison 


Integer comparison within double parentheses 
* Redirection 


« stdin 

«« Here document 

««« Here string 

«» Opening a file for both reading and writing 


» Right angle bracket 


* [s-greater-than 


String comparison 


Integer comparison, within double parentheses 
* Redirection 


> Redirect stdout to a file 

>> Redirect stdout to a file, but append 

i» &j Redirect file descriptor i to file descriptor j 

>&j Redirect stdout to file descriptor j 

>&2 Redirect stdout of acommand to stderr 

2>&1 Redirect stderr to stdout 

&> Redirect both stdout and stderr of a command to a file 

:> file Truncate file to zero length 
| Pipe, a device for passing the output of a command to another command or to the shell 
Il Logical OR test operator 
- (dash) 

e Prefix to default parameter, in parameter substitution 


* Prefix to option flag 
* Indicating redirection from stdin or stdout 


e -- (double-dash) 


Prefix to Jong command options 
C-style variable decrement within double parentheses 


; (semicolon) 


* As command separator 
* S Escaped semicolon, terminates a find command 
e ;; Double-semicolon, terminator in a case option 


Required when ... 
do keyword is on the first line of loop 


terminating curly-bracketed code block 
* ;;& ;& Terminators in a case option (version 4+ of Bash). 


: Colon 


* :» filename Truncate file to zero length 


e null command, equivalent to the true Bash builtin 
* Used in an anonymous here document 


* Used in an otherwise empty function 
* Used as a function name 

! Negation operator, inverts exit status of a test or command 
* != not-equal-to String comparison operator 


? (question mark) 


e Match zero or one characters, in an Extended Regular Expression 


e Single-character wild card, in globbing 
* [n a C-style Trinary operator 


// Double forward slash, behavior of cd command toward 
. (dot / period) 


* . Load a file (into a script), equivalent to source command 


e . Match single character, in a Regular Expression 
* . Current working directory 


J Current working directory 
e .. Parent directory 


... ' (single quotes) strong quoting 


... '' (double quotes) weak quoting 


© Double-quoting the backslash (X) character 


* Comma operator 


*5 


» 
Lowercase conversion in parameter substitution 
() Parentheses 
e (...) Command group; starts a subshell 
e (...) Enclose group of Extended Regular Expressions 
e »(...) 
«( ... ) Process substitution 
e ... ) Terminates test-condition in case construct 
* (( ... )) Double parentheses, in arithmetic expansion 


[ Left bracket, test construct 


[ ]Brackets 


* Array element 
* Enclose character set to match in a Regular Expression 


e Test construct 
[[ -.. ]] Double brackets, extended test construct 
$ Anchor, in a Regular Expression 
$ Prefix to a variable name 
$( ...) Command substitution, setting a variable with output of a command, using parentheses notation 
^.^ Command substitution, using backquotes notation 
$I ... ] Integer expansion (deprecated) 
${ ... ) Variable manipulation / evaluation 
e ${var} Value of a variable 
e ${#var} Length of a variable 


° S${#@} 


${#*} Number of positional parameters 
e $(parameter?err msg) Parameter-unset message 
* ${parameter-default} 


${parameter:-default} 
${parameter=default} 


${parameter:=default} Set default parameter 
e ${parameter+alt_value} 


${parameter:+alt_value} 


Alternate value of parameter, if set 


e ${!var} 


Indirect referencing of a variable, new notation 
© ${!#} 


Final positional parameter. (This is an indirect reference to Sit.) 
e ${!varprefix*} 


${!varprefix @} 


Match names of all previously declared variables beginning with varprefix 
* ${string:position} 


${string:position:length} Substring extraction 
e ${var#Pattern} 


${var##Pattern} Substring removal 
* ${var % Pattern} 


${var % % Pattern} Substring removal 
* ${string/substring/replacement} 


${string//substring/replacement} 
${string/#substring/replacement} 
${string/% substring/replacement} Substring replacement 
$' ...' String expansion, using escaped characters. 
\ Escape the character following 
* \<... v Angle brackets, escaped, word boundary in a Regular Expression 
eX NV "Curly" brackets, escaped, number of character sets to match in an Extended RE 


e V Semicolon, escaped, terminates a find command 


o \$$ Indirect reverencing of a variable, old-style notation 
* Escaping a newline, to write a multi-line command 


* &> Redirect both stdout and stderr of a command to a file 
* >&j Redirect stdout to file descriptor j 


2&2 Redirect stdout of a command to stderr 
* ji» &j Redirect file descriptor i to file descriptor j 


2>&1 Redirect stderr to stdout 
* Closing file descriptors 


n<&- Close input file descriptor n 
0<&-, «&- Close stdin 
n>&- Close output file descriptor n 
1>&-, >&- Close stdout 
* && Logical AND test operator 
* Command & Run job in background 
1t Hashmark, special symbol beginning a script comment 
#! Sha-bang, special string starting a shell script 
* Asterisk 
* Wild card, in globbing 


* Any number of characters in a Regular Expression 
e ** Exponentiation, arithmetic operator 


e ** Extended globbing file-match operator 
% Percent sign 


* Modulo, division-remainder arithmetic operation 


e Substring removal (pattern matching) operator 
+ Plus sign 


e Character match, in an extended Regular Expression 
e Prefix to alternate parameter, in parameter substitution 


e ++ C-style variable increment, within double parentheses 


ok ook ok 
Shell Variables 


$_ Last argument to previous command 
$- Flags passed to script, using set 


$! Process ID of last background job 


$? Exit status of a command 
$@ All the positional parameters, as separate words 
$* All the positional parameters, as a single word 
$$ Process ID of the script 
$# Number of arguments passed to a function, or to the script itself 
$0 Filename of the script 
$1 First argument passed to script 
$9 Ninth argument passed to script 
Table of shell variables 
Kook cK OOK k ok 
-a Logical AND compound comparison test 
Address database, script example 
Advanced Bash Scripting Guide, where to download 
Alias 

e Removing an alias, using unalias 
Anagramming 


And list 


* To supply default command-line argument 


And logical operator & & 

Angle brackets, escaped, \< . . . V» word boundary in a Regular Expression 
Anonymous Aere document, using : 

Archiving 


e rpm 
* tar 


Arithmetic expansion 


* exit status of 
* variations of 


Arithmetic operators 


* combination operators, C-style 


+= -= *- /= = 


C) In certain contexts, += can also function as a string concatenation operator. 


Arrays 


* Associative arrays 


more efficient than conventional arrays 
* Bracket notation 
* Concatenating, example script 
e Copying 
* Declaring 


declare -a array name 


* Embedded arrays 


* Empty arrays, empty elements, example script 
* [ndirect references 


* [nitialization 


array-( elementl element2 ... elementN) 


Example script 


Using command substitution 
* Loading a file into an array 
* Multidimensional, simulating 
* Nesting and embedding 


* Notation and usage 
e Number of elements in 


S(farray name[G8]) 


S(farray name[*]) 


* Operations 


e Passing an array to a function 
* As return value from a function 


e Special properties, example script 
e String operations, example script 
* unset deletes array elements 


Arrow keys, detecting 


ASCII 


e Definition 
e Scripts for generating ASCH table 


awk field-oriented text processing language 


* rand(),random function 


e String manipulation 
* Using export to pass a variable to an embedded awk script 


ok ck ok 


Backlight, setting the brightness 


Backquotes, used in command substitution 
Base conversion, example script 


Bash 


* Bad scripting practices 
* Basics reviewed, script example 


e Command-line options 


Table 
* Features that classic Bourne shell lacks 
* [nternal variables 
* Version 2 
* Version 3 
* Version 4 


Version 4.1 
Version 4.2 
.bashrc 


BASH SUBSHELL 


Basic commands, external 


Batch files, DOS 


Batch processing 


bc, calculator utility 


e In a here document 
* Template for calculating a script variable 


Bibliography 


Bison utility 


Bitwise operators 


* Example script 


Block devices 


e testing for 


Blocks of code 


* [terating / looping 
* Redirection 


Script example: Redirecting output of a a code block 


Bootable flash drives, creating 


Brace expansion 


e Extended, {a..z} 


* Parameterizing 
e With increment and zero-padding (new feature in Bash, version 4) 


Brackets, [ ] 


* Array element 
* Enclose character set to match in a Regular Expression 


* Test construct 


Brackets, curly, {}, used in 


* Code block 
e find 
e Extended Regular Expressions 
* Positional parameters 
* Xargs 
break /oop control command 


* Parameter (optional) 


Builtins in Bash 


* Do not fork a subprocess 


ok ck ok 
case construct 


* Command-line parameters, handling 
e Globbing, filtering strings with 


cat, concatentate file(s) 


* Abuse of 
* cat scripts 


* Less efficient than redirecting stdin 


* Piping the output of, to a read 
* Uses of 


Character devices 


e testing for 


Checksum 


Child processes 


Colon, : , equivalent to the true Bash builtin 


Colorizing scripts 


* Cycling through the background colors, example script 
e Table of color escape sequences 
* Template, colored text on colored background 


Comma operator, linking commands or operations 


Command-line options 


command not found handle () builtin error-handling function (version 4+ of Bash) 
Command substitution 


e $( ... ), preferred notation 


* Backquotes 

* Extending the Bash toolset 

* [nvokes a subshell 

* Nesting 

e Removes trailing newlines 

e Setting variable from loop output 
* Word splitting 


Comment headers, special purpose 


Commenting out blocks of code 


* Using an anonymous here document 
e Using an if-then construct 


Communications and hosts 


Compound comparison operators 
Compression utilities 


* bzip2 
* compress 
* ozi 


e zip 
continue loop control command 
Control characters 


e Control-C, break 

* Control-D, terminate / log out / erase 
* Control-G, BEL (beep) 

e Control-H, rubout 

* Control-J, newline 

* Control-M, carriage return 


Coprocesses 
cron, scheduling daemon 


C-style syntax , for handling variables 


Crossword puzzle solver 


Cryptography 


Curly brackets { } 


e in find command 
e in an Extended Regular Expression 
* in xargs 


xk k 

Daemons, in UNIX-type OS 

date 

dc, calculator utility 

dd, data duplicator command 
* Conversions 


* Copying raw data to/from devices 
e File deletion, secure 


e Keystrokes, capturing 


* Options 
e Random access on a data stream 


* Raspberry Pi, script for preparing a bootable SD card 
e Swapfiles, initializing 
* Thread on www.linuxquestions.org 


Debugging scripts 


* Tools 

e Trapping at exit 

e Trapping signals 
Decimal number, Bash interprets numbers as 
declare builtin 

* options 

case-modification options (version 4+ of Bash) 

Default parameters 
/dev directory 

e /dev/nulli pseudo-device file 


e /dev/urandom pseudo-device file, generating pseudorandom numbers with 
e / dev/ zero, pseudo-device file 


Device file 


dialog, utility for generating dialog boxes in a script 


SDIRSTACK directory stack 
Disabled commands, in restricted shells 
do keyword, begins execution of commands within a loop 
done keyword, terminates a loop 
DOS batch files, converting to shell scripts 
DOS commands, UNIX equivalents of (table) 
dot files, "hidden" setup and configuration files 
Double brackets [[ ... ]] test construct 
e and evaluation of octal/hex constants 
Double parentheses (( ... )) arithmetic expansion/evaluation construct 
Double quotes " ... '" weak quoting 


© Double-quoting the backslash (X) character 


Double-spacing a text file, using sed 


ok ck ok 


-e File exists test 


echo 


e Feeding commands down a pipe 
e Setting a variable using command substitution 


e /bin/echo, external echo command 
elif, Contraction of else and if 
else 
Encrypting files, using openssl 
esac, keyword terminating case construct 


Environmental variables 


-eq , is-equal-to integer comparison test 


Eratosthenes, Sieve of, algorithm for generating prime numbers 


Escaped characters, special meanings of 


e Within $' ...' string expansion 
* Used with Unicode characters 


/ etc/ £stab (filesystem mount) file 


/ etc/passwd (user account) file 


EUID, Effective user ID 


eval, Combine and evaluate expression(s), with variable expansion 


* Effects of, Example script 
* Forces reevaluation of arguments 
* And indirect references 


* Risk of using 


* Using eval to convert array elements into a command list 


* Using eval to select among variables 
Evaluation of octal/hex constants within [[ ... 
exec command, using in redirection 
Exercises 


Exit and Exit status 


* exit command 
* Exit status (exit code, return status of a command) 


Table, Exit codes with special meanings 


Anomalous 


Out of range 

Pipe exit status 

Specified by a function return 

Successful, 0 

/usr/include/sysexits.h, system file listing C/C++ standard exit codes 


Export, to make available variables to child processes 


* Passing a variable to an embedded awk script 


expr, Expression evaluator 


e Substring extraction 
e Substring index (numerical position in string) 
e Substring matching 


Extended Regular Expressions 


e ? (question mark) Match zero / one characters 


e (...) Group of expressions 
eX NV "Curly" brackets, escaped, number of character sets to match 


* 4- Character match 


x k ok 

factor, decomposes an integer into its prime factors 
e Application: Generating prime numbers 

false, returns unsuccessful (1) exit status 


Field, a group of characters that comprises an item of data 


Files / Archiving 
File descriptors 
e Closing 
n<&- Close input file descriptor n 


0<&-, «&- Close stdin 


n>&- Close output file descriptor n 


1>&-, >&- Close stdout 
e File handles in C, similarity to 


File encryption 


find 


* {} Curly brackets 
* S Escaped semicolon 


Filter 


* Using - with file-processing utility as a filter 
* Feeding output of a filter back to same filter 


Eloating point numbers, Bash does not recognize 
fold, a filter to wrap lines of text 


Forking a child process 


for loops 


Functions 


e Arguments passed referred to by position 

* Capturing the return value of a function using echo 
* Colon as function name 

* Definition must precede first call to function 

* Exit status 

* Local variables 


and recursion 
e Passing an array to a function 
* Passing pointers to a function 


* Positional parameters 
* Recursion 


e Redirecting st din of a function 

* return 
Multiple return values from a function, example script 
Returning an array from a function 
Return range limits, workarounds 

e Shift arguments passed to a function 


* Unusual function names 


ok cK ok 


Games and amusements 


e Anagrams 

e Anagrams, again 

* Bingo Number Generator 
* Crossword puzzle solver 
* Crypto-Quotes 


* Dealing a deck of cards 
* Fifteen Puzzle 


* Horse race 

e Knight's Tour 

* "Life" game 

* Magic Squares 

* Music-playing script 
e Nim 

* Pachinko 


* Perquackey 
* Petals Around the Rose 


* Podcasting 
* Poem 


e Speech generation 
* Towers of Hanoi 


Graphic version 


Alternate graphic version 


getopt, external command for parsing script command-line arguments 


* Emulated in a script 


getopts, Bash builtin for parsing script command-line arguments 


° SOPTIND / SOPTARG 
Global variable 


Globbing, filename expansion 


* Handling filenames correctly 
* Wild cards 


e Will not match dot files 


Golden Ratio (Phi) 


-ge , greater-than or equal integer comparison test 
-gt , greater-than integer comparison test 

groff, text markup and formatting language 
Gronsfeld cipher 

SGROUPS, Groups user belongs to 


gzip, compression utility 


Hashing, creating lookup keys in a table 


e Example script 


head, echo to stdout lines at the beginning of a text file 


help, gives usage summary of a Bash builtin 


Here documents 


e Anonymous here documents, using : 


Commenting out blocks of code 


Self-documenting scripts 
e bc in a here document 


* cat scripts 

* Command substitution 

* ex scripts 

e Function, supplying input to 
* Here strings 


Calculating the Golden Ratio 
Prepending text 
As the stdin of a loop 


Using read 
e Limit string 


! as a limit string 
Closing limit string may not be indented 


Dash option to limit string, ««-LimitString 
e Literal text output, for generating program code 
* Parameter substitution 


Disabling parameter substitution 
* Passing parameters 
* Temporary files 
* Using vi non-interactively 


History commands 


HOM 


E, user's home directory 


Homework assignment solver 


SHOSTNAME, system host name 


$Id parameter, in rcs (Revision Control System) 
if [ condition ]: then ... test construct 
e if-grep, if and grep in combination 


Fixup for if-grep test 


SLIFS, Internal field separator variable 
* Defaults to whitespace 
Integer comparison operators 
in, keyword preceding [list] in a for loop 
Initialization table, /etc/inittab 
Inline group, i.e., code block 


Interactive script, test for 


I/O redirection 
Indirect referencing of variables 
* New notation, introduced in version 2 of Bash ( example script) 


iptables, packet filtering and firewall utility 


* Usage example 
* Example script 


Iteration 

x ok k 

Job IDs, table 

jot, Emit a sequence of integers. Equivalent to seq. 
e Random sequence generation 


Just another Bash hacker! 


x k ok 
Keywords 
* error, if missing 


kill, terminate a process by process ID 


* Options (-1, -9) 
killall, terminate a process by name 
killall script in /etc/rc.d/init.d 
ok ook k 
lastpipe shell option 
-le , less-than or equal integer comparison test 
let, setting and carrying out arithmetic operations on variables 


* C-style increment and decrement operators 


Limit string, in a here document 


LINENO, variable indicating the line number where it appears in a script 


Link, file (using /n command) 


* Invoking script with multiple names, using /n 
e symbolic links, In -s 


List constructs 


e And list 
* Or list 


Local variables 

* and recursion 
Localization 
Logical operators (&&, | |, etc.) 
Logout file, the ~/ .bash_logout file 
Loopback device, mounting a file on a block device 
Loops 

* break loop control command 


* continue loop control command 
* C-style loop within double parentheses 


for loop 


while loop 
* do (keyword), begins execution of commands within a loop 


* done (keyword), terminates a loop 


e for loops 


forarg in [list]; do 


Command substitution to generate [list 

Filename expansion in [list 

Multiple parameters in each [list] element 
Omitting [list], defaults to positional parameters 


Parameterizing [list 
Redirection 
e in, (keyword) preceding [list] in a for loop 


* Nested loops 


e Running a loop in the background, script example 
e Semicolon required, when do is on first line of loop 


for loop 


while loop 
e until loop 


until [ condition-is-true ]; do 
* while loop 


while [ condition ]; do 


Function call inside test brackets 


Multiple conditions 


Omitting test brackets 


Redirection 


while read construct 
* Which type of loop to use 


Loopback devices 


* [n / dev directory 
* Mounting an ISO image 


-lt , less-than integer comparison test 


ok ck ok 


m4, macro processing language 


SMACHTYPE, Machine type 


Magic number, marker at the head of a file indicating the file type 


Makefile, file containing the list of dependencies used by make command 
man, manual page (lookup) 

e Man page editor (script) 
mapfile builtin, loads an array with a text file 


Math commands 


Meta-meaning 


Morse code training script 


Modulo, arithmetic remainder operator 


* Application: Generating prime numbers 
Mortgage calculations, example script 


ok ck ok 


-n String not null test 


Named pipe, a temporary FIFO buffer 
e Example script 
nc, netcat, a network toolkit for TCP and UDP ports 
-ne, not-equal-to integer comparison test 
Negation operator, !, reverses the sense of a test 
netstat, Network statistics 
Network programming 
nl, a filter to number lines of text 


Noclobber, -C option to Bash to prevent overwriting of files 


NOT logical operator, ! 


null variable assignment, avoiding 


ok cK ok 


-0 Logical OR compound comparison test 
Obfuscation 


* Colon as function name 
e Homework assignment 


e Just another Bash hacker! 
octal, base-8 numbers 
od, octal dump 
SOLDPWD Previous working directory 
openssl encryption utility 
Operator 


* Definition of 
* Precedence 


Options, passed to shell or script on command line or by set command 
Or list 


Or logical operator, ll 


x ck Gk 


Parameter substitution 
e ${parameter+alt_value} 
${parameter: alt. value] 


Alternate value of parameter, if set 
e ${parameter-default} 


${parameter: -default} 
${parameter=default} 


${parameter:=default} 


Default parameters 
e ${!varprefix*} 


${!varprefix@ } 


Parameter name match 
e ${parameter ?err_msg} 


Parameter-unset message 
e ${parameter} 


Value of parameter 
e Case modification (version 4+ of Bash). 


e Script example 
* Table of parameter substitution 


Parent / child process problem, a child process cannot export variables to a parent process 


Parentheses 


* Command group 
* Enclose group of Extended Regular Expressions 
* Double parentheses, in arithmetic expansion 
SPATH, the path (location of system binaries) 
* Appending directories to SPATH using the += operator. 
Pathname, a filename that incorporates the complete path of a given file. 
* Parsing pathnames 


Perl, programming language 


* Combined in the same file with a Bash script 
* Embedded in a Bash script 


Perquackey-type anagramming game (Quackey script) 


Petals Around the Rose 
PID, Process ID, an identification number assigned to a running process. 


Pipe, | , a device for passing the output of a command to another command or to the shell 


* Avoiding unnecessary commands in a pipe 
e Comments embedded within 


* Exit status of a pipe 
* Pipefail, set -o pipefail option to indicate exit status within a pipe 
e SPIPESTATUS, exit status of last executed pipe 


* Piping output of a command to a script 
* Redirecting stdin, rather than using cat in a pipe 


Pitfalls 


* - (dash) is not redirection operator 
* // (double forward slash), behavior of cd command toward 


e #!/bin/sh script header disables extended Bash features 

* Abuse of cat 

* CGI programming, using scripts for 

* Closing limit string in a here document, indenting 

* DOS-type newlines (\r\n) crash a script 

e Double-quoting the backslash (X) character 

* eval, risk of using 

* Execute permission lacking for commands within a script 
e Exit status, anomalous 

e Exit status of arithmetic expression not equivalent to an error code 
* Export problem, child process to parent process 

* Extended Bash features not available 

* Failing to quote variables within test brackets 


e GNU command set, in cross-platform scripts 


* [et misuse: attempting to set string variables 
* Multiple echo statements in a function whose output is captured 
* null variable assignment 


e Numerical and string comparison operators not equivalent 


= and -eq not interchangeable 
* Omitting terminal semicolon, in a curly-bracketed code block 
e Piping 


echo to a loop 


echo to read (however, this problem can be circumvented) 


tail -£ to grep 
* Preserving whitespace within a variable, unintended consequences 
© suid commands inside a script 
* Undocumented Bash features, danger of 
* Updates to Bash breaking older scripts 
* Uninitialized variables 
* Variable names, inappropriate 
* Variables in a subshell, scope limited 


e Subshell in while-read loop 
* Whitespace, misuse of 


Pointers 


* and file descriptors 
* and functions 


* and indirect references 


* and variables 


Portability issues in shell scripting 


e Setting path and umask 
* A test suite script (Bash versus classic Bourne shell) 


* Using whatis 


Positional parameters 


e $Q, as separate words 
e $>, as a single word 
* in functions 


POSIX, Portable Operating System Interface / UNIX 
e —posix option 


e 1003.2 standard 
* Character classes 


SPPID, process ID of parent process 


Precedence, operator 


Prepending lines at head of a file, script example 


Prime numbers 


e Generating primes using the factor command 
* Generating primes using the modulo operator 
e Sieve of Eratosthenes, example script 


printf, formatted print command 


4 proc directory 


* Running processes, files describing 
* Writing to files in /proc, warning 


Process 


* Child process 


* Parent process 
* Process ID (PID) 


Process substitution 


* To compare contents of directories 
e To supply st din of a command 


* Template 
* while-read loop without a subshell 


Programmable completion (tab expansion) 
Prompt 


e SPS1, Main prompt, seen at command line 
e SPS2, Secondary prompt 


Pseudo-code, as problem-solving method 

SPWD, Current working directory 

x k ok 

Quackey, a Perquackey-type anagramming game (script) 
Question mark, ? 


e Character match in an Extended Regular Expression 


e Single-character wild card, in globbing 
* [n a C-style Trinary (ternary) operator 


Quoting 
* Character string 


e Variables 


within test brackets 
e Whitespace, using quoting to preserve 


Random numbers 


e /dev/urandom 

e rand (), random function in awk 

e SRANDOM, Bash function that returns a pseudorandom integer 
e Random sequence generation, using date command 

e Random sequence generation, using jot 

* Random string, generating 


Raspberry Pi (single-board computer) 


e Script for preparing a bootable SD card 
ICS 


read, set value of a variable from stdin 


* Detecting arrow keys 

* Options 

* Piping output of cat to read 

e "Prepending" text 

* Problems piping echo to read 
* Redirection from a file to read 
e SREPLY, default read variable 
* Timed input 

e while read construct 


readline library 
Recursion 


* Demonstration of 
* Factorial 


e Fibonacci sequence 
* Local variables 


e Script calling itself recursively 
* Towers of Hanoi 


Redirection 


* Code blocks 
e exec «filename, 


to reassign file descriptors 
e [ntroductory-level explanation of I/O redirection 


* Open a file for both reading and writing 


<>filename 
* read input redirected from a file 


e stderr to stdout 


2>&1 
e stdin/ stdout, using - 


e stdinof a function 


e stdout to a file 


2.4.22 


e stdout to file descriptor j 


2&]j 


* file descriptori to file descriptor j 


i»&j 
e stdout of a command to stderr 


>&2 
e stdout and stderr of a command to a file 


&> 
* tee, redirect to a file output of command(s) partway through a pipe 


Reference Cards 


* Miscellaneous constructs 
* Parameter substitution/expansion 
e Special shell variables 


e String operations 
e Test operators 


Binary comparison 


Files 
Regular Expressions 


* ^ (caret) Beginning-of-line 
e $ (dollar sign) Anchor 
e . (dot) Match single character 


e * (asterisk) Any number of characters 
e [] (brackets) Enclose character set to match 


o \ (backslash) Escape, interpret following character literally 
* \<... V» (angle brackets, escaped) Word boundary 
* Extended REs 


+ Character match 


M \} Escaped "curly" brackets 


[: :] POSIX character classes 


SREPLY, Default value associated with read command 


Restricted shell, shell (or script) with certain commands disabled 


return, command that terminates a function 
run-parts 


e Running scripts in sequence, without user intervention 


Scope of a variable, definition 
Script options, set at command line 


Scripting routines, library of useful definitions and functions 


Secondary prompt, $PS2 


Security issues 


* nmap, network mapper / port scanner 
* sudo 
© suid commands inside a script 


* Viruses, trojans, and worms in scripts 
* Writing secure scripts 


sed, pattern-based programming language 


* Table, basic operators 
e Table, examples of operators 


select, construct for menu building 
ein listomitted 
Semaphore 
Semicolon required, when do keyword is on first line of loop 
* When terminating curly-bracketed code block 
seg, Emit a sequence of integers. Equivalent to jot. 
set, Change value of internal script variables 
* set -u, Abort script with error message if attempting to use an undeclared variable. 
Shell script, definition of 
Shell wrapper, script embedding a command or utility 
shift, reassigning positional parameters 
SSHLVL, shell level, depth to which the shell (or script) is nested 


shopt, change shell options 


Signal, a message sent to a process 
Simulations 

* Brownian motion 

e Galton board 

* Horserace 

* Life, game of 


* PI, approximating by firing cannonballs 
* Pushdown stack 


Single quotes (' ... ') strong quoting 
Socket, a communication node associated with an I/O port 
Sorting 


e Bubble sort 
* [nsertion sort 


source, execute a script or, within a script, import a file 


* Passing positional parameters 


Spam, dealing with 
e Example script 
e Example script 
e Example script 
e Example script 
Special characters 
Stack 


* Definition 
* Emulating a push-down stack, example script 


Standard Deviation, example script 
Startup files, Bash 
stdin and stdout 
Stopwatch, example script 
Strings 
e =~ String match operator 
* Comparison 


* Length 


S{#string} 
* Manipulation 


* Manipulation, using awk 
* Null string, testing for 
* Protecting strings from expansion and/or reinterpretation, script example 


Unprotecting strings, script example 
e strchr(), equivalent of 


e strlen(), equivalent of 
e strings command, find printable strings in a binary or data file 


e Substring extraction 
${string:position } 
${string:position:length} 
Using expr 
e Substring index (numerical position in string) 
e Substring matching, using expr 
e Substring removal 
${var#Pattern } 
${var##Pattern} 
${var%Pattern } 


${var%%Pattern } 


e Substring replacement 


${string/substring/replacement} 
${string//substring/replacement} 
${string/#substring/replacement} 
${string/%substring/replacement} 


Script example 
e Table of string/substring manipulation and extraction operators 


Strong quoting ' ... 


Stylesheet for writing scripts 


Subshell 


* Command list within parentheses 
e Variables, SBASH_SUBSHELL and SSHLVL 


* Variables in a subshell 
scope limited, but ... 
... can be accessed outside the subshell? 


su Substitute user, log on as a different user or as root 


suid (set user id) file flag 


© suid commands inside a script, not advisable 
Symbolic links 


Swapfiles 


ok ok ok 


Tab completion 


Table lookup, script example 

tail, echo to stdout lines at the (tail) end of a text file 

tar, archiving utility 

tee, redirect to a file output of command(s) partway through a pipe 
Terminals 


* setserial 
* setterm 
* stt 


e tput 
* wall 


test command 


e Bash builtin 
* external command, /usr/bin/test (equivalent to /usr/bin/ [) 


Test constructs 
Test operators 


* -a Logical AND compound comparison 
e -e File exists 

* -eq is-equal-to (integer comparison) 

e -f File is a regular file 


* -ge greater-than or equal (integer comparison) 
* -gt greater-than (integer comparison) 


e -le less-than or equal (integer comparison) 
e -It less-than (integer comparison) 

* -n not-zero-length (string comparison) 

* -ne not-equal-to (integer comparison) 

* -0 Logical OR compound comparison 

e -u suid flag set, file test 

e -Z is-zero-length (string comparison) 

e = is-equal-to (string comparison) 


== is-equal-to (string comparison) 
* < less-than (string comparison) 


* < less-than, (integer comparison, within double parentheses) 

e <= less-than-or-equal, (integer comparison, within double parentheses) 

e > greater-than (string comparison) 

e > greater-than, (integer comparison, within double parentheses) 

e >= greater-than-or-equal, (integer comparison, within double parentheses) 
* || Logical OR 

* && Logical AND 

* ! Negation operator, inverts exit status of a test 


!= not-equal-to (string comparison) 
e Tables of test operators 


Binary comparison 


File 


Text and text file processing 


Time / Date 
Timed input 


e Using read -t 

e Using stty 

* Using timing loop 
e Using STMOUT 


Tips and hints for Bash scripts 
* Array, as return value from a function 


Associative array more efficient than a numerically-indexed array 
* Capturing the return value of a function, using echo 


* CGI programming, using scripts for 
* Comment blocks 


Using anonymous here documents 


Using if-then constructs 


e Comment headers, special purpose 

* C-style syntax , for manipulating variables 
* Double-spacing a text file 

* Filenames prefixed with a dash, removing 
e Filter, feeding output back to same filter 

e Function return value workarounds 

* if-grep test fixup 

e Library of useful definitions and functions 
eè null variable assignment, avoiding 

* Passing an array to a function 

e $PATH, appending to, using the += operator. 
* Prepending lines at head of a file 

* Progress bar template 

* Pseudo-code 

* rcs 


e Redirecting a test to /dev/nu11 to suppress output 


e Running scripts in sequence without user intervention, using run-parts 
e Script as embedded command 


e Script portability 

Setting path and umask 

Using whatis 
e Setting script variable to a block of embedded sed or awk code 
e Speeding up script execution by disabling unicode 


e Subshell variable, accessing outside the subshell 
e Testing a variable to see if it contains only digits 


* Testing whether a command exists, using type 


e Tracking script usage 
* while-read loop without a subshell 


* Widgets, invoking from a script 
$ TMOUT, Timeout interval 
Token, a symbol that may expand to a keyword or command 
tput, terminal-control command 
tr, character translation filter 
e DOS to Unix text file conversion 
* Options 
e Soundex, example script 
* Variants 
Trap, specifying an action upon receipt of a signal 


Trinary (ternary) operator, C-style, var»10?88:99 


e in double-parentheses construct 
e in let construct 


true, returns successful (0) exit status 


typeset builtin 


* options 


ok cK ok 


SUID, User ID number 


unalias, to remove an alias 
uname, output system information 


Unicode, encoding standard for representing letters and symbols 


* Disabling unicode to optimize script 


Uninitialized variables 

uniq, filter to remove duplicate lines from a sorted file 
unset, delete a shell variable 

until loop 


until [ condition-is-true ]; do 


ok ook ok 
Variables 


e Array operations on 
* Assignment 


Script example 
Script example 


Script example 
* Bash internal variables 


* Block of sed or awk code, setting a variable to 


* C-style increment/decrement/trinary operations 
* Change value of internal script variables using set 
* declare, to modify the properties of variables 


* Deleting a shell variable using unset 
* Environmental 


* Expansion / Substring replacement operators 
* [ndirect referencing 


eval variablel=\SSvariable2 
Newer notation 


S{!ivariable} 
* Integer 
* [nteger / string (variables are untyped) 


* Length 


S{#var} 
e Lvalue 
* Manipulating and expanding 
* Name and value of a variable, distinguishing between 
* Null string, testing for 
* Null variable assignment, avoiding 
e Quoting 


within fest brackets 


to preserve whitespace 
* ryalue 


e Setting to null value 


e [n subshell not visible to parent shell 

e Testing a variable if it contains only digits 

* Typing, restricting the properties of a variable 
* Undeclared, error message 

* Uninitialized 

* Unquoted variable, splitting 

* Unsetting 

* Untyped 


wait, suspend script execution 


* To remedy script hang 


Weak quoting " ... 


while loop 
while [ condition ]; do 


* C-style syntax 
e Calling a function within test brackets 
* Multiple conditions 


* Omitting test brackets 
* while read construct 


Avoiding a subshell 


Whitespace, spaces, tabs, and newline characters 


e STFS defaults to 


* [nappropriate use of 
* Preceding closing limit string in a here document, error 


* Preceding script comments 
* Quoting, to preserve whitespace within strings or variables 


e [:space:], POSIX character class 
who, information about logged on users 
ew 
* whoami 
* logname 
Widgets 


Wild card characters 


* Asterisk * 
e[n [list] constructs 


e Question mark ? 
e Will not match dot files 


Word splitting 


e Definition 
* Resulting from command substitution 


Wrapper, shell 


ok ok k 
xargs, Filter for grouping arguments 


e Curly brackets 

e Limiting arguments passed 

* Options 

* Processes arguments one at a time 
* Whitespace, handling 


ok ck ok 


* Emulation 


x cK ck 


-Z String is null 


Zombie, a process that has terminated, but not yet been killed by its parent 


Prev Home 
ASCII Table 


